Configure the IDRAC Remote Access
Console

Published: 2016-12-21

If your ExtraHop system is deployed in a data center or other remote environment, you might need to
access the console and power-management features through a remote connection. Remote access is
available on the ExtraHop system through the Integrated Dell Remote Access Controller (iDRAC). After
you enable and configure iDRAC, you can power cycle the system, view console messages, and review
hardware monitoring and boot logs.

The iDRAC interface is enabled by default on all ExtraHop appliances, except the EDA 1100, which does
not have an iDRAC interface.

Accessing the iDRAC

1.

When the appliance is running, the LCD displays the existing IP address. Under the LCD, press the
checkmark button between the two arrows.

Highlight iDRAC and press the checkmark button.

o Net |IiAe»

Highlight IP and press the checkmark button.

1 DHCP | [Ilg| Mask-»

Write down the IP address that appears on the LCD.

010.010.007.033

In a web browser, type the IP address, and log in with the username r oot and the password, which
is the service tag number listed in the screen or on the pullout at the front of the appliance. The
password is case-sensitive.
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Login
IDRAC-HW3XFX1 | EHB00O
Type the Username and Password and click Submit.

Usamame: Password:

Domain:
This iDRAC

Configuring the iDRAC with a static IP address
1. Under iDRAC Settings in the left tree control, click Network.

B Overview
B -Server
Power / Thermal
Aleris
Setup

Troubleshooting
Licenses
Intrusion

- IDRAC Settings

Network
User Authentication
Update and Rollback

Backup and Restore
Sessions

2. Scroll down to the IPv4 Settings section, de-select the DHCP Enable checkbox.

3. Inthe Static IP Address field, type the IP address that you want to configure for remote access to
your ExtraHop appliance.
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IPv4 Settings a Back to Top

Attribute Value

Enable IPv4 o

DHCP Enable

Static IP Address 192.168.0.120
Static Gateway 192.168.01
Static Subnet Mask 255.255.255.0

Use DHCP to obtain DNS
server addresses

Static Preferred DNS

Server 0.0.0.0

Static Alternate DNS

Sarver 0.0.00

Launching the iDRAC virtual console

1. Click Overview in the left tree control, click the Console tab.
2. From the Plug-in Type menu, select Java.
3. Click Launch Virtual Console.
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Properties Console Attached Media vFlash Logs Job Queue

Virtual Console = C 7

Options: > | Launch Virtual Console

Virtual Console

Attribute Value
Enabled ~

Max Sessions 4 3
Active Sessions 0

Remote Presence Port 5900
Video Encryption Enabled @1

Local Server Video Enabled @j

Plug-in Type Native %
Defaultacﬂon upon session sharing request Deny access s
timeout

Automatic System Lock ™

| Apply |

A file will begin downloading to your workstation.

4. When the file has downloaded, delete the characters after viewer.jnlp, and open the file immediately
after the download has completed. (Download times are typically one minute or less).

5. At the prompt, click Continue.

Do you want to Continue?
The connection to this website is untrusted.

! 5 Website: https://10.10.7.33:443

Note: The certificate is not valid and cannot be used to verify the
identity of this website.

More Information

| Continue | [ Cancel ]

6. When the java applet finishes installing, click Run.
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Do you want to run this application?

Name: iDRAC?7 Virtual Console Client

«
=> Publisher: Dell Inc.
e

Location: https://10.10.7.33:443/software/avctKVM.jar
This application will run with unrestricted access which may put your
computer and personal information at risk. Run this application only if you
trust the publisher.

(| Do not show this again for apps from the publisher and location above

“ More Information [ Run J | Cancel |

7. Select the Always trust this certificate checkbox and click Run.

This certificate is issued to:
Common Name: iDRAC7? default certificate
Organization: Dell Inc.
Organization Unit: Remote Access Group
Locality: Round Rock

Email:

12] Always trust this certificate. Run Cancel

8. Click OK.
In order to optimally expose keyboard functionality to the host being managed, the
KVM application requires direct access to your keyboard. You can enable this from
System Preferences -> Universal Access and set the checkbox for “Enable access for assistive devices”.

Without this setting, typed characters will still be passed to the managed host,
but not all keyboard functions will work properly, and Single Cursor mode can not be enabled.

o)

Power cycling the system

1. Under Overview > Server in the left tree control, click Power/Thermal.
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B Overview
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2. From the Power Control drop-down menu, select Reset System (warm reboot).

r

LU GLTGTGE  Power Configuration  Voltages ~ Temperatures

. ' -
Power Monitoring ® C 7
Jump to: Power | PresentReading | Power Supply Unit Readings | Cumulative Reading | Historical Peaks |
Historical Trends | System Headroom
Status

Power Contro| v Select...
Power Off System
NMI (Non-Masking Interrupt)

Health . Graceful Shutdown | OK
Reset System (warm boot)
Server Status Power Cycle System (cold boot) I ON
Present Readifg A e 182 (20.22% Capacity) Watts
Power SUpply REAUNGENCY .o Disabled
Active Power Cap Policy .. INO POWEE Cap Policy Set

3. When you click Launch Virtual Console, the IDRAC launches a new window as your virtual console.

SnNno idrac-9QZ8FP1, User:root, 33.4fps
Virtual Media File View Macros Tools Power Help

ExtraHop version 2.1.11284
extrahop login:

(Optional) Set a secure password

The iDRAC password is configured by default with the service tag number on the pullout at the front of the
ExtraHop appliance. These steps explain how you can change that default password to a more secure
password that you choose.

1. Reboot the IDRAC system and press F2.
2. Under the System Setup Main Menu, click iIDRAC Settings.
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YSTEM SETUP

Systemn Setup

System Setup Main Menu

System BIOS
IDRAC Settings

Device Settings

3. Under iIDRAC Settings, click User Configuration.

SYSTEM SETUP

iDRAC Settings

DRAC Settings

vFiash Media

Fower Configuration
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Systerm Location
Front Paneal Security
LUser Configuration
Smart Card
Lifecyck Controler
Remote Enablerment

Resat IDRAC configurations to defaults

0 Configure Administrator User Configuration.

4. Select the checkbox next to Change Password.
5. Type the new password, and then type the password again to confirm.

The steps and menu options to change the password can vary by iDRAC version.
6. Click Apply.
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