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While release notes @ provide a comprehensive view of our release updates, here is a preview of our most
exciting features in ExtraHop 9.9.

Users in Detections

Usernames are now included in detection participant information when available. You can filter detections
2 by user, see specific users that are linked to detections in detection summaries iz and participant
information %, and add a participant username as a tuning rule & or detection notification t criteria.

2 OFFENDER

Offender Vietim User Assignes More, .,

o laptop5@west.example.com

User: userweslLexample.com Criteria
Users Faund

ugerfwest example.com "h‘

Software
Windows Server

user.west.example.com

Detection Type
DCSync Activity

User Linked to this Detection ® Al SECUT&\I’ detection types

Offender

User

Fi
rstSeen amonth ago User ©

Last Seen  just now
userwest.example.com X

GoTo

Detection Log

Detection details & now contain a time-stamped log of activity associated with the detection. The detection
log lists every update associated with the detection and the tuning rules & associated with specific activity.

Log

Time Offender / Client Victim / Server Client Port JNDI String Server Port Tuning Rule
2024-12-13 23:55 scanner5.example.com serverwest.example.com 55083 $lindi:ldap://192.168.210.94:13456] 80

2024-12-14 00:05 scanner5.example.com workstation1 57951 $lindi:ldap://192.168.174.126:1345.. 5985

2024-12-14 00:12 scanner5.example.com workstation2 58439 $lindi:ldap://192.168.2.143:13456} 5985

2024-12-14 00:28 scanner5.example.com accounting.west.example.com 48447 $lindi:ldap://192.168.116.196:1345.. 5000

2024-12-14 00:28 scanner5.example.com apwest.example.com 41465 $lindi:ldap://192.168.169.3:13456} B0

2024-12-14 00:30 scanner5.example.com international west.example.com 41979 $lindi:ldap://192.168.47.179:13456}

2024-12-1400:33 scanner5.example.com custservicewest.example.com 43007 $lindi:ldap://192.168.102.125:1345...

2024-12-14 01:35 scanner5.example.com workstation3 $lindi:ldap://192.168.127.79:13456]
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Bulk Actions

You can now add all the detections in a detection summary 2 to an investigation. From the new Bulk
Actions drop-down menu, you can track all detections & in the summary or add all detections to an
investigation @.

Bulk Actions =

Track All Detections
Add to an Investigation

@ Add 34 detections to a new investigation

Add All Detections to an Investigation

O Add 34 detections to an existing investigation

Cloud-updated Device Properties

(RevealX 360 only) Added support to display cloud-updated device properties & obtained from integrations
i configured on your ExtraHop system, such as CrowdStrike. You can filter by cloud device properties to
find a device & and to create a dynamic device group .
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For Administrators
File Hash Lookup Links

Added the ability to configure external lookup tool links to easily look up SHA-256 file hashes for
RevealX 360 i and RevealX Enterprise . VirusTotal Lookup is configured by default. Configured
links are displayed on Devices, Files, Records, and Detections pages.

Lookup

IP ADDRESS FILE HASH

Display links to an external lookup tool for SHA-254 file hashes in the ExtraHop system by typing the URL
of the tool. The URL must include the $filehash variable, which is replaced with the SHA-256 hash of the
file.

URL Template

https://www.irustotal.com/gui/file/$filehash

Display Name

VirusTotal Lookup

Display Options
@ Show this link on all files

O Do not show this link Details

Filename: fd0b3f36-5596-4351-a52a-324d9881c330

Media Type: Executable
URL Template SHA-256: dd4ba3bf201df467ebc05868bB932d56a9d60cBbdB 1bBb7 cfod

3dBdalc762b29
Detections: No
Is Signed: —
Locality: Inbound
File Size (Bytes): 178,830
Display Optians CaBeviceet
@ Show thislink on all files First Seen: 2025-01-09 10:09:00
©O Do not show this link

https://opentip.kaspersky.com/$flehash/?tab=lookup

Display Name

Kaspersky

GoTo

£ VirusTotal Lockup

Inactive Device Deletion

You can specify when and how the system automatically deletes inactive devices from the ExtraHop
system &. You can delete devices that have been inactive for a specified number of days and you can
delete inactive devices after the sensor has discovered over a specified number of devices.
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Inactive Sources

Search Results

Devices and applications appear in search results until they are inactive for over 90 days. The option below enables you to specify the number of days that sources are inactive and
immediately remove them from search results

Remove sources that have been inactive for days.

ExtraHop System

Devices that become inactive remain in the ExtraHop system. The following options enable you to specify when and how the system deletes inactive devices. Devices deleted from the sensor
are also deleted from the connected console.

Delete devices that have been inactive for days.
Delete inactive devices after the sensor has discovered over | 1,000,000 | devices.

Login Screen Message

(RevealX Enterprise only) You can add a custom message to the login screen & of your ExtraHop
system to display graphics and logos and to convey information to users such as password
requirements, policy statements, support links, or maintenance announcements. The login screen
message supports text and graphics in Markdown syntax .

Login Screen Message

Specify a custom message to be displayed on the ExtraHop user login screen.

Login Message Settings
O Do not display a login message

® Display a custom login message

‘Custom Login Message (supports Markdown format)

Editor Preview

## Scheduled Maintenance
System maintenance is scheduled from June 1, 2020 to June 3,2020. Scheduled Maintenance
During this time, you might experience intermittent issues. System maintenance is scheduled from June 1, 2020 to June 3,2020.
Normal operations will be restored by June 4, 2020. During this time, you might experience intermittent issues.

Normal operations will be restored by June 4, 2020.
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Scheduled Maintenance

Save Changes

For APl Developers
REST API
Added the / user s/ {user nane} /| ock endpoint to the User resource &, which enables you

to unlock user accounts. This endpoint is accessible only if you have configured the system to

automatically lock user accounts after a specified number of failed login attempts through the
running configuration file.
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