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While release notes @ provide a comprehensive view of our release updates, here is a preview of our most
exciting features in ExtraHop 9.8.

Enhanced Detection Notifications

Detections and detection notifications have been optimized for exporting granular detection data. Users
can now configure notification rules & to send a default or custom webhook payload for every detection
update, or only send one notification for each detection.

Target

Specify where notifications are sent when the criteria is met.

Custom Webhook

Payload URL

https://example.com

Show Advanced Connection Options

Motification Behavior

@ Send for every detection update (recommended for SIEM)
O Send once per detection

Payload Options
O Default payload (recommended)
@ Custom payload

3
Preview Payload (JSON)
| {
"title": {{title}},
"type": {{typel}},
"eref: {
“"type": {{src.type}},

Security Operations Report

You can now select the contents to include in a Security Operations Report & that you generate from an
Overview page.
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https://docs.extrahop.com/9.8/customers/eh-release-notes
https://docs.extrahop.com/9.8/detections-create-notification-rule
https://docs.extrahop.com/9.8/security-overview/#site-selector-and-security-operations-report

Generate Security Operations Report

Report Contents

&1 Attack Surface Visibility
l‘.".m'Th reat Coverage
@ Attack Detection
Perimeter
) Security Hardening

Time Interval

® Llast 7 days

() Previous calendar week
O Previous calendar month

Sites

All Sites

Report Options
Include explanation text

New Files page

EXTRAHOP

The Files page & displays a table of files hashed according to filters that are configured and enabled from
the File Analysis settings. File details enable you to further investigate the SHA-256 file hash in devices,

records, detections, and VirusTotal Lookup, which is a third-party tool.
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https://docs.extrahop.com/9.8/files-overview
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“a@ ExtraHop Overview Dashboards ~ Detections ~Alerts ~ Assets Records Packets

Last6hours ¥ Assets / Files

Devices

Device Groups FindFiles

Files

Users Filename ~ | =~
Applications

Networks
Search Results 608 files Files are displayed according tofilter criteria in File Analysis settings

Filename Media Type SHA-256 Detections Has Signature File Size (Bytes) Locality On Devices First Seen
product.xlsx Document 791c32a95f... ® No - 12,000 Outbound 1 2024-04-23 11:05:29
command.exe Executable cdc43c7e90... Inbound, Internal 3 2024-05-08 11:05:29
logdj-web-2.20.0-sources. Archive, Executable 3a0d87b07: Internal 2024-05-04 11:(
presentation.pptx Executable 42d8f5095... X Inbound 2024-05-04 11:05:29
report.docx Document 6b26f19ef7. Inbound 2024-04-29 11:05:29
company._policies.docx Document a7c9f9e107. 1 Internal 2024-05-03 11:05:29
proposal.pdf Document » X Internal. Outbound 2024-04-22 11:05:29

schedule.xlsx - -
Find Files
project_plan.docx Document
Filename +
expense_report:xisx Document

e Zocen File Size > 1,000,000 Bytes x

client_list.xlsx Document

training_materials.pptx Document
= i Search Results 5 fles Files are displayed according to filter crteria in File Analysis settings.

invoice pdf EEamiER Filename MediaType Detections  Has Signature

policy_manual.docx Document productquery.exe  Exeutable 7913295f... Yes 3,000,000 Details

timesheet Document command.exe Executable s gty
TR Eramci budgetxisx Document 3 2 ‘ Other Known Filenames: productauery2.exe, productqueryl.e
q sentation.pptx  Executabl Media Type: Exccuta
business_plan.docx Document presepttonops Gz
) . SHA-256: 01§7464214960¢4 616135326
report.d Document 208,000 z .
marketing_plan.docx Document :
——
Has Signature: No
Localty: Outbound
File Size: 3MB
On Devices: 1

First Seen: 2024-04-23 11:

New RevealX 360 Integrations
Next Generation SIEM Integrations

Added integrations for CrowdStrike Falcon Next-Gen SIEM & and Splunk Enterprise Security SIEM 2
that leverage notification rules &2 to export ExtraHop detection data to the target SIEM.
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https://docs.extrahop.com/9.8/rx360-integrations-crowdstrike-nextgen-siem
https://docs.extrahop.com/9.8/rx360-integrations-splunk-siem
https://docs.extrahop.com/9.8/detections-create-notification-rule
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EXTRAHOP | RevealX360

Administration / Integrations

Integrations

Click any tile to learn more about integrations developed by ExtraHop and by our technology partners.

\GROWDSTRIKE splunk>
Enterprise Security (SIEM) Integration Status

Status: Integration Enabled
Configure Configure Proxy Sensor: © prod-pdx-eda-6100v

Eve Change Credentials D

Notification Rules

This integration is configured as the target for the following notification rules.

Name Event Type Status Author

All System Alerts Security Detection Enabled maebybluth Edit

NOC Performance Detection Disabled tobias Edit

Add Notification Rule

LevelBlue, Axonius, Cisco XDR Integrations

Added the following new integrations to help you investigate and respond to device and detection

data:

e LevelBlue # offers managed detection and response (MDR).
e Axonius & is a cybersecurity asset management tool.

[ ]

Cisco XDR 2 is a cloud-based extended detection and response solution.

EXTRAHOP?  RevealX360

Administration / Integrations

Integrations

Click any tile to learn more about integrations developed by ExtraHop and by our technology partners.

S’
2, AXONIUS

LevelB ue

XDR

Configure Configure

Configure

For Administrators
Packet Access Control

Administrators can now grant privileges 2 that allow users to only download packet headers.
RevealX 360 administrators can also set a global policy & for packet slice size, and enable sensor
access control & to grant access to specific user groups.
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https://docs.extrahop.com/9.8/rx360-integrations-levelblue-mdr
https://docs.extrahop.com/9.8/rx360-integrations-axonius-itsm
https://docs.extrahop.com/9.8/rx360-integrations-cisco-xdr
https://docs.extrahop.com/9.8/users-overview/#privilege-levels
https://docs.extrahop.com/9.8/eh-admin-ui-guide/#global-policies
https://docs.extrahop.com/9.8/rx360-setup-admin/#sensor-access-control
https://docs.extrahop.com/9.8/rx360-setup-admin/#sensor-access-control
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Edit Sensor Access Control

You can enable packet download restrictions by specifying a SAML 3
that limits packet access to assigned sensors.

Packet and Session
Options Key Access
Enable packet download restrictions O Packets and session keys @

Limited access (O Packets only @

On unassigned sensors, users with packet download privileges 4
download packet headers.

O No access

On unassigned sensors, users have no packet access regardless g
privileges.
Packet Slice Download Control

SAML Configuration

Users with packet slices only privileges can download the first bytes of a packet.
Specify an attribute name| h

\ o 0

File Extraction Password

A password is required to open .zip files extracted, or carved, from packets. Administrators can set
the file extraction password from the Administration Settings on RevealX Enterprise 2 or RevealX
360 & and share the password with approved users.

File Extraction Password

Specify the password required for users to unzip files extracted and downloaded from a packet query.

Show Pa

Decryption for Multiple Domain Controllers

The ExtraHop system now supports connecting multiple domain controllers & to a sensor to
decrypt domain controller traffic. You can configure decryption on an individual sensor on RevealX
Enterprise or through an integration on RevealX 360.
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https://docs.extrahop.com/9.8/eh-admin-ui-guide/#global-policies
https://docs.extrahop.com/9.8/rx360-setup-admin/#manage-global-policies
https://docs.extrahop.com/9.8/rx360-setup-admin/#manage-global-policies
https://docs.extrahop.com/9.8/dc-decryption
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For API Developers
Trigger API

You can now store metrics and access properties for SOCKS and NMF traffic with new SOCKS & and
NMF & classes.

REST API

Added the / appl i ances/ sensort ags endpoint to the RevealX 360 REST API &, which enables
you to view and manage sensor tags.
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https://docs.extrahop.com/9.8/extrahop-trigger-api/#socks
https://docs.extrahop.com/9.8/extrahop-trigger-api/#nmf
https://docs.extrahop.com/9.8/rx360-rest-api/#appliance
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