What's New

Published: 2023-10-26

While release notes @ provide a comprehensive view of our release updates, here is a preview of our most
exciting features in ExtraHop 9.4.

Detection Triage

The ExtraHop system now recommends detections for triage based on contextual analysis of several
factors in your environment. Recommendations are highlighted in Triage & on the Detections page and on
the Security Overview & page.
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Detection Summary

The Summary view on the Detections page aggregates information by detection type or source & and
enables you to tune & and track 2 multiple detections at once.
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External Scanning Services

ExtraHop now identifies external scanning services and flags them as participants in detections. You can
create tuning rules & for a specific external scanning service or hide all detections involving an external
scanning service.
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Tune Detection

Create arule to hide detections that match the following criteria.
detections are hidden from view and do not have notifications or

Criteria

Detection Type
@ Outbound Connection to a Suspicious IP Address
O All security detection types

'[initiated a connection to an external endpoint with a suspicious |P address, This IP address is considered suspicious ba
found in your ExtraHop system. Confirm whether wo -n 20 is the victim of a malware or phishing aitack. Offender
workstation20
8. OFFENDER {82 VICTIM
Wictim

G workstationZ0 148.221.12.170 External Scanning Service
192 148 1465168 SCANNEr Eamphs, wss

Site: Wesat External Endpoint
_ External Scanning Service
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Ary External Scanning Service
+ Example Scanning Service Co.

Geolocation Map

Renamed the Countries tab to Geolocation on the Perimeter Overview page and replaced the halo
visualization with an interactive world map. The Geolocation map & indicates traffic between internal
endpoints and geographic locations, which are highlighted in a contrasting color on the map. The intensity
of the contrasting color represents the amount of traffic at that geolocation. Click a highlighted geolocation
from the map to view the total amount of inbound or outbound traffic associated with connected internal
endpoints.
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Language Selection

The ExtraHop system enables you to display French or German in select areas of the user interface & and in
the documentation.
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Netskope Integration

Note: The Reveal(x) integration with Netskope Intelligent Security Service Edge (SSE) is currently
only available to Netskope Cloud TAP Early Access Program participants. If you would like
to learn more about this integration and be notified as soon as it is publicly available, please
reach out to your ExtraHop account team.

This integration enables you to configure ExtraHop sensors to ingest packets from your Netskope solution
[ to detect threats, discover and monitor devices, and gain insight into traffic. Reveal(x) 360 users can
navigate to the Netskope integration page to view sensor connection status.
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Administration / Netskope Integration

Integration Status

«&" netskope

4 Netskope Sensors Connected
. example.extrahop-sensor-1.com
Netskope Integration

Integrate ExtraHop Reveal(x) 360 with Netskope, a cloud access
security broker (CASB) solution that provides visibility and control for
cloud services and applications.

With this integration, ExtraHop sensors ingest packets from your

Netskope deployments to discover and classify devices and detect
threats.

Integration Features

' Discover and monitor devices through a Netskope connecrion

ion Documentation &

Reveal(x) 360

The ExtraHop system now enables you to create a system notification rule & to email a recipient list
whenever the recordstore cannot connect to a sensor to receive records and when the connection is

restored.
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@ ExtraHop

Create Notification Rule

Properties

Name Author

Recordstore issues ExtraHop

Description

Default notification rule for recordstore events

“s@ ExtraHop Reveal(x) 360

Event Type

O Detection
O Threat Briefing

@® System RECO I‘d StO re CO nne
June 28, 2023 09:18:30 UTC-08:0

Criteria

L . . R The recordstore could not connect
Add criteria to determine which system events generate a notification.

Sensors:

System Events - sensor-sea-dc-01(10.22.0.1)
B Sensor connection warning or error + sensor-sea-dc-02 (10.22.96.9)

Sensor firmware upgrade available

Review the sensor configuration or

License warning or error .
& see the Recordstore Troubleshootin

|
| |
Recordstore error

Recordstore ingest exceeds 80% ~ of daily capacity *

Go to Reveal(x) 360 Senso

* Notification is sent the day after the specified threshold is exceeded.

Sensors

All Sensors Manage these notificati

Actions
Specify how notifications are sent when the criteria is met.

Send Email

Email Recipients

jane@bigcorp.com X john@bigcorp.com X wickett@bigcorp.com X kneesea@bigcorp.com X

Options

Enable notification rule
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"o@ ExtraHop

Reveal(x)

Action Required: Update Identity Provider
Certificate

LAST NOTIFICATION

Your identity provider (IdP) certificate expires in 7 days on
2023-08-13.

If a certificate expires, single sign-on to the ExtraHop
Reveal(x) 360 console is disabled for all users in your
organization, and system configuration changes will fail.

Identity Provider Name: OAuth

See the Identity Provider Settings guide for instructions on
how to update the certificate.

Go to User Access

If you have added a custom identity provider &2, the ExtraHop system automatically sends identity provider
(IdP) certificate expiration notifications to all users with System and Access Administration privileges. Emails
are sent 1 month, 2 weeks, and 1 week prior to the certificate expiration date.
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