Configure remote authentication through
TACACS+
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The ExtraHop system supports Terminal Access Controller Access-Control System Plus (TACACS+) for
remote authentication and authorization.

Ensure that each user to be remotely authorized has the ExtraHop service configured on the TACACS+
server before beginning this procedure.
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Log in to the Administration settings on the ExtraHop system through ht t ps: / / <ext r ahop-
host nane- or - | P- addr ess>/ admi n.

In the Access Settings section, click Remote Authentication.
From the Remote authentication method drop-down list, select TACACS+, and then click Continue.
On the Add TACACS+ Server page, type the following information:

e Host: The hostname or IP address of the TACACS+ server. Make sure that the DNS of the ExtraHop
system is properly configured if you are entering a hostname.

e Secret: The shared secret between the ExtraHop system and the TACACS+ server. Contact your
TACACS+ administrator to obtain the shared secret.

E Note: The secret cannot include the number sign (#).

e Timeout: The amount of time in seconds that the ExtraHop system waits for a response from the
TACACS+ server before attempting to connect again.

Click Add Server.

Optional: Add additional servers as needed.

Click Save and Finish.

From the Permission assignment options drop-down list, choose one of the following options:

e  Obtain privileges level from remote server

This option allows remote users to obtain privilege levels from the remote server. You must also
configure permissions on the TACACS+ server.

e Remote users have full write access

This option grants remote users full write access to the ExtraHop system. In addition, you can
grant additional access for packet downloads, SSL session keys, NDR module access, and NPM
module access.

e Remote users have full read-only access

This option grants remote users read-only access to the ExtraHop system. In addition, you can
grant additional access for packet downloads, SSL session keys, NDR module access, and NPM
module access.

Optional: Configure packet and session key access. Select one of the following options to allow remote
users to download packet captures and SSL session keys.

o No access

e Packet slices only

e Packets only

e Packets and session keys

10. Optional: Configure NDR and NPM module access.

e No access
e  Full access
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11. Click Save and Finish.
12. Click Done.

Configure the TACACS+ server

In addition to configuring remote authentication on your ExtraHop system, you must configure your
TACACS+ server with two attributes, one for the ExtraHop service and one for the permission level. If you
have an ExtraHop packetstore, you can optionally add a third attribute for packet capture and session key

logging.
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Log in to your TACACS+ server and navigate to the shell profile for your ExtraHop configuration.
For the first attribute, add ser vi ce.

For the first value, add ext r ahop.

For the second attribute, add the privilege level, such asr eadwri t e.

For the second value, add 1.

For example, the following figure shows the ext r ahop attribute and a privilege level of r eadwr i t e.
e —Seaaaassa—————————— T )

Polcy Elamants = Authorization and Penmissions = Devite Adetiniayation = Shell Profies > Eoit "Eutrabop®
General | Common Tasks | Cuslom Altnibuies
Common Tasks Alinbutes

Aftrtite Requrement Wane

amyuady Entered
Value
entrancp
Iy

ASnDUSE
SEFNCE
Firaran

Add A Bufk Eda
Aliriube

Ruwquiremant: | Mandatory &

Adinbule e
Ve | Statie

Here is a table of available permission attributes, values, and descriptions:

Attribute Value Description

setup 1 Create and modify all objects
and settings on the ExtraHop
system and manage user access

readwrite 1 Create and modify all
objects and settings on the
ExtraHop system, not including
Administration settings

limted 1 Create, modify, and share
dashboards
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Attribute Value Description

readonl y 1 View objects in the ExtraHop
system
per sonal 1 Create personal dashboards

for themselves and modify any
dashboards that have been
shared with them

l[imted netrics 1 View shared dashboards

ndr ful | 1 View, acknowledge, and hide
security detections

npnf ul | 1 View, acknowledge, and hide
performance detections

packet sf ul | 1 View and download packets
stored on a connected
packetstore.

packet slicesonly 1 View and download packet
slices on a connected
packetstore.

packet sful | wi t hkeys 1 View and download packets and

associated session keys stored
on a connected packetstore.

Optional: Add the following attribute to allow users to view, acknowledge, and hide security detections

Attribute Value

ndr ful | 1

Optional: Add the following attribute to allow users to view, acknowledge, and hide performance
detections that appear in the ExtraHop system.

Attribute Value

npnt ul | 1

Optional: If you have an ExtraHop packetstore, add an attribute to allow users to download packet
captures or packet captures with associated session keys.

Attribute Value Description

packet sl i cesonly 1 Users with any privilege level
can view and download the first
64 bytes of packets.

packet sf ul | 1 Users with any privilege
level can view and download
packets stored on a connected
packetstore.

packet slicesonly 1 View and download packet
slices on a connected
packetstore.
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Attribute

Value

Description

packet sful | wi t hkeys

Users with any privilege

level can view and download
packets and associated session
keys stored on a connected
packetstore.
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