Create a detection notification rule

Published: 2024-04-01

Create a notification rule if you want to receive a notification about detections that match specific criteria.

When a detection that matches your criteria is generated, a notification is sent with information from the
detection card .

You can configure the system to send an email to a recipient list or call a specific webhook.

Before you begin
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Users must be granted NDR or NPM module access and have full write privileges & or higher to
complete the tasks in this guide.

Reveal(x) 360 requires a connection to ExtraHop Cloud Services & to send notifications through
email and webhooks. Reveal(x) Enterprise requires a connection to ExtraHop Cloud Services to send
notifications through email, but can send a notification through a webhook without a connection.

Email notifications are sent through ExtraHop Cloud Services and might contain identifiable
information such as IP addresses, usernames, hostnames, domain names, device names, or file names.
Reveal(x) Enterprise users who have regulatory requirements that prohibit external connections can
configure notifications with webhook calls to send notifications without an external connection.

Reveal(x) 360 cannot send webhook calls to endpoints on your internal network. Webhook targets
must be open to external traffic.

Webhook targets must have a certificate signed by a certificate authority (CA) from the Mozilla CA
Certificate Program. See https://wiki.mozilla.org/CA/Included_Certificates & for certificates from
trusted public CAs.

Reveal(x) Enterprise must connect directly to webhook endpoints to send notifications.
Email notifications are sent from no-reply@notify.extrahop.com. Make sure to add this address to your

list of allowed senders.

Log in to the ExtraHop system through ht t ps: / / <ext r ahop- host nanme- or - | P- addr ess>.
Click the System Settings icon £ and then click Notification Rules.

Click Create.

In the Name field, type a unique name for the notification rule.

In the Description field, add information about the notification rule.

In the Event Typesection, select Security Detection or Performance Detection.

In the Criteria section, click Add Criteria to specify criteria that will generate a notification.

e  Minimum Risk Score

e Type

e Category

e Technique
e Offender

e Victim

e Device Role
e Source

e Site

The criteria options match the filtering options on the Detections page 2.
In the Actions section, click Add Action to specify how the notification will be sent.

e Click Send Email and specify individual email addresses, separated by a comma.
e Click Call Webhook and specify the following settings:

1. Inthe Payload URL field, type the URL of the webhook.
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2. In the Payload (JSON) field, type the JSON payload that will be sent to the payload URL.

See the Webhook Notification Reference for example payloads.
3. (Optional) In the Custom Headers section, click Add Header to specify custom key:value pairs.

Custom headers are added to the header of the webhook HTTP POST request.
4. Click Save.
5. Click Test Connection.

A message titled Test Notification will be sent to the Payload URL to confirm the connection.

E Note: After testing the connection, confirm that you received the notification in the
target application. Reveal(x) Enterprise displays an error message if the test
notification was not successful.

6. Select an authentication type.

¢ No Authentication
e Basic Authentication

Enter the username and password for the target application.
e Bearer Token

Enter the access token for the target application.
9. In the Options section, select the Enable notification rule checkbox to enable the notification.

When a detection matches the criteria, a notification is sent. A single detection will never generate more
than one notification per notification rule.

Webhook Notification Reference

This guide provides reference information to help you write the JSON payload for webhook-based
notifications. The guide contains an overview of the Payload (JSON) interface, a list of detection variables
that are available for webhooks, and examples of JSON structure for common webhook targets, such as
Slack, Microsoft Teams, and Google Chat.

For more information about notification rules, see Create a detection notification rule.

Payload JSON

ExtraHop webhooks are formatted in JSON, powered by the Jinja2 templating engine . When you create
a notification rule and select the webhook option, the webhook editor opens to the right, and you can edit
the payload.

You can modify the default payload with custom properties or copy a JSON template for Slack, Microsoft
Teams, or Google Chat, from the Examples section.

By default, the payload contains a sample t ext property. The sample JSON in the figure below sends a
notification with the text "ExtraHop Detection" followed by the detection title that replaces the variable.

Payload (JSON)
1 1

"text": "ExtraHop Detection: {{title}}"

Rl
)

We recommend that you test your connection to the webhook URL before modifying the payload. That
way you can be sure any issues are not due to a connection error.
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Syntax validation

The webhook editor provides JSON and Jinja2 syntax validation. If you type a line that includes incorrect
JSON or Jinja2 syntax, an error appears under the Payload field with the error.

Variables

Detection variables are added to the payload by inserting the variable name between double sets of curly
braces ({{ and }}).

For example, the sample in the payload includes a variable for the detection title:
"text": "ExtraHop Detection: {{title}}"

When a detection matches a notification rule with the variable, the variable is replaced by the detection
title. For example, if the notification rule matches the detection for Network Share Enumeration, the
variable is replaced with the title in the notification, similar to the following figure:

EHop Webhook Bot Wed11:17 AM e
ExtraHop Detection: Network Share Enumeration
See a list of detection variables.

Filters
Filters enable you to modify a variable.

Passing JSON

If the variable returns a value that is formatted in JSON, the value is automatically escaped and translated
into a string. If you want to pass valid JSON to your webhook target, you must specify the saf e filter:

{{<variable> | safe }}

In the following example, the variable returns JSON-formatted detection data about participants directly to
the webhook target:

{{api .participants | safe }}

IF statements
An IF statement can check whether a value is available for the variable. If the variable is empty, you can
specify an alternative variable.

{%if {{<variable>}} %
In the following example, the IF statement checks if a value is available for the victim variable:
{%if victins %

In the following example, the IF statement checks if an offender name is available. If there is no value for
the offender name, the value for the offender IP address variable is returned instead.

{%if offender.name % {{of fender. nane}}{ %l se% {{of f ender. i paddr}}
{%endi f %
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FOR loops
A FOR loop can enable the notification to display an array of objects.

% for <array-object-variable> in <array-vari abl e> 9
y J y

In the following example, a list of offender names from the offenders array are displayed in the notification.

An IF statement checks for more items in the array ({ % i f not

| oop. | ast 9} )and adds a line break

before printing the next value (\ n). If an offender name is empty, the default filter returns “Unknown

Name” for the value.

{%for offender in offenders %

{{of fender.nane | default ("Unknown Nane")}}

{%if not |oop.last %\n
{%endif %
{% endf or %

Available detection variables

The following variables are available for webhook notifications about detections.

title: String
The title of the detection.
detection: String
A description of the detection.
type: String
The type of detection.
id: Number
The unique identifier for the detection.
url: String

The URL for the detection in the ExtraHop system.

risk_score: Number

The risk score of the detection.
site: String

The site where the detection occurred.
start_time_text: String

The time that the detection started.
end_time_text: String

The time that the detection ended.
categories_array: Array of Strings

An array of categories that the detection belongs to.

categories_string: String

A string that lists the categories that the detection belongs to.

mitre_tactics: Array of Strings

An array of MITRE tactic IDs associated with the detection.

mitre_tactics_string: String

A string that lists the MITRE tactic IDs associated with the detection.

mitre_techniques: Array of Strings

An array of MITRE technique IDs associated with the detection.

mitre_techniques_string: String

A string that lists the MITRE technique IDs associated with the detection.
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offender_primary: Object
An object that identifies the primary offender and contains the following properties:

external: Boolean
The value is t r ue if the primary offender IP address is external to your network.
ipaddr: String
The IP address of the primary offender.
name: String
The name of the primary offender.
offenders: Array of Objects

An array of offender objects associated with the detection. Each object contains the following
properties:

external: Boolean
The value is t r ue if the offender IP address is external to your network.
ipaddr: String
The IP address of the offender. Applies to detections with multiple offenders.
name: String
The name of the offender. Applies to detections with multiple offenders.
victim_primary: Object
An object that identifies the primary victim and contains the following properties:
external: Boolean
The value is t r ue if the primary victim IP address is external to your network.
ipaddr: String
The IP address of the primary victim.
name: String
The name of the primary victim.
victims: Array of Objects

An array of victim objects associated with the detection. Each object contains the following
properties:

external: Boolean
The valueis t r ue if the victim IP address is external to your network.
ipaddr: String
The IP address of the victim. Applies to detections with multiple victims.
name: String
The name of the victim. Applies to detections with multiple victims.
api: Object
An object that contains all fields returned by the GET / det ecti ons/{i d}oper ati on. For more
information, see the Introduction to the ExtraHop REST API .

Webhook Examples

The following sections provide JSON templates for common webhook targets.

Slack

After you create a Slack app and enable incoming webhooks for the app, you can create an incoming
webhook. When you create an incoming webhook, Slack will generate the URL for you to enter in the
Payload URL field in your notification rule.
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The following example shows the JSON payload for a Slack webhook:

"bl ocks": [
{
"type": "header",
"text": {
"type": "plain_text",
"text": "Detection: {{ title }}"
}
I
{ _
"type": "section",
"text": {

{

“typ
"tex

}

ex

Microsoft Teams

"type": "nrkdwn",

"text": "e *Risk Score:* {{ risk_score }}\n e *Category:*
{{ categories _string }}\n ¢« *Site:* {{ site }}\n e *Primary O fender:*
{{ offender_primary.nanme}} ({{ offender _primary.ipaddr}})\n ¢« *Primary
Victim* {{ victimprimary.nane }} ({{ victimprimary.ipaddr }})\n"

}

e": "section",

t": {

"type": "plain_text",

"text": "Detection ID {{ id }}"
t": {

"type": "nrkdwn",

"text": "<{{ url }}|View Detection

Det ai | s>"

You can add an incoming webhook to a Teams channel as a connector. After you configure an incoming
webhook, Teams will generate the URL for you to enter in the Payload URL field in your notification rule.

The following example shows the JSON payload for a Microsoft teams webhook:

{

"type":"message",
"attachnments": [

{

"content Type": "application/vnd. m crosoft.card. adapti ve",
"contentUrl": null,

"content":{
"$schemn": "https://adaptivecards. i o/ schenas/ adapti ve-card.json",

"type": " AdaptiveCard",
"body": [

{

"type": " Col umSet ",
"colums": |
{
"type": "Col um",
"wi dt h": " 16px",
"itenms": |
{
"type": "Il mage",
"hori zont al Al i gnnment

":"center",
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favi con.ico",

"url":"https://assets. extrahop. conf

"al t Text": " ExtraHop Logo"

}
]
i
{
"type": "Col um",
"wdth":"stretch",
"itenms": |
{
"type": " Text Bl ock",
"text":"ExtraHop Reveal (x)",
"wei ght": "bol der"
}
]
}
]
},
{
"type": " Text Bl ock",
"text":"**{{ title }}**"
¥
{
"type": " Text Bl ock",
"spaci ng":"smal | ",
"i sSubtle":true,
"wrap":true,
"text":"{{ description }}"
i
{
"type":"Fact Set",
"facts":|
{
"title":"Ri sk Score:",
"value":"{{ risk _score }}"
},
t..
"title":"Category:",
"val ue":"{{ categories_string }}"
¥
. _
"title":"Site:",
"value":"{{ site }}"
I
. _
"title":"Primary O fender: ",

"val ue":"{{ offender_primary. nane }}

({{ offender_primary.ipaddr }})"
}

"title":"Primary Victim?",
"value":"{{ victimprinmry. nane }}

({{ victimprimry.ipaddr }})"
}

]

}1

{ _
"type":"ActionSet",

"actions":|
{
"type":"Action.QpenUrl",
"title":"View Detection Detail s",

"url "o {{ url }}"
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Google Chat

From a Google chat room, you can click the dropdown next to the room name and select Manage
webhooks. After you add a webhook and name it, Google Chat will generate the URL for you to enter in the

Payload URL field in your notification rule.

The following example shows the JSON payload for a Google Chat webhook:

{

"cards": |

{

"header":
"title":
}

"{{title}}"
’ecti ons": |
"wi dgets": |

"keyVal ue": {

"t opLabel ":

"content":

o

"keyVal ue": {

"t opLabel ":

"content":

}

}
{%if offenders %

|
"keyVal ue": {

"t opLabel ":
"contentMul tiline":

"content":

"Ri sk score",
"{{risk _score}}"

"Cat egori es",
"{{categories _string}}"

"Of f ender s",
"true",

"{%for offender in offenders %

{%if offender.nane % {{of fender.nane}}{% el se % {{of fender.ipaddr}}{% endi f

%{%if not |oop.last %\n{;/oendif

}
{%endi f 9%
{%if victinm %
A

"keyVal ue": {

"t opLabel ":
"contentMul tiline":

"content":

if victimname % {{victimnane}}{%else %{{victimipaddr}}{% endif
% {% endfor %"
}

not | oop.last %\n{% endi f

}
{%endif %

% { % endf or

0 "

"Victins",

"true",

"{%for victimin victins %{%
%B{%if
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"wi dgets": |

{
"buttons": |
"textButton":
"text": "VIEW DETECTI ON DETAI LS",
"ondick": {
"openLi nk": {
“url": "{{url}}"
}
}
}
}
]
}
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