Create a trusted SSL certificate through the
REST API
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By default, sensors and consoles include a self-signed SSL certificate. However, you can improve the
security and performance of your system by adding a trusted certificate signed by a certificate authority
(CA). You can create the certificate signing request to send to your CA through the ExtraHop REST API.
After you receive the signed certificate, you can also add it to your sensor or console through the REST API.

Before you begin

You must log in to the sensor or console with an account that has unlimited privileges & to generate an
API key.

You must have a valid API key to make changes through the REST API and complete the procedures
below. (See Generate an APl key &)

Familiarize yourself with the ExtraHop REST API Guide & to learn how to navigate the ExtraHop REST
API Explorer.

E Note: You can also perform the procedures in this topic through the Administration settings. For
more information, see the following topics:

e  Create a certificate signing request from your ExtraHop system &
e SSL Certificate @

Create an SSL certificate signing request

To create a signed SSL certificate, you must send a certificate signing request to a trusted CA.
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@ Important: The REST API Explorer is not available on Reveal(x) 360.

In a browser, navigate to the REST API Explorer.

The URL is the hostname or IP address of your sensor or console, followed by / api / v1/ expl ore/.
For example, if your hostname is seattle-eda, the URLishtt ps: // seatt| e- eda/ api / v1/

expl ore/.

Click Enter API Key and then paste or type your APl key into the API Key field.

Click Authorize and then click Close.

Click ExtraHop and then click POST/extrahop/sslcert/signingrequest.

Click Try it out.
The JSON schema is automatically added to the SSL Certificate Signing Request Parameters parameter
text box.

In the SSL Certificate Signing Request Parameters parameter text box, specify the certificate signing
request fields.

a) Inthe conmon_nane field, replace st ri ng with the fully qualified domain name of your sensor or
console.

b) Inthesubject _alternative_ nanes field, add one or more alternative domain names or IP
addresses for your sensor or console.

g Note: The subj ect _al t ernati ve_nanes field is required. If your system has only
one domain name, duplicate the value from the common_nan® field. You must
include at least one subject alternative name with the type set to dns, but additional
alternative names can have the type set toi p or dns.
c) Optional: Inthe emai | _addr ess field, replace st ri ng with the email address of the certificate
owner.
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d) Optional: In the or gani zat i on_nane field, replace st r i ng with the registered legal name of
your organization.

e) Optional: In the count ry_code field, replace st ri ng with the 2-character ISO country code of
the country that your organization is located in.

f)  Optional: Inthe st at e_or _provi nce_nane field, replace st ri ng with the name of the state or
that your organization is located in.

g) Optional: Inthel ocal i t y_nane field, replace st r i ng with the name of the city that your
organization is located in.

h) Optional: In the or gani zat i onal _uni t _nane field, replace st ri ng with the name of your
department within your organization.

The Value section should look similar to the following example:

{
"subject": {
"comon_nane": "exanple.cont,
"emai | _address": "adnm n@xanpl e. cont,
"organi zati on_nane": "Exanple",
"country_ code": "US'
"éubj ect _alternative_nanes": [
{
"name": "wwv. exanpl e. coni',
"type": Ildnsll
]
}
7. Click Send Request to create the signing request.
In the Server response section, the Response body displays the signing request in the pemfield.
Next steps

Send the signing request to your CA to create your signed SSL certificate.

@ Important: The signing request contains escape sequences that represent line breaks (\n). Replace
each instance of \n with a line break before sending the request to your CA. You can
modify the PEM request manually in a text editor or automatically through a JSON
parsing utility, as shown in the following example command:

echo '<json_output>" | python -c
j son. |l oad(sys.stdin)["pem]"

i mport sys, json; print

Replace the <j son_out put > variable with the entire JSON string returned in the
Response Body section.

Add a trusted SSL certificate to your sensor or console

You can add an SSL certificate signed by a trusted CA to your sensor or console through the REST API
Explorer.

1.

vk o

In a browser, navigate to the REST API Explorer.

The URL is the hostname or IP address of your sensor or console, followed by / api / v1/ expl or e/ .
For example, if your hostname is seattle-eda, the URLis htt ps: // seatt| e- eda/ api / v1/
expl ore/.

Click Enter APl Key and then paste or type your API key into the APl Key field.
Click Authorize and then click Close.

Click ExtraHop and then click PUT/extrahop/sslcert.

Click Try it out.

Create a trusted SSL certificate through the REST API
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6.

7.

In the Certificate and Key field, paste the SSL certificate.
The certificate should look similar to the following text:

----- BEA N CERTI FI CATE- - - - -

a008zvV4AM Dh\WK4e0VyvCGAIx+9d4AqQB4Czy/ P7z236CHe2Y7PPdVSeWHNCQoJ0g
CnAA2u2VIYKNFYRQej | Jv8CxGVIKsdf VOi POWhCvpZXkaBOY! r DvESxn010WPUl s
6qe3nTXsUK87i ++mYuVDALUOAS YVXRO2 OOW W 7P+MCU/ cR/ op3Jpekng2cxN4qD
FqCGbt RpLdCuJ/ xGAL1FFRHBg76+TbhO+pxgZhi Ct HYXf MKI aoPmDws AgEt Lbi zz1W
nbM g9hs4QNcJ+aMNSnTZpkbeBR4a2nk GhQoYvnFOXV/ nWevf Hrl 4ydSHI9g4l 8qt
4Ar gFepl nvni7On07FYAKL6MId1i +7i e09Aqckl t VzzKFzkakHrD4214wt sYrl €94
4Hgl J7p7NHSmaxXxt t XMz HFI Ar bnj HACI Ogl v8l Au+l vLJI8ai GAb3zqveNz6ZAZ5j
PGAUs P+dVYV/ 8Vj vaghki P/ 1j W UHwz pdl Hbc DBqCOkAF41f nbv+2EXqFJ096JSSi U
r geJpgNuH3Lbk TOKORAI LoGLMZKEKXxF+30pLVD70x7NCGh9pMiZI B8t c TbTrsvD8T
3L2t M\WZssqYOANci dt d17t 72VWihz QURT1ne5t G pN6od/ g6B+FI vRq/ 7VgOUEL
C2AG onbUN Vj 3pyj Xzq/ B1l WUSOTi cRcKdl 5w KEKPUG K4AwW1R/ 87bj 5HSn8nyd
| MCcQpLTokH 0B5+80Lyl NnVXNPI j 3eYOn60Q0OdCl BqTDMD/ 4sB3XgeC/ pj pl eU3
3uot +wM GoN Dgb1LPt 3BNpUQUCz Sf niGSSOXi WELSEhz 3i x/ 36a9eUW f hnt Ps\W\b
dne5Lf +G7cf +ebsRTb7R89GgKz TpUl 1KAzKI NAebk T6W WA j ugpAOBcf ANj S60
m k4ZbY8d54Ut Al7evprr 2+8Uot | gVI r Cbf LgA2DYB8QOTCBYI FKI3GZAedgRKISmM
| 2gdaB6@Bcz YNaVYSe Cs BdHHwWL+h7dBeqd UUWYKt nPVB6/ dj j / 6vISXh9/ UX/ 3c0
eqXG36w | qJAYu8Q AydJsVC85I zgzi kkX0f OKE315Dogi npg59yi x9dHD2sxLb1
X39BRpLkZ9nvWeke2 YHU/ VKBVI xgSs| ukGoTUI cUt PJr t MQOWCi / EQQXbPK9a2pW
K51938h6QuLj NoDTFuxf hE4z| TWHTgy As2IMNVRI+uDUI VJcl X+Cl Pj hZzj yPqnD6
6uh8Sr 3zndOvabqDguo69r MYyvcl FOX OQUMWgUWLRb8Y=

----- END CERTI FI CATE- - - - -

E Note: If you want the certificate to be signed with your own private key, you can include
your key after the SSL certificate, separated by a line break. However, we recommend
that you do not specify your own key; by default, the sensor or console will sign the

certificate with the private key on the system.
Click Send Request to add the certificate.
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