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Introduction to the ExtraHop Explore Admin Ul

The ExtraHop Explore Admin Ul Guide provides detailed information about the administrator features and

functionality for the Explore appliance.

jvigation and information about the controls, fields,

plor list &,

dback. Please let us know how we can improve this document. Send your comments or
tior ‘ . n.

Supported browsers

[he following browsers are compatible
features

e Safari

@ Important: Internet Explorer 11 is no longer supported. We recommend that you install the latest

version of any supported br er.
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Status and Diagnostics

a about the current state of the Explore
>m health.

5 page displays

s system administrators to view

Health
’rovides metrics to view
Audit Log

Enables you to view even

the operating efficiency of the Explore appliance.

yand t

Fingerprint

’rovides the unique hardware f
Support Scrlpts

Enables you to upload and run support scripts.

>rprint for the Explore a

Explore Cluster Status
>rovides status information about the cluster, including indices.

Health

'he metrics on
not performing as e»

System

ut the system CPU usage ar nd disk dr

owing information ak

CPU User
Specifies the percentag
CPU System
Specifies the
CPU Idle
Identifies the CPU idle percer

> of CPU usage associated with the Explore appliance user

> of CPU us:s associated with the Ex

with the Explore appliance.

CPUIO
Specifies the percentag
Service Status
s the status of Explore appliance system servi
exadmin
Specifies the amount of time the Explore appliance web portal service has been running

e associated with the Explore appliance 10 functions.

Rer

exconfig

Specifies the amount of time the Explore applianc N ruNning

exreceiver
Specifies the amount of time the Explore appliance re

oeen !’],\’“H"M.\"EZL

exsearch
Specifies that amount of time that the Explore appliance search se

Interfaces

Re s the status

lore appliance network interfz

ExtraHop ¢

3 collection of metrics that enable you check the operation of the Explore appliance

can help you troubleshoot problems and determine why the ExtraHop appliance is
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RX packets
Specifies the number of packet:

ived by the Explore appliance on the specified interface.

Specifies the number of received packet errors on the specified interface.

Specifies the number of received packets dropped on the specified interface.

Specifies the number of packets transmitted by the Explore appliance on the specifie orface.
Specifies the number of transmitted packet errors on the specified interfac

Specifies the number of transmitted packets droppe

Specifies the number of bytes received by the Explore appliance on the specified interfac
Specifies the number of bytes transmitted by the Explore appliance on the spec cified interface.

CXplore appllance

on disk and retained even

ANCe ~Twm

Specifies the read-write options for the settings stored on disk.

tes for the identified component.

each of the components as a quantity and as

Record Sources
Displays metrics about the records that are sent from the Discover appliance to the Explore cluster.
Source EDA

Displays the name of the Discover appliance that is sending records to the Explore cluster.
Last Update
Displays t

O wher an. The value is reset automatically every 24

,w\\,w e appliance is restarted.

hours

RX Bytes

Displays the number of compressed record bytes received from the Discover appliance.

Record Bytes
Displays the number of bytes rec

Displays the number of bytes successfully saved to the Explore appliance.

Displays the number of records successfully saved to the Explore appliance.
Record Errors
Displays r of individual record transfers that resulted in an

the number ¢
s that did not tranc T rsucces aﬁ/H\,’ from the €

er of reco
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TXN Errors

transactions that resulted in an error. Errors in this field

cords transactions that did not complete successfully. All records
in the transaction are missing.

Audit Log

> operations of your ExtraHop sys
amp, in reverse chron i

), broken down by component. The

ic data to

vith the ExtraHop system, consult the audit log to view detailed ¢

>rmine what mig \ t caused the i

~ QDH‘ (

s from rwmw—u -the-middle attacks by providing a unique identifier that

r Co

W on L' e

> as the fingerprint s

If the fingerprints do not match, communications between the devices might have been intercepted and

Support Scripts

ExtraHop Support might
the Fmeop system
upload and run support

support script that can apply a special setting, make a small adjustment to
with remote support or enhanced settings. The Admin Ul enables yot

Run the default support script

[he default st rt script gathers information about the state of the ExtraHop system for analysis by
ExtraHop Suppor

1. Loginto the Administration page on the ExtraHop system through htt ps: // <ext r ahop- host nane-
or- | P-addr ess>/ adm n.

2. In the Status and Diagnostics section, click Support Scripts.

3. Click Run Default Support Script.

4. Click Run.
When the smw completes, the Support Script Results page appears.

5. Click the name of the di
dJownload \‘,,‘xp,(,—m'(:m on
Send this DIC

u want to download. The file saves to the default

d d| ag resul t s- conpl et e. expk, to ExtraHop support.

he . expk file is encrypted and the contents are only vi / ExtraHop Su

\ Wever, you can
download the di ag-resul t s- conpl et e. mani f est file to view a list of the m,,

Runa custom support scr|pt
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1. Loginto the Administration page on the ExtraHop system through htt ps: // <ext r ahop- host nane-
or -1 P-addr ess>/ admi n.
In the Status and Diagnostics section, click Support Scripts.

QN

Click Run Custom Support Script.
4. Click Choose File, navig
5. Click Upload to run the file on the ExtrabHop
ExtraHop Support will confirm that the suppor

appliance.
t script achievec

Explore Cluster Status

lhe Explore Cluster Status page provides details about the health of the Explore appliance.

troubleshoot problems and determine why the
can d f records by date from this pag

Cluster
Status

[he following status names can appear:
Ready
[he node is available to join an Explore cluster.
Green
All data is replicated across the cluster.
Yellow
[he primary shard is allocated but replica shards are not.

Red

state, you might have to
e tl - S

Indices
Date (UTC)
Displays the date the index was created.
ID

Displays the ID of the ir
fro
Source

on the cluster.

An 1D other than O means that an index with the same date, but

ate to the diagnostic support script you want to upload, and then click Open.

Displays the hostname or IP address of the Discover appliance where the record data originated.

Records
Displays the total number of records sent to the Explore appliance.
Size
Displays the size of the index.
Status
Displays the replication status of data on the cluster.
Shards
Displays the number of shards in the index.

Unassigned Shards

Displays the number of shards that have not been assigned to a node. U

are typically replica shards that need to be kept on a different node than the node with the

ExtraHop 8.0 ExtraHop Explore Admin Ul Guide
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@mple, a

/ith the

g primary shard, but there are not
1 just one mem

vel of 1, the inde

\wumber of shards that are moving from one node to another. Relocating shards
v occurs when an Explore node in the cluster fails.

m one network to another, you might want to

<node- i d>- <dat e>- <i ndex-i d>

For example, an index dated 2016- 5- 16 indicates that t )w related records were ¢ ed on May 16, 2016
1in UTC). You can delete all data for a given day or span of days; for example, you might
d content that you know contains kuw information.

“(\de;;z

Wan
us section, click Cluster Status.

eckbox for ea

olumn displays the name of the Discc
3. Click Delete Selected.
4. Click OK.

Restore the cluster state

In rares instances
the L><ﬁp\f)\'(i (Zj us
information about the

1ould restore the clt
tion, click Restore Cluster State.
click Restore Cluster State.

Click Restore Cluster to confirm.

ExtraHop 8.0 ExtraHop Explore Admin Ul Guide
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Network Settings

Ihe Network Settings section includes the followi onfigurable network connectivity settings.

Connectivity

Configure network c
SSL Certificate

Generate and upload a self-signed certificate.
Notifications

Set up alert notifications thro

The Explore appliance has
default, the Gb1 port is
Gb4 ports are disabled ¢
You can configure either of the 1C
nent port enabled at a tirr

O /1000bhace
10U/ LUVUL

as the management port anc
configurable.

network ports. By

s. The Gb2, Gb3 and

dno

5:\L networks ports as the mana

nent port, but you can only have one

the man:
e appliance

and more information about your appliance, refer to

rypted connection.

vices appear on the Admin Ul p:

xtraHop system. In R

After the connection is established, information about the availab

» ExtraHop Machine Learning S
you can enabls '
ExtraHop Upda
ransomware pac
ExtraHop Ren
and Extra Hm\} pport to

up for H‘e Atlas Remote A

he ExtraHop system

s automatic updates Uf resour

to allow ExtraHop account team members, ExtraHop A
xtraHop system for configuration help. If you have

vice, ExtraHop analysts can per 1 an unbiased analysi
network data and report on areas in your [T infrastructure he\'e mp
' FAQ @& for more information about remote access use

Before you begin

. You must ap

Carn/iranc Can
Services. S

Iy the relevant license on the ExtraHop system be

the License FAQ & for more information.

*  You must have unlimit eges to access the ExtraHop Admin Ul and to connect to ExtraHop Cloud
Services.

1. Login to the Administration page on the ExtraHop system through ht t ps: / / <ext r ahop- host nane-
or-1|P- addr ess>/ adm n.

2. In the Network Setting tion, click ExtraHop Cloud Services.

3. Click Terms and Conditions to rea

ns and conditio

Click Connect to ExtraHop Cloud Services.

d the content.

ckbox.

1S, and then ¢
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After you are connected, the page updates to show status and connection information for each servic

rvice.

If the connection fails, there might be an '\sﬂ le with your ﬁ"'('i wall rules
Extra d e ices to identify and resolve

the issue. If conne 'h n problems persist, contact \

Troubleshoot your connection to ExtraHop Cloud Services

'his guide explains how to troubleshoot common issues when connecting to ExtraHop Cloud Se

Before you begin

e You must have a valid
additiol "a\ \'\"f“rmgm:m. N
Extra n after the |i
e You r"m\f}f ha

onnect to ExtraHop Cloud Sen
t \t can take up to 44 hours for 2
enabled.

\\a ole for your

&

*  You must have familiarity with modifying the Runnir “'1 Config file. The Running Config file manages default
r

system configurations and must be
restart.

if you want the m ,J\ ied settings to be preserved after a system

Configure your firewall rules
If you have a firewall, you must allow access

bugh the firewall to ExtraHop Cloud Services.

Connection to ExtraHop Cloud Services re

ronment is able to meet the following
conditions:

« The ability to perform a DNS lookup of *.ex

. he ability to connect to ExtraHop Cloud S

[he server IP addr r ExtraHop Cloud Services i
IP add oy running one of the following commands,

« Portland, U.S.A.:

| can identify the current

ed on your g

nsl ookup pdx. hopcl oud. ext r ahop. com
 Sydney, Australia:

nsl ookup syd. hopcl oud. ext rahop. com
» Frankfurt, Germany:

nsl ookup fra. hopcl oud. ext rahop. com

Connect to ExtraHop Cloud Services through a proxy

If you do not have a direct internet connection, yo 1 try connecting to ExtraHop Cloud Services through an
explicit proxy

Y.

E Note: If you want to connect t“ Ex r's\
proxy allows CONNECT requests

ces through an explicit proxy, ensure that the

1. Login to the Administration p:
or—I P- addr ess>/ adm n.

e on the ExtraHop system through ht t ps: // <ext r ahop- host nane-

2. In the Network Settings section, click Connectivity.

3. Click Enable ExtraHop Cloud Proxy.

4. Type the hostname for your proxy server, such as proxyhost .
5. ype the port for your proxy server, such as 8080.

ExtraHop 8.0 ExtraHop Explore Admin Ul Guide
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/.

6. (Optional) If required, type a user name and password for your proxy se

/. Click Save.

Bypass certlflcate validation
onfi

Some environments ar
third-part
sending the

rypted traffic cannot leave
S endpoint that decrypts anc

device can act as :
ckets to At aHop Cloud Services.
If the ExtraHop system cannot

connect to the p
can bypass cer tma,ut‘: validation and then

on the ExtraHop sy

qte validation has failed, you

1. Login to the Administration page
or - | P-addr ess>/ admi n.

wrough htt ps: // <extrahop- host nane-

2. Inthe Appliance Settings section, click Running Config.
3. Click Edit config.
4. Add the following i

g line to the end of the Running Config file:
"hopcl oud": { "verify_ outer_tunnel cert":
Click Update.
6. Click View and Save Changes.

Review the changes and click Save.

fal se }

~J

8.  Click Done.

Connectivity
The Connectivity page contains controls for your appliance connections and network settings

Interface Status

sical appliances, a diagram of interface connections appears, which updates dynamically based

ort status.

e The blue Ethernet port |

e A black Ethernet port indic
A gre ernet port indic

e Agray Ethernet port i
Network Settings

«  Click Change Settings (o add a hostname for your Extra aHop appliance or to add DNS servers.
Proxy Settings

e Enablea al p o connect to an ExtraHop C

« Enablec | proxy to connect to ExtraHop Cloud Services
Bond Interface Settings

d int to bond multiple interfaces toge interface with a single

ment and monitoring interfaces. Click any interface to display setting

o Configur pliance t | m N nd s devi [

Configure an interface

1. Inthe Network Settings section, click Connectivity.

ExtraHop 8.0 ExtraHop Explore Admin Ul Guide
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w N

On the Network Settings for Interfac
the Interface Mode drop-down:
Option

Disabled

Monitoring Port (receive only)
Management Port

Management Port + Flow Target

Management Port + RPCAP/ERSPAN/VXLAN
Target

High-Performance ERSPAN/VXLAN Target

“The ExtraHop sy s the followir

o ERSPAN Tyr
«  ERSPAN Type
o«  ERSPAN Type
e Transparent Ether
implementations such as

\
“*Virtual Extensible LAN (VXLAN)

stem support

et Bridgin
Hwe \/ \1.'.;

Note: For Amazon Web Services (AWS) ¢

In the Interfaces section, click the name of the interface you want to c

e <interface number> page, select one of

. ERSPAN-like er
re VDS an

ickets are rece

leployments with one interface

onfigure.

the following options from

Description
[he interface is disabled.
Monitors network traffic.
Manages the ExtraHop appliance

Manages the ExtraHop appliance and captur
traffic forwarded from a flow network.

E Note: [f you enable
or EDA 100
2. The
NetFlo

tFlow on the EDA 1100
u must disable Inte

cannot
ire data simult

appliance and captures

re tap, ERSPAN™, or

Vlanages the ExtraHop
traffic warded from a softwa

VXLAN™

Captures traffic forwarded from ERSPAN™ or
VXLAN™". This interface

handle more than 1 Gbps
if the ExtraHo P af J\ ance nas

node enables the port to
5. Set this interface mode
a 10 GbE port.

1g ERSPAN implementations:

psulation commonly found in virtual switch

( pem vSwitch.

ed on UDP por

£ 4789.

you must select

Management Port + RPCAP/ERSPAN/VXLAN Target for Interface 1. If you are

nfiguring two interfaces,
VXLAN Target for Interfac
for Interface
ct an interface
if it Is supportec

éW ar

«  Auto-negotiate
10 Gbps
25 Gbps
40 Gbps
100 Gbps

@ Important:
the app
5. DHCPv4 is enabled by ¢

checkbox to disable DHCP a

nd then type as

yYOuU must

Auto-negotiate is scle
network

your appliance,

default. If yvour network does not ¢
tatic IP address, netmask, and

hould t nfig

select Management Port + RPCAP/ERSPAN/
1d Management Port + RPCAP/ERSPAN/VXLAN Target

should manually

1 to Auto-negotiate. vou might need to restart
~ffect.

t DHCP, you can clear the DHCPV4
\J\ fault gateway.

I with a default gateway. Configure static routes if

E Note: Only one interface should be configurec
r network requires routing through multiple gate .‘.;1\,/t;.

juires rot

6. (Optional) Lmb\c IPvo.
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For more information about configuring IPv6, see Enable [Pvé for an interd
/. (Optional) I ually add routes.

E Note: If the data feed for a High Performance ERSPAN/VXLAN Target interface is routed from
a remote sut ' tatic route for the originating

> to ensure the (eed is

8.  Click Save.

Interface throughput
ExtraHop appliance mo
on 10GDbE ports.

the 1GbE interfaces for monitoring
ppliance. While you can optimize thes
an '\ the three Pr,;wrmrmg 1T
to avoid '(:(:Jt,@;d throughput.

>ls EDA 6100, EDA 8

)0 and EDA 9100 are optimized to capture traffic exclusively

g on the FXU"WH’T}
1 both the 10GbE ports

affic can impact performance
appliances to capture traffic simultal

Note: EDA 6200, EDA 8200, EDA 2200, and EDA 1020
throughput if you enable 1GbE interfa

0 appliances are not susceptible to reduced
for monitoring traffic.

ExtraHop Appliance Throughput Details

1ent 1GbE ports, we recommend that you contact Fx m—(r ) Support M assistance

EDA 2100 Standard 40Gbps throughput If the non-management 1GbE
interfaces are disabled, you can
use up to four of the T0GbE
interfaces for a combined
throughput of up to 40Ghy

Standard 20Gbps throughp If the non-management 1GbE
interfac ed, you can
use either one or both of the

10GbE inte \Mx;, for a combined

throughput of up to 20Gbps.

EDA 6100 Standard 10Gbps throughput If the non-management 1GbE
interfaces are di
maximum total combinec

throughput is 10Gbps.

EDA 3100 Standard 3Gbps throughput No 10GbE interface

EDA 1100 Standard 1Gbps throughput No 10GbE interface

Set a static route

Before you begin
You must disable DHCPv4 before you can add a static route.

1. Onthe Edit Interface page, ensure that the IPv4 Address and Netmask ficlds are complete and saved,
and click Edit Routes.

2. Inthe /\d' Route section, type a netw ddress range in CIDR notation in the Network field and |Pv4
address in the Via IP field and then click Add.

Repm! the previous step for each route you want to add.

4. Click Save.

Enable IPvé6 for an interface

1. Inthe Netwrc

ection, click Connectivity.
tion, click the name of the interface you want to configure
3. On the Network Settings for Interface <interface number> page, select Enable IPvé.

2. Inthe Interfaces s¢

ExtraHop 8.0 ExtraHop Explore Admin Ul Guide
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IPvé configuration options appear below Enable IPvé.
4. (Optional) Configure IPv6 addresses for the interface.

o Toautomatically assign [Pvé addresses through DHCPv6, select Enable DHCPv6.
g Note: If enabled, DHCPv6 will be used to configure DNS settings

« Toautomatica

following (Jprﬂ s f

Use MAC address

Configures the appliance to automatically assign IPv6 addresses based on the MAC address of
the appliance.

Use stable prlvate address

s the appliance tc omatically assign private IPvé addresses that are not based on
lis method is described in RFC 7117.
N one or more static IPv6 addresses, type the addresses in the Static IPvé

e o manu:

Addresses

M liance to co

ing to rot

ursive DNS Server (RDNSS) and DNS Search List (DNSSL)
T [i@r*m;vx“t}. select RDNSS/DNSSL.

information

/.

6. Click Save.

Global proxy server
| r ExtraHop s

; ystem to communicate either
the local network, you can enable your ExtraHop

jour network. Internet connectivity is not required

ith other

- can be configured per ExtraHop

Complete the following fields and click Save to enable a global proxy.
» Hostname: The hostname or IP address for your
» Port: The port number for your gl

* Username: [he name of a user that ha

» Password: The password for the user s¢

ExtraHop Cloud proxy

connect to the internet through
y. Only one proxy can be

pt e
ect thro

Complete the following fields « click Save to enable a cloud proxy.
or IP adc
» Port: The port number for your cloud prox

* Hostname: The hos

« Username: The name of a user that has for ac id proxy se

« Password: The password for the user specified above.

ExtraHop 8.0 ExtraHop Explore Admin Ul Guide
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Bond interfaces

ical interface that
enable a larger
jon, port channeling,

>

You can § ther into a si
has or 3 f the member interfaces. Bonding
H‘mt,\d‘put \ 1 asing his configuration is also known as link aggre

iNg r NIC teaming. Only 1GbE interfa

cannot be set to monitoring mode.

E Note: VWhen you modify
' changes

must make char

€S are suppor ted for bona

nterfaces. Bond interf
d interface setti 'wg; you lose connectivity to your Extre
/Our r‘e{\‘.m'k ation to resto

on your switch. raHop Support f

rew'\red are depe

Interfaces chosen as members of a bond interface are no longer indepe

Disabled (bond member) in the Interfaces section of the Connectivity
\ ing members. The bond interface must be

onfigurable and are shown as

estroyed and

rs or delete exis

Create a bond interface
You can c bond interface
) the number of 1GbE in

ind up to the number of members that

are equiva

1. Click Create Bond Interface.

2. Configure the followir

« Members: S /ant to inclu n the bonding. Only

ports that

» Take Settings From: Selec it ou want to apply to the bond interface.
Settings for all non-selected i lost

. Bond Type: Specify whe

ation (LACP).

atic bond or a dynamic bond through IEEE 802.3ad Link

» Hash Pollcy cify
evenly across i I,er( ices; %‘t\',
2+3 policy balances
Click Create.
Refresh the page to display the Bond Inte
selected in the Take Settings From drop-down

The Layer 3+4 olicy h \ inces the distribution of traffic more
( ith 802.3ad standards. The Layer

traffi

Modify bond interface settings
After a bond interface is created, you can modify most settings as if the bond interface is a si

ace
LC.

1. Inthe Network S

2. Inthe Bond Interfaces section, click the

section, click Connectivity.
1d interface

3. Onthe Network Settings for Bond Interface <interface number> page, modify the following settings as

you want to modify.

needed:

. Members The interface members of the bond interface. Members

reated. If you need to change the members, you

ExtraHop 8.0 ExtraHop Explore Admin Ul Guide
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« Interface Mode: [he mode of the bond membership. A bond interface can be Management or
Management+RPCAP/ERSPAN Target only.

« Enable DHCPv4: If DHCP is enabled, an IP address for the bond interface is automatically obtainec

e hash policy. The Layer 3+4 policy bals
it '5 1ot fully compliant ,‘/' ad
5S eV ' pliant with Jad standarc
« IPv4 Address: The static IP address of the bond interface. This setting is unavaila f DHCP is

enabled.

e distribution of traffic more

« Hash Policy: Specify
¢ ndards. The Layer 2+3 policy

evenly across in

M\mwsm

e Netmask: The network netmask for the bond interface.

« Gateway: [he [P address of the network gateway.

« Routes: The static routes for the bond interface. This setting is unavailable if DHCP is enabled.
4. Click Save.

Destroy a bond |nterface

/
W

[mm mr
>mber in l

1. In the Network Setting . click Connectivity.

ed X next to the interface you wan

e member interface to move
e bond interface setting

2. In the Bond Interfaces section, click the
On the Destroy Bond Interface
interface settings to. Only the member interfa

. and all other member interface

4. Click Destroy.

Notifications

traHop system can send notifice s about configured alerts through email, S
) \' an email mMm ation group is specifiec

NMP traps, and sy

en emails are sent to the groups

You mu onfigure
;\yf;,tifﬂ alerts by emai

°r before the ExtraHop syster n send notifications about
borts from a Command appliance.

1. Login to the Administration pag
or - | P- addr ess>/ adni n.

> ExtraHop system through ht t ps: / / <ext r ahop- host nane-

2. In the Network Settings section, click Notifications.

3. Click Email Server and Sender.

4. In the SMTP Server field, t pe the IP ad J )w tname for the outgoing SMTP mail server. The SMTP
/er should be m~ fully quc M ied domain name (FQDN) or IP addres an outgoing ma \\ server that is

essible fre )w w Extre 4 ) manage vem etw urk If the DNS server is set, then the SMTP server can

e a FQ N, othe ey ) > address.

5. Inthe SMTP Port field, type the port number for SMT P communication. Port 25 is the default value for

SMTP and port 465 is the default value for SSL/TLS en rypted SMTP.

6. Select one of the following encryption methods from the E'm\,f'pl'\m'w drop-down list:
«  None. wWTP' mmunication is not encryp
e SSL/TLS. SMTP comm ,u"k,aw,w is encryp

Security protoc u\.

wrough the Secure Socket Layer/Transport Layer

ExtraHop 8.0 ExtraHop Explore Admin Ul Guide
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Next steps

e« STARTTLS. SMTP communication is encrypted through STARTTLS.
In the Alert Sender Address field, type the email address for the notification sender.

Note: The disy Mdr

through ¢

\\'w\vfed 5emJer
S s changed to the username

ptional)
UDJUO ), the
the truste
SMTP s

dr umt\
; ager. wh Hw ot H e Mu st name spe ,
er must match the hostnar cified in your \[ ATP configuration or validatio
ou must configure which ce mﬂr ates you want to trust on the Trusted uﬁ;‘:\"i""'
ormation, see Add a trusted certificate to your Extra ) SYST

certific: mar

>N
In the Report Sender Address field, type the email address responsible for iurm ng the message. This field
is only applicable when sending sc,mu\J lled reports from an ExtraHop Command appliance.
ct the Enable SMTP au ithentication checkbox and then type the SMTP server setup credentials in the

S e and
(Optional) Click Test Settings. type your email address, and then click Send. You should receive an emall
message with the subject title Ext raHop Test Enmi | .
Click Save.

assword fields.

confirm that v serve your configuration changes
system restart and shutdown events by saving the m ning \,gﬂﬂf;:; file.

Add a new notification email address on an Explore or Trace appliance

You can send system storage

=

N

‘S
(O8]

> alerts to individual recipients. Alerts are sent under the following conditions:

A physical disk is in a degraded state.

A physical disk has an increasing error count.
(Explore appliance only) A virtual disk is in a deg
istered Explore noc

Jed state.
> is missing from the cluster. The node might have failed,

de

(Explore eup\mm(j only) A
or it is powered off.
In the Network Settings section, click Notifications.
Under Notifications, click Email Addresses.
n the Email address text box, type the recipient email address.

Click Save.

Configure settings to send notifications to an SNMP manager

SN

man:
SNIMP belong to, which specifies where infc

e state of the network can be mo

~d through the Simple Network Man
“es on the network or SNMP

N/ p colle enapled C

s information by p g
ment sta communi

izations ha K"m‘:j and d(miw' -

E Note: Most or;
central location that ca ams. For exa

sent to an SNMP manager, and the SNMP ma ~ment console displays t

In the Network Settings section, click Notifications.
Under Notifications, click SNMP.

On the SNMP Setting . in the SNMP Monitor ficld, type the hostname for the SNMP trap receiver.
Multiple names can be entered, separated by commas.
In the SNMP Community ficld. enter the SNMP community name.

In the SNMP Port field, type the SNMP port number for your network that is used by the SNMP
respond back to the source port on the SNMP m or
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he default response portis 162.
6. Click Test Settings to verify that \,/OL SN MP settings
> SN

are correct. If the settings are correct, you should

see an entry in the SNMP log file on the SNMP server similar to the following:

Connection from UDP: [192.0.2.0]:42164->[ 192.0.2.255]:162

Where 192. 0. 2. 0 is the |
the SNMP server.

/. Click Save.

r ExtraHop system and 192. 0. 2. 255 is the I[P address of

Download the ExtraHop SNMP MIB
e a database of information that an SNMP-monitored network r’rpor’tf;. SNMP
4 by third-party management information bases (MIBs) that describe the structure of the

1. Go to the Network Settings section and click Notifications.
2. Under Notifications, click SNMP.

Under FfF \ MIB, click the Download ExtraHop SNMP MIB.
he file pically saved to the default download location for your browser.

Send system notifications to a remote syslog server
syslog export option enables you to send alerts from an ExtraHop syste
receives syslog input for long-term arc

m to any remote system that
hiving and correlation with other sources.

~rver can be configured for each ExtraHop system.

Only one remote s

1. Login to the Administration page on the ExtraHop system through ht t ps: // <ext r ahop- host nane-
or-| P-addr ess>/ adm n.

2. In the Network Settings section, click Notifications.

3. In the Destination field, type the IP address of the remote syslog server.

4. From the Protocol drop-down menu, select TCP' r UDP This option specifies the protocol over which
the information will be sent to your remote g ser

5. Inthe Port field, type the por

6. Click Test Settings to veri
see an entry in the s

t number for your remote syslog server. By default, this value is set to 514.

orrect. If the settings ar

similar to the following:

at vour syslc e correct, you should

file on the s

Jul 27 21:54:56 extrahop nane="ExtraHop Test" event id=1

7. Click Save.

Next steps
After you confirm that your new settings are wc 0
through system restart and shutdown events by saving

SSL Certificate

“tication to the Admin Ul of the ExtraHop system. To enable SSL, an SSL certificate

gh certificate is self-signed. We recom wm 1hz’al, you create a ¢
xtraHop system and upload the signed certificate instead.

\L‘) 1INg request from your
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@ Important:

restarted. On a Command

re lost but ar ~stablished

Upload an SSL certificate
You must )\(*;xi a .pem file that includes both a private key and either a self-signed certificate or a certificate

authority certificate.

E Note: The .pem file must not be password protected.
E Note: You can also automate this task through the R \Pl .

1. Inthe Network Settings section, click SSL Certificate.
2. Click Manage certificates to cxpand the
Click Choose File and navigate to the ce
4. Click Open.
Click Upload.

~ction.

rtificate that you want to upload.

Generate a self-signed certificate
1. Inthe Network Settings section, click SSL Certificate.
2. Click Manage certificates to e
Click Build SSL self-signed certificate based on hostname.
4. On the Generate Certificate page, click OK to generate the SSL self-signed certificate.

E Note: The default hostname is ext r ahop.

xpand the section.

Create a certificate signing request from your ExtraHop system
A certificate signing request (CSR) is a block of encoded text that i
when you apply for an S%\ certificate. The C \Q“ en
will be installe | contains information that w
(domain name), il cality, and count
the certificate. The CSR is crea Iﬂ with the priv

1 to you ,Hl\ﬁ ‘le,ﬁu,ltwr\lw )
';,‘Ho ; wmﬁ ate
in the certificate such as the common name

_SR also contains the public key that will be included in
ey from \h~ ExtraHop appliance, making a key pair

ated on the *xl

Org

1. Login to the Administration page on the ExtraHop system through ht t ps: // <ext r ahop- host nane-
or- | P-addr ess>/ admi n.

In the Netw section, click SSL Certificate.

Click Manage certlflcates and then click Export a Certificate Signing Request (CSR).

4. In the Subject “\\ﬂ"ﬂ\"HHW“ ames section, type the DNS name of the ExtraHop system. You can add
multiple DNS names and H' wH ‘esses to h > protected by a single SSL Certificate.

In the Subject section, mm:\e;e the following fields. Only the Common Name field is required.

o

Field Description Examples

Common Name The fully qualified domain “.example.com
1ame (FC 2[ N f the ExtraHop
pliance. The FQDN must
m aH‘ one of the Subject
Alternative Names.

discover.example.com

E-mail Address The email address of the m"r*wv webmaster@example.com
contact m your organization.
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Field Description Examples

Organizational Unit

S

lization  IT Department

Organization [he | name of your Example, Inc.
ganization. This entry should

not be abbreviated and should

include suffixes such as Inc, Corp,

" u vince where your  VWashington
1is located. This entry
he abbreviated.

tter ISO code for the  US

country where your organization

Country Code

6. Click Export. The CSR file is automatically downloaded to your computer.

Next steps

Send the CSR file to your certificate authority (CA) to have the CSR signed. When you receive the SS
certificate from the CA, return to the SSL Certifi Ul and upload the « '
ExtraHop system.

Trusted Certificates

Trusted certifi
Splunk re

SMTP, LDAP, HTTPS ODS and Mo

Ir ExtraHop sy

DB ODS targets, as well as

>tem.

a trusted certificate to your ExtraHop system
Your ExtraHop system only trusts peers who present a Transport Layer Security (TLS) certificate that is signed
by one of the built-in system certificates and any certificates that yc g \>MTJ. LDAP, HTTPS ODS and

MongoDB QDS targets, as well as Splunk recordstore connections can be validated through these certificates.

Before you begin
You must log in as a user with unlimited privileges to add or remove trusted certificates.

When uploading a custom trusted certificate, a valid trust path must exist from the uploaded certificate to a
1 self-signed root in order for the certificate to be fully trusted. This can tw Mw red by either uploading
certificate chain for each trusted certifice eferably, by ensuring that

chain has been uploaded to the trusted certificates

each certificate in the

@ Important: To trust the built-in system certificates and any uplo
ble 85 /TLS or STARTTLS encryption and certif
s for the external server.

aded certificates, you must also
cate validation when configuring the

1. Login to the Administration page on the ExtraHop system throu
or-| P-address>/ adm n.
2. In the Network Settings section, click Trusted Certificates.

gh https://<extrahop-host nane-

3. (Optional) The ExtraHop system ships with a set of built-in certificates. Select Trust System Certificates if

you want to trust these certificates, and then click Save.
add your own certificate, click Add Certificate and then pa
ain into the Certificate field

e the contents of the PEM-encodec
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ype a name into the Name field and click Add.
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Access Settings

Ipport account, manage local

groups, configure remote authentication, and ma

Passwords

Users with adr *'m\ft”?ﬂ\/f
Discove

Admin Ul can change
Dal passwart \

privile
~and Command appli

bolicy can a

o t any user and change their word

e« Youcanonly cha s for local users. You cannot cha

,DA\' or other remote SJihC ntication se

authenticated throt

For more information about privil for specific Admin Ul users and groups, see the s section.

Change the default password for the setup user

ded that you change the default pas
you log in for H first ] To emind administrators
button at M( top of the while th tup user

chang no lo

the ExtraHop sys
3 blue Change Password
etup user password is

e password must be a minimum of 5 characters

click the blue Change default password button.
ge displays without the drop-down menu for accounts. The password will change for the

2. Type the default ;,a;;wsza.zmrd in the Old password field.
assword in the password field.

4. Retype the new password in the Confirm p

ssword field.

5. Click Save.

Support Access

\\Hj\‘[(y

ssues with

Je access for the ExtraHop Support team to help customers troubles

He enabled only if the ExtraHop system administrator requests hands-on assistance
Ipport team.

op St

Generate SSH key

rate an SSH key to enable ExtraHo
igured t"w’u\\;,\ traHop Cloud Ser

support to connect to your ExtraHop system when remote access &

Settings section, click Support Access.
2. Click Generate SSH Key.
3. Click Generate SSH Key.

4. Copy the encrypted key from the text box and email the key to sup \

5. Click Done.
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Regenerate or revoke the SSH key

To pre

A new SSH key can also

1. Intr
2. Clic
Ch

Users

A
e

« Generate SSH Key.

oose one of the followin

P
Click Regenerate SSH Key &

Copy the encrypted key from

tic

vent SSH access to the ExtraHop system

be \'H""HP\"HF’j if

NS

nd then

the text box and email the key to s

prevent SSH access to the system

The Users page enables you to control loca

1. Log
or

ed by \‘f ir

1 about default sy

in to the Administration ps
—I P- addr ess>/ adm n.

em user accc

ounts. s

on the

Access Settings section, click Support Access.

click Regenerate.

ccess to the ExtraHop applic

Jsers with direct ac
inization.

ExtraHop system through

2. In the Access Settings section, click Users.
Click Add User.

4. In the Personal Information section, type the following information:

« Confirm Password: Re-type the p
\entication Type section, selec
lect the
>s full ree
vOu TO se MJ[

/. Cli

%

ull Name: A display name for the user

ogin 1D TW username that us
Y Spaces ;. For example, adal ovel ace.

ers w

ill log in to their ExtraHop ar

’assword: The password for this account.

E Note: On Discover
by the glo

ype section, se

E Note: For more information,

ck Save.

Tip: - [o modify settings f
To delete a us

;ﬂ,t,\w,m tion se

Oor ¢

and Command appliance

ty’pc of privile

e

rmore.

t Local.

r the user.

=
.

'ss to the
t of privile

‘,—j anc

see the User privi

Y user, click the username from
click the red Xicon. If you dw
d‘

as LDAP, you must also

ExtraHoy

which can contain spaces.

the PCSS vord must mee

2y, you can revoke the current SSH key.

\ extrahop. and then click

with the current key.

liance

/stem and restrict

htt ps:// <extrahop- host nane-

ppliances with, h cannot contain

For example, Ada Lovel ace.

vord from the Password field.

Veb and Admin Uls.

'd options.

the list to bring up the Edit user
ete a user from a remote
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Users and user groups

Users can access the /stem in three ways: t
unts configured on the appliance, or through re
n servers, such as LDAP, SAML, Radius, and TACACSH.

local user ac
authenticatio

Local users

I'his topic is about default and local accounts

list of

s but do not appear in the
nust change the default passw

vord upon

initial login.

setup
'his account provides full system read and write p s on the Web Ul, Admin Ul, and Shell, which
is the Extral \u,» command-line interface (CLI). On »%"v%\ca appliances, the default passwort Hu H s
account is the service tag number on the front of % appliance. On virtual appliances, the default
sword is def aul t .

to mo"‘\f:'w:chw'r“w'(\h?'—* ive shell ¢ ds in the ExtraHop CL
s acco wumber on the front of

4 in Amazon Wet

b Services
e virtual machine

Next steps

Remote Authentlcatlon
The ExtraHop system supports rem
rganizations 1\ at he aw\ 1entication s

able

ote authentication for user access. Remote a
ems s,w\,\‘ as LDy \Pu) \F‘ P o A\c >
f intoth Ie
Command and L

enables
/, for example),
> with their

er

@)

d

1-0N w\m

entralized authentication provides the following benefits:

sword synchronization
ation of ExtraHo
xtraHop pr

an grant access to all known users or restrict access by applying LDAP filters.

administrator inten

. fi \ rough |

. fi \ rough =
. ontl ‘ rougn

. ( fi \ irough |

Remote users

If your ExtraHop system is confi
for TM remote t Preconf
share dash \ dards and other

SAML or LDAP r
unts on the Lx*_m

nizations with those

| can create an accc
rs enables

> SAML 3 Ltmm\ ation,
st time. Hf\\ -

d
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in to the appliance.
them tc

s are assigned to the user by the provider. After the user is created, you can add

ocal use

Next steps

| For ser @

User groups

User gro

User privileges
Administrators

Uls.

< ~d for remote authenticatio
bort your LDAP user groups.

Click Create User Group to create a local group. The user group appears in the list. Then
checkbox next to the user group name and select users from the Filter users... drop-down
Users to Group.
(LDAP only) Click Refresh All User Groups or sclect multiple LDAP use
in Groups

Click Reset User Group fc
exists on the remote LDA P
Click Enable User Group or Dlsable User Group

ups and click Refresh Users

shared content for the selected user group.
Click Delete User Group to remove the selected user group from the system.

\ / .

the following

[S)

yroperties for listed user groups:
Group Name

Displays the name of the
Type

Displays Local or Remote as the type of user group.

p. To view the memb

name.

Members
Disf

ys the number of

Shared Content
Displays the number of user-created dashboards and activity maps tha
Status

~d or disablec
: h(”w performir
sharing content

system. When t

osed since the group membership was refreshed.
nditions:

ys the amount of time elaj
1 under the followir

«  Once per hour, by default. The ref
Authentication - LDAP Settlngs pas
e An "adu'm'u trator ref ol
Group. O

Grou D page o

ninterval setting can be modified on the Remote

) from the User

=<
)

g;rk':\

« Aremote user logs in to the ExtraHop ) Ul or Admin Ul for the firs

that they do not have ac

. A user attemp

d functionality users have with the Ext

"\H m the user, you can add certain optio

n addition to setti

privilege level.

For information about user privileges for the REST API, see the REST id
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Privilege Levels

Set the privilege level for your user to determine which areas

of the ExtraHop system they can access.

Unlimited

Full Write

Limited Write

Personal Full Read-
Write Only

Restricted
Read-Only

Activity Maps

Create,
view, and
load shared

activity maps

N

Save activity

maps

N

Share activity
maps

Y

Alerts

View alerts

Create and
modify alerts

Bundles

Create a
bundle

N

Upload
and apply a
bundle

View list of
bundles

Custom

Pages

Create and
modify
custom pages

Dashboards

View and
organize

dashboards

Create and
modify
dashboards

Y

Share

dashboards

Detections

E Note: Machine learning detections require a connection to Ext

Administrators can configure the Detections Access Control globa

whether all users, or only specified users can access detections.
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View
detections
and provide

feedback

Y

Analysis

Priorities

/7 v A A A e
View Analysis

N

Add and

modify

analysis levels

N

N

N

N

Transfer
priorities

\T‘\(—THJ§39H’W%H|

Device
Groups

Y

N

Metrics

View metrics

\/

\/

N

Records
(Explore
appliance)

View 1

queries

View record

formats

Y

Y

N

Create,
modify, and
save record

formats

N

N

Scheduled
eports

\and

and manage

\v4
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scheduled

reports

Create and Y Y N N N N
modify

Admin Ul

Connect Y N N N N N
to other
appliances

anage other Y N N N N N
appliances
(Command
appliance)

Privilege options

The following privilege options can be assigned to users with limited privile

Packet and Session Key Access

. oad packets
. Vi¢ ownload pack
e Ve >d appliances (C

Detections Access
. No acce
. Full access

E Note: The Detections Access settings appear only if the privileg
itrol & is set to Only specified users can access detectlons

Sessions

Remote Authentication

The ExtraHop system supports remote authentication for user access. Remote authentication enables
organizations m,,l have authentication ¢ uch as LDAP (OpenlLDAP or Active Directory, for example),
SAML, RADIUS, or T CS+ to enable all or a subset of their users to log in to the appliance with their
existing credentials. SA i

sign-on authentication is only available on Command and Discover
appliances.

tems s

Centralized authentication provides the following benefit
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User password synch ""‘ﬂ'\mt'\m

A [ ation of ExtraHop accounts for users without administrator intervention.
agement (;w‘ ExtraHop privileges based on use
Administrators can gran

o all known users or

ss by applying LDAP filters.

Next steps

Configu rough SA [y

Configure remote authentication through LDAP

[he L:m
and au
authen €

leries for user :;1<:c<:>t,\'wt5: it does not query for any “H\ € :\'wt\t'cs that might be in the LDAP directory.

ss Protocol (LDAP) for authenticatio
/, YOu can jgure your ExtraHop syste
Note that ExtraHop LDAP authentication only

the Lig
Sto "mg w

users re 'mtc v with an ¢

htweight Direct
r credentials
ting LDAP s

Before you begin

N

(O8]

the LDAP se

want to configure nested LDAP groups, you must modify the Running Configuration file. Contact
rt for help.

Vhen a user attempts to log on  ExtraHop system, the ExtraHop system tries to authenticate the user in

> following ways:

Attempts to authenticate the user locally.

the user does

‘ID\P.

1 the LDAP se
ULJU"\G'M\'(JL

authentice
~m is config
O\'wto the Extral
. Hm:' LDAP
rMami

JUM ance wm\ forw
If the user

te the use

does not e

>ntication
:i:d through

Log in to the Administration page on the ExtraHop system through ht t ps: // <ext r ahop- host narne-

or - | P-addr ess>/ adm n.

ection, click Remote Authentication.

From the Remote at H cation method drop-down list, select LDAP and then click Continue.

On the LDAP Setting
n the Hostname field, type H"/'

hostname, make sure H 1at the DNS

In the Acc

er information fields:

S page, Co

> or [P ac
mt\'\/ of the
b) In the Port field, type the port number on which the
Posix or Active Directory.

| DN. The bind DN is the user crede s that ¢
rch. The bind DN umt h /e i
W‘*( fO\' LDAP authentication. If this
at anonymous binds are not enablec

c¢)  From the Se

, >~ Bind DN field, ty
1ticate with the LDAP s
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\

e) (Optional) In the Bind Password field, type the bind passy
equired when authenticating with the LDAP serv
figuring an anc ous bind, leave this field blank.

e,V ly a Bind DN value but no bin

lown list, select one of the

 None: This ¢ ifies cleartext TCP sockets. Al

cleartext in this M de.
« LDAPS: 1
o StartTLS: This ¢

his option specifies LDAP wrapped inside

tion specifies TLS LDAP. (SS

g) Select Valldate SSL Certificates to cnable cer
i > remote ¢ :';\Jum \
ficates mar . -
C 5 page. For more \"‘mr'm'—‘t\‘tj’w. see Add a tr
h) Type a time value in the R(“’rrf;%‘ Intel field or leave

interval ensures that any changes nr

the ExtraHoy

following user
Type the base DN in the Base DN field. The
users. The DN 1 t contain all user accounts t
The users can be '1 rect members of the DN ¢
Whole Subtree opti ted for the Search

b)  Type a irch Filter fie
searching the LDAP directory for us ccounts.

@ Important: The Ex 's,)Hw:w

not p;we Ih'\f

Lo user or group
) system.

settings:

~

_onfigure the
Base DN
' h(rt

must

Dase
\‘) )k‘

search filter in ')’\

cn=at | as*
| (cn=EH*) (cn=IT-*)
In addition, if yol names inclu
asterisk must be ~d ¢
test* group type cn= test\2ag
: H

Ir grou p

rectory

\V

« Whole subtree: This option looks rec

« Single level: This option looks for users that exist in the
configure user gro ings, select the

configure the

folloy
as€e \)N\

DS. \hc

Whole Subtree “Dt\u s se
ﬁH r in the Search Filter fielc
LDAP directory for user g

""" \M‘J[M

under t

ExtraHop 8

er as tne

dp

follow

certific

the default

nested v
e specif
\ 1. Search "'He':, er

s\ 2a. Hw Kample

der the grot

ng
'grmp‘rl\

[he bind

8 L)\ specified at

ing encryption or

| pass

SSL.

ates vo
tificate to vy«

ng of

1CCESS Of %

the point from
vill hay

vithin an OU v
ied below.

able you to define

/ adds parentheses to wrap

arentheses ma

de the as

you

roup mtm‘
T JH’ OW ’-
entities.

5 DN for matx

he base DN only; not any

m implicitly
o sh m\\ dnotb

followi

he base DN for

password

an unauthentic:
ord. Consult your

Ht to trus

LD/\“

where a server Nar
access to the ExtraHop appliance
vithin the

to the followi

isk () d"?r’

H\t\
g options. Sea

matching user

is the password
CIf you are

bind is
LDAP administrator

tions.

cant )
sent.)
—iL.)
e
E

ﬁLJ by the
1 the Trusted

base DN if the

search criteria when

the filter and
nually. A

ip has a CN called

acter, the

°r field.
rch scope specifies

ching users.

subtrees.

Import user groups from LDAP server checkbox and

to this filter.
scope specifies
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« Single level: This option looks for use
/. Click Test Settings. If the t ceeds, «
fails, click Show details to see a list of errors. Yot

oups that exist in the base DN; not any subtrees.

resolve any errors before you continue

8. Click Save and Continue.

Next steps

Conflgure user pr|V|Ieges for remote authentication
8 N user priy s to individual users on your ExtraHop system or configure ar
through your LDAP server.

1 LDAP, you must comg available user ;,;\r'iv\'\(w;
nizational units) I on your LDAP s rA

ct member of a spe (m >d group ounts that are a men \Iw r

5. Groups that are not present are not authenticated on the

Fma—( met M
The ExtraHo em supports both Active Directory and POSIX group memberships. For Active
Directory, merrber O is supported. For POSIX, menber ui d, posi XxGr oups, gr oupof Narres and
gr oupof uni queNanes are supp

1. Choc > of the following options from the Privilege

assignment options drop-down list:

«  Obtain privileges level from remote server

This option as
one of the fc

s through your remote ¢
1guished name (DN) fields.

> and modify all ok ngs on the ExtraHop Web Ul and Admin UI.
« Read-write DN: Create and modify objects on the ExtraHop Web UI.
« Limited DN: Create, modify, and share dashboards.

» Personal DN: C personal dashboarc

°r. You must complete at least

 Full access DN: Cre

oed-in user.

ce.) View a list of ExtraHop

« Full read-only DN: View objects in the ExtraHop Web UI.
5 shared with the

d-in user.

« Restricted read-only DN: View

» Packet access full DN: View and ¢
appliance

vnload packets captured through the ExtraHop Trace

» Packet and session key access full DN: VView and «
session keys captured through the ExtraHop T\

« Detections access full DN: View, acknowledge, anc > ExtraHop

Neb Ul.

«  Remote users have full write access

M write access to H"v* E\' raHop Web Ul. In addition, you can grant
mh m onal s for packet downloads, \(\L session key '
»  Remote users have fuII read-only access

This op

dulwu nal a

ants remote users read-only access to the ExtraHop Web Ul. In addition, you can grant
cess for packet downloads, \>\>| setmior‘ keys, and detections.
« Remote users can view connected appliances
This option, which only appears on
Administration page on the
appliances
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(Optional)
user

Configure packet and se

5e5SI0N s. Select one of the following options to allow remote
ywhnload packet captures a

«  No access

»  Packets only

»  Packets and session keys
(Optional)
detections. g s\ (
to Only speC|f|ed users can view detectlons

«  No access

e Full access

Click Save and Finish.
Click Done.

Configure remote authentication through RADIUS

The ExtraHo
authentice m~
unencrypted RADIUS md p\f;w ntex

1.

U

O~

~

o

e |
c

RADIUS) for remote
traHop appliance supports

iance supports Remote Authentication Dial In User

al author

an d Ic

\

-

(;me only. For remote authentication, the

ormats.

> on the ExtraHop syste

Log in to the Administration p:
or - | P-addr ess>/ admi n.

In the
From the Remote ;;u,\!he\ tication method drop-down list, s
On the Add RADIUS ¢

sh https://<extrahop-host nane-

5s Settings section, click Remote Authentication.
lect RADIUS and then click Continue.
ge, type the following information:

Host
The hoe

Kw',p\‘mwe IS p'ope'\\,/ conf

US server. Make sure that the DNS of the ExtraHop

Secret
The shared se
administratc

ppliance and the RADIUS server. ntact your RADIUS

Timeout

The amount of time in
er before « \He‘miﬁ;"
Clic \Add Server.

(Optional) Add additional servers as needed.

ds that the ExtraHop appliance waits for a response from the RADIUS

e connection «

Click Save and Finish.

From the Privilege assignment options drop-down list, cho of the following options:

«  Remote users have full write access
This "“’“Hi,;ﬂ
additional access

. Remote users have fuII read-only access

"’;ﬁ.ms remote users full write acc to the ExtraHop Web Ul. In addition, you can grant

session keys, and detections.

backet downloads, SSI

e ExtraHop Web Ul. In addition, you can grant

sppliances.
~onfigure packet
load packet capture

owing options to allow remote

(Optional)

users to dow
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No access
Packets only
Packets and session keys

t/ OnIy speC|f|ed users can view detections.
«  No access
«  Full access

11. Click Save and Finish.

12. Click Done.

Configure remote authentication through TACACS+

The ExtraHop apr )
remote auth —\m' ation and auth

A~

iance supports Terminal Access Controller Access-Control System Plus (TACACS+) for

orization.

Ensure that each / authorized has the figure ) 1

before beginning this procedure

user to be remote

1. Login to the Administration page on the ExtraHop sy
or -1 P-addr ess>/ admi n.
In the Access Se ction, click Remote Authentication.

tem through htt ps: // <ext r ahop- host nane-

o

t TACACS+, and then click Continue.
e following information:

Make sure that the DNS of the ExtraHop

Y

ation method Hmr‘» down list,

O
o
o

Nl

H . ~ A LA INaYN -
dliance and the TACACSH se

er. Contact your

number sign (#).

E Note: The

: The amount of time in seconds that
server before attempting

Click Add Server.

jonal) Add additional servers as needed.

e from the

traHop appliance waits for a respons

/. Click Save and Finish.
From the Permission assignment options drop-down list, choose one of the following options:
«  Obtain privileges level from remote server

This option allows remote

configure permissions on t

\V3

btain privilege levels from the remote server. You must also

«  Remote users have full write access

This option ¢
additional ac

«  Remote users have fuII read -only access
This option grants remote users read-only access
additional access for packet downloads, SS

« Remote users can view connected appliances

'r”wlﬁ s full write access to the ExtraHop Web UL In addition, you can grant
' and detections

c

C
vNioads, o.

to the ExtraHop Web UL In addition, you can grant
on keys, and detections.

is option, which
Administration pa
appliances

on the Command ap
_ommand appliance to r
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s. Select one of the following options to allow remote

9. (Optional) Configure packet anc

user

ywnload packet captures

«  No access
»  Packets only
»  Packets and session keys

t/ OnIy speC|f|ed users can view detectlons
«  No access
«  Full access

11. Click Save and Finish.

12. Click Done.

Configure the TACACS+ server

uthentication on your ExtraHop ap e, yoL S
ne for the raHop service and one for the pern
an optionally add a \u L‘ attribute for packet capture and se

ur ExtraHoy

—~c

ALCST S

ate to the shell profile for yc configuration.

1. Login to your
2. For the first attribute, add ser vi ce.
For the first value, add ext r ahop.
4. For the second attribute, add the privilege level, such as readw i t e.
5. Forth C add 1.
For example, the following figure shows the ext r ahop attribute and a privilege level of readwri t e.
_

Polcy Elérmants » duhorization and Penmissions > Dewite Adminiialion > Shell Prolies » B0t "Exdrabog”

~and na

value,

Gereral | Common Tasks | Cuslom Altibites

Comman Tasks ASnbutes
Aftnbuie Regurement Vae

Vale
BN

Add A Bufk Edd
Aliriute

Raguiremant. | Mandatory
AfirDiute
Value

w
£

Here is a list of available

the user to create and modify all objects and settings on the ExtraHor

e« readwite = 1, which allo
ExtraHop Web U
e« |Jlimted = 1, which allows the user to crea

settings on the
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e readonly

« personal
dashboards that have been shared with them

e limted_netrics = 1 whichallows the user to view shared dashboards

1, which allows the user to view objects in the ExtraHop Web Ul
5 the user to create dashboards for themselves and modify any

I
=
<

6. (Optional) Add the following attribute to allow users to view, acknowle

appear in the ExtraHop Web UI.

>, and hide de

jons that

- detectionsaccessfull =1
7. (Optional) If you have a N attribute to a or

packet captures with ¢

capture attributes and values:

« packetsfull = 1, which allows users with any privileg

. packet sful lwit hkeys = 1, which allows users with any privil¢
backets and ass session keys jianc

Here is a list of the available

stored on the Trace ar

API Access

The API 2
herfo

S erate, view, and manage access for the API keys that are required to
rm o ugh the Extral 1 op REST APL

Manage API key access

Users with unlimited privileges can configure whether users can

r the ExtraHop system.
ation entirely.

op REST API Keys

) UHMHHZGd privileges.

You can allow only local users to generate keys, or you can also disable A

Users must generate an APl key before they can perform
iewed only by the user wt
After a user generates an

nerated the key or syster
v must append the key

ninistrato
request % ea

APl key, t

1. Login to the Administration page on the ExtraHop system through ht t ps: // <ext r ahop- host nane-
or - | P- addr ess>/ adni n.

section, click APl Access.

3. Inthe Manage APl Access

2. Inthe Ac

CC

ection, select one of the following options:

«  Allow all users to generate an APl key: [ ocal and remote users can generate \P kevys.
«  Only local users can generate an API key: Rer
«  No users can generate an APl key: No AP keys car

4 Click Save Settings.

Conflgure cross-origin resource sharlng (CORS)
( - ing (CORS) allows you to
vithot t equiring the

the ExtraHop REST APl acrc

~Cess laries
equest to travel through a prox

You can confis z
origin. Only administrative users

Ire one or mc

INS Or yOu can a
ted privi

xtraHop REST APl from an

with unlim

1. In the Access Settings section, click APl Access.

2. In the CORS Settings section, specify one of the following access configurations.

« Toadd a specific URL, type an origin URL in the text box, and then click the plus (+) icon or press
ENTER.

The URL must include a scheme, such as HTTP or HTTPS, and the exact domain name. You cannot
append a path; hov r, you can fwm a port number.
« Toallow access from any \JN ,select t

e Allow APl requests from any Origin checkbox.
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E Note: Allowing REST APl access from any origin is less secure than providing a list of explicit
)H‘ \ﬂ\

3. Click Save Settings and then click Done.

Generate an API key

h the Extra

W \H

Before you begin

Make sure the ExtraHop system is configured to allo P g ati
1. Inthe A section, click APl Access.

2. Inthe Generate an API Key section, type a description for the new key, and then click Generate.
down to the and copy the API key that matche

our description.

You can paste the key into the REST API Explorer or append the key to a request heade

Privilege levels

vels ¢
vels ¢

etermine which ExtraHop Web Ul and ExtraHop Admin Ul tasks the user can perform
raHop REST AP

, e priv

grant ed roI es pro
ef f ective_rol es property shc
granted role, such as l,\"v'()ug\"w a use

Thegranted_roles andeffective_rolesp

(CET /iicarc
° ] /USErs

e G

T [T

T /users/{usernamel

J

Thegranted_rol es and effective_rol es properties support
the type of tasks for each ExtraHop system vary by the available i

Privilege level Actions allowed

system": "full

D

. nable or disable API key generation for the ExtraHo

senerate an AP key.

«  View the last four digits and description for any APl key on the
system.

o Delete APl keys for any user.

e View and edit cross
. [ransfer own shboard to another user.
e Perform any /\dm\ Ul 't u\k av <1\‘ le through the REST API.

any Web Ul task available through the REST API.

. Perform

r own AP key

Y.

. e your own API key.
. OWN PASSW ('w"«'i but you cannot perform any other
sks through the REST /\P\,
. vany Web Ul task available through the REST API.
write": "limited' R
. n APl key.
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Privilege level

Actions allowed

. /our own password, but cannot perform any other
n Ul tasks through the RES

. orm all GET operations through the REST APL.

. dify the sharing sta ds that you are ¢

. ‘ds and activity maps that you own.

o Perform metric and record queries.

‘write":

»  Generate an APl key.

. your own APl key.

. sword, but you cannot perform any other
1 the REST API.

. oh the REST API.

e Delete dashboards and activity maps that you own.

e Perform metric and record queries.

e Generate an API key.

« View or delete your own API key.

° ("}"}“

S

ange your own password, but you cannot perform any other
Admin Ul tasks through the REST API.

. tivity maps shared with you.
L]
metrics": "restricted . erate an AP| kev.

*  View or delete your own API key.
e Change your own password, but you cannot perform any other
Admin Ul tasks through the REST API.

vity maps shared with

View dashboards and

'packets": "full"

« View and download packets from an ExtraHop Discover ¢

'h the GET/ packet capt ur es/ {i d} operation.

[his i dd-on priv that can be
followin

. write": "full'

granted to a user with one of the

o write": "limited'
. 'write": "personal"

. write": null
e 'metrics": "full

"restricted'

e 'metrics":

'‘packets": "full

with_keys"

e View and download packets from an ExtraHop

ivilege that can be granted to a

following privilege leve

. ‘write": "full’
. write": "limited'

. write": "personal”

. 'write": null

*  'metrics™:

fu
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Privilege level

Actions allowed

. metrics": "restricted'

detections": "full «  View detections in the ExtraHop system.
This | adc rivilege that can be granted to a user with one of the
following privilege levels:
. write": "full
. write": "limited'
L]
L]
. ‘metri
. m
'detections': "none" e N

. write": "full
. write": "limited'

. write": "personal”
. write": null

o 'metrics": "full

«  'metrics": "restricted’
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Appliance Settings

ymponents of the

ce in the Appliance

You can configure the followi

All appliances have the following components:

Running Config

Download and modify
Firmware

Upgrade the ExtraHop s
System Time

Configure the system time
Shutdown or Restart

Halt and restart sy
License

Update the lice
Disks

Provides information about the disks in the applianc

se to enable add-on modules.

Ihe follow ents only ¢

Services
Enable or disable t

appears onty on

ent GUI, SNM

ver and Command applianc

/eb Shell, man ag
-

Command Nickname
“ommand appliance. This setting is available only on the Command appliance

nickname to the

d on the ExtraHop Trace appliance. The Reset Packetstore

Running Conflg

'he running
you must

> the runnin

E Note: Makine con

make m

I. You can

v an ExtraHop

> the settings, the che

stem, you mus

s are los

updates by

ExtraHop systen
U nsa

"H \cf’{

) \ in the fig
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® ExtraHop

SCOVET

Click to view the configuration
and changes before saving.

1. Click View and Save Changes.

Review the comparison between the old running config and the current running config (not yet sav
and then select from the following options:

N

are correct, click Save.
rrect, click Cancel and then revert the che

. f the cha
. f the chan

oy clicking Revert config.

Edit the running config
L><t\”a) \Qp Admin Ul provides an interface to
' ion. In '%(:J:’ﬁf'or'w to maki

oes can also be ma

yde that specifies the
figuration through the setting

the runnin
he Running Conf

ha

E Note: P laking configuration changes to the c

g n«'m H"‘f*
nake most system modificatio

Edit p

not recomme 1. You can

in the Admin U

Download the running config as a text file

You can download the Running Config settings to your

orkstation in text file format. You can open this text
file and make d‘( nges to it lo \ v, before copying those changes into the Running Config window.

1. Click Running Config.

)

2. Click Download config as a File.

[he current running configuration is downloaded as a text file to your default download location.

Disable ICMPvé6 Destination Unreachable messages
You can prevent the ExtraHop system from generating ICMPv6 Destination Unreachable messages. You might

want to d\f\:ab\( ICMPv6 Destination Unreachable m s for security reasons per RFC 4443
To disable ICMPv6 Destination Unr
> recommend that you do not manually
port. Manually editing [h(‘ running config file ght ¢ e syste
stop collecting data. You can contact ExtraHop Suppo rl al support@e shop.com.

. However,
C \\ om ExtraHop
ome unavailable or

Disable specific ICMPvé6 Echo Reply messages
ExtraHop system from generating Echo Reply mes < e;
ent to an IPv6 multicast or anycast address. You might v
necessary network traffic.
e specific ICMPv6 Echo Reply mes
recommend that you do not manua dit t uration file w M Hut \JHM tion H\ m F tre H
Support. Manually editing the runnir use the system to become unava th o]

stop collecting data. You can contact ExtraHop Support at support trahop.com.

Rb

the Running Configuration. Hov
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Upgrade the firmware on your ExtraHop system

Firmware

Tm are on ExtraHop appliances. The firmware

C \mt\‘f upg

lhe Admin Ul prc
file must be ac

de.

Before you begin
Be sure to
upgrad

contain

t you want to install. R
workflows in your ¢

s fo

as well as known iss

/S you how

The following
While the
considera

assistance with

Op system tc
‘,y" liance
firmy

1 your environment.

ta \

Pre-upgrade checklist

Here are some important considerations and requirements xtraHop appliances.

« If you have multiple types of ExtraHop appliances, you must upgrade them in the following order:

1. Command applia

er applianc

2.
3. Explore appliances
4. Trace appliances

« If you have a Command appliance, apply the following guidance:

O000

U, UUY

a minimum

ices or mo

ents (man

1 must be of

ater than or equal to the firmware

« If you have Explore appliances, apply the following guidance:

sion that is newer than the version installed on

ade Explore appliances to a firmware v

1d D\rw\

Command a

of records from the

ppliances, halt the in

.
ading the Explore appliance. If you are upgrading
C I | )| Ccre O ppliat
\ \ ; I'_?.' lmt i >
Jpgrading from firmware ve
the Explore cluster are upgre
. uste >r will not function correctly

@ Important: The mes
and Error

version installed on

ExtraHop 8.0 ExtraHop Explore Admin Ul Guide

43


https://customers.extrahop.com/downloads/release-notes/
https://docs.extrahop.com/8.0/connect-eda-eca-exa/#disconnect-the-explore-appliances
https://docs.extrahop.com/8.0/triggers-faq/#how-do-i-disable-or-enable-a-trigger?
https://docs.extrahop.com/8.0/collect-flow-records/#collect-flow-records
https://docs.extrahop.com/8.0/exa-ingest-disable/#disable-record-ingest-on-an-explore-cluster

Upgrade the firmware

1. Download the firmware for the appliance from the

)
=

O you rcomputer.

2. Login to the Administration page on the ExtraHop system through ht t ps: / / <ext rahop- host nane-
or- | P-addr ess>/ admi n.

3. Inthe Appliance Settings

4. Click Upgrade.

5. On the Upgrade Firmware page, s¢

>

ection, click Firmware.

> of the following options:

. o upload firmw from a file, click Choose File, navig
click Open.

o Toupload firmware from a URL, click retrieve from URL instead and then type the URL in the
Firmware URL field.

> to the . t ar file you want to upload, and

O~

If you do not want to automatically restart the applic
Automatically restart appliance after installation c
Click Upgrade

The ExtraHop system initiates
the Updating progress bar. The
8. If youdid \'wot che
After the firmware upda
the new firmware c

after the firmware is installed, clear the
ckbox.

~

firmware upgrade nonitor the progress of the upgrade with
pliance restarts after the firmware is installed.
click Reboot to restart the system.

talled successfully, the ExtraHop appliance displays the version number of
in U\_

natically re

Nt time out after 5 minutes of inactivity. Refresh the browser page if the
ears incomplete.

If the browser session times out before the ExtraHop system is able to complete the
s, you can try the following connec va tests to «

g appliance from H'w command line of another appliance or client workstation.
e From the Admin Ul on a Command a ); liar view the appliance status on the

Manage Connected A;;‘phar'uies\,

p

« Connectto the a ?»phamz:;i through t\" IDRAC interface
9. If you disconnected any Explore appliances from Command and Disc
inect them &. If you di s @&, automatic fl
make sure to re-enable those setti

nake sure to

System Time

onfiguration and t
‘H foH,/f‘

The System Time page
car Jata, itis b

« View information about the appliance settings in the System Time section:
Time Zone
Displays the currently selected time zone
System Time
Displays the current system time.
Time Servers
Displays a comma ';@pfﬂ'a'ed list of configured time serv

ition for each configured NTP server in the \TP Status table:

\/ievas 1nEArm A
° View Informe
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remote

[he host name or IP address of the remote NTP server you have configured to synchronize with.

, O through 16.

ied for the time. The default value is seconds, or mis
ours, and d for days.

is queried for the time, with a minimum of 16 seconds to a maximum of 36

5 the st
s set, failure means the bitis r

and failure rate mmunicating with the
ot set. 377 is the highest value

Value that s
means the bit

delay
[he d trip time (RTT) of the ExtraHop appliance communicating with the remote server, in
milliseconds.

offset
Indicates W v far off the L t
[he value ca

jitter

appliance clock is from the reported time the server g
e, displayed in mi

Indicates the difference, in milliseconds, between two samples.

Conflgure the system time

O

wrough the * ahop.pool.nt )
the ExtraHop system from communicating

Log in to the Administration page on the ExtraHop system through ht t ps: // <ext r ahop- host namne-

or-| P-addr ess>/ adm n.
In the Appliance Settings scction, click System Time.

Click Configure Time.

zone from the drop-down list then click Save and Continue.

e Setup page, select one of the following options:
e Set time manually
g Note: You cannot manually set the time for Discover appliances that are managed by a
Command appliance.
e Settime with NTP server
Select Set time with NTP server and then click Select.
The ExtraHop time servers, 0. ext r ahop. pool . nt p. org, 1. ext rahop. pool . nt p. org,

2. extrahop. pool . ntp. org, and 3. extrahop. pool . nt p. or g appear in the first four Time Server

fields by default.

Type the IP adc h es e time servers in the Time Server fields
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@ Tip: After adding the fifth time server, click Add Server to display up to four additional timer
server ﬁ(ﬁi\d‘?.

8.  Click Done.

The NTP Status table displays a list of NTP servers that keep the system clock in sync. To sync the current
system time a remote server, click the Sync Now button.

Shutdown or restart
The Explore Admin Ul provides an interface to halt, shutdown, and restart the Explore appliance components.
System
Restart or shut down the Explore appliance.
Admin
Restart the Explore appliance administrator component.
Receiver
Restart the Explore receiver component.
Search
Restart the Explore search service.

For each Explore appliance component, the table includes a time stamp to show the start time.

Restart an Explore appliance component

1. On the Admin page in the Appliance Settings section, click Shutdown or Restart.

2. Select Restart for t"v;f component you want to restart:

2N also be shutdown completely)

License

The Admin Ul provides an interface to add and update licenses for add-in modules and other features available
in the Ext H tem. The License Administration page includes the following licensing information and

settings:

Manage license

Provides an interface to add and update the ExtraHop system
System Information

Displays the identification and expiration information about the ExtraHo stem.
Features

Displays the list of licensed features and whether the licensed features are enabled or disabled.

Register your ExtraHop system

When you purchase an appliance, you wil \Vt;w:v:;i\'\w:;i an email
appliance from the ExtraHc
ict key and activate all of your |
ExtraHop system to access the Admin Ul.

)y Admin Ul. Th

rchased u\,»\,,h,\(j: YO

Register the appliance

Before you begin
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' ; r or Command appliance, you can optionally enter the proc
L/m) \n Web Ul (ht t ps: //<ext rahop i p_addr ess>/ ) after you accept

Note: If you are
B ,

key from H'x
the EULA an
1. Inyour browser, type the URL of the ExtraHop Ac
adm n.
2. Review the license ag;'e:@r\'wer‘l_ select | Agree, and then click Submit.

nin Ul htt ps: // <extrahop_i p_address>/

3. On the login screen, type set up for the username.
4.  For the ;'m:;f;.'.o'(,ﬁ select from the following options:
« For 1U and 2U appliances, type the serial number printed on the label on the back of the appliance.
The serial number can also be found on the LCD display on the front of the appliance in the I nf o
section.
e Forthe EDA 1100, type the serial numbe yed in the Appl i ance i nf o section of the LCD
menu. The seria mber is also printed e b wt om of the ap
n AWS, type the instan which is the s

characters that follow i-

. For a virtual applianc

(but not i- itself).
o Foravirtual appliance in GCP, type the instance ID.
«  Forall other virtual appliances, type def aul t .

5. Click Log In.

6. In the Appliance Settings section, click License.

/. Click Manage License.

8. If you have a product key, click Register and type your product key into the field.

E Note: [f you rec H\ei a \VH > file from ExtraHop Support, click Manage License, click Update,
)ast ntents of the file into the Enter License field. Click Update.

then

9. Click Register.

Next steps
Have more guestions about ExtraHop licensing works? See the License FAQ .

Troubleshoot license server connectlwty
p system must be able

g ,"fj‘d on your ExtraHop sy

se updates and check-ins.

/e the *.d.extrahop.com domain
_ommunication with the lice

en a terminal application on your Windows, Linux, or Mac OS clie

your ExtraHop system and run the following command:

nsl ookup -type=NS d. extrahop. com
If the name resolution is successful, output similar to the following appears:

Non- aut horitative answer:
d. ext rahop. com naneserver
d. ext rahop. com naneserver

ns0. use. d. ext rahop. com
ns0. usw. d. ext rahop. com

If the name resolution is not successful, make sure that your DNS server is properly configured to lookup
the ext r ahop. comdomain

Apply an updated license

anew pro

se is automatically available
n through the Admin Ul

col module, service, or feature,
you must apply th ?\,\/,J\z,i;m:(,

When you purchase
on the ExtraHo

for the new chq

on the ExtraHop system through ht t ps: // <ext r ahop- host nane-

1. Log in to the Administration p:
or -1 P-address>/ admi n.
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ion, click License. A me
ing figure

s about the availability of your new

License Administration

New license is available. Apply new license.

Manage license W

Click Apply new license. The capture process restarts, which might take a few minutes.

E Note: If your license is not automatically updated, t ) ot licensi
contact ExtraHop Support.

Update a license

If ExtraHop Support provides you with a license file, you can install this file on your appliance to update the

license.

E Note: If you want to update the product key for your appliance, you must
m.
1. Login to the Administration page on the ExtraHop system through htt ps: // <ext r ahop- host nane-
or- | P-address>/adm n

2. In the Appliance %I,HH&;\; section, click License.
3. Click Manage Lic
4. Click Update
5. Inthe Enter License text box, enter the licensing information for the module.

Paste the license text provided to u by Extre 4 p Sur . Be sure to include all of the text, including
the BEG Nand END lines, as shown in the exam; \e be

----- BEG N EXTRAHOP LI CENSE- - - - -

seri al =ABC123D,

dossi er=1234567890abcdef 1234567890abcdef ;
nmod_ci f s=1;

nod_nf s=1;

nod_anf =0;

l'ive_capture=1;

capt ur e_upl oad=1;

ssl _decrypti on=0;

+++;

ABCabcDE/ FGHI j kI mL2nopgr st uvwXYZAB12345678abcde901abCD,
12ABCDEFGLHI JklI mOP+1aA=;

=abcd,;

----- END EXTRAHOP LI CENSE- - - - -

6. Click Update.

i

\ re appliance.
\J\H nce.
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'he followin

Drive Map

(Physical

only) Provides a visual rep

sentation of the front of the Explore appliance.

RAID Disk Details

’rovides
Firmware
Displays
Utility (Var)
displays

Search

ys information about disks reserv

access to detailed information about all the disks in the node.

information about disks reserved for the Explore appliance firmware.

information about disks reserved for system files.

ed for data storage.

Direct Connected Disks

Yier A
Jisplay

s information about virtual disks on virtual machine deployments, or USB media in physica
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Explore Cluster Settings

Ihe Explore Cluster Settings section
Join Cluster

s the following configurable settings:

Join an Explore
have not yet be

cluster. Thi ppears only for single no

appliance to an existing Explore
N joined to an Explore cluster.

Cluster Members

Displays all of the Explore nodes that are members of the Explore cluster.
Managers and Connected Appliances

Dis Ma\

Connect to a Command Appllance
Configure settings to enable a Command appliance to remotely run support pts on the Explore
appliance

Restore Cluster State

Restore the Explore cluster to a healthy state. This setting only appears if the Explore cluster displays a
status of r ed on the Cluster Status page.

Create an Explore cluster

For the performance, data redundancy, and stability, you must config
in an Explore cluster.

Before you begin
You must have already installed the Explore appliances in your envi ent before proceeding.

In the follo

L9 1“ 20.227.178
. NU(:% 3:10.20.227.179

You will join nodes 2 and 3 to node 1 to create the Explore cluster.

@ Important: Each node that you join must ha
same EM p fi

\ware version.

1. Login to the Admin Ul on all three Explore applia with the setup user account in three separate

2. Select the browser window of node 1.
In the Statt

ostics section, click Fingerprint and note the fingerprint value. You will later
confirm that the fi ' «

rint for node 1 matches when you join the remaining

w of node 2.

5. Inthe Explore Cluster Settings section, click Join Cluster.
6. Inthe Host field, type the hostna of node 1 and then click Continue.
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E Note: For cloud-t ments, be sure to type the IP address listed in the Interfaces table

on the Conn

Confirm that the fingerprint on this page matches the fingerprint you noted in step 3.

® ® & 10.20.227177 - ExtraHop Adm X 8 0. 20.227178 - Cluster Memb = ® ExtraHop - Jain

“ & | A Not Secure | https:[/10.20.227.219/admin/ex

® ExtraHop

L
Enplary

| 4 PR
ot 3
Host [

i
Ao P

Fingerprint DC:CRFAZD: Y3 D2:66:20:87:08: /907 AEASBE: 2661

5]

-
L
Pl

Version: LALL1ASS

Setup Password:

In the Setup Password field, type t
When the join is complete, the Explore Cluster Settings
and Cluster Data Management.

1 set up user account and then click Join.
on has two new entries: Cluster Members

Click Cluster Members. You should see node 1 and node 2 in the list.
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® 10200227178 - Cluster Men

« = | A Not Secure

® ExtraHop

ExXplone

Cluster Members
Micknarme
T0CAICA AT

100200227,

178 (thisnode) 10.20.227.17

X

hitps://10.20.227.178/adminfexa/nodes/

Firmwiare Version License Status
i FA0. 1357 Mominal
8 7401357 Mominal

WEleo

Lon

Con

10. In the Status and Diag
Gr een before adding thc
11. Repeat steps 5 - 10

ext node.

) to join each additional node

E Note: To avoid creating multiple clu
another single appliance.

12. When you have a

Cluster Setting

i all of yvou

Ide r Explore applianc
“tion. You shou

Ild see all of the

# 10.20.227177 - ExtraHop Adm X

A Not Secure | bitps:/[10.20.227.219/admin

exa/nodes

@ ExtraHop

Explore

Cluster Members

Mickname Host

Firmware Version
1020227177 10.20.227.177 7401357
10.20.227.178 10.20.227.178 7.4.0.1357

10.20.227.179 (thisnode) 10.20.22

x|
~J
=
o

13. In the Explore Clt
Level is set to 1 anc

1 Shard Reallocation is ON.
Next steps

ics section, click Explore Cluster Status. \/\Vait for the Sta

sters, always

es to the clust
joined nodes in H

® 10.20.227.178 - Connactivity - X

Ister Settings section, click Cluster Data Management and make sure

s field to change to

to the new cluster.

join a new node

. click Cluster Members in the Explore

> list, similar to the following figure.

® 10.20.227.173 - Cluster Memb X

Welcome, setup, [ FETOLEEMISIIONNL N Log Out  Help

Hostname: 10.20.227.21% SID: EXTR-EXTR Version: 7.4.0.1357
License Status Connection Status Actions
Nominal Connected Remaove Node
MNaominal Connected Remaove Mode
Nominal Connected

Leave Explore Cluster

that Replication
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Cluster Members

If yvou have multiple nodes connected to an Explore cluster, you can view information about each node.

he table on this pa ides the following information about each node in the cluster.

Nickname

the IP ad
1 a nickname, o
e in the Nickname cc

click the IP address o
;,Md< Rename Node

1t \

L vs the current status of the ExtraHop license. The License Status field displays one of the
following states:
Nominal

lhe Explore appliance has a valid license.

Invalid
invalid license. New records cannot be written to this node and
annot be queried.

plore e has ar

existing

Pre-Expired
[he Explore appliance has a license that is expiring

Pre-Disconnected

lhe Explore appliance
Disconnected

\ \"f? E

annot connect to the ExtraHop |i

pliance has not connected to the E > than / davys.

Is cannot be written to

Connection Status
wether the appliance is connecte ed to the other members in the cluster. The possible
states are Connect ed & m,\ Unr eachabl e.

Displ

connection

Al

Actions
Remove an Explore noc

‘rom the cluster.

Remove a node from the cluster
1. Inthek

2. In the Actions column, choose one of the following options:

. click Cluster Members.

xplore Cluster Se

0, and

«  (lick Leave Explore Cluster if you want to remove the node that you are ¢
then click OK to confirm.
«  Click Remove Node next to the node you want to remove and then click Remove Node to confirm.
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Manager and Connected Appliances

ection includes the following and controls.

[he Manager and Connected Appliance
Manager
Displays the hostname of the C‘w"m‘m and appliance that is confi
[0 connect to a Mwn ymand a Mamf H ro -
Appliance. A tunn conne ft\u\‘
through the Command appliance.
Click Remove Manager t\,, remove

E Note: The Explore appliance can be managec

red to manage the Explore appliance.
click Connect to a Command
on cannot be establish

C

the Command appliance as the manager.

only one Command appliance.

Clients
displays a table of all Discover appliances and Command appliances connected to the Exp
pliance. The table includes the hostname of the "mme'wed Me ,'wi the client product key.
CH::‘k Remove Client in the / \‘:‘Hor‘s column to remove a conne client.

Cluster Data Management

The Cluster Data Management pe
on your Explore cluster. You mus
\figure replication level and shard

collec

rds are
e cluster before vy

Hles you
ect a Disc
eallocation sett

e to the

> Explor

(0]

You can manage how record data is stored on your Explore cluster.

ermine how many cop

L]
nce if a node fails and also impro ed mT wu\ results. However, a
takes up more ¢ \%\\ space and might slow ) data.
Option Description
0 Data is not rep "atod to other nodes in the ¢
data on the « ,If there is a node fail.
1 data stored on the cluster. If o
nal data stored « > cluster. This “r“qL ires the
e mgh of data protection s in the
ently losing data.
. Shard reallocatior nabled by .. Prior to taking the node
ng firmware, replacing 'ﬁ«k:) wer cycling the appliance, or
en Explore nodes), you should disab \ shard reallocation. After node
. lefault and controls whe cords can be

Vm mugt disab

o your Explore cluster. t prior to upgrading

Connect to a Command appliance

nnect to a Command appliance to remotely run support scripts and upgrade firmware on the Explore
appliance.

s the Explore appliance to the Command appliance through a tunneled L:"\r’vwcf(,m.

quired in network environments where a direct connection from the mmand

['his proce
d cor wu\t\ sarere

[unnelec
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sible, you should always

Configure the following setting
« Command appliance hostname: The hostname or IP address of the Command appliance.

vord: The set up user password for the Command appliance.

A frie

« Command appliance setup pass

de. If no nickname is entered, the

dly name for the Explore node

lore cluster might not recover

s page. When this state occurs, i

information about the

@ Important: If you have recently restarted your Explore «
cluster status Gr een appears, and restoring the

clt
u should restore the cluster state, contact ExtraH

\ ster might not be necess:

unsure whether yc
ction, click Restore Cluster State.
click Restore Cluster State.

1. Inthe Explore Cluster Settings

2. On the Restore Cluste
Click Restore Cluster to confirm.
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