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Records are structured information about transac "fm. message, and network flows that are generated and sent
from a Discover appliance to an Explore appliance for stc ind retrieval. After your records are stored, you
Ci uery for them from the Discover or Command M anc

Before you begin
You must have a configured ExtraHop Explore appliance and connect it to your Discover appliance before you
can store and query for records. See our deployment guides B to get started.

With the Disco evel view of your Discover appliance data, and then drill
down to v ed onan Exy ,\u" appliance, you can drill down to individua

transaction or outlying transactions, such as ovm’\y \(:mgg proce

times or unusua

ssing

/ you could view "Jel;‘Hf; about those errors by queryin h~
on the Explore appliance. The records would contain specific information about e d
nsaction, which might reveal the underlying problem.
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There are tw c types of records: flow and L7/. Flow records show network-layer communication between
two devices over an (L3) IP protocol. L/ records show details from individual messages or transactions over
L7 protocols. There are three types of supported L/ protocols: transactional (such as HTTP, CIFS, and NFS),
message-based \i;uz,)'w as ActiveMQ, DNS, and DHCP), and session-based (such as SSL and ICA).

vidual

@Important: Most user privileges & let v for records &, but collecting and storing records &
equires full write privileges and familiarity with writing triggers.

Here are a few definitions you should know about records in the ExtraHop Web UI:

« Records: An object that contains fie

ds, where each field is a name and a value pair. The value can be a
string, number, boolean, array, or j

« Record types: An ID that determines what data is collected and stored on your Explore appliance. Because
you must write a trigger to collect records, you need a way to identify the !,w\e of data you v \H ollect. There
are built-in record types, which collect all of the available known fields for a protocol. You start ‘,‘,H,h a
built-in record type (such as HTTP) and write a trigger to collect only the HH\M or that th,:t,o\n that matter to
I (such as URI and status code). Or, advanced users can create a custom record type if they need to collect

proprietary information that is not «

gh a built-in record type.
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Collecting and storing built-in records
Any system protocol can be committed (collected and stored) as a record through a global tri
The basic trigger syntax is <pr ot ocol >. comi t Record() .

HTTP. ConTn t Recor d() commits all detected HTTP traffic for
The following figure show mpleted C Tr
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https://docs.extrahop.com/7.7/deploy/#explore-appliance
https://docs.extrahop.com/7.7/eh-admin-ui-guide/#user-privileges
https://docs.extrahop.com/7.7/query-stored-records
https://docs.extrahop.com/7.7/collect-flow-records
https://docs.extrahop.com/7.7/threat-intelligence/#threat-intelligence

Create Trigger

Name

HTTP

Author
ExtraHop&

Description

This trigger commits all HTTP records to an Explore appliance.

Assignments
HTTP Servers

Add Source

Options

Enable trigger
Enable debug log

Events

HTTP_RESPOMNSE -
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Related topics
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1 HTTP.commitRecord()
2 debug ("HTTP records committed");
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https://docs.extrahop.com/7.7/collect-custom-records
https://docs.extrahop.com/7.7/collect-flow-records
https://docs.extrahop.com/7.7/collect-l7-records
https://docs.extrahop.com/7.7/query-stored-records
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