Deploy the ExtraHop Command Appliance in
AWS
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This guide explains how to launch the ExtraHo p ( ommand appliance AMI to monitor your Amazon Web
Services VA\/\/Q‘ environment. You must have ¢ strative access to AWS to launch a third-party AMI and
ExtraHop | ct key to complet M,w DI

D)

an

Before you deploy the Command appliance, determine the optimal provisioning needs for your environment.
For more information, see the Pe \“ \ance guidelines section.

@ Important' If you want to deploy more than one ExtraHop virtual appliance, create the new instance

vith the ¢
()IE:H J

oinal deployment package or clone an existing instance that has never been

Performance guidelines

The following table provides guidelines that can help you optimize the performance of the Command
appliance. Thew gu HA ines are minimum requirements that you might need to adjust based on the size and
needs of your environment.

Scalability Connected 1-4 5-16 17-64 65 or more
xtraHop

ppliances

CPU Cores 2 - 8 16

RAM 4 GB 3 GB 16 GB 24 GB

Boot Disk 4GB 4GB 4GB 4 GB

tore Disk 40 GB 48 GB 64 GB 80 GB

otal 44 GB 52 GB 68 GB 84 GB

Create the ExtraHop instance in AWS

Before you begin
The Amazon Machine Images (AMls) of Extra

: /ment procedure, you
e linked to the ExtraHop AMIls.

> account ID to support@extrahop.con

1. Signin to AWS with your username and password.

2. Click EC2.

3. Inthe left navigation mme\. under In click AMils.

e the Fllter fromm Owned by Me to Private Images.

4. Above the table of AMIs, char

5. Inthe Search AMls... field, type Ext raHop.
6. Select the checkbox next to H*f ExtraHop Command appliance AMI, and click Launch.

~l

In the left mzwig;ﬂim panel, click General Purpose and select m3.large.
8. Click Next: Configure Instance Details.

~O

Click the Network drop n list and select one of the VPCs for your orsr;ar'm'./m\W:m.

appliances are not publicly shared. Before you can start the

ount ID w

You must launch the Command appliance in the same environment as the ExtraHop Discover appliances.
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10. Select Stop as the default shutdown behavior.
11. Click the Protect against accidental termination checkbox.
12. Optional: Click the IAM role drop-down list, and select an IAM role.
13. Optional: If you want tc
and click Add Device t
he default number of network interf
14. Click Next: Add Storage.
5. Accept the defaults and click Next: Tag Instance.

nfigure two interfaces for _, scroll down to the Network Interfaces section
ociate another interface \:H 1 your instance.

ces must be on two differen

> OfF

16. In the Value field, enter a name for the instance.
1/. Click Next: Configure Security Group.
8. On the Configure Security Gro w the procedure below to create a new security gro

Ve a security group wi

po’t:; to an existing
can skip this zle;;.

you want to edit. If you ch etoc
Descrlptlon

al. T;, pe t

e Port Range field.
c) For each additional port, e Add Rule button. Then, from the Type drop-down M:; . t;,e\ﬁt )
'urn;:lo-; ol, and type the port mumi'w in the PQ'L Range field.

e port number in tl

f\ ct a prc

b)  Fror wh Type Irc

[he following ports anc st be opened for the ExtraHop AWS instance:
TCP ports 22, 80, and 443 lnbound to the Command appllance
1 the installer a ninister the ExtraHop

“opy the mstaHCr to each instance manually.

IP addresses of the ExtraHop Discover appliances that are connected to the Command appliance

/OU must moc MT the se \jt/\"i\,/

After the Command appliance i
connected Discove

19. Click Review and Launch.

20. Scroll down to review the AMI details, instance type, and security group information, and then click

Launch.
Irop-down list, select Proceed without a key pair.
nd the
Click View Instances to return to the AWS M

When you return to the AWS Management Co

21. In the pop-up window, from the fi

22, Click the I acknowledge... check “lick Launch Instance.

your instance on the Initializing screen.

e, on the Description tab, is the |P address or hostname for the Command appliance.

Register an ExtraHop system in AWS
Complete the following steps to apply a product key supplied by ExtraHop Support in an AWS environment.

Y

If you do not have a product key, contact your ExtraHop account team.

@ Tip: To verify that your environment can resolve DNS entries for the
open a terminal application on your Windows, Linux, or Mac O€

C wi;‘r*’wrmm:

e following

nsl ookup -type=NS d. extrahop.com
If the name resolution is successful, output similar to the following appears:

Non- aut horitative answer:
d. extrahop. com nanmeserver = ns0. use. d. extrahop. com
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d. ext rahop. com naneserver = ns0.usw. d. extrahop. com

In your browser, type the IP address of the
<extrahop_nanagenent _i p>).

xtraHop appliance (htt ps: //

iew the license agre

ement, select | Agree, and click Submit.
e log in screen, type set up for the user name and the instance ID for the password.

ected on the Initializing screen.

You can find the Instance ID on the Description tab of an instance :
| ' ) 0 i click Log In.

f characters that follow i- (but not i- itself), and the

ryour product key, and then click Register.
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