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Alert expression

For example, the following alert mmtmw& result in a threshold alert when an HTTP 500 status code is
‘ed more than 1‘\/‘4 hm M"\”w;:; a ten minute period:

» Monitored metric: ext r ahop. devi ce. htt p_server: status_code?500
« Firing mode: Edge-triggered

» Alert expression: Value over 10 minutes > 100 per interval
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» Monitored metric: ext r ahop. devi ce. http_server: status_code?500
« Firing mode: Edge-triggered

« Alert expression: Value over 10 minutes > 30 per minute

The alert conditions for a trend alert are slightly different ms for a threshold alert. The following ng
result in a trend alert when a spike (75th percentile) in HTTP web server processing mm ,hl, asts longer than
10 minutes, and where the metric value of the processing time 100% higher than the trend:
« Monitored metric: ext r ahop. devi ce. htt p_server:tprocess
« Firing mode: Edge-triggered
» Alert expression: 75th percentile over 10 minutes > 200 percent of trend
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Alert Details

Dec & 14:38
NOTICE

Click to navigate to the
alert source.

Click to drill down to
detail metrics such as
IP address or host.

The conditions that
generated the alert.

The next example shows an alert

provided.

DNS Error Ratio - Yellow

Alert triggered when ratio of DN5 errors is greater than 0.1

Threshold alert on A

Value of the tracked
All Activity metric when the threshold
was crossed.

The value that was
crossed to

| 1181
generate the alert.
| &011
Ratio 19.31%
Expression
l(extrahop.applicationdns:rsp_error / extrahop.application.dns:rsp) over 30 sec) » 001 (units:
none)

that tracks a detail metric; the value of the metric for each alert occurrence is

Alert Details x
Dec 5 20:00 High Web Server Errors
ERROR Alert triggered when the number of web server errors exceed 100 in 30 seconds.
Threshold alert on acct.company.comn
Expression
(lextrahop.device.http_server_detail:rsp_error) over 30 sec) » 1 {units: period)
Filter..
IP Address Host Origin Alert Value
10.10.9.195 3
10.10.9.192 4
etection alert, the w displays details about the detection, which are
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Alert Details

Dec1212:19 DNS Detection Alert
WARNING

Dec 11 01:00 Potential DNS Zone Transfer Detected on acct.company.com 13 »
lasting an hour
This client sent an excessive number of requests to transfer the DNS zone. A DNS zone is a portion of the domain namespace that
"-j is served by a DNS server. A DNS zone transfer between a primary and secondary DNS server can be common, but these transfers
S

can also expose information about your network to an attacker. Investigate to determine whether this behavior is unexpected and
part of a potential reconnaissance activity.
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« dns-02.sea.company.com (10.10.40.4) - 46%
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