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Introduction to the ExtraHop Explore Admin Ul

dmin Ul Guide
) xtraHop Tr
about the administre

Ihe ExtraHop Trac
func f the

ut the administrat

in Ul Guide

ed your Explore appliance, see the Explor list &,
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Supported Browsers

are compatible with all ExtraHop appliances. We recommend that you install the latest

You must allow layer is installed and enabled. Visit the ite &
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Navigation

I'his section describes the general layout of the Admin Ul on the ExtraHop Explore appliance.

[he toolbar contains the following controls or links:

Change default password
C so that you can specify a new Admin Ul password. For more

1t 0 U section.

Log out
Ends the Admin Ul session on the ExtraHop appliance. For more information, see the Log i ( ut
Admin Ul section.

Help
Opens the Ho \dmin Ul Guide &.

Status and Diagnostics
Verify how the Exp
Network Settings

Configure the network settings for the Explore appliance.

re appliance is functioning on the network.

Access Settings

Configure access settings to the Explore appliance.
Appliance Settings

Configure the system-level settings for the Explore appliance.
Explore Cluster Settings

Join an Explore cluster and manage cluster settings.

Log in and log out of the Admin Ul

e appliance is a secure web p:

ord to

e that requires a username and a pac

to the Admin Ul by typing htt ps: // <addr ess>/ adni n, where <address>
~ss of your ExtraHop appliance.
2. ype vour username in the Username field and your password in the Password field, and then click Log

E Note: For physical appliances, the default username is set up and the password is the service tag

1ding

ppliances, ex

on the pullout tab on the front of the appliance. For virtua
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Status and Diagnostics

>rovides metrics to view the operating efficiency of the Explore appliance.
Audit Log

Enables you to view event |

slog settings

Fingerprint

~rprint for the Exp

’rovides the unique hardware fi

Support Scripts
Enables you to upload and run support scripts.
Explore Cluster Status

s status information about the Explore cluster, cluster nodes

brovides a collection of metrics t

e Explore appliance, the me the

) trouk

Help on this page

The metrics on this page can help you troubleshoot problems and determine why the ExtraHop appliance is

not performing as expected.

System
Reports the following information about the system
CPU User

Specifies the percentage of CPU us
CPU System

Specifies the percentage of CPU us
CPU Idle

Identifies the CPU idle percentage «
CPUIO

Specifies the percentage of CPU us

Service Status
Reports the status of Explore appliance system services

exadmin

Specifies the amount of time the Explore appliance web po

exconfig

Specifies the amount of time the Explore appliance confi

exreceiver

Specifies the amount of time the Explore appliance receive

exsearch

Specifies that amount of time that the Explore appliance search service has been running.
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Interfaces

Reports the status

RX packets

,,,,, wumber
wumber
wumber
wumber
wumber

wumber

wumber

s of Explore ar

wumber o

of receive

of receive

of packe

of tra

of tra

of bytes

of bytes tra

e on the specified interfac

re applianc

1 pac

cket errors on cified interface.

ickets dropped on the specified interface.

ts transmitted by the Explore appliance o

nsmitted rrors on the specified interfac

packet

nsmitted packets ¢ | interface.

tes received by the Explore appliance on the specified interfac

Explore

ore apy

on the spec cified i

nsmitted by the liance ~rface.

of Exp

lore
d retained e\

lisk an

Specifies the Explore appliance settings that are stored on dis
Options
Specifies the read-write options for the settings stored on disk.

ies the amo
tage of tot i
Record Sources
Jisplays metrics
Source EDA
Displays the
Last Update
Displays
or whenever

name

hours

RX Bytes
Dis
Record Bytes
Dis

Displays th

about the

of the Explore appliance

Th(: i",‘,\‘(g(\fiwﬁw} vhen record collec N heoan
the

plays the number of compre

plays the number of

the identifiec

es for mponent.

ge for each of the ¢

records that ar pliance to the
) the Explore cluster

reset automatically e

to the Explore

/ saved ppliance.

""" / saved to the Explore a

ppliance.
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Record Errors

fers that resulted in ar
ssfully from the exre

C(

might inc
TXN Drop
' /s the number of bulk records transactions that did not compl

[he appliance collects the following

ent occurred.

e time at which the

Speci
User

dentifies the user who initiated the Ic

Operation

Spec
Details

Speci

y s known.
Component
dentifies the appliance comy

[0 config

¢

1. Click Configure syslog settings.
2. In the Destination field, type the name of the of remote syslog server.

lect TCP or UDP.

Click the Protocol d
4. In the Port field, enter the
5. Click Test Settings to
on entry in the

re c

orrect. If the

of bulk record transactions that resulted in an error. Errors in this field

tem, broken down by componen

at the top of the list. You ce

ata and reports the results on the Audit Lc

Modified, Execute, or Failure. Each

“similar to the following:

Jul 27 21:54:56 extrahop nane="ExtraHop Test" event id

0o

settings are configured, click Save.

Fingerprint

The Fingerprint page displays the device fingerprint for the Explore appliance. When joining a new E

ke sure that the

node or pairing a new publisher or client with the Explore cluster through this node, ma

xactly the same as the fingerprint shown on the join or pairing page.

If the fingerprints do not match, communications between the devices might have been intercepted and
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Explore Cluster Status
lhe Explore Cluster Status page provides details about th

'he metrics or
performing

N, you can \ fr

Cluster
Status
[he following status names can appear:
Ready
[he node is available to join an Explore cluster.

All data is replicated across the cluster.
Yellow

[he primary shard is allocated but replica shards are no

Red

One or more shards from the index are missing

1 state, you might have to
e tl - St

e cluster. For more M yrmatic

Cluster Nodes
Nickname
Displays the nickname of the Explore node when configured on the Cluster Settings > Cluster
Members p
Host
Displays the IP address or hostname of the Explore node.
Indices
Date (UTC)
Displays the date the index was created.

An I1D other than O means that an inc vith the same date, but
on the cluster.

splays the 1D of the index
from a different source
Source

Displays the hostname or IP address of the Discover appliance where the record data originated.

Records
Displays the total number of records sent to the Explore appliance.
Size
Displays the size of the index.
Status
Displays the replication status of data on the cluster.
Shards
Displays the number of shards in the index.
Unassigned Shards

to a node. Unas
erent node than the nc
des in the cluster.

ExtraHop 7.3 ExtraHop Explore Admin
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cluster with ju
replication leve
Relocating Shards
Displays the number of shards that are moving from one node to another. Relocating shards
dically occurs when an Explore node in the cluster fails.

st one member will not have a place

e )rmthwp\ shards,
of 1, the index will always have una )

shards anc 1 have

Delete records
In certain circumstances, such as moving an Explore cluster from one network to another, you might want to

delete records from the cluster.

You can delete records by index. An index is a collection of records that were created on the same day.

Indexes are named according to the following pattern:

<node- i d>- <dat e>- <i ndex-i d>

For example, an index dated 2016- 5 16 indice that t
(dates are specified in \JTf ). You can delete all Jw ) for
mm\ 1t that vou know contains sens

n May 16, 2016
ays; for example, you might

vant to delete rece

We ord

1. In the Status section, click Cluster Status.
v the Indices section, select the checkbox for each index that you want to delete.

ource column displays the name of the Discover appliance that collected the data.
3. Click Delete Selected.
4. Click OK.

Run the default support script

The default ort script gathers information about the state of the ExtraHop system for analysis by
Extra 4:: nu[,p t.
1. Loginto the Admin Ul on your ExtraHop applian
2. In the Status and Diagnostics section, click gw):)ort Eﬂ:r'pt&
Click Run Default Support Script.
4. Click Run.
When the script completes, bort Script Results pa
Click the name of the diagnostic support package that you want to download. The file saves to the default
download location on your computer.
Send this file, typically named di ag-r esul t s- conpl et e. expk, to ExtraHop support.

The . expk file is encrypted and the contents are only viewable by ExtraHop Support. However, you can
download the di ag-resul t s- conpl et e. mani f est file to view a list of the files collecte

View the diagnostic support packages on the system
1. Inthe Status and Diagnostics section, click Support Scripts.
2. Click View Support Scrlpt Results.
Download a selected diagnostic support package
E Note: Support script result files are encrypted and can be decrypted only by ExtraHop Support

1. Inthe Status and Diagnostics section, click Support Scripts.
2. Click View Support Script Results.

ExtraHop 7.3 ExtraHop Explore Admin Ul Guide
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name of the diagnostic s
default downlo

Click

browser

Delete a selected diagnostic support script results package
1. Inthe Status and Diagnostics section, click Support Scripts.
2. Click View Support Script Results.
Locate the diagnostic support package that you want to delete.
4. Inthe Action column, click the X icon.

1pt, click OK.

5. At the pron

Run a custom support script
1. Inthe Status and Diagnostics section, click Support Scripts.
2. Click Run Custom Support Script.
Click Choose File.

s iagnostic support script that you want to upload.
ct the file and click Open.

Click Upload to run the script on the ExtraHop appliance.

Run a default support script
- ~A A J[ SC e only pe ~F ~

Some su

[0 create a diagnostic support package that can be downloaded and sent to the ExtraHop Support team:

1. In the Status and Diagnostics section, click Support Scripts.
2. Click Run Default Support Script.
Click OK.

ExtraHop 7.3 ExtraHop Explore Admin Ul Guide
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Network settings

Ihe Network Setting N includes the followir

rable network connectivity settings.

Connectlwty
Configure net
SSL Certificate
Generate and upload a self-signed certificate.
Notifications

vork connections.

Set up alert notifications thro
The Exrp

default, t
Gb4 :‘“rtw e C \uat led ¢

network ports. By
and

ed as the management ss. The Gb2, Gb3

configurable.

configure either of t % > 10GbE networks ports as the management port, but you can only have one
ment port enabled at a time

1 an Explore appliance, ve
lore appliance to the management network
or to the Explore appliance oym

abot \T installing an Explore appliance
Support for assistance.

For specifications, installation guides, and more information about your applian
.

Atlas Services
mmnw~wV>+

ort that is

> application delivery chair

e ExtraHop custon
>commendations for ¢

ritical components

> appliances to Atlas Services, but you cannot

E Note: You canc

nect C

1. Inthe Network Setti
2. Onthe Connect to Atlas Services page, click Terms and Conditions t« ’HM‘ about the service agreement.

The Atlas subscription services agreement opens in the browser or downloads the file to your computer.

ction, click Atlas Services.

Return to the Connect to Atlas Services page and select the checkbox next to Terms and Conditions.

4. Click Test Connectivity to make sure the connection is successf
the Atlas service, see «MrT Ibleshoot an | iection & for troublesho

ems connecting to

[S)

5. Click Connect.

Disconnect from Atlas services

If you no longer want to receive

Atlas reports, you can disconnect from the subscription service.

‘tion, click Atlas Services.

1. Inthe Network Settings

2. Click OK to disconnect,

and then click Done.

Connectivity

To connect the appliance to the host network, the following network configuration is required:

ExtraHop 7.3 ExtraHop Explore Admin Ul Guide
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Network Settings
Hostname

Specifies the name of the appliance on the network.
Primary DNS

Specifies the IP address of the primary domain name server for the specified domain
Secondary DNS

(Optional) Specifies the IP address of the secondary domain name server for the specified domain.

Interfaces
Interface
ists the available interfaces on the node.

Mode

Specifies whether the port is enabled or disabled and if enabled, the port assignment.
DHCP

Specifies whether DHCP is enabled or disabled.
IP address

Specifies the static IP address of the appliance on the network
Netmask

Specifies the netmask used to divide the IP address into subnets.
Gateway

Specifies the IP address for the gateway node on the network.
Routes

Specifies network route information if DHCP is disabled.
MAC Address

Specifies the MAC address of the appliance
IPvé

Specifies whether [Pvé is enabled or disabled.

Connectivity

lhe Connectivity page provides options that enable you to view and modify your network settings

[Sag

Interface Status

xtraHop appliances, an Interface Status section a

diagram of the following interface connections o

Blue Ethernet Port:

dentifies the management port.
Black Ethernet Port

ndicates that the port is licensed and enabled but down.
Green Ethernet Port

ndicates that the licensed port has an active Ethernet cable connected.
Gray Ethernet Port

dentifies a disabled or unlicensed port.

ExtraHop 7.3 ExtraHop Explore Admin Ul Guide 16



Network Settings

Hostname:

[he name of the appliance on the network.
Primary DNS

[he I[P address of the primary do
Secondary DNS

(Optional) The IP address of the secondary domain name server for the spec cified domain.

nain name server for the specified domain

Proxy Settings
Enable Global Proxy
Pre s the ability to enable proxy support for connection to the Command appliance.
Enable ExtraHop Cloud Proxy
Provides the ability to enable proxy support for connection to ExtraHop Cloud services and the Atlas

Remote Ul.

Bond Interface Settings

Create Bond Interface
. m Face

jon, port trunking, link bunc

interface.

a bond

Interfaces
Interface

Displays the interface number.
Mode
Displays whether the port is enabled or disabled and if enabled, the port assignment.
Link Speed
lays the link speed for the interface on physical appliances. Virtual appliances always display N/A.

DHCP

Displays whether DHCP is enabled or disabled.
IP address

Displays the static IP address of the ExtraHop appliance on the network.
Netmask

Displays the netmask configured to divide the IP address into subnets.
Gateway

Displays the IP address for the gateway node on the network.
Routes

plays configured static route information.

MAC Address
Displays the MAC address of the ExtraHop appliance

Displays whether IPvé is enabled or disabled.

ExtraHop 7.3 ExtraHop Explore Admin Ul Guide
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Change the network settings
To change the network settings:
1. In the Network Settings
2. Inthe Network Settin;
The Edit Hostname pa
Hostname

(%2

ection, click Connectivity.
ction, click Change.

ge appears with the following editable fields:

S

r the appliance on the network. Devices on the network

Specifies the descripti
tifiec ~address, or by the descriptive name defined in this

can be iden

setting.
Primary DNS

Specifies the computer that stores the record of the network’s domain name, which is used to
into IP addresses. Each domain
er.

translate domain names specified in alpha-numeric characte
3 secondary domain name serve

requires a primary domain name se
Secondary DNS

Functions as the
Change the setting

server to the primary DNS.

ed and click Save.

Change interface 1
1. Goto the Network Settings section and click Connectivity.

ion, click Interface 1.

r Interface 1 pa

2. In the Interfaces sect
he Network Setting
Interface Mode

fields:

s with the following editable

0Q

appe

[he Inte t gement, data and intra-node

communic m“ s are

to Managenent Port

e Interface Mode
5 to the

DHCP i

addre

efault. When'y
: P. After the Dl \U
ars on the LCD at the front of the

acquire an [P

J c

appliance, the IP

If your network does not support DHCP, you can disable DHCP and configure a static IP ac

> DHCP. clear the Enable DHCPv4 checkbox and click Save. \When the browser chang
 network addr ( Admin Ul agai

N

, the chan
Admin Ul we

changi a static IP ac
» after clicking Save. W Hch
e system acquires &

esults in a lc

After tr
IPv4 Address

natica

ed IP addre

auton

y. The Exp 8 \cm s the ass
. If your network does not support U\ ICP, yc
\dmin Ul.

*M L\ L/ Jt t\ e Tm t “T *M applianc

: g the Explore
lo configure the | P Addr ess network setting manually, disable DHCP, enter a static IP addr
and click Save.

Netmask

dress can be

ut this unigue
ymmon to all de

thought of
on the network, and a

on a local network have unigue IP addre
ng two parts: The shared network part that

ExtraHop 7.3 ExtraHop Explore Admin Ul Guide
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unigue host part. Both the shared and unique parts of the IP address are used by the TCP/IP stack
for routing.

JM H

> | “CU"’“HSK. which

address anc

etwork parts of the

1is: 255.255.0.0. In this examp
5.255, and the unmasked host part is rep y
addresses that can be supported on the network is approximat \ fﬁ;‘;.\'»’w

Gateway

5 is the [P address of
>r network or a pub
with a public IP address.

'z: e that is used by other devices on
ike the Internet. The ess for the

Enable IPv6
For more information about ¢ ouring IPvo, see | interfac
Routes

If you vtic route to determine where the

traffic go S, See [
3. Chang
Enable IPv6 for an interface
1. Inthe Network Settings click Connectivity.
2. Inthe Interfaces sec 1e name of the interface you want to configure.

On the Networ erface <interface number> page, select Enable IPvé6.
IPv6 configuration opt r below Enable IPvé.
4. (Optional) Configure IPvé addresses for the interface.
« To automatically assig 1 DHCPv6, select Enable DHCPvé.
E Note: If enabled, DHCPvé will be used to configure DNS settin

° Toa atice H\
fol w::mi g u;,m 1S fror
Use MAC address

Configures the appliance to automatically assign IPv6 addresses based on the MAC address of
the appliance

ign IPv6 addresses

) the

utoconfiguration, select one of the

Use stable private address

('Z‘:arw\'\fg,ures the appliance to auto

sses. This metho

/pe the addresses in the Static IPv6

o Twmw lally a
,,,,, s field
o enable ?% HH nce to config
information ;‘"d g to router adver

1 one or more static [Py

Add

rsive DNS Server (RDNSS) and DNS Search List (DNSSL)
cri | RDNSS/DNSSL

U

O~

Click Save.

Set a static route
Before you begin
You must disable DHCPv4 before you can add a static route.
1. the Edit Interface p

and click Edlt Routes.

2. Inthe Ac d Route section, ,\vn')(:‘ a network address range in CIDR notation in the Network field and [Pv4
addr e Via IP field and then click Add.

ach route you want to add.

e, ensure that the IPv4 Address and Netmask fields are complete and saved,

ExtraHop 7.3 ExtraHop Explore Admin Ul Guide
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4. Click Save.

Change the remaining interfaces

1. Inthe Network Settings section, click Connectivity.
2. For each interface that you want to chan
In the Network Settings
Disabled
he interface is disabled.
Management Port
All'n

ve, click the name for that interf

nage for the interface, select one of the f«

cations are transmitted through the Management Port.

yOu can e

applian > on your network. Internet connec

for the

E Note: Only

Configure a global proxy server

oroxy server can be configured per ExtraHop appliance

1. Inthe Network Settings section, click Connectivity.
Click Enable Global Proxy or click on the name of an existing global proxy that you want to modify.

N

3. On the Global Proxy Settings page, type the following information:

« Hostname: [he hostname or P addres
 Port: The port number for your globa

ur global pr

« Username: The name of a user that has for access to your global proxy server.
» Password: The password for the user specified above.
4. Click Save.

Remove the global proxy server

1. Inthe Network Settings section, click Connectivity.
Click Change Global Proxy.
Click Delete, and then click OK.

N

ExtraHop Cloud proxy

a direct internet connection, you
r m Hw r Lm \Hop ,,\our: s

If vour ExtraHop liance 0 W nternet

n
ity. Only one

LJU) A~ ANl

HL led,

Configure an ExtraHop Cloud proxy server

1. Inthe Network Settings section, click Connectivity.

Click Enable ExtraHop Cloud Proxy. Click Change ExtraHop Cloud Proxy to modify an existin
configuration.

Click Enable ExtraHop Cloud Proxy.

N

ExtraHop 7.3 ExtraHop Explore Admin Ul Guide
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4. ype the hostname or IP add

5. Type the port number for your proxy server,
6. (Optional) If required, type a usernam

/. Click Save.

Remove the ExtraHop Cloud proxy server

1. Inthe Network Settin

click Connectivity.
2. Click Change ExtraHop Cloud Proxy

5

3. Click Delete, and then click OK.

Bond interfaces

You can bond multiple 1GbE interfaces on your ExtraHop appliance together into a single
has one IP address for Hw cor M ned bam, wid Ih of the member interfaces. Bondi
H rous HJUL with e ess. This configuration is also k\‘“\‘/m as link agg , port 0
link bundling, Ethernet/ wel WOrk/ \\C bor‘dim;. or NIC teaming. Only 1GbE interfaces are supported for bond
interfaces. Bond interf: annot to monitoring mode.

E Note: \When you modify
You must make ch:

d f;\ 1

ond interface settings, you appliance.

ty. The

your network switc

't on your switch

Create a bond interface
You can create a bond interface with at \

are equivalent to the number of 1GbE

one \'r"lf‘r(" ce member and up to the number of members that
=5 on your ExtraHop appliance.

1. In the Network Settings ti

2. Click Create Bond Interface.

ion, click Connectivity.

3. Configure the following options:

« Members: Select the checkbox nex
ports that are currently available for f

ac vant to include in the bonding. Only 1GbE
>rship appear.

face that has the settin

will be lost.

you want to apply to the bond interface.

» Take Settings From: Selec
Settings for all non-selected |

whether to create a static bond or a dynamic bond through IEEE 802

d Link

atior w; AC

'h# distribution of traffic more
j fatsamJ;;me;. T) e Layer

« Hash Policy: Specify the hash policy. The Layer 3+4 policy %”M‘wm
evenly across interfaces; however, thi w\'w is not H, compliant
2+3 policy nd mpliant with 80

4. Click Create.

Refresh the page to display the Bond Interfaces section.

cted in the Take Settings From (L\'(Z)[j)ﬂ(j).'.’ﬂ menu a

yces traffic

02.3ac

Modify bond interface settings
After a bond interface is created, you can modify most setting

1. Inthe Network Settin

2. Inthe Bond Interfaces section, click the bond interface you want to modify.

ole interface.

on, click Connectivity.

ExtraHop 7.3 ExtraHop Explore Admin Ul Guide
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3. On the Network Settings for Bond Interface

. Members
eliscr M”(\ If yC

« Interface Mode: The mode

of the bonc

e interface members of

Mangement+RPCAP/ERSPAN Target only.

« Enable DHCPv4: If DHCP is ena

. Hash Pollcy Specify the hash
venly across interf:

m ances traffic les

» IPv4 Address:

enabled.

static IP add

The

[he
» Gateway: [he [P a
» Routes: The

4. Click Save.

« Netmask: network netmas

‘,7(‘ (T

Destroy a bond mterface
) a bond interface i
interfe

\/\ e

_e run _
> and all other me

tand all

f

nae M

‘hwut

nery

1. Inthe Netw

ork Set

ir 185 SeC

Bonc

e D(j‘i}t"‘“’ 30N(¢

2. Inthe

On th

Email Server and Sender
Configure the email server and sender
Email Addresses
Add individual €
SNMP

Set up SNM

~mail addresses to rec
P network monitoring.
Syslog

pliance data

ibled,

policy.

k for

n IP addre

The Layer
is not fully co
it is compliant with 80

d interface.

the

nd interfac

"QTTH g8

e system health notific

I membershir

ress of the bon

bond inter

way.

e. This

<interface n

). A bond interface can

Settings section of the

2.3ad |

ra dynamic bond through

be Management or

rface is automati

es the distribution of traffi
standards.
dk

‘ “j ‘}‘Cftﬂ g ‘.(

unavailable if DHCP is

face.

setting is unavailable if DHCP is enabled.

ink

cally obtained.

c more

The Layer 2+3 policy

for the

retain the

the member interfa

e bond interface se

Ul includes the following

Admin

ations.

d correlation.

ExtraHop 7.3 Ext

1e bond

nains

configurable
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Configure the Email Server and Sender settings

1. In the Netw
2. Click Email Server and Sender
3. Type the IP a

stname for the ot

ress or hc

t.fhr

he SM H

4. Type the port number for SMTP communication

Itgoing SM

in the SMTP Port

ork Settings sec »ction, click Notifications.

field.

rver in the SMTP Server

' (FQDN) «

P mail se
y qualified domain name

> from the Extral <op -
server can be a FQDN, otherw

\P address of an
ork. \f
S J[(: be a H)

field. The

25.

> default port number is

ving e wc:,\"\,/’\zt'\<3"‘\ methods from the Encryption drop-down list:

ort Layer

5.  Select one of the folloy
. None. SMTP communication is not encryptec
e SSL/TLS. SMTP communication is ¢
Security protocol.
e STARTTLS. SMTP communicatio
6. ype the email address for the notification se

1able SMTP authentication ¢
ields.

Select the E
Username and Password f

8. Click Save.

Test email settings

To confirm that the ExtraHop ap
1. Inthe Network Sett
2. Click Email Server and Sender.

pliance can

ings sect

Click Test Settings.

4. Enter an e the test ¢

email address to receiv

Email addresses

You can send system stor age

o« A m VSiCe 1\ M\k has an inc
ered Exr )\ re

node is missing

o Arre

Add a new not|f|cat|on emall address
lo add a new disk notifica ail addi
1. Inthe Network Settin
ler Notifications

In the
4. Click Save.

2. Unc 5, (M( k Email Addresses.

Email address text box, type the rec

Delete a disk notification email address

To delete a disk notification email address:
1. Inthe Network Setting
der Notifications, ¢

Click the red delete icon

secti
lick Email Addresses.
(X) to the r J\f of the er

2. Un

communicate with th

IH‘J 1C

alerts to individual recipients. Alerts ar

uster. The node might have f

\“HH a

VWhen ser
1 to the username

tion, click Notifications.

) click Send.

er the following conditions:

e sent un

ailed, or it is powered off.

»ction, click Notifications.

ipient email address.

on, click Notifications.

ddress.
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4. On the Delete page, click OK.

when you add or remc nges, click View

ore information, see the

(e8]

The running config chan
and Save Changes. For n

reserve your che

SNMP

The state of the network is monitored through the Simple Network Management Protocol (SNMP). SNMP
ollects information by polling devices on the netw M\ or SNMP enabled send alerts to SNMP
management stations. SNMP communities define M group that devices an 1 management stations running

SNMP belong to, which specifies where information \'s sent. The community name identifies the group.
E Note: Most organizations have an established system for collecting and displaying SNMP traps in a
tral location that can be monitored by H\@'r (‘W\'fm”m teams. For examy \L SNM P ps are
sen l to an ¢ N 1P manager, and the SNMP management console

ices

|

Configure SNMP settings to send notifications to an SNMP manager
Simple Netw f’)r"k Management Protocol (SNMP) is a's dMJ d way of monitoring hardware and software or

VO \< MP collects information both by polling NVOT >n SNMP-enabled
5 SNMP management stations. S Cify Thf‘ p that ces ¢

unning SNMP belong to, which specifies ere information is sent. The community

1. Log into the Admin Ul on the ExtraHop appliance.

2. In the Network Settings section, click Notifications.

3. Click SNMP.

4. In the SNMP Monitor field, type the hostname for the SNMP trap receiver. Multiple names can be
entered, separated by commas.

In the SNMP Community field, enter the SNMP community name. SNMP community names are case-
sensitive.

[Sa)

6. Inthe SNMP Port field, type the SNMP port number M your network that the SNMP agent responds
back to the source port on the SNMP manager. By defat H this value is set to 162.

/. Click Test Settings to verify that your SNMP settin

an entry in the SNMP log file on the SNMP se

oct. If the se s are correct, you should

similar to the followi

Connection from UDP: [192.0.2.0]:42164->[ 192.0.2.255]:162

Where 192. 0. 2. 0 is the IP address of your ExtraHop appliance and 192. 0. 2. 255 is the IP address of
the SNMP ser

8. Click Save.

Next steps

confirm that your new settings ¢ onfiguration char

em restart and shutdown e

Download the ExtraHop SNMP MIB
SNMP does not provide a database of information that an SNMP monitored rk reports. SNMP uses
information defined by third-party management information bases (MIBs) that x‘rfw(,\' be the structure of the

collected data.

To download the ExtraHop SNMP MIB:

1. Go to the Network Settings section and click Notifications.
2. Under Notifications, click SNMP.
Under SNMP MIB, click the Download ExtraHop SNMP MIB.

The file is typically saved to the default download location for your browser.
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Configure syslog notification settings

2.

~;w\«'><\ ables y::w to send alerts fi

o input for long-term archiving and co

Y with other sources.

E Note: T send s\ nessages to your remote server, you must first configure the sys
( g server Ce i\i,\E raHop appliance.

WH‘ ured

Click Syslog.

On the Syslog Notification Settings page, type the following information:

« Destination: The IP addr

» Protocol: From the drop-down, select which protocol to use to send information to your

« Port:
Click Test Settlngs (

see an entry in the ¢

fault, this is set to 514.

C

) the following:
Jul 27 21:54:56 extrahop nane="ExtraHop Test" event id=1

Click Save.

SSL certificate

certificate must be uploaded to the appliance.

cure authentication to the Admi

ificate 'W'"‘ 1 by a Certificate Authority. |
gne “in the '
ur \kw a set OT con

ough the certificate is self

Generate a self-signed certificate

1.

2.

Upload
Yol
aut

In the Network Settings section, click SSL Certificate.
Click Manage certificates to expanc

| the section.
Click Build SSL self-signed certificate based on hostname.
On the Generate Certificate page, click OK to generate the SSL self-signed certificate.

E Note: The default hostname is ext r ahop.

an SSL certificate
I must uplo
ority certificate.

E Note: The .pem file must not be password protected.

In the Network Settings section, click SSL Certificate.
Click Manage certificates Lo expanc

Click Choose File and n:

nt to upload.
Click Open.
Click Upload.

ExtraHop 7.3 ExtraHop Explore Admin Ul Guide

the ExtraHop appliance to any remote system that receiv

't If the f;el!mg; are correc

remote sys

t, vou should

{Q wvever

ad a .pem file that includes both a private key and either a self-signed certificate or a certifi

log notification

0g
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Upload the SSL certificate
To upload an SSL certificate:

1. On the Admin page under Network Settings, click SSL Certificate.

2. Click Manage certificates.
3. Next to Upload certificate, click Choose File and navigate to the certificate that you want to upload.

E Note: The certificate must be a PEM file that contains both the certificate and private key.
4. Click Open, and then click Upload.

Create a certificate signing request from your ExtraHop appllance

A certificate signing request (CSR)
when you apy ,J‘\, for an SSI c,,er""r"\'(arj. The CSRis
e will be installed and contains information that wi
ain nan reanization, locality, and country.

included in the cert

‘Hﬂ/m liance where the SSI

k,oml'fd 15 the public key that will be

1. Log into the Admin Ul on your ExtraHop appliance.
2. Inthe Network fi(;thr'wgf section, click SSL Certificate.
3. Click Manage certificates and then click Export a Certificate Signing Request (CSR).

4. In the Subject Alt
multiple D % S names and IP addresse
5. Inthe Subject section, complete the following fields. Only the Common Name field is required.

s to bw pr (/h\tw \J“ a single SSL Ce tm:;ati;

Field Description Examples

block of encoded text Hm is given to your Certificate Authority (CA)
n the certificate such as the common

ficate. The CSR is created with the private key from the ExtraHop appliance, making a key

ernative Names section, type the S name of the ExtraHop appliance. You can add

Common Name The fully qu: H\Pi domain “.example.com
name | FQD% the Extre H*)p
appliance. T 2[/\ mus
match one of Hw Subject
Alternative Na

discover.example.com

",\T‘\[J‘P.( om

E-mail Address The email address of the m'r"mrv webmaster

contact for your orgar vization.

Organizational Unit The division of y ization  IT Department

handling the cert

Organization ample, In

an W"U”
e a bf]!’@‘\/\at j
jde suffixes such as

vhere your organization Seattle

e your Washington

s entry

Country Code The two-letter ISO code for the  US
country where your organization

6. Click Export. The CSR file is automatically downloaded to your computer.
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Next steps
Send the CSR file to your certificate authority (CA) to have °C /ou re
te from the CA, return to the SSL Certificate pags u(\ min Ul and M’)W the cert

ExtraHop system.

Add a trusted certificate to your ExtraHop appliance
resent a TLS iii ’t""’at”\ that is

certific

Only SMTP and LDAP cc

‘our L\ ra \/?p ,1,\)\\

ed certificat

Before you begin
You must be a user with unlimited privile

@ Important:

lick Trusted Certificates.
h a set of built-in certificates. Select Trust System Certificates if you
then click Save.

ick Add Certificate 2

ficate field

1. Loginto the Ac

2. Network S

In the
he ExtraHop appli
vant to trust thes

To add your own ¢

ntents of the PEM-encoded

] then paste the con

Y

ichinc u\“i

We \J U\\ illnotd
1 in the advar

ick Add.

?f’*cpt n config
. \w:vn, ﬂ «;t J e ExtraHo
e turned on

1.1, and TLS 1.2 are

ricate c

field and cl

3 name into

\ p e 4

@ Important:

sted certificates.

. [\,,)) \;ij,”
vith the truste

Next steps
SMTP settings to validate outbound connections v

Configure L

j

DAP anc

Hop Explore Admin Ul Guide 27
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Access Settings

ou can d' \ange

p(af):\»’rc rde ana

for remote authentication. The

has the following confi

Change the password for us

Support Account

Enable troubleshooting assistance from ExtraHop Support.

Users

| and delete users, and modify user privi

Sessions
View and terminate user sessions on the Admin Ul.

Remote Authentication

Enable users to log on to the Admin Ul with their existing credentials.
API Access

Manage the settings that enable 5 perform operations through the ExtraHop REST API.
User Groups

ed from a configurec
er amd Command appliances.

Users with adminis
that has an
users and

dmin Ul on fh(‘ "DH" nce can change
appliance. For more inform:e

Y user
c Admin Ul

Change the password settings
E Note: You can only change passwords for local users, not users authenticated with LDAP.

1. Inthe Access Settings section, click Change Password.
2. Select the user from the drop-down list.
Type the new password In the New password field.

4. Retype the new password in the Confirm pa

Click Save.

Change the default password for the setup user
It is recommended that you change the default password f
n for the first time. To remind admini

button at the top of the while the

Cchanged, the putton at

E Note: The password must be a minimum of 5 characters.

traHop appliance after

J ,;M, e Change Password
e setup user password is

1.

¢ blue Change default password button
age displays without the drop-down menu for accounts. The password will
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vord field.

2. ype the default password in the Old pass

ssword in the New password field.

Type the new pa €

4. Retype the new password in the
Click Save.

yassword field.

Support account

with

Enable the Support account
1. Inthe Access Settings section, click Support Account.
2. Click Support Account.

E Note: On a Command, Explore, and Trace appliance, this step is unnecessary.

Click Enable Support Account.
4. Copy the encrypted key from the text box and email the key to support \

5. Click Done.

Regenerate the Support account key
1. Inthe Access Settings section, click Support Account.
2. Click Support Account.
E Note: On a Command, Explore, and Trace appliance, this step is unnecessary.

Click Regenerate Key.
4. Click Regenerate.

Copy the encrypted key from the text box and email the key to support ()

6. Click Done.

Disable the Support account

1. Inthe Access Settings section, click Support Account.
2. Click Support Account.
E Note: On a Command, Explore, and Trace appliance, this step is unnecessary.

Click Disable Support Account.

ange a user's access privileges in the

s, and to ¢

User accounts can be loc
Authentication section.

I'he following default accounts are configured on the ExtraHop appliance:
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mailto:support@extrahop.com
mailto:support@extrahop.com

er ges on the Web Ul, Admi
). For physical applianc
cht-front bracket of the Extra

¢ unt permits a ommands in the ExtraHop command-
line interface f\ When acce the privi ; ( Iration shell commands, the

vpes in enabl e and authenticates with the Set up Iser y';(—‘%iz\t(::‘rd For physica (—‘C)[ﬁ)\\PHC(TS. thr:‘:
default pa;ss’mw 1 fow' this account is the service n the right-front bracket of the ExtraHop
ippliance. For virtual appliances, the

zon Wek (AWS) users is the stri

nd authorize ars immediately in the managed users

1in the ExtraHop appliance.

+  Whenauserisa
list. User

d locally, the user appex: the
\s are managed in the Exl,\’zaHoJ appliance
> user does not appear in the managed

«  When user is authenticated remotely but its authoriza Hz/u IS man:s
managed us ist after the first login. The user's
e Whenc¢ 1 authenticate

users list. The user's permissions are

in the

E Note: The local user account overrides all ren

Add a user

1. Inthe
2. Click Add User.

3. Inthe Persona

the following

\ation:

1 with and should not contain

. This is the name users will log

« Full Name: A display name for the user.
« Password: The new user password. The password must be a minimum of 5 characters
« Confirm Password: Re-type the password from the previous field.

4. Click Save.

User privileges
Administrators determine the of access and functionality users
Uls. In a ' , you can add ¢
user priv

For information about user privileges for the REST API, see the REST uide &,

e with the ExtraHop Web and Admin
“ertain options that can apply to any

Privilege Levels

Set the privilege level for your

Jser to determine which areas of the ExtraHop appliance they can access.

Unlimited Full Write Limited Write Personal Full Reac Restricted
Write Only Read-Only
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management

Y Y Y N N
Share activity Y Y N N N
Y Y Y Y N
Y Y N N N
Y Y N N N
Dashboards
Y Y Y Y Y
Y Y Y N N
Y Y N N N
Y Y Y Y N
View Analysis Y Y Y Y N
Priorities page
Y Y N N N
Y Y N N N
Y Y N N N
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Create and

modify device

groups

Y

N

Metrics

\ /1 A
VIeV

v metrics

N

appliance)

View recorc

queries

\/

N

View record

formats

Create,
modif

N

Create,
modify, and
save record

formats

Y

N

Scheduled
Reports
(Com

applian

ce)

Create, view,

and manage
juled

\/

N

N

Triggers

Create and
modify

triggers

Administrative

Admin Ul

N

N

Connect
to other
appliances

N

N

Ma

liances
mmand

appliance)

ther

N

N

N
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Privilege Options
The followin

vith any privil

. wnload packets
. nload packe
« View con wec,:ed appliances (Command apy M ce only)

r connections to

to the date the s

cess the web interface

When you

current us

1.

for a user, the

Admin Ul. You can not delete the

ection, click Sessions.

ser, in the sessions table, click the red x at the end of the row for the specific

clete all active user sessions, click Delete All a hen click OK.

Remote authentication
ExtraHop appliances s
orga w'/w"ur‘w\: tha
RADIUS, or (
credentials.

ication for user authentication. Remote au H ntication enables
syst such as LDAP (such as OpenlDAP or Active Dire
ble all or a subset of their users to log on to the appliance with their ex :m

Centralized authentication provides the following benefits:

e User password synchronization.

« Automatic creation of ExtraHop accounts for users wi
anag ent of ExtraHop
Administrators ca

administrator intervention.

on LDA]

n grant acces

VN use

ss by applying LDAP filters.
Next steps

| ieh LD it

r authentication and

hes not use any other entities

orization. ExtraHop
night be in the LL/HP

not stored locally « L cated ag:
vord when they attempt to log on L xtraHo
0 Ul, the ExtraHop n:

(Mf J[\( L»J[“\k

« Attempts to authenticate the user locally.
» Attempts to authenticate the user through the LDAP server if the user does not exist locally and the
ExtraHop system is configured to use LDAP for remote authentication.
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s the user on to the ExtraHor

sts and the password is validated through LDAP.

he LDAP password is not sto D system.

If the user does not exist or an incorrect password is used, an error mess

Ensure that each
t ning this

0 be remotely authorized is in a permission-spe

ection, click Remote Authentication.
ction, selec e LDAP option and click Continue.

E Note: Clicking the back button in your browser during this procedure could result in lost changes.

3. On the LDAP Settings page, type the following information:
Hostname
Specifies the hostname
appliance is properly co
Port
Specifies the port on which the LDAP server is listening. Port G s the standard cleartext LDAP
server port. Port 636 is the standard port for secure LDAP (Idaps/tls Idap).
Base DN
Specifies the base of the LDAP search used to find users. The base DN must contain all use
accounts that will have access to the ExtraHop appli
the base DN or nested w M 1 an OU within the
; 5 cified below. Cons

ess of the LDAP server. Make sure that the DNS of the ExtraHop
- you use a hostname.

ice. The users can be direct memb
se DN if the Whole Subtree option is selected
vour \ DAP administrator to learn wha

irectory canonical name: exanpl e. coni peopl e
> DN: ou=peopl e, dc=exanpl e, dc=com
Server Type
>cifies the > of LDAP server. Select Posix or Active Direcrory.
Search Filter

Specifies the criteria used when

rching the LDAP directory for user acc

unts. Examples include:

obj ect cl ass=per son
obj ect cl ass=

&( obj ect cl ass=per son) (ou=webadni ns)

A search filter of obj ect cl ass=* matches all entities and is the default wildcard.
Search Scope

Specifies the scope o

following options:

f the directory search when looking for user entities. Select one of the

€

«  Single level: This option looks for us HMT exist in the base DN; not any
subtrees. For example, with a Base F\ ue of dc=exanpl e, dc=com the
search would find a user ui d=j doe dC—exan‘pI e, dc=com but would not find
ui d Jsmth ou= seattle dc= exarrple dc=com
. Wholesubtree This on loo ively under the base DN for matching

\ e

> of dc=exanpl e, dc=com
uid Jdoe dc=exanpl e, dc=comand
ui d Jsmth ou= seattle dc=exanpl e, dc=com

ExtraHop 7.3 ExtraHop Explore Admin Ul Guide

34



Bind DN

J[’\‘ ExtraHor
d DN must e
‘/\P ;ﬂthrﬁ;‘:\"M:ati(m If this value et, then an
formed. N‘ ote that anonymous binds are not enabled on %H D/\Pﬁ
wmous binds are enabled, contact your LL/ \P a(J\ inistre W or. Using the
ory canonical name ide: cn=adm n,
ou=users, dc=exanpl e, dc=com ui d—nobody, ou-peopl e, dc-exaerI e, dc=com

E Note: The standard login attribute for VNX systems is ui d. The standard login
attribute for Active Directory systems is SAMAccount Nane.

> with the
ON and

any OL
anon mmu M J

Bind Password
Specifies the
specified abc

an unauthenti
Consult your LD/

password used when authenticating with the LDAP se

f ' n anonymous bind, leave this setting
supply a Bind DN value but no bind password.
Her settings.

Encryption
Specifies if encry

ption should be

ed when making LDAP requests. Options include:

* None: This options specifies the use of cleartext TCP sockets, typically port 3€&
A Warning: All passwords are sent across the network in cle

artext in this mode

« LDAPS: This option specifies LDAP wrapped i side SSL, typically on port 636.
- StartTLS: T) iis option specifies the use of TLS LDAP, typically on port
before any passv /umJ 5 are sent.)
Full Access DN
Specifies which users can access the Explore appliance admin Ul If a DN is specified, only users in
the specified PN will be able to log in. If the field is left blank, all users in the base DN will be able

to log in.

Refresh Interval
ifies when LDAP user information is refreshed. T
e default setting of 1 hour. The refresh interve ,
or group access on the LDAP server are updated on the ExtraHop apr »\m ce
4. Click Test Settings.
If the test succeeds, the message LDAP set ti ngs t est succeeded appears. If the test fails, the
message LDAP settings test fai |l ed appears. Resolve any errors before continuing.
5. Click Save & Continue.

Click Done.

[he ExtraHop appliance supports Remote Authentic
"tication ¢ w\ local authorization only. For remot
rencrypted RADIUS and plaintext formats.

ion Dial In Us ice (RADIUS) for remote
authentication, the ExtraHop appliance supports

Configure RADIUS authentication

1. Inthe Access Settings section, click Remote Authentication.
In the Methods section, select RADIUS from the Remote authentication method dro
Continue.

N

3. Onthe Add RADIUS Server page, type the following information:

» Host: The hostname or IP address of the RADIUS s¢
appliance is properly configured if you use a hostn

the DNS of the ExtraHop
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« Secret: The shared secret between the ExtraHop appliance and the RADIUS s
ADIUS administrator To obtain the shared secret.

[he amount of time the ExtraHop appliance will wait for a respc
ﬁk npts
4. Click Add Server.

5. Click Save and Finish.

>r. Contact your

se from the RADIUS serv

nNnect acain
nect again.

6. Click Done.

E Note: Remote users have full write access permissions to the Admin Ul.

TACACS+
The [><H"(H \J“

ss Controller Access-Control System Plus (T

r to be remotely authorized has the ExtraHop se onfigured on the T

this procedure.

Configure TACACS+ authentication
1. Go to the Acc Settings section and click Remote Authentication.
{t TACACS+ and click Continue.

enter the host, t, and timeout information and click Add Server.

On the
dd multif

le serv
5. Click Continue.

6. Click Save & Finish.
/. Click Done.

E Note: By def

ault, remote users have full write access.

API access
The APl Access pag
required to
Explorer.

s controls to generate, view

and manage access for the APl keys that are

1s through the ExtraHo VRF(T API. This page also provides a link to the REST API

Administrators, or users with unlimited privi _control whether users can generate APl keys. For example,
yOu can preve [ i

functionalit
the user v

an perform operations through L\‘Q ExtraHo
the key. After you generate AP km

E Note: «
y and users \M v unlim Lr\,J privile
r. For more information, see the Users section

Click the REST API Explorer link to of
F/rw% HJMHM~ The ExtraHo

samples in cURL, Python 2.7, a

’LMN\%WW

u to try API calls directly on your

des information about each re

See the ExtraHop REST \ e & for more information.

Manage API access
You can manage which users are able to generate API keys on the ExtraHop appliance
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section, click APl Access.

ection, select one of the following options:

«  Allow all users to generate an APl key
ocal and remote users can generate APl keys
«  Only local users can generate an APl key

L Or \‘ W“('j
«  No users can generate an API key

ate APl ke

n the appliance can

nerated. Select

cannot be g

API key: ing this option will delete any

3. Click Save Settings, then click OK, and then click Done.

Next steps
Save the changes to the rui file.

Enable CORS for the ExtraHop REST API

}—f ) REST AP

W‘\’W;w igh a pro

) "“(')T““L‘;‘ H’(“ one or more allowec

orig \‘ administrative users with

Add an allowed origin
You can configure one or more allowed origins or you can allow access to the ExtraHop REST API from any
origin

1. ¢ Access Settings scction, click APl Access.

cction, s

« Toadd a specific URL, type an origin URL in the text box, and then click the plus (+) icon or press
\TFR.

The

ch as HTTP or HTTPS, and the exact domain name. You cannot
> 3 port number.

URL must include a sc
th: hc

W

o
allow

E Note:

3. Click Save Settings and then click Done.

w API requests from any O checkbox.

igin is less secure than pr

viding a list of explici

Delete an allowed origin
You can delete a URL from the list of a

owed origins or disable access from all origins.
1. Inthe Access Settings section, click APl Access.

e of the followin
. [0 delete a specific URL, click the > (X) icon next to the origin you want to «
o Todisable access from any URL, clear the Allow API requests from any Or|g|n “he
Click Save Settings.

2. Inthe CORS Setting

s configurations.

Generate an API key
After you log into the ExtraHop appliance, if APl key

1. Inthe Acce
2. Inthe API Key

ration is enabled, you can generate an API key

s Settings section, click APl Access.

ction, enter a description for the key, and then click Generate.
Delete an API key

1. Inthe Access Settings section, click APl Access.
2. Inthe Keys section, click the X next to the APl key you want
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Click OK.
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Explore cluster settings

e Cluster Settings section provides the following

&

The Explor

Join Cluster
Join an Explc
have not yet

Cluster Members

configurable settings:

re appliance to an existing Explore cluster. This setting appears only for single nodes that

N joined to an Explore cluster.

Displays all of the Explore nodes that are members of the Explore cluster.
Managers and Clients

that is configurec

er appliances and Command appliance

dlays the hostname of the Command appliance
well as a list of all Disc

appliance.

Data Management

Displays settings to set the data replication level and enable or disable shard reallocation.
Connect to a Command Appliance
Configure settings to enable a Command appliance to remotely run support scripts on the Explore

appliance

Restore Cluster State
Restore the Explore cluster to a healthy state. This setting only appears if the Explore cluster displays a
status of r ed on the Cluster Status page.

Join an Explore cluster
[0 join a single Explore node to an existing Explore cluster:
1. Inthe Explore C

2. Inthe Host text box, type the host name or IP address of a node in the Explore cluster and then click
Continue.

~ction, click Join Cluster.

Verify the fingerprint that appears matches the fingerprint of the Explore node that you are joining.

4. In the Setup Password field, type the password for the set up user.

5. Click Join.

Cluster Members
The Explore Cluster Members page displays the following properties for each node in the Explore cluster.
Nickname
Displays the IP address
To assign a nickname
nickname in the Nickname cc
Host
Displays the IP address of the Explore appliance.
License Status

or nickname of the Explore appliance
) - i “luster member, click the |P address or
e Name field, and then click Rename Node.

status of the ExtraHop license. The License Status field displays one of the

Nominal

The Explore appliance has a valid license.
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Invalid

[he Explore appliance has an invalid license. New r
existing re annot be quer <,.d

ecords

‘ecords cannot be written to this node and

Pre-Expired
Ihe Explore appliance has a license that is expiring soon.
Pre-Disconnected
Ihe Explore appliance cannot connect to the ExtraHop license server.
Disconnected
Ihe Explore
New recc
Actions
Remove an Explore node from the cluster.

appliance

C

1as not connected
annot be written to this n

~rver for more than 7 days
cannot be queried.

Remove a node from the cluster
1. Inthe

xplore C

tion, click Cluster Members.

2. In the Actions column for the node vant to remove, click Remove Node.
3. Click Remove Node to confirm.

Leave an Explore cluster
You can remove the local Explore node from an Explore cluster to remove all saved data on the node.
1. In the Explore Cluster Setti

ection, click Cluster Members.
‘tions column, click Leave Explore Cluster.

2. Inthe Ac

& Warning: Leaving an Explore cluster deletes all saved data on the Explore node
Click OK.

Manager and Connected Appliances

The Manager and Connected Appliances section includes the following information and controls.
Manager

d appliance that i
ance oh a tunnelec
Appliance. A tunneled connec 1 might be required |
throug Command ap

Click Remove Manager ) remove the Command appliance as

figt u‘e'\ to manage the Explore appliance.
click Connect to a Command
ction cannot be established

the manager.

JY

E Note: The Explore appliance can be managed by only one Command appliance.

Clients

“ted to the Explore
e client product key.
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Data Management

You can configure the replication level of data
€ \

i > 1. You must connect a Disc

WJ shard reallocation setti

cluster. Additionally, you can enable ant

Explore cluster before you can con

n the Explore
rappliance to the

H specify the number ¢
s fault tolerance

> the replication leve

'w\"m of copies \'r"’m

fano

vever, a higher number of copies takes up more ¢ b\x space and might slow the i Mf xing of

1. Inthe Cluster Settings section, click Data Management.

2. Select one of the following replication levels from the Replication Level drop-down list:

Option Description

0 Data is not replicated to (\Hmr nodes in the cluster. This level allows you to ¢ H~w t mor

data on the cluster; however, if there is a node failure, you will perma M\ se data.

red on the cluster. If one node fails, you will not

cluster can fai

3. Click Update Replication Level.

Shard reallocation

Data in an d shards. Shards might need to be created or

fline for mainte
ng network connectivity betw

followir
1. Inthe Cluster Settin
2. Under Shard Reallocation, click Disable Shard Reallocation.

3. After node maintenance

section, click Data Management.

omplete, enable shard realloc v clicking Enable Shard Reallocation.

Connect to a Command appliance
Connect to a Command appliance to remotely run support scripts and upgrade firmware on the Explore
appliance.

The Explore ap

connections

a tunneled connection. Tunneled
onnection from the Command appliance is

liance connects to the Command appliance thro
in network environments w W\'@ a (\M'et

use of Hw valls or other network restric

not possible beca

1. Inthe Explore Cluster S&H'\'wggs section, click Connect to a Command Appliance.

2. Configure the follo

-

« Command appliance hostna

ostname or IP address of the Command a

« Command appliance setup password: The set up user password for the Command appliance.
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xplc S ( otional): A friendly name for the Explore node. If no nickname is entered, the
is identified by t sthame.
ect the Manage with Command appliance checkbox and then click Connect.

Restore the cluster state

In rares instances, the Explore cluster might not recove

the Cluster Status page. When this state occurs, it is possible to res

When ore the cluster state, the Explore ¢

YOU rest

d with the latest stored information about the

Explore nodes in the cluster and all other connected appliances cover and Cc

@ Important: If you have recently restarted your
cluster status gr een appea oring the cluster might not

unsure whether you should restore the cluster state, contact ExtraH

rs, and rest be nece

section, click Restore Cluster State.
e, click Restore Cluster State.

1. Inthe Explore Cluster Settings
2. On the Restore Cluster Stat
Click Restore Cluster to confirm.
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Appliance Settings

nfigure the followir ents of the ExtraHop appliance in the Appliance Settings section.

Running Config

You car

DML

Download and modify the runnir nfiguration file.

Services
Enable or dis

>nt GUI, SNMP se
~r and Command appliances.

Vel

able the Web Shell, nr

ExtraHop L

Firmware
Upgrade the ExtraHop system firmware.
System Time
Configure the system time
Shutdown or Restart
Halt and restart syst
License

Update the license to enable add-on modules.
Disks

s information about the disks in the

Prov
Reset Packetstore
4 on the ExtraHop Trace appliance. The Reset Packetstore pe

Firmware

[he Admin Ul provide e to upload and delete the firmware on ExtraHop appliances.

lhe Admin Ul includes the following firmware configuration settings
Upgrade

Upload and install new ExtraHop appliance firmware
Delete

You can dc
firmwar
firmware ir

Firm

e L‘ Drowser.

\ 'm t/w e

vant t

appliance

finally upgrac
1L C m‘m"ui:;i;
must have the same minor version of Extral \“ O firmw

on a Comma
applia

Upgrade the firmware on your ExtraHop appllance
T% r( llowi vour ExtraHop ia
/’H E“ raHop applianc
must ac (J ‘ess before you install the firmw
ntact ExtraHop Suppor

the latest firmware re
me appliance
in your environment.

have
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Pre-upgrade checklist
Here are some important ¢ derations and requirements about uy

ExtraHop applian

« If you have multiple types of ExtraHop appliances I must upgrade them in the follow

ommand ap D liance

> app ';W‘z,e:\;

oplianc

a Command appliance, : y the followi

. and appliance oyments (mar e a minimum
) form the upgrade
« The Command appliance firmware version must be greater than or equal to the firmware version of

all connected appliances.
« If you have Explore appliances, apply the following guidance:
e You must halt the ingest of records from Command a
Temporarily ren an \
commit records and disab
after the Explore clus

efore upgrading.
y ible triggers @ that
ou can re-enable these settings

T
®

nload the firmware for the appliance from the ExtraHop omer P | & to your computer.
the ExtraHop appliance.

3. In the Appliance Settings section, click Firmware.
4. Click Upgrade,

On the Upgrade Firmware | -ct one of the following option:

e To upload firmware from a file, click Choose File, navigate to the . t ar file you want to upload, and
click Open.

« Toupload fi
Firm

> from a URL, click retrieve from URL in< and then type the URL in the

6. If you do not want to automatically restart the appliance after the firmware is installed, clear the
Automatically restart appliance after installation c
Click Upgrade.

The ExtraHop appliance i
the Updating pr

e. You can monitor the p
fter the firmware is ms,l"H“”
oliance, click Reboot to

If you did not choose

e Ping the appliance from the command line of another appliance or
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min Ul on a Command appliance, view the appliance status on the
~d / \;"\\'\Hi nces
through % > IDRAC interfa

9. If you disconnected any | :x:p\o"u :f’\mf}\\{m(ﬁ(jfj from C f\‘mm'w\ and Discover appliances, make sure to

nect them & If you di w igg & or ma [ & make sure to re-enable

firmware image
can be deleted from the

system. For maintenance

1. In the Appliance Settings scction, click Firmware.
V. Click Delete.

3. On the Remove Version pa \eckbox next to the firmware images that you wan
the Check all ¢

Selecting the All option does not allow you to select and de
4. Click Delete SelectedA

Click OK.

te the active firmware version.

System time

v ’Hw iptur \'rg‘im. t is helpft 1 the ExtraHop apy er—\m “h the local time of the
router. The ExtraHop appliance can set tir y or synchronize time % F;y default, system
H’Hw is set locally, i;ul we recommend that you d‘n 1ge this setting and set ) a fme server.

tem Time page displays the current configuration and the status of all configured NTP servers.

System Time section, the following information appears:

e Time Zone. Displays the currently selected time zone.
em Time. Displays the c

lhe following information for each configured he NTP Status table:
remote

[he host name or IP address of the remote
st

[he stratum level, O through 16.

vou have configured to synchronize with.

e u for unicast or manycast,
r, Afor a manycast s

~d for the time. The default value is

queried for the time, with a minimum of 16 seconds to a maximum of 36

with the
value.

> rate of communicating
ot set. 377 is the hig
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1 trip time (RTT) of the ExtraHop appliance communicating with the remote server, in

e reported time the server gave you. The

ndicates the difference, in milliseconds, between two samples.

Configure the system time

1. In the Appliance Settings section, click System Time.
2. Click Configure Time.

~t your time zone from the drop-down list then click Save and Continue.

4. On the Time Setup page, select one of the following options:

«  Set time manually

e Settimew ,h NTP server

Select the Set time with NTP server radio button, then click Select.
he pool . nt p. or g public time server appears in the Time Server #1 fielc

domain name (FQDN) for t

P address or fully gualifie
You can have up to nine time servers

in the Time Server fields.

di ‘3 the fifth time server, click Add Server to display up to four additional timer

/. Click Done.

[he NTP Status
system time a re

2 list of NTP servers that kee stem clock in sync. To sync the current
1, click the Sync Now button.

Shutdown or restart
The Explore Admin Ul provides an interface to halt, shutdown, and restart the Explore appliance components.
System
Restart or shut down the Explore appliance.
Admin
Restart the Explore appliance administrator component.
Receiver
Restart the Explore receiver component.
Search

Restart the Explore search service.

For each Explore appliance component, the table includes a time stamp to show the start time.

Restart an Explore appliance component

1. Onthe Admin :
2. Select Restart for th

ection, click Shutdown or Restart.
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d-in modules and other featur
he following licensing informatio

settngs:

Manage license
Provides an interface to add and update the ExtraHop appliance
System Information
Displays the identification and expiration information about the ExtraHop appliance.
Features
Displays t

re enabled or disabled.

e list of licensed features and whether the licensed features are e

View the Iicensing system information
“tion. click License.
N page, under System Information, view the Extra Hop appliance information.

1. Inthe Appliance Settin

2. 0On ML\ ense Administratic

Register an existing license
1. Inthe Appliance Settings, click License.
2. Click Manage license.
Optional) Click Test Connectivity to ensure that the ExtraHop appliance can communicate with the

M( ensing server.

The ExtraHop license server determines whether a connection is possible through DNS records.
If the test does not pass, open DNS server port 53 to make a connection or contact your network
administrator.

4. Click Register and wait for the licensing <

E Note: Register is unavailable on Discover appliances that are managed by a Command appliance.

er to finish

5. Click Done.

Update a license
If ExtraHop Support provides you with a license file, you can install this file on your appliance to update the

lice

E Note: If you want to update the product key for your appliance, you must r
liance @.

1. Loginto the Admin Ul on your ExtraHop appliance.

2. Inthe Appliance Se

J. ‘:,,;‘\('\ Marnr 1age Lice
4. Click Update.
In the Enter License text box, enter the lice

(Oa)

paste the license text provided to you by ude all of the text, including

the BEA N and END lines, as shown in M, exarn

----- BEG N EXTRAHOP LI CENSE- - - - -

seri al =ABC123D;

dossi er=1234567890abcdef 1234567890abcdef ;
nod_ci fs=1;
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Saving running config changes

nod_nf s=1;
nod_anf =0;
l'ive_capture=1;
capt ur e_upl oad=1;

ssl _decrypti on=0;

+++;

ABCabcDE/ FGHI j kI mL2nopgr st uvwXYZAB12345678abcde901abCD;
12ABCDEFGLHI JklI mOP+1aA=;

=abcd;

----- END EXTRAHOP LI CENSE- - - - -

6. Click Update.

Running config

The Running Config
configuration and se
after a system restar

o Nrovi
pro

des an interface to view and modify t

changes to the current running configuration so the modified setting

The following controls are available to manage the default running system configuration settings:
Save config or Revert config
Save b the current default system configurat The Revert config option appears when

there are unsaved cha
Edit config

View and edit the underlying code that specifies the default aHop appliance configuration.
Download config as a file

Download the system configuration to your workstation.

E Note: Making

make mo

nded. You can

~onfiguration changes to the code on the
st system modificati

any of the ExtraHop applia
the new settings. If you
s rebooted.

diff feature that di
onfiguration char

5 the changes. This feature prc X
o the default system configuration settings.

m running configuration, either from the Edit Running Cc
in the A Jw in \‘\ changes are saved in memory and t ke effect | d \

y saved to disk. If the system is rs«lm’ ed be the running configuration changes are
saved to disk, those changes will be ml,

As a reminder that the running configuration has changed, the Admin Ul provides the following three
notifications:

Save Configuration

The Admin Ul displays a button on the specific page that you modified to
disk. When you click View and SaveChanges \h~ Ul redirects to

apove
Running Conflg

The Admin Ul adds a red asterisk (*) ne» the Running Config entry the Admin Ul main page. This
asterisk indicates that the running con \w ’é,‘l\;)ﬂ has been changed, b it \I 1as not been saved to disk.
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/ on the Running Cc his asterisk
t it has not beens | to disk.

ning Config p

Save system configuration settings

To save any modified sy onfiguration settings:
1. Click Running Config.

2. Click Save config.

en the old running config and the current (new) running config.

4. If the change
5. Click Done.

s are correct, click Save.

Revert system configuration changes
To revert your changes without saving them to disk:
1. Click Running Config.
2. Click Revert config.
Click Revert.
4. Click OK.
Click Done.

Edit running config
p Admin Ul provides an interfe
ition to n mk ng chan
can also be made o

Download the running config as a text file
You can download the running config file as a text file to your workstation. We recommend that you s
copy of this file in case of a ) em failure. The saved running config file can be uy

ExtraHop appliance to restore system ¢ nizations zir‘d settings.

og into the Admin Ul on the ExtraHop appliance.

2. Inthe Appliance Settings section, click Running Config.
3. Click Download config as a file.

The current running configuration is downloaded as a text file to the default download location for your
browser.

Disks

The Disks page des information about the
The information displayed on this page varies

1 that you configure t iw settings to receive email notifications about your

\ce problems, you will be alerted. For more

The following information displays on the page:
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Drive Map

(Physical only) Provides a visual represe

RAID Disk Details

rovides access to detailed information

Firmware

Displays information about
Utility (Var)

Displays information about
Search

Displays information about
Direct Connected Disks
s information about

dis

dis

dis

tation of the front of the Explore appliance.

about all the disks in the node.

ks reserved for the Explore appliance firmware.

ks reserved for system files.

KS reserv

tua

isks on virtual machine dep

ed for data storage.

oyments, or USB media in physica
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