Initiate precision packet captures to analyze
zero window conditions
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In TCP metrics, )
When the ,',\'r‘do\*/ size is zero, transmissions are
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Zero window conditions that last 1 or 2 seconds are not too unusual, especially during periods of heawy
er, longer-lasting zero window conditions can indicate a more serious problem and cause performance

ashboard or configure alert ”\Hﬁ‘rgtli‘:,\m to track zero window occurrences, but the cause
rmine. For example, CPU, memory, and NIC usage might be normal, and you don't know
is with the network, the servers, or H\r application. But you can always find the truth in the packet!
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captures packets with zero window conditions on data
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Prerequisites

«  You must have access to an ExtraHop Discover appliance with a user
privileges.

e Youmustli

*  You must ha

ture through the ExtraHo
such as WireShark or Microsoft Networ
o Familiarize yourself with Triggers & concepts and the procedures in Bui

> a packet analyz

Write the precision capture trigger

In the following steps
Jitior curs on a datar

es a prec apture each time a zero window

1. Loginto the Web Ul on the ExtraHop Discc
2. Click the

3. Click New to open the Tri

er or Command appliance.

icon ¥ and then click Triggers.

em Settings

ration window.

er ConfigL
i3 System Settings x

Settings = Triggers

P ~ )
l Any column v Jl Contains vJ :\@ I‘\'E'-A:/_. [ copy 3 Delete @ Enable @ Disable
|| | Name Author | Events Type Debug Mode Description Status
| | Active Directory ExtraHop CIFS_RESPONSE... Device  Disabled Custom metrics for Active Directory authentication, s... Unassigned
] | sIP-Sessionsvs ExtraHop RTCP_MESSAGE... Device Disabled V5 - Provides Active Calls, Failed Calls, Call Length, C... Unassigned

Showing 2 of 18 triggers

4. On the Configuration tab, specify the following trigger configuration settings:
a) pe Zero W ndow PCAP into the Name field.
b)  Select the Enable Debugging checkbox.

c¢) From the Events list ct DB_REQUEST and DB_RESPONSE.
d)  Click Advanced Optlons and type 128 in the Fxl" per packet to capture field.
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https://docs.extrahop.com/7.2/eh-admin-ui-guide/#enable-packet-capture
https://docs.extrahop.com/7.2/triggers-overview
https://docs.extrahop.com/7.2/triggers-build

@ Tip: The default value is O. Keep this value to capture all the bytes in each packet.

Trigger Configuration

Configuration Editor Assignments

Name Zero Window PCAP

Author | Your Name

Description

Status Disable Trigger

Debugging |#| Enable Debugging

Events || np REQUEST DBE_RESPONSE

Hide advanced options

Packet Capture

Bytes per packet to capture 128

5. Click the Editor tab.
In the Trigger Script text box, type the following

condition occurs:

o~

OC

/| The packet capture name, which includes the client and server
/11 P addresses and port nunbers
var pcapNane = 'Zero W ndows_'
+ Flow. client.ipaddr + ':'
P
+ Flow. server.ipaddr + ':' + Flow server.port;

+ Flow. client. port

/llnitiate packet capture each tinme a zero wi ndow occurs on
//the client or the server
if ( Flow.zerowdl > 0 || Flow zeroWwd2 > 0 ) {
var opts = {
maxPackets: 30, [/l Capture up to 30 packets
maxPacket sLookback: 15 // Capture up to 15 | ookback packets
1
FI ow. capt ureStart (pcapNane, opts);
[/ Show capture activity in runtine |og
debug(' Start Zero PCAP: ' + pcapNane);

}

/. Click Save Changes.

Assign the trigger to a source

s, you will assign a trigger to a data source. A trigge

gathers data only from the sources to

In the following st
source, and the tri

For the purposes of this walkthrough, the following procedure assigns the trig iice group callec
DB Servers. You should assign the triggers to the devices or dev roups on your network that you want to

monitor for zero window conditions.
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1. Click Metrics from the top menu.

I'DEKtrEIHEIFI Dashboards  Alerts ’Métr?cs Records Packets

iscover

2. Click Device Groups in the left pane, and then select DB Servers.
©o - Last 30 minutes r 9~ b e —
Sources
Any * | = db

Applications
Devices Name Count Description
MNetworks DB Servers 22

Groups
Activity Groups

Device Groups

Trouble Groups

Click the A [rigger ® jcon from the top of the pas

4. Select the trigger vou just created named Zero Window PCAP.

Assign Triggers x
Name
Zero Window PCAP

Cancel Assign Triggers

5. Click Assign Triggers.

View debug output in the runtime log

utput to confirm that the tri

vackets. Afte ur dat irces, the N runs the tri when
se traffic occurs, any transactions contain a zero wi he sy 5 ( results to the
runtime log.
1. Click the System Settings icon £ and then click Triggers.
Click the Zero Window PCAP tri just created.
i%; System Settings x
Settings = Triggers
lAny column - Jl Contalns vJ "j New _; Copy K Delete @ Enable @ Disable
|| Name ~ Author Events Type Debug Mode Description Status
I_I:/;em Window PCAP\\I Setup FLOW_TICK Device Enabled This trigger creates PCAP packets on Zero Windo... Disabled
* A
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3. Click the Runtime Log tab.

The runtime log displays results similar to the following figure:

Trigger Configuration
Configuration Editor Assignments Runtime Log Performance

Runtime Log for Zero Window PCAP

Time Interval: Last 30 minutes | =
Show Last: 250 r

Tue Oct 24 10:42:58
Start Zero PCAP: Zero Windows_192.0.2.11:56428-192.0.2.111:5989

Tue Oct 24 10:42:57
Packet capture already In progress

Tue Oct 24 10:42:57
Start Zero PCAP: Zero Windows_192.0.2.115:48208-192.0.2.151:443

Tue Oct 24 10:42:48
Start Zera PCAP: Zero Windows_192.0.2.11:506463-192.0.2.251:5989

Download and view packet captures

In the following steps, you will download packet captures f

1.

rom the ExtraHop Admin Ul.

Click the System Settings icon L nd then click Administration.

2. From the Packet Captures section, click View and Download Packet Captures.
The Packet Capture List displays results similar to the following figure:

Packet Capture List

Zero Windows_192.0.2.244:60849-203.0.113.95:443
Packets: 562 Bytes: 430286 Duration: 4m53s VLAN: O IP Proto: TCP

Zero Windows_192.0.2.246:56071-203.0,113.14:443
Packets: 841 Bytes: 969344 Duration: 355 VLAN: O IP Proto: TCP

Zero Windows_192.0.2.244:52675-198.51.100.9:443
Packets: 2603 Bytes: 2990518 Duration: 65 VLAN: O P Proto: TCP

ces, and provides information about
to help you narrow down which captures to download.

Select any capture named Zero Windows_ and click Download Selected Captures.

saved to your local machine with the . pcap file extension.

4. Open the capture file with a packet analyzer, such as Wireshark.
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Openp
You will se

occurre

QU

ut will

k similar to the fo
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® Q&= = & ¥

L] <3/

No. Tirnr Source Destination Protocol Langth
20 8.083740 192.0.2.246 202.9.112.55 TP 78
21 2.903826 203.0,113,95 192.8.2.246 TLSv1. 1437
22 0.003820 203.9,112.95 192.9.2.246 TLSv1. 1437
23 9.903831 203.9,112.95 192.9.2.246 TLSvl. 1929
24 8.006158 192.8.2.246 203,8,113,95 TP 78

™ Zero_Windows_192.0.2.246_60849-203.0.113.95_443_20170825160822-20170825161316.pcap

=B aaai

B3 | Expression.  +
Infor

68849 + 443 [ACK] Sequl Ack=15838 Win=115 Len=d TSval=BB1757479 TSecr=348
Ignored Unknown Record i
Ignored Unknown Record
Ignered Unknown Record
GBE4D - 443 [ACK] Seq=1 Ac

L1

772 Win=39 Len=9 TSval=BB1757482 TSec
| 1
[ACK]

1
Seq=1 Ack=18722 Win=0 Len=0 TSval=8E17

P -
[TCP ZeroWindow] 60849 - 443

27 8.435188 203.0.113.55 TP 78 [TCP Window Updatel 68849 - 443 [ACK] Sequl Acks18722 Wins544 Lensd Toval __
28 8.435190 192.8,2.246 2083,8,113.95 TP 7@ [TCP Window Update] 68849 = 443 [ACK] Seq=1 Ack=18722 Win=1360 Len= TSvaSs==
29 8.438810 203.0.113.55 192.8.2.246 TLSvl. 1437 Ignored Unknown Record -
208 9.438822 203.8,113,95 192.8.2.246 TLSvl. 1437 Ignored Unknown Record [
Checksum: @ucSdd [unverified)
[Checksum Status: Unverified)
Urgent pointer: @
» Options: (12 bytes), Mo-Operation (NOP), No-Operation (NOP), Timestamps
v [SEQ/aCK analysis]
IThis is an ACK to the segeent fn frase: 23]
[The RTT to ACK the segment was: 8.315664888 seconds]
v [TCP Analysis Flags]
v [Expert Info (Warning/Sequencel: TCP Zero Window segment]
ITCP Zero Window segment]
[Severity level: Warning]
[Group: Sequence]
o0 88 ¢3 ff fc 2B 3B ¢9 EB6 1O <7 &5 81 00 03 f¢
oF 00 45 00 00 34 e 71 40 00 40 06 75 &7 9a 14
e3 f6 34 54 14 5f ed b1 @1 bb 7 92 2 01 £2 1a
le 48 80 10 80 89 c5 dd 02 20 91 81 88 da 34 Be
#e 64 cf 6 18 Sc d.o.y
O ¥ Zero Windows_ 10 Packats: 253 - Displayed: 253 (100.00) - Load time: 0:0.3  Profie: Defauis
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