Deploy the ExtraHop Trace Appliance in
Azure
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The following procedures explain how to deploy an ExtraHop Trace virtual appliance in a Microsoft Azure
environment.

System requirements
Your environment must meet the following requirements to deploy a virtual Trace Appliance in Azure:

¢ An Azure storage account

e ALinux, Mac, or Windows client with the latest version of Azure CLI & installed

e The ExtraHop Trace 1150v virtual hard disk (VHD) file, available on the ExtraHop Customer Portal
e A Trace appliance product key

e The following supported Azure instance size:

Appliance Azure Instance Size

ETA 1150v Standard_D4S _v3

Deploy the ETA 1150v

Before you begin

The procedures below assume that you do not have the required resource group, storage account, storage
container, and network security group configured. If you already have these parameters configured, you
can proceed to step 6 after you log into your Azure account.

1. Open aterminal application on your client and log into to your Azure account.
az login

2. Openhttps://aka. s/ devi cel ogi nina web browser and enter the code to authenticate, and
then return to the command-line interface.

3. Create aresource group.
az group create --nane <name> --location <location>
For example, create a new resource group in the West US region.

az group create --name exanpl eRG --1ocati on westus

4. Create a storage account.

az storage account create --resource-group <resource group nanme> --nane
<st orage account nane>

For example:

az storage account create --resource-group exanpl eRG --name exanpl eSA
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5. View the storage account key. The value for key1 is required for step 5.

az storage account keys list --resource-group <resource group nanme> --
account - nanme <storage account nane>

For example:

az storage account keys list --resource-group exanpl eRG --account - nane
exanpl eSA

Output similar to the following appears:

[

"keyName": "keyl",
“perm ssions": "Full",
"val ue":
" CORuUBNITcxLxg0bbszhZ4RKTB93CqLpj ZdAhCr NJugAor AyvJj hGrBSedj YPmz XPi kSRi gd
5T5/ YGYBol zxNg=="

e
{ "keyNane": "key2",

"perm ssions": "Full",

"val ue": " DO da4+6U3Cf 5TUANng8/ GKot f X1HHIuc3yl j Al U+akt RAf 4/
KwWQUUAUNnhdr w2y g5Pbas5FpZn60ZYvRONncnT8Q=="

}
]

6. Set default Azure storage account environment variables. You can have multiple storage accounts
in your Azure subscription. To select one account to apply to all subsequent storage commands, set
these environment variables. If you do not set environment variables you will always have to specify
- -account - name and - - account - key in the commands in the rest of this procedure.

export AZURE _STORAGE _ACCOUNT=<st or age account _nanme>

export AZURE_STORAGE ACCESS KEY=<key1>

Where <keyl> is the storage account key value that appears in step 5.

For example:

export AZURE STORAGE ACCOUNT=exanpl eSA

expor t
AZURE_STORAGE ACCESS KEY=CORuUBmTcxLxqO0bbszhZ4RKTB93CqLpj ZdAhCr NJugAor
AyvJj hGrBSedj YPrmz XPi kSRi gd5T5/ YGYBol zxNg==

7. Create a storage container.
az storage contai ner create --name <storage container nane>
For example:

az storage container create --name exanpl eSC

8. Upload the Trace appliance VHD file to the blob storage.

az storage bl ob upl oad --container-nanme <container> --type page --name
<bl ob nanme> --file <path/to/file> --validate-content
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10.

11.

12.

For example:

az storage bl ob upl oad --container-nanme exanpl eSC --type page
--name trace_appliance.vhd --file /Users/adm n/ Downl oads/ ext rahop- et a-
azure-7.2.0.5000.vhd --validate-content

Retrieve the blob URI. You will need the URI when you create the managed disk in the next step.

az storage blob url --container-nanme <storage container name> --nane
<bl ob nanme>

For example:
az storage blob url --container-nane exanpl eSC --nanme trace_appl i ance. vhd
Output similar to the following example appears:

htt ps://exanpl eSA. bl ob. core. wi ndows. net / exanpl eSC/ trace_appl i ance. vhd

Create a managed disk, sourcing the Trace VHD file.

az disk create --resource-group <resource group name> --|ocation <Azure
regi on>

--nanme <di sk name> --sku Prem um LRS --source <blob uri> --size-gb <size
gb>

Where sku specifies the type of disk and desired replication pattern. Managed disks support
only Standard_LRS and Premium_LRS. Premium_LRS has a maximum disk size of 1 TB and
Standard_LRS has a maximum disk size of 4TB.

You can configure the disk size (- - si ze- gb) between 50 GB and 4 TB

For example:

az disk create --resource-group exanpl eRG --1ocati on westus
--nane exanpl eDi sk --sku Standard LRS --source https://

exanpl eSA. bl ob. core. wi ndows. net/ exanpl eSC/ t race_appl i ance. vhd
--size-gh 60

Create the VM and attach the managed disk. This command creates the Trace appliance VM with a
default network security group and dynamic public IP address.

az vmcreate --resource-group <resource group nane> --|location <Azure
regi on>

--nane <vm nanme> --0s-type |inux --attach-os-disk <di sk name> --size
<azure machi ne size>

For example:

az vm create --resource-group exanpl eRG --1ocati on westus --nane
exanpl eVM --o0s-type |inux
--attach-os-di sk exanpl eDi sk --size Standard D4S v3

Log into the Azure portal, https://portal.azure.com 2, and configure the networking rules for the
appliance. The network security group must have the following rules configured:
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Table 1: Inbound Port Rules

Name Port Protocol
HTTPS 443 TCP
RPCAP 2003 TCP
RPCAP 2003-2034 UDP
SSH 22 TCP
Table 2: Outbound Port Rules
Name Port Protocol
HTTPS 443 TCP
RPCAP 2003 TCP
SSH 22 TCP
Next steps

Open a web browser and log into the Admin Ul on the Trace appliance through the configured public IP
address. The default login name is set up and the password is def aul t .

Complete the following recommended procedures:

* Register your ExtraHop appliance =

¢ Configure the system time @&

e  Configure email settings for notifications &=
¢ Connect the Discover and Command appliances to the Trace appliance &=
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