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Introduction to the ExtraHop Admin Ul

trator features and functionality of

ew of the global nav

this document. Send your comments or

ack. Please let us know how we can improve
ition ‘ . n.

°rs are compatible with all ExtraHop appliances. We recommend that you install the latest

You must allow cookies and ensure that Adobe Flash Player is installed and enabled. Visit the ‘ £y

to confirm that Flash Player is installed and up-to-date.

Global navigation
This section describes the general layout of the ExtraHop Admin Ul on the Discover and Command appliances.
The top toolbar includes the following controls.

Change default password

Opens the Change Passwort
about changin
Launch Shell

Opens the Extr:

iHop web shell, which enables
ExtraHop appliance. For more information about the ExtraHop web shell, see the ExtraHop ( mand
ine Ref ce &,

Log out

nore information about logging in and out, see the

ani Oult \ ni
Help
Opens the E Hop Ac Guide =

The main administration page has the following sections.

Search

) sections in the Admin Ul quickly by typing a search term and clicking the search result link.

Status and Diagnostics
Verify how the ExtraHop appliance is functioning on the network
Network Settings

Configure the network settings for the ExtraHop appliance

S

ExtraHop 7.1 Admin Ul Guide 8
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Access Settings

Configure user acc to the ExtraHop applianc

ExtraHop Discover Settings
C -d Discove
ExtraHop Command Settlngs

Man ag!

>r appliances from a Command appliance

Connect to a Comm
Command appliance.

ExtraHop Explore Settings
Connect an ExtraHop Di
ExtraHop Trace Settings
Connect an ExtraHop Di
System Configuration
Change the configuration settings of the ExtraHop appliance.
System Settings
Configure the system-level settings for the ExtraHop appliance.
Packet Captures

View and download packet captures.

Log in and log out of the Admin Ul

Imin Ul on the ExtraHop appliance is a secure web page

access the interface.

1. Inaweb browser, navi
<address> is the hostnar

opliance.

2. o log into the Admin Ul type your username in the Username field and vy

field, and then click Log In.

E Note: For phy STo=
Servic \
excludi

The default Extra orc 1 fo
of numbers ¢ Hm m -| i 1 the in

the pt Huu\ I,t b on the front of t

) log out of the Admin Ul click Log out on the toolbar.

and appliance from a Discover appliance or manage

er or Command appliance to an ExtraHop Ex

er or Command appliance to an ExtraHop

> that requires

, the default Admin Ul username is

eployments, the ¢

connected appliances f

lore appliance.

race appliance.

rom a

a username and a password to

s set up and t

e al M wce. F

ault

ExtraHop /.1

our password in

https://<address>/ adm n, where

the Password

vord is the

r virtual appliances,
isdefaul t.
“ deployments is the string
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9



Status and Diagnostics

rovides metrics about the overall health of t
ExtraHop Support to troubles

Ihe Status e
appliance and ¢ '; gnostic tools that enable

Ihe Status and Diagnostics section includes the folloy
Health

>rovides metrics to view the operating efficiency of the Discover appliance
Audit Log

Enables you to view even ge syslog settings

Exception Files
Enable or disable the creation Discover appliance exception files.

Support Packs

Upload and run Discover appliance support packages.

Health
[he

If issues occur H e Lm \Hop appliance, th
problem and d(,tm,,‘f’ Mnine why the L\ﬁ \ \

ides a collection of metrics « e operation of the ExtraHop appliance.

ected.
H > ExtraHop app llowing operational activities that are
verformed by the L><t">

System
Reports the following information about the system CPU usage and hard disk.
CPU User
[he entag
CPU System

of CPU usage associated with the ExtraHop appliance user.

entage of CPU usage associated with the ExtraHop appliance.

CPU IdIe

lhe CPU Idle percentag

CPUIO

ociated with the ExtraHop appliance

entag sociated with the ExtraHop appliance 1O functions.

Bridge Status
Reports the following information about the ExtraHop appliance bridge comp
VM RSS
[he bridge process physical memory in use
VM Data
[he bridge process heap virtual memory in use.
VM Size
[he bridge process total virtual memory in use.
Start Time
Specifies the start time for the ExtraHop appliance bridge component

Capture Status

> -
RE[

following information about the ExtraHop appliance network capture status.

ExtraHop 7.1 Admin Ul Guide
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VM RSS
Ihe network capture process physical memory in use.
VM Data
I'he network capture process heap virtual memory in use.
VM Size
Ihe network capture process total virtual memory in use.
Start Time
Ihe start time for the ExtraHop network capture.
Service Status
Reports the status of ExtraHop appliance services.
exalerts
Ihe amount of time the ExtraHop appliance alert service has been running.
extrend
Ihe amount of time the ExtraHop appliance trend service has been running.
exconfig
Ihe amount of time the ExtraHop appliance config service has been running.
exportal
I'he amount of time the ExtraHop appliance web portal service has been running.
exshell
Ihe amount of time the ExtraHop appliance shell service has been running.
Interfaces
Reports the status of ExtraHop appliance system interfaces.
RX packets
The numn
RX Errors
Ihe number of received packet errors on the specified interface.
RX Drops
I'he number of received packets dropped on the specified interface.
TX Packets
The numn
TX Errors
Ihe number of transmitted packet errors on the specified interface.
TX Drops
The number of transmitted packets dropped on the specified interface.
RX Bytes
The numn
TX Bytes

ber of packets received by the ExtraHop appliance on the specified interface.

ber of packets transmitted by the ExtraHop appliance on the specified interface.

ber of bytes received by the ExtraHop appliance on the specified interface.

s memory (N\ ) status anc ~ 0 op app
status for specified ¢ ts that have configuration settings

>r to the appliance is tu

The ExtraHop settings that are held in NVRAM.

ExtraHop 7.1 Admin Ul Guide
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Options
The read-write optio r the settings held in NVRAM.
Size

[he size in gigabytes for the identified compone
Utilization

- each of the identified components as a quantity and as

lhe ExtraHop appliance collects the following log data and reports the results on the audit log Activity page

Time

[he time at which the event occurred.
User

[he ExtraHop appliance user who initiated the Ic
Operation

[he ExtraHop appliance operation that g ted the
Details

[he outcc

odified, Execute, or Failure. Each log entry

also identi
Component
[he ExtraHop appliance component that is associated with the

View audit log activity

1. Inthe Status section, click Audit Log.
Click View.

Configure syslog settings

d audit logs to a remote sy
In the Status section, click Audit Log.
Click Syslog Settlngs

Configure the following settings:

You can sen erver for long-term storage, monitoring, and advanced analysis.

1.
2

Destination:

Type the name of the remote syslog server.
Protocol:

Select UDP or TCP from the drop-down menu.
Port:

Type the port for

4. Click Test Settings tc

see an entry in the s

value is 514.

the remote sy

are correct. If the se {
r similar to the fo <;>,'.'\"‘\§3;:

are correct, you should

Jul 27 21:54:56 extrahop nane="ExtraHop Test" event id=1

ExtraHop 7.1 Admin Ul Guide
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Click Save.
he Audit Log page appe

U

/. Click Save.

Audit log events
The following events on an ExtraHop

s with the following messa
6. Click View and Save Changes nex

The Running Config page appears with your cha

ge: Runni ng confi g has changed.

to the mes

s highlighted.

Cate

Login from Web Ul or Admin U

Login from SSH or RES

Running Cor

[S]

Support Pack

past suppc

A support pac

em and service status

>m shuts down

« The bridge, capture, or portal process is
restarted

o Asystem service is enabled (such as SNMP, web
shell, management, SSH)

em service is disabled (such as SNMP, web

shell, /management, SS

Network

» A network interf

. Ihe hostname

or DNS setting is changec

« Anetwork interface

route is changed

Browser sessions

« A specific browser session is deleted

Support account

~ount is enabled

. The support a

e The support key is regenerated

>

« The system time is set

. € em time |

e Thetime zone is set
e A manual NTP synchronization is requested

Firmware

e Firmware is upg

ExtraHop 7.1 Admin Ul Guide

13



e Archived firmware is del

License A new static lic

. License server connectivity is

e Aproduct key is

er

« Anew license is applied
Command appliance « A Discover appliance conn
appliar
« A Discover appliance disconnects from a
Command appliance

ore jance establishes a
d connection to a Command app

e AnExp
tunne

or Trace app

jance

fa)
C

e  Command appliance information is

A ‘

~A -~ f - Y
cense for a Di

a Command appliance

~ments

SSL decryption An SSL decryption key is savec

Appliance user « Auseris added
e User metadata is edited

s de

(]
L]
i O
L]
AD
AF .

« An APl key is deleted

e Atriggeris added

e Atrigge

Dashboards .

[ ]
[ ]
. o0 known as a short

«  Dashboard sharing options are modified

« A scheduled report is created

« Ascheduled report is updated

uled report is deleted.

ched

ExtraHop 7.1 Admin Ul Guide 14



Trends A trend is reset
PCAP A File |
« A packet capture (PCAP) file is downloaded
) . - . .
RPCAI « An RPCAP configuration is added
«  An RPCAP configuration is dele

\(Y‘ 0og

Remote

og settings are updated

Support account

. Ihe support account is enabled
« The support account is disabled
Atlas « The Atlas Remote Ul account is enabled
« The Atlas Remote Ul account is disabled
. [he connection to the Atlas Service is reset
« A Discover appliance disc s from the Atlas
€ « The extended datastore configuration is
modified
« The datastore is reset
« A datastore reset complet
o Customizations ar
. Customizations a
. utmmhwmr\deeled

Offline capture

Hffline capture is loaded

Exception files

>xception file

eted

Explo

ore clust

ode i ized
A node is zru;de(, to an Explore cluster
cluster

o
M
N
©
f%
T
-

' Explore

> joins an Explore cluster

uster

de leaves an Explor
A Discover or Command appliance is paired to
lore appliance

A Discover or Commmand appliance is unpaired
from an Explore a

An Exg \w,w\ od
thro

but not

Explore appliance records

Explore appliance records are deleted

e appliance « Anew Trace appliance is initialized.
« A Discover or Command appliance is paired to a
Trace appliance.
« A Discover or Command a
disconnected from a
Trace appliance packetstore A Trace appliance packetstore is rese

ExtraHop 7.1 Admin Ul Guide
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Enable writing to exception files

) the disk if

W ou e the B> File ting, a core file of the data

s. This file can help ExtraHop S

1. Inthe Status and Diagnostics section, click Exception Files.
2. Click Enable Exception Files.

Disable writing to exception files

1. In the Status and Diagnostics scction, click Exception Files.
2. Click Disable Exception Files.

Support packs

\ A ‘ N . .
Ahen va e
vvien you

View Support Pack results

View, download, or delete selected support packages.
Upload Support Pack
Upload diagnostic support packages on the ExtraHop system.
Run Default Support Pack
Create a diagnostic support package that can be downloaded and sent to the ExtraHop Support team.

View the diagnostic support packages

1. In the Status and Diagnostics section. click Support Packs.
2. Click View Support Pack Results.

Download a selected diagnostic support package

1. In the Status and Diagnostics scction, click Support Packs.
2. Click View Support Pack Results.

Click the name of the diag ¢ support package that you want to download. The file will download to

your browse

Delete a selected diagnostic support package

1. In the Status and Diagnostics scction, click Support Packs.
2. Click View Support Pack Results.
Click the red X next to the support package you want to delete.

4. Click OK.

Upload a support pack
1. In the Status and Diagnostics section. click Support Packs.
2. Click Upload Support Pack.
Click Choose File, navigate to the diagnostic support package you want to upload, and then click Open.
4. Click Upload to add t

e file to the ExtraHop appliance.

ExtraHop 7.1 Admin Ul Guide
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System support pack

Some support packs only perfc

1 about the state

d a results ps

Support Pack Results page.

To create a diagnostic support

1. Inthe Diagnostics se

Click OK.

backage that can be downloaded ¢

function on the ExtraHop appliance, while other support pac
> by the ExtraHop Support team.

system for analys
then the Admin Ul redirects to

DY ‘
to the ExtraHop Support team, t

and sent to the ExtraHop Support team:

s section, click Support Packs.
Click Run Default Support Pack.

ExtraHop 7.1 Admin Ul Guide
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Network Settings

Ihe Network Setting n has the followir ifigurable settings:

Atlas Services
Connect the Disc
on the ExtraHop w
Connectivity
Configure the host name, DNS
Flow Networks
Configure settings for flow network traffic sen
Notifications
Configure email, SNMP, and sy
SSL Certificate

\ /i
Al

View and manage SSL certifica

to the ExtraH

\ emo nalysis & page
site for more information abou H e

;

ons about your ExtraHop applian

For specifications, installation guides, and more information about your ExtraHop appliance, visit

ExtraHop Cloud Services

servi

>S5S provides acce

ExtraHop Cloud Servi s to ExtraHop cloud-basec through an encrypted connection.

ervice from ExtraHop that detects anomalies by applying machine-learning techniques

Addy i

O Wire date

o learn traHop Addy User Guide &.

rt that is deli
plication de

>d monthly. The report

v chain.

raHop customers with a remote a
endations for critical components ac

Connect to Atlas services

E Note: Yol

1. In the Network Sett
2. Onthe Connec
The A subscription serv
Return to the Connect to Atlas S

4. Click Test ConnectIVIty ake sure the connection is successful. If you have proble
the Atla the \ Ibleshoot an | iection & for troubleshooting suggestio

Click Connect.

°r Fxp\’w'( and T\ ace appliances to Atlas Services, but you cannot

;\'mmx;s; to Atlas S

bout the ser

e file to
to Terms and Conditions.

“lick Terms and Conditions to reac
>nt opens in the browser or dc

computer.

ge and select the checkbox

lH‘” to

Disconnect from Atlas services
If vou no lo
1. In the Network Settin
2. Click Disconnect.

vant to receive Atlas reports, you can disconnect from the subscription service.

ction, click Atlas Services.

ExtraHop 7.1 Admin Ul Guide
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Connectivity

[he Connectivity page provides options that enable you to viev

Interface Status

In phys

displays a diagram of the following interface connections on the bac

Blue Ethernet Port:
dentifies the management port.
Black Ethernet Port:
ndicates that the port is licensed and enabled but down.
Green Ethernet Port:
ndicates that the licensed port has an active Ethernet cable connected.
Gray Ethernet Port:

dentifies a disabled or unlicensed port.

Network Settings
Hostname:
[he name of the appliance on the network.
Primary DNS:
[he IP addre
Secondary DNS:

(Optional) The IP address of t

of the primary domain na

Proxy Settings
Enable Global Proxy:
Provides the ability to enable proxy support for connection to the Command appliance.

Enable ExtraHop Cloud Proxy:

D
©

Provides the ability to enable proxy support for connection to ExtraHop Cloud services anc

Remote UL.

Bond Interface Settings
Create Bond Interface:
’rovides the ability to bond m

.Only 1GbE p
sort trunking, link bundling,

ore that connectivity.
“t ExtraHop Support for

Interfaces
Interface

\

Displays the interface number.

ExtraHop 7.1 Admin Ul Guide
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Mode

Displays whether the port is enabled or disabled and if enabled, the port assignment.
DHCPv4

Displays whether DHCPv4 is enabled or disabled.
IP address

Displays the static IP address of the ExtraHop appliance on the network.
Netmask

Displays the netmask configured to divide the IP address into subnets.
Gateway

Displays the IP address for the gateway node on the network.
Routes

Displays configured static route information.
MAC Address

Displays the MAC address of the ExtraHop appliance.
IPvé

Displays whether IPv6 is enabled or disabled.

Interface throughput
ExtraHop appliance mode
to capture traffic exclusi

Enabling the 1 GbE inte 5 for monitoring traffic can 'r*’w)'i(” perﬁ'*rr*w‘me. depending on the ExtraHop

appliance. While you can optimize these appliances to capture traffic simultanec ws\‘ on b H the 10 GbE
ports and the three non-management 1 GbE ports, we recc »mrwmi H‘:H you contact Ev raHop Support fo
assistance to avoid reduced throughput.

s EH5000, EH6000, EDA 6100, EHB8000, EDA 8100 and EDA 9100 are optimized
0 ?u \,A"E ports.

ExtraHop Appliance Throughput

EDA 2100 Standard 40Gbps throughput

EDA 8000/81C

@)

0 Standard 20Gbps throughput
interfaces ar
use @'M*@' one or
10GDbE in
Muu&m\ It

EDA 5000/6000/6100 Standard 10Gbps throughput

maximum total combin "J
throughput is 10Gbp

Y

Standard 3Gbps throughput No 10GbE interface

EDA 1100 Standard 1Gbps throughput No 10GbE interf

Configure network settings
Set the hostname and DNS information for your ExtraHop appliance.
1. Inthe Network Settings

2. Inthe Network Setting:

section, click Connectivity.
section, click Change.

ExtraHop 7.1 Admin Ul Guide

20



« Hostname: The descrip C e name for the Extral \ m liance on the network. Devices ¢
network can be identified L y their H7 address, MAC adc m descriptive name s
setting.
. Primary DNS: The com
U nslate domain nar
domain name se
« Secondary DNS: The backup server to the primary DNS.
4. Click Save.

of the network domain name, which is §
>rs into P addresses. Each domain requires a

domain name server.

puter that stores
ified in alpha-num

er and at least one seco

Configure the RPCAP settlngs

After you configure an interfac an RPCAP t: , configure the RPCAP settings.

[S)

E Note: You must specify an interface address or an interface name. If you specify both, then both
ettings will apply.

1. Inthe Network Settings section, click Connectivity.

2. In the RPCAP Settings

tion, complete one of the following actions:
e Click the port number in the Port field to edit an existing port definition.
o Click Add to add a new port definition

3. Inthe Add RPCAP Port Definition section, edit the following settings as needed:
» Port: Specifies the st ’ L‘:“:H on the ExtraHop appliance. Each port must
interface :;um‘e: on 'he same server. You can cor ms‘ different subnets across servers with the same
port, which can be a (,P and JDP bort. If you are con 'jgt ring multiple software taps and multiple
soft oad might traverse a range of UDP ports. The range consists of 16 ports,

be unigue for each

software tap listeners, the pay
tar I\ ng with the specified p

1as multiple interfaces
e ExtraHop appliance
which means the

« Interface Address: Spccifies the subnet on the softwar an S¢ M
that match the interface irst interface on the server sends traf
>ss the interface name default, the interface address i

appliance will accept packets from any IP address or CIDR r:

@ample, 10. 10. 0. 0/ 24 forwards all traffic on the system that "T of that CID \\ range
ard that will match all traffic on the system, or 10. 10 0.1 wils traffic that matc

netmask of the local interface.

« Interface Name' Specifies the 'mt"‘ "f‘('i on the \J cket-forwarding server from
which to forward packets. For exa >, et hO in a Linux environment or \ Devi ce

\ NPF {2C2FC212 701D 42E6 9EAE- BEE969FEFB3F} ina »“/’m:\oxx’@ environment.

. F|Iter S

80 f 1y

80. For more in
4. Click Save.

with Berkeley Packet Filter (BPF) syntax. For example, tcp port
. and not th port 80 forwards only non-TCP traffic on port
tax, see http://biot.c ipstats/bpf.html .

ifies the tra to fc
v TCP traffic on port 8
ormation about BPF sy

Configure an interface

1. In the Network Settings ), click Connectivity.
2. In the Interfaces section, click the name of the interface you want to configure.
On the Network Setting:
the Interface Mode drop
Option Description

or Interface <interface number> page, se the following options from

down:

Disabled [he interface is disabled.

ExtraHop 7.1 Admin Ul Guide
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Description

Option
Monitoring Port (receive only) Monitors net

vailable for

the Extra }7(

1ages

Management Port Mar

Management Port + Flow Target

traffic forw

g Note:

Management Port + RPCAP/ERSPAN Target

‘warde

High Performance ERSPAN Target

than 1 Gbps. ¢

more

vork traffic.
nterface 1.

es the ExtraHop af

arded from a flow

 you en

- EDA 1

ges the ExtraHop appliance ar
>d from a s

This option is not

pliance anc
network.

ble NetFlow on the EDA 1100
000v, you must ¢ J able

ippliances cannot proces

wire data simultane

d captur
Oftware tap or U\“JV)/\

) handle
de if the

ExtraHop appliance has a 10 C

“The ExtraHop orts the following ERSPAN implementations:

«  ERSPAN Type |
«  ERSPAN Type I
ERSPAN Type Il
. [ransparent Ethe
implementations such as
Note: For / i
Management + RPCAP/ERSPAN for Inter mu* 1 \*
vou must select Management + RPCAP/ ERSPAN
RPCAP/ERSPAN for Interface 2.

system supp

monly

sulation com
Switch.

N-like encaps
\,/),lf, nv

rnet Bridging. ERSPA
the VN

VDS and

Mware

Amarznn \Weh Sernvicee (AN Aer
\mazon Web Services (AWS) de

110C \t rfac

V.
FH6000, EDA
4. DHCPv4 is er

1abled by default. If your netw
checkbox to disable DHCP and then type a s
5. (Optional) Enable

IPvo.
For
6. (Optional) M

For
/. Click Save.

/\1‘ )0, U H )00,
ork does not s t DHCP, you
tatic IP mM’\ ss, netmask, a

nore information about configuring IPv6, see Ei Py

anually add routes

formation about ‘:v:‘m\'ig\mg staticr

nore ir

Set a static route

Before you begin

You must disa

1. On the Edit
and click Edit Routes.

\dd Route section, type a network addre

n the Via IP field and then click Add.

for each route you want to add.

static route.

the IPv4 Address and Netmask fields

an add a

DHCPv4 before YOU Ce

Interface page, ensure th

SS range

3. Repeat the previous step
4. Click Save.

found in v

or th rface 1

L ar “\ EDA /1L 0.

in CIDR notation in t

/irtual switch

st select
VO interfaces,
1nd Management +

you mu

figuring tv

, EDA 9100,

the DHCPv4

an clear

red,

ire complete and sav

e Network field and [Pv4
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Enable IPvé6 for an interface

1. In the Network Setting “tion, click Connectivity.
In the Interfaces section, click the name of the interface you want to configure.

3. the Netv rr\g“mmjm Interf: clect Enable IPvé6.
H' /\ conf ‘

N

- <interface number> p:
w Enable IPvé6.

4. (Option: onfigure IPvé addresses for the interface.

tion options appear be

o Toautomatically assign [Pvé addresses through DHCPv6, select Enable DHCPv6.
g Note: If enabled, DHCPv6 will be used to configure DNS settings

e To automatically assign IPv6 addre
following options from the Sta
Use MAC address

Configures the appliance to automatically assign IPv6 addresses based on the MAC addres:
the appliance.
Use stable private address

Configures the appliance to automatically assign private IPv6 addresses that are not based on

hardware addresses. This method is described in RFC 7217.

e Tomanually assign one or more static IPvé addres

Addresses

nfiguration list:

type the addresses in the Static IPvé

S Server (RDNSS
elect RDNSS/DNSSL

1d DNS Sear

the app M
information acco

rch List (DNSSL)

O route

/.

6. Click Save.

Global proxy server

r ExtraHop appliance t
o) ocal network, you
ve on your network. Internet con

°r can be configured per ExtraHop appliance.

Configure a global proxy server

1. In the Network Settin ction, click Connectivity.
2. Click Enable Global Proxy or click on the name of an existing g

yvou want to modify.

On the Global Proxy Settings pe type the following information:

« Hostname: The hostname or [P address for your

global proxy

« Port: The port number for your global proxy server.
« Username: The name of a user that has for access to your global proxy server.
« Password: The password for the user specified above.

4. Click Save.

Remove the global proxy server

1. Inthe Network Settings section, click Connectivity.
2. Click Change Global Proxy.
3. Click Delete, and then click OK.
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ExtraHop Cloud proxy

nnect to the inter

1ave a direct internet connection, you can co
Cloud services and Atlas connectivity. Only one

des ted for ExtraHop
raHop zapp iance.

M ince does not

ris enabled, the ExtraHop appliance will attempt to connect through
i e*wzah\— I the :Al sHop appliance will connect throug

able the

'|)v

Configure an ExtraHop Cloud proxy server
1. Inthe Network Settin

Click Enable ExtraHop Cloud Proxy. Click Change ExtraHop Cloud Proxy to modify an existing
configuration.

ction, click Connectivity.

N

3. Click Enable ExtraHop Cloud Proxy.

4. Type the hostname or IP address for your proxy server.

5. ype the port number for your proxy server, such as 8080.

6. (Optional) If required, type a username and [’)5‘1t;f¥.‘.()'d for your proxy server.
/. Click Save.

Remove the ExtraHop Cloud proxy server

1. Inthe Network Settings section, click Connectivity.

2. Click Change ExtraHop Cloud Proxy.

Click Delete, and then click OK.

Bond interfaces

/our ExtraHo

appliance “into a single
mber interfa ding interf
also known as link ition, po

Only 1GbE interface

bond multiple 1GbE mt rf
[P address for the co )
throughput with & ;"i e

\able a large
nanneling,

\H \\ bu

r network switch confi

our switch. Cor

>rfaces
Disabled d member) in th
you cannot add more members or de

recreated.

Create a bond interface
\ . > a bond inter

0 the number of

d up to the nber of members that

1. Inthe Network Settings section, click Connectivity.
2. Click Create Bond Interface.

Configure the following options:

« Members: Select the checkbox next
ports that are curre my

0 each interface you want to include in the bonding. Only 1GbE
sailable for bond membership appear.

» Take Settlngs From: S

Settings for all non r,%\m
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. Bond Type S y whether to create a static bond or a dynamic bond through

of traffic more

1ash policy. The Layer 3+4 policy bala
X ‘ . The Layer

this policy is not fully

2+3 \,AOM;,,
4. Click Create.

Refresh the page to display the Bond Interfaces section. Any bond interface member whose settings were not

in the Take Settings From drop-down menu are shown as Disabled (bond member) in tf

Modify bond interface settings
After a bond interface is created, you

1. IntheN

NC

> bond interface is a single interface.

vork Settin

In the Bond Interfaces

N

C ) create a static bond or a dynamic bond through
gation ( A\

« Interface Mode: The mode of the bond membership. A bond interface can be Management or
Mangement+RPCAP/ERSPAN Target only.

« Enable DHCPv4: If DHCP is enabled, an IP address for the bond interface is automatically obtained.

. Hash Pollcy' Spe (M\ the hash (M\ v. The Layer 3+4 ( nces the distribution of traffic more
CrC ho is not fully 807 1 standards. The Layer 2+3 policy

balanc

« IPv4 Address: The static IP addi

enabled.

e. This setting is unavailable if DHCP is

« Netmask: The network netmask for the bond interface.

» Gateway: [he P addre

 Routes: The
4. Click Save.

vay.

ond interface. This setting \available if DHCP is enabled.

Destroy a bond mterface
VWhen a bon f\ nterface > interface n

rinterface is se

“f:,ff,)""'{ the

na MAN > me
member f

e member interf

°t to move the bond
retain the bond interf ing

remains

4. Click Destroy.

ExtraHop 7.1 Admin Ul Guide

25



Flow networks

You must configure netv /wk interface and port setting
collect N tF from remote flow nety

following flow technologies: o NetFlow Version 5 (

on the ExtraHop Discover appliance e Ve
rks (flow exporters). The thr J‘ lop system supports the
5) and Version 9 (v9), AppFlow, IPFIX, and sFlow.

\/

In addition to configuri
NetFlow traffic. Refer

g your Discover appliance, you must configure your network dev to send sFlow or

ur vendor documentation or see sample Cisco configurations in the appe m

Configure the Discover appliance to collect traffic from NetFlow and sFlow devices

Before you begin
You must have full system privileges to configure flow networks in the Admin Ul

First you will configure the interface on your Discover appliance.
. Log
2. In the Network Setting

In the Interfaces section, click the name of the interface that you want to receive the flow data.

> into the Admin Ul on your Discover appliance.

ction, click Connectivity4

4. Select Management Port + Flow Target in the Interface Mode drop-down list.

E Note: The EDA 1100 and EDA 1000v must
because these appliances cannot ﬁ;ﬁr’@z;(,,)
appliances are configured for flow data, vy

ed for either flow data or wire data

ow d m md wire data simultaneously. If these

ou must set the monitoring port t © Disabled.

5. If Enable DHCPv4 is selected, click Save. Otherwise, f‘:;mﬁg;ure the remaining network settings and then
click Save.

> confi

Next, configure the flow type and the UDP port over which the flow data is collected.

1. Inthe Network Settings section, click Flow Networks.
tion, type the UDP port number in the Port field. T fault port for Net Flow is 2055

ault port for sFlow is 6343. You can add additional ports as nec ,1,,1 for your r‘r”‘\\,,f"r'<;>fwrmJHL

3. From the Flow Type drop-down menu, select NetFlow or sFlow. For AppFlow traffic, select NetFlow.

4. Click the plus 1i,+,1 icon to add the port.

5. Save the running configuration file to pre
top of the Flow Networks page, and then ¢

ClIC

your changes by clicking View and Save Changes at the
< Save.

Finally, add the pending flow networks on the Discover appliance so the flow data can be seen in the
ExtraHop Web UI.

1. Inthe Network Settings section, click Flow Networks.

2. In the Pending Flow Networks section click Add Flow Network.

ype a name to identify this flow network in the Flow Network ID field.

4. Select the Automatic records checkbox to send records from this flow network to a cor

nected Explore

liance.

ect the Enable SNMP polling che
6. If you enable SNMP polling, select one
menu:
« Inherit from CIDR H you select this option, the SNMP credentials are applied based on the Shared
SNMP Credentials settings
e Custom Credentlals. Select v2, or v3 from the SNMP version drop-down list and then configure
the remaining settings for the specific polling type.

1P polling.
options from the SNMP credentials drop-down

I Q
. -

/. Click Save.
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he flow network appears in the Approved Flow Networks table. If vy
i ave tm manually add it by clicking Add Flow Network in the App

enable SNMP polling on your flow network configuration, you must s 'H‘\"\,ﬂ' the credentials that
you to poll the network device. The SNMP a % ntication credentials apply to all flow net ::*ri<< ina
CIDR block and are at,mmmku ly applied to every u’s( overed flow networ k ur \ri\if; custor

om credentials
configured.

1. Loginto the Admin Ul on your Discover appliance.

2. In the Network Settings scction, click FIow Networks.

3. Inthe Shared SNMP Credentials section, click Add SNMP Credentials.

4. ype the IPv4 CIDR block in the CIDR field.

Select vl1, v2c, or v3 from the SNMP version drop-down list and then complete the remaining fields.
6. Click Save.

Manually refresh SNMP information
You can poll and retri
waiting

(auto

from
ach

v 24 hours), you can |

The ExtraHop sys olls for the following information:

eve data on demar
autor - polling to

polling occurs eve

*  The system name of the SNMP & t. , Vtifier is assigned f SNMP to the flow network.
« Theinterface name of each interface on the SNMP age
the flow network.

entifiers are for each flow interface on

e The Mi‘r"lf\(, e spee

of each interface on the SNMP ¢

og into the Admin Ul on your Dis appliance.

2. In the Actions column for the approved flow network, click Poll.

Notifications

nd SNMP traps. If SNMP is s
ver. If an email notif mtw 1 group is spec

ils are sent to wa ups ac

In addition, you can send alerts to a remote server through a sy >XPOrt.

Configure email settings

You must configure an email server and sender before the ExtraHop appliance can send notifice bout
system alerts by email.

1. Inthe Network Settings section, click Notifications.
2. Click Email Server and Sender.

Type the IP address or hostname for the outgoing SMTP mail server in the SMT

Note: The SMTP s

rver field.
| be the fully qualified domain name (FC or |IP 'VW\PW of an
5 accessible from the ExtraHop n Nt netwc

the SMTP ¢ rcan be a FQDN, ¢ % r\\ vise it needs m be an \P

4. ype the

ort number for SMTP communication in the SMTP Port field. The default port number is 25.
Select one of the following encryption methods from the Encryption d'op down list:

«  None. SMTP communication is not encrypted.
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~

1

~
U.

e SSL/TLS. SMTP communication is encrypt sport Layer

Security pr ol.
« STARTTLS. SMTP communic
ype the email address for the notification sender ir

E Note: The displayec
through a C

1 d L

supplied for authenticatio )

cates to f*r‘\'a%\\f‘ certificate validation. If you select this option, the certificate on
the remote endpoint is validated against the root certificate chains specified by the trusted certificates
manager. In addition, the host name specified in the certificate presented by the SMTP er must match
the host name specified in your SMTP configuration or validation will fail. You must configure which
certificates you want to trust on ,\ e Trusted Certificates page. For more information, see Ad trus
ertificat | Hop appli

Select Validate SSL Certifi

ort sender in the Report Sender Address ficld.
ntication checkbox and then type the SMTP server setup credentials in the

ype the email address for
Select the Enable SMTP au
Username anc

Click Save.

Configure an email notification group

Emai

notific: who shc uld re

In the Network Settings section, click Notifications.

Click Email Notification Groups.

Click Add Group.

In the Group Info section, configure the following information:

« Name: Define a name for the email group.

this checkbox if you want to send system storage alerts to the

» System Health Notifications: Selec
Nt under the following conditions:

email group. These alerts are

e Avirtua <ﬁ<:\< is m a fir*gma, ed state.

that you want
harated by a
air W format

comma, semicolon, or space. Em: u\ adc s are checked only for [name
validation. There must i»w at least one rm{,,\\ address in this text box for the

Modify an email notification group

o

In the Network Settings section, click Notifications.
Click Email Notification Groups.

Click the name of the group that you want to modify.

In the Group Info section, modify the following information:
« Name: Define a name for the email group.

» System Health Notifications: Selec

email group. These alerts are sen

« Avirtual disk is in a degraded state.

* Aphysica
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1as an increasing error count.

> is missing, such as firmware, datastore, or packet cay
5. enter Hw recipient email addresses for the individuals to
Ip. Email addresses can be entered one per line or

Delete an email notification group
If you want to delete an existing

it is assigned to.
E Note: \/“ en yo

1. Inthe Network Settings sec sction, click Notifications.

I delete an email group, the ) and all of its associated email addresses are

N

Click Email Notlflcatlon Groups,
3. Onthe Email Groups page, click the red X to the left of the group name.
4. Click OK.

Conflgure SNMP settlngs to send notlflcatlons to an SNMP manager

wHH a standard way of monitoring are and sc wft vare on
stations. SNMP ¢

which specifi

name \(\ ntifies tw

1. Log into the Admin Ul on the ExtraHop appliance.

2. In the Network Settings section, click Notifications.

3. Click SNMP.

4. In the SNMP Monitor field, type the hostname for the SNMP trap receiver. Multiple names can be
entered, separated by commas.

5. In the SNMP Community field, enter the SNMP community name. SNMP community names are case-
sensitive.

6. Inthe SNMP Port field, type the SNMP port number for your network that the SNMP agent responds
back to the source port on the SNMP manager. By default, this value is set to 162.

/. CHf K Test Settings to verify that your SNMP settin
see an entry in the SNMP log file on the SNMP s¢

s are correct, you should

Connection from UDP: [192.0.2.0]:42164->[ 192.0.2.255]:162
Where

192. 0. 2 0 is the [P address of your ExtraHop appliance and 192. 0. 2. 255 is the IP address of
the SN

IMP server.
8. Click Save.

0

Next steps
After you confirm that your new settings are working as expected, pr’eae“'“ el

mt em restart and shutdown events by saving the Running Config file.

Ir configuration changes

Configure syslog notification settings
[he send alerts from the ExtraHop appli
and correlation with other source

bg export enables \/u\ to

o input for long-tern

E Note: To ;j-,(:»/m Y

settings. (

ce to any remote system that re

1. Inthe Network Settings section, click Notifications.
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2. Click Syslog.
On the Syslog Notification Settings page, type the following information:

» Destination: The IP addres:
 Protocol: From the drop-down, selec e to send information to your remote
server.
Ault, this is set to 514.

ect. If the ‘%HHW;S\, are correct, you should
o the following:

* Port: The port number for your remote ¢
4. Click Test Settings to veri

see an entry in the syslog log file on

Jul 27 21:54:56 extrahop nane="ExtraHop Test" event id=1

Click Save.

SSL certificates

W nin Ul of the ExtraHop appliance. To enable SSL, a

that the
v the use of

Generate a self-signed certificate
1. Inthe Network Settings section, click SSL Certificate.
Click Manage certificates to expand the section.
3. Click Build SSL self-signed certificate based on hostname.

4. On the Generate Certificate page, click OK to generate the SSL self-signed certificate.

L

DN

E Note: The default hostname is ext r ahop.

Upload an SSL certificate

You must upload a .pem file that includes both a private key and either a self-signed «

authority certificate.

E Note: The .pem file must not be password protected.

1. Inthe Network Settings section, click SSL Certificate.
2. Click Manage certificates (0 ::;;x:p;m the section.
Click Choose File and navigate to the certificate that you want to upload.
4. Click Open.
5. Click Upload.
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Add a trusted certificate to your ExtraHop appliance

oned by

Your Extra
S onnections are validatec

In system certi

Before you begin

You must be a user with full system privile

@ Important: To trust the

enable SSL

ouilt-in sy
ertificate

, you must also

1. Loginto the Admin Ul.

2. Inthe Network Settings section, click Trusted Certificates.

he ExtraHop appliance ships with a set of built-in certificates. Select Trust System Certificates if vou
want to trust these certificates, and then click Save.

To add your own certificate, click Add Certificate and then paste the contents of the PEM-encoded

chain into the Certificate field

5. ype a name into the Name field and click Add.

certificate

FECDHE-ECDSA-AES
e ECDHE-RS/

e ECDHE-ECDSA

o ECDHE-RSA-AES

Next steps
Configure LDAP and SMTP settings to validate outbound connections with the trusted certificates.
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Access Settings

In the Access
the L traHop appliances

sett

“tion, you can chang
for remote authentic

Password

Change the password for user accounts.
Support Account

Enable troubleshooting a
Users

stance from ExtraHop Support.

e users, and modify user privile

Sessions
View and terminate user s
Remote Authentication
Enable users to log on to the Admin Ul with their e
API Access
Manage the settings that enable

User Groups

jons on the Admin UL.

redentials.

sting

orm operations through the ExtraHop REST API.

'w and manage user gro

s only on Extra

> ExtraHop appliance after
a blue Change Password

ter the setup user password is

ommended that you c
ff\’ the first time
Of the |

M‘ top

E Note: The password must be a minimum of 5 characters.

e Change default password button.

without the drop-down menu fo 5. The password will

2 )ld password field.
w password field.

in the Confirm g vord field.

Click Save.

Change a user password

Admin Ul users ma e their own passwords. Admin Ul administrators may change the ¢

local user accounts.
E Note: « You canonly ¢ %'w:’a\"“) > passwords for sers, not for users a nticated with LDAP.
« The defa assword for Amazon Web Services (AWS) users is :he string of numbers
after We 'm the instan

1. Inthe Access Settings section, click Change Password.
2. Inthe User field, se

ect a user from the drop-down.
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In the New password field, type the new password.

4. In the Confirm password field, type the same password again.
5. Click Save.
Click OK.

For more information about privileges for specific Admin Ul users and groups, see the Users section.

Support account

Support accounts provide access f

the ExtraHop appliance and to provide remote an

These settings should be enabled only i stem administrator requests hands
from the ExtraHop Support team or if your organization is subscribed to Atlas Services

Enable the Support account
1. Inthe Access Settings section, click Support Account.
2. Click Support Account.
E Note: On a Command, Explore, and Trace appliance, this step is unnecessary.

Click Enable Support Account.
4. Copy the encrypted key from the text box and email the key to support \

5. Click Done.

Regenerate the Support account key
1. Inthe Access Settings section, click Support Account.
2. Click Support Account.
E Note: On a Command, Explore, and Trace appliance, this step is unnecessary.

Click Regenerate Key.
Click Regenerate.

un

Copy the encrypted key from the text box and email the key to support ()
6. Click Done.
Disable the Support account

1. Inthe Access Settings section, click Support Account.
2. Click Support Account.

E Note: On a Command, Explore, and Trace appliance, this step is unnecessary.

Click Disable Support Account.

Enable the Atlas Remote Ul account

The Atlas Re

mote Ul account enables the ExtraHop Support team to provide remote analysis reports through

1. Inthe Access Settings section, click Support Account.
2. Click Atlas Remote Ul Account.

Click Enable Atlas Remote Ul Account.
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4. Copy the encrypted key from the text
Click Done.

<and email the key to sup \

Disable the Atlas Remote Ul account

1. Inthe Ac

ss Settings section, click Support Account.
2. Click Atlas Remote Ul Account.
Click Disable Atlas Remote Ul Account.

the ExtraHop appliance through a

add local and remote use

User accounts can be authenticated locally or remotely. See the ication section for

tion about configuring remote accounts.

The following default accounts are configured on the ExtraHop appliance:
setup
The set up account provides full 9'*,\\‘ n read and write privileges on the Web Ul, Admin Ul, and Shell,
vhich is the ExtraHop command-line interface (CLI). :‘% ysical appliances, the def:

coun t e tag u,m,s' on the front o( M‘e appliance. O

shell
The Shel I account, by default, has access to non-administrative shell commands in the ExtraHop
On pt r this account is the service tag number on the front of
the a M . On virtual appliances, the default password is def aul t .
ENoteTwJM\EH%

imbers ¢ the

\

of d for Amazon Web Services (AWS) users is the string of

ance ID.

Add a user account

1. Inthe Access Settings section, click Users.
2. Click Add User.
In the Personal Information section, t

in ID: The username for the acco

owing information:

u og

is the name

Full Names: A « display name for the user
« Password: The new user password. The password must be a minimum of 5 characters

vious field.

E Note: For more

5. Click Save.

Modify a user account

1. ection, click Users.

that you want to modify.

rivileges or change the full name of the user.
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4. Click Save.

Delete a user account

E Note: Re

1. Inthe Access

hccounts must be deleted manually from the ExtraHop appliance.

tings section, click Users.
ed X next to the use unt you want to delete.

E Note: You cannot d

2. Click the

e the account of the current user.
3. Click OK.

User privileges

An administrator can grant users the following privileges.

Privilege Description

Full s M privile

tivity maps.

e dashboards.

> L0 ONne or more

Full write privil

nd custom p

re act \/’H,‘y' maps.

th

e Explore ¢
« Create

[} C

,

Limited write privi

«  Create scheduled reports and view reports

owned by the logged-in user.

 View dashboards, metrics, a
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Privilege Description

«  Create, modify, and or ze personal
ashboards and modify dashboards shared with

ogged-in user.

»  Generate and save activity maps.
e View record f‘\ur"'r’f"s collected through the

Explore appliance.

Full read-only privileges e View hwtvw*is. retrics, and ;?(t'Wt\/ maps.

Restricted read-only privi

e View dashboards shared with the user.

with the user.

rivileces (A nir ) HT A A A - A (CAMMAanA

ivileges (Admin Ul) . into the Admin Ul on a Command
o privileges (Web ) e e A e

No privileges (Web Ul) . nto the Web Ul on a Command

View connected appliances » View connected Discover, Explore, and Trace

appliances on the Command appliance Admin Ul.

View and download «  View and download pac \<“*‘f‘ ‘:.'w tured through

the Discover md race applial
ivilege can b to all users with

o the Web UL

Sessions
The E% traHo

NS M St ‘) SUM =>C

ssion expires or is dele

Delete active sessions
When vou delete an active
current user 57935 on.

for a user, the user is ut of the Admin Ul. You can not delete the

click Sessions.
o de

ns table, click the red x at the end of the row for the st

ser sessions, click Delete All and then click OK.

note authentication

ication for user authenticati >
o allow all or a subset of

itication syste N as LDAP, RADIUS, or
> appliance with their existing credentials.

Centralized authentication t

es the following benef
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chronization.

» Automatic creation of ExtraHop accounts for users without administrator intervention.

!
ement of ExtraHop privileges based on LDAP grou

-onfigurations:

To configure remote authentication, you must have a remote server with one of the following

. OpenLDAP or Active Directory)

ors can grant access to all known users or restrict access by applying LDAP filters.
L]
L]

The ExtraHop system supports the Lightweight Directory
authorization. ExtraHop LDAP ¢ uw‘mr,\'m:\:m only queries
that might be in the LDAP direct

re authenticated e\;?;a'ms\ the remote LDAP server by their
nto the ExtraHop system. When a user attempts to log

Users whose credentials are
username and p
onto the ExtraHop

they attempt to

raHop system:

« Attempts to authenticate the user w:)(,;wH\,/.

» Attempts to authe m’m‘ﬁ the
ExtraHop em s cc

erontot } e Lxh al \ op system ﬁ t\‘c user cxiﬁts and the p
s not store v on the ExtraHop system.

no< the (19
. 0gs the |

he LDA

appears with the login

If the user does not exist or an incorrect password is used, an error mes
Ensure that each user to be remotely authorized is in a permission-specific group on the LDAP server before
edure.

nning this p

Configure LDAP authentication
@ Important: If you change LDAP authentication a

MHM\J L groups, and ac

remote authentication are removed. Local us

t remote authentication

were created through

Inaffected.

1. Inthe Access Settings section, click Remote Authentication.
2. In the Methods section, ~t the LDAP option and click Continue.

E Note: Clicking the back button in your browser during this pro

Ire could result in lost changes.

fields:
e field. Make sure that the DNS

!\,[% a hostname.

3. On the LDAP Settings page, complete the following
a)  Type the hostname or IP address of the LDAP s

s of the ExtraHop appliance is p

1 which the |

mh confi

ure LDAP /tls Idap).
-down list. Select Posix or Active

) ro
d) DN in the Bind DN field. The bind DN is the user credentials that allow v
',\' W LDAP server to perform the user search. The bind DN must have
nd any OU, ¢ s, or user account required for LDAP authenticati
an anonymous bind is performed. Note that anonymous binds are not en:
standard login attribute for POSIX systems is ui d. The standard login attribute for
ive Directory ems is SAMAccount Name.
e) ord in the Bi ml Pa rd field. The bind pas:

> with the LDAP server as the bind DN specified a
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anonymous bind, leave this setting blank. In some cases, an "%ufhrt:«‘fh::
ipply a Bind DN value but no b
setting
Select on of the following encryption options from the Encryption drop-down list.

bind is pof’ ssible, where
ind password. Consu \t Ir LDAP administrator for the proper

YOl

« None. This options specifies the use of cleartext TCP sockets, typically port 389
& Warning: All passwords are sent across the network in cleartext in this mode.

« LDAPS. This option specifies LDAP wrapped inside SSL, typically on 1
«  StartTLS. This option specifies the use of TLS LDAP, typically on port 36
before any passw )

ords are sen
g)  Select Validate SSL Certificates to
on the remote endpoint is vali

certificates manag
/er must matct

§ :J t the LDAP
vill fail. You

\/:i‘U"f‘ in the Refresh Interval field or leave the default setting of 1 hour. The refresh
interval ensures that any changes made to user or group access on M LD/ \P server are updated on
the ExtraHop appliance.
g user settings:

in the Base :)N field. The Base DN is the point from where a sen
sers. e DN must conta m\ user accounts that wi
The users can be direct nber the

Whole Subtree option is sdv“' ted for the Se
b) Type a search filter in

searching the LDAP ¢ M

.','H\ search for
access to the ExtraHop appliance
in an OU within the base DN if the

He specified below.

irch criteria when

@
>
T

Search filters enable you to

C) one of the follc drop-down list. Se ecifies the
wfﬂ directory
«  Whole subtree I'his option looks recursively under the base DN for matching users. For
example, with a Base value of de= exarrpl e, dc=com TM search would find the user
ui d=j doe, dc-exanpl e, dc=comand ui d=j sm t h, ou=seat tI e, dc exanpl e, dc=com
« Singlelevel. Thi ion \C"“k" for users th— ist in the base DN; not any
mbtr’«'\(s For exa with a Base DN value of dc=exanpl e, dc=com the
ch would find a user ui d=j doe, dc= exaerI e, dc=com but would not find
uid ]smth ou=seattl e, dc=exanpl e, dc=com
To configure user group setting mport user groups from LDAP server checkbox and

configure the following settin
a) Type the base DN in the E
for us s. The bs

e Base DN is the point from
ser groups t’wat will have a

. - Whole Subtree w\iwtw 1S s€ S
% \\ terin h(t J»y;l\’n\' FM 1t HJ 1 Search f

e search criteria when

c) Select one of the following ::::p!\(m "r‘ m the Sr;w h Scope drop-down list. Search scope specifies the
scope of the directory search when looking for user group entities.
«  Whole subtree. This option looks recursively
«  Single level This option looks for use
Click Test Settings. If the test succe
fails, click Show details to see a list
Click Save and Continue.

under the base DN for matching user groups.
oups that exist in the bs}‘;@ ON:; not any subtrees.

status message appears near the bottom of the page. If the test
5. You must resolve any errors before you continue.

Next steps
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Configure remote user permissions
Determine whether you want to allow local or remote authenti

For information about user permissions, see the U rivil se

1. Choose o

e of the following options from the Permission ass rop-down list:

«  Obtain permissions level from remote server

f you want to obtain a permissions | fl
from remote server '\\"L'«w and complete a

PEermissions:

ct the Obtain permissions level
ing fields to specify the remote

rfOm ¢

« Full access DN
e Read-write DN
e Limited DN

« Personal DN

«  Node connection privileges DN

E Note: This field is visible only on the Command appliance.

e Read-only DN
. R%sw‘;,Jerm;ed DN
. Packet ¢ s full DN

nce supports the follo
e Directory: menmber O
)six: posi XGr oups, gr oupof Nanmes, and gr oupof uni queNanes
«  Remote users have full write access

This on allows remote users to h;w# full 5 to the ExtraHop Web Ul. To allow remote
users l view and download packet captures, select the Remote users can view and download

packets checkbox.

- Remote users have read-only access

This option allows

to have read-only privile

ad packet captur

E Note: You can add read-write permissions on a per
the Admin UL.

2. Click Save and Finish.

3. Click Done.

ice (RADIUS) for remote

e ExtraHop ap

pliar

'*:r:\ loc

ted R,/\DUE; and plair

Configure RADIUS authentication

“lick Remote Authentication.
yuthentication method drop-down, then click Continue.

1. In the Acc

2.
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3.  On the Add RADIUS Server p
Host
The hostname or

ippliance is properly ¢

oe, type the following information:

erver. Make sure that the DNS of the ExtraHop

Secret
The shared secret between the ExtraHop appliance and the RADIUS server. Contact your RADIUS
administrator to obtain the shared secret.

Timeout
The amount of time the Extr: \H p appliance waits for a response from the RADIUS server before
attempting the connection ag:
4. Click Add Server.

Iy e

(Optional) Add additional servers as needed.

6. Click Continue.

7. By default, remote users have full write access. If you wish to grant all remote users read-only privileges
by default, select Remote users have Read Only access.

8. (Optional) To allow remote use

view and download packets che

~w and download packet captures, select the Remote users can

Ne)

Click Save and Finish.
10. Click Done.

TACACS+

The ExtraHop appliance supports Terminal Access Controller Access-Control
remote authentication and authorization.

lus (TACACSH) for

ACACS+ server

Ensure that each user to be remotely authorized has the ExtraHop service configured on the
g this procedure.

Configure TACACS+ authentication

1. Inthe Ac s section, click Remote Authentication.
ethods section, select TACACS+ from the Remote authentication method drop-down, then click

2. Inthe M

Continue.

> type the following information:

of the TACACS
are enteri

Make sure that the DNS of the ExtraHop

appliance and the
listrator to obtai
» Timeout: The amount of time the ExtraHop appliance waits for ¢
before attempting to connect again.
4. Click Add Server.

Iy e

(Optional) Add additional servers as needed.

6. Click Save and Finish.
7. Choose one of the following options from the Permission assignment options drop-down list:

[S)

«  Obtain permissions level from remote server

rom the remote server.

This option allows remote users to obtain permis

Note that you must also configure the TACACS+ server.
attribute servi ce = ext rahop and setting one of the ( J\ owi

« setup = 1, which allows the user to create and modify a
ExtraHop Web Ul and Admin U

ExtraHop 7.1 Admin Ul Guide

40



« readwite = 1, which allows the user to create and modify all objects and settings on the
ExtraHop Web Ul

« limted = 1 which allows the user to create, modify, and share dashboards

« readonly = 1, which allows the user to view objects in the ExtraHop Web U

e personal = 1, which allows the user to create dashboards for themse
dashboards that have been sha ith them

e Jlimted netrics = 1, whic AH‘)\ s the user to view sharec

 packetsfull = 1 which allows the user to view and ¢
user permission levels

/€S and m CC‘V\’ any

ownload packets for

For example:
user = dave {

éé}vice = extrahop {
readonly = 1

}
}

«  Remote users have full write access
This option allows remote users to have full write access to the ExtraHop Web Ul.
. Remote users have read-only access

['his option allows remote

E Note:

5 to have read-only permissions to the ExtraHop Web UL

can add read-write permissions on a per-user be
dmin Ul

is later through the Users

'd download packet captures, select the Remote users can

9. Click Save and Finish.
10. Click Done.

API access

/\(’Jm\'w'\it\"amr’%. or users with full system privile
' te users from

i, APl keys

ited the key.

ntrol whether use
ryou can disab

sted in the K

e \' % ExtraHop REST APL AP

ed H n APl key, you mus

p appliance. The ExtraHop REST API E
in cURL, Python 2.7, and Ruby.

See the ExtraHop REST \ ide & for more information.
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Manage API access
You can manage which users are able to generate APl keys on the ExtraHop appliance.
1. Inthe Access click API Access.

2. Inthe >ct one of the following options:

section,

ettin 2

. OnIy Iocal users can generate an API key
te APl keys.

Only users created on the appliance can
«  No users can generate an APl key

APl keys cannot be generated. Selecting this option will delete any
Click Save Settings. then click OK, and then click Done.

Next steps
Save the chan

s to the runni ig file.

Enable CORS for the ExtraHop REST API

g \/R >) allC
5 without rec

s the ExtraHop REST AP
equest to travel through a prox

Uil

o the Extra

v and edit CORS se

Y‘ U can ‘("r'*ﬁg‘ Ire one or more allowed origins or yo
1. Only administrative users with full syste

tings.

Add an allowed origin
You can configure one or more allowed ¢
origin.

access to the ExtraHop RES

1. In the Access Settings section, click APl Access.
2. Inthe CORS Settings section, specify one of the following access configurations.

e Toadd a specific URL, type an origin URL in the text box, ¢
ENTER.

N

as HTTP or HTTPS, and the exact domain na

E Note: Allowing REST APl acc
origing

3. Click Save Settings and then click Done.

Delete an allowed origin

You can delete a URL from the list of allowed origins or disable access from all origins

1. Inthe Ac on, click APl Access.

2. In the CORS Setting ify one of the following access configurations.
« Todelete a specific URL, click the de \ > (X) icon next to the orig
o Todisable access from any URL, clear the Allow API requests from any Origin che

3. Click Save Settlngs

Generate an API key
After you log into the ExtraHop appliance, if APl key gener

ation is enabled, you can gener:

1. Inthe Access Settings section, click APl Access.
2. Inthe API Keys section, enter a description for the key, and then click Generate.

p REST

u want to delete.

APl from any

APl from any

nd then click the plus (+) icon or press

me. You cannot

v APl requests from any Origin checkbox.

from any origin is less secure than providing a list of explicit

(

ckbox.

\/\FHQ
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Delete an API key
1. Inthe/
2. In the Keys section, (M:,k

3. Click OK.

ettings sectior

API permissions
The pe

ermission level

Permission level

that is set for a

), click APl Access.
the X next to the

APl key you want to delete

do through the REST API.

Jser can

Full sy

1 privile

neration for the ExtraHop appliance.

d description for any APl key on the
system.
«  Delete APl keys

\ /1~ A
. Viey

for any user.

v and edit cross-origin resource sharing.

y non-system dashboard to another user.
through the REST API.
REST API.

ransfer ownership of any

. Perform any Admin Ul task available

. 3(‘\’?'ur'u‘ any Web Ul task available through the

Full write p

. Generate your own APl key.

. our own APl key.
. ord, but you cannot pe Ny other
he REST API.
e Perform any ) Ul task available through the REST API.
Limited write privile «  Generate an AP key.
« View or delete their own APl key.

o Char other

Adm
«  Perform

e your own password, but you cannot perform any
n Ul tasks through the REST API.
all GET operations through the

the sharing status of dash

> REST APL

rds that you are allowec

. Modify

L]
L]
Personal wr . ~nerate an APl key.
Read-only pr « View or delete your own APl key.
. /our own password, but you cannot perform any other

nin Ul tasks
. >erform all GET operation

h the REST API.
s through the
that you own.

throug
REST API

. Delete dashboards

e Perform metric anc 't*(‘orfi queries.

emd download packets from an ExtraHop Discover appliance
the GET/ packet capt ur es/ {id} «

operz: ation.

This a ed to a user with full write, limited

dditior

write, personal w

1al privilege can be grante

rite, or read-only g

ExtraHop

7.1 Admin Ul Guide

43



User Groups

o view, enable, and disable

- groups that are imported from a

to all members in the group. Only remote user accounts
r groups.

din the fh tinguished name (DN, as part of the

hentication section about co

> authentication settir the followir

1 the remo

properties appear Ii
Group Name

Displays the name of the remote LDAP group. v the men

Members

Displays the number of user

into the ExtraHop Dis ~r or Command appliance.
Associations

Displays the number of dashboards t
Status

I

vith a dashboard and that ha

S in the

whether
p is conside
>cified when sharin

D| sabl ed, the
7 still

the status is

. the

on the appliance. When

empty when perft

dashboard.

r groups a

~ - -
° (Nce er hot

Authentlcatlon > LDAP Settlngs page.
«  An administrator refre w sa up \ y clic \<M'o Refresh All User Groups or Refresh Users in
Group or pr \Pl. You can refresh a group from the User Group

an be modified on the Remote

° A remote (

to the Ex:r;‘fH)r‘ \“et Ul or Admin Ul for the first time.

A user attempts to \ bad a shared dashboard m:r they do not f

View the members of a user group
it are imported from a
Ip from within the Member List

e members ir
and ref

section, click User Groups.

2. Click the group name in the user groups list.

[ ickl y» name in the Filter user groups field. You can

@ Tip: Y ou can find us ups quickly ypiNg a name in
sort the user group list by clicking on a column title.

)

The member list displays the \'UH name, login ID, ¢

atus of the members who have
roup s as: /::" te

dashboard. Clicking on the full
cts you to the Admin > Users > Edit

vy the remote LDAP server are greyed

into the appliance and w

f the member wh
r that user. |
outin ther me list and car

E Note: If a user be

that is «

at group is a membe up (nested group)

shboard, then the user appears in the member list of the
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Enable or disable a user group

You can share custom dashboards with a remote user group so that every m

ciated dashboard. If a us
the dashboard is still shared

ass a

up member can view the :

er group is disabled, no

with the group.

@ Tip: Select more than one user group to enable or disable multiple groups at one time.

1. Inthe Access Settings section, click User Groups.
Select the checkbox next to the name in the g

Iy

o list and click one of the following:

. [0 enable a use

roup, click Enable User Group.

. o disable a user group, click Disable User Group.

Reset a user group

When you reset a user group, all shared dashboard association

s on the remote LDAP ¢

> Are remon

server, the group 1s removed from the user group

>

Select more than one user group to reset multiple groups at or

1, click User Groups.
box next to the

> checkt
Click Reset User Group.
4. Click Yes to

2. Select the

group name in the list.

onfirm the re

Refresh users and user groups

can manually refresh LDAP user grc
groups are synchronized with the

rs within a specific
ps on the LDAP serve

@ Tip: Select more than one user group to refresh multiple users at one time.

1. 1 the Acce ettings section, click User Groups.

> options:

e Torefresh all user groups, click Refresh All User Groups.

. o refresh users in a user group, select the checkbox next to the group name and then click Refresh
Users in Group.
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System Configuration

1gs that can be char

stem Configuration
> Admin UI.

on contains ExtraHc

Capture

Configure the network capture settings

Datastore and Customizations

on the Disc

ver appliance.

> datastore and modify customizations. Datastore configuration settings are not available on
ymmand ¢ ance

Geomap Datasource
Modify the information in geomaps.
Open Data Streams
Send log data from the Disco

,or HTTP <

Trends

Reset all trends and trend-based alerts ¢

Capture

fine-tune t
nple

nethoc

Capture setting 1 the Command appliance.

The ExtraHop Admin Ul includes controls to manage the following network capture settings:

S

Excluded Protocol Modules:

Specify protocols and associated devi
MAC Address Filters

Determine which devices are discovered by MAC address.
IP Address Filters

Determine which devices are discovered by IP address.
Port Filters

Enable TCP and UDP ports.

Pseudo Devices

e excluded from the network capture.

I

dentify individual de

shown in the capture only as the router address.

es (that have IP addresses outside the monitored domains) that normally are

Protocol Classification

Add custom protocols to the capture and associate these custom pre

protocols.

ols with ExtraHop module
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Discover by IP

le or disable the discovery of devices on the networ

rypt SSL traf

nanage SSL decryption keys to dec

Access the session table with the ExtraHop system acting a

Software Tap

Capture traffic through a high-speed packet forwarder (RPCA

Network Overlay Decapsulatlon

Enable or disable the network overlay decapsulation

Excluded protocol modules
T%:—‘ Excluded Protocol Moc

the network capture. B ‘

U manually exc

E Note: Capture settings are not configurable through

capture unless v«

Exclude protocol modules

To exclude a protocol module from the network captu
1. Click System Configuration > Capture.

2. Click Excluded Protocol Modules.

3. Id Module to Exclude.

4. 0On H Selec
that you want t
Click Add.

de from thn; capture.

un

~ O

After the capture restarts, click OK.

Re- |nclude excluded protocol modules
To re-include a previously excluded protocol module:

1. Click System Configuration > Capture.
2. Click Excluded Protocol Modules.

rovides an interface to
ported modules on the ExtraHop a

the

na

On the Excluded Protocol Modules page, click Delete next

want to re-include.
4. Click Restart Capture.
5. After the capture restarts, click OK.

MAC address filters
You can add filters to exclude specific MAC addresses o

>r appliance

Exclude MAC addresses

p

1. Inthe System Configuration sect
2. Click MAC Address Filters.

jon, click Capture.

: Capture settings are not configurable through

the

vendor device t

kK capture by |

fic on the netwc

nemcache serve

serve

\‘:‘1

ommai

On the Excluded Protocol Modules page, click Restart Capture.

to the module

Comma

) A

Ol

d ap

raffic

nd a

addre

rk.

NVGRE and VXLAN protocols.

pplian

from

pplian

ss rather than by MA

nage the protocols that you want to

include

ce are included in the

rame for each module

CEe.

ExtraHop 7.1 Admin

ol Module to Exclude page >, from the Module Name dropdown, select the module
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the network capture on
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Click Add Filter.

I, type the MAC address to

Click Add.

In the following example, the full MAC address is excluded from the capture:
« MAC Address: 60: 98: 2D: B1: EC: 42

« Mask: FF: FF: FF: FF: FF: FF

In this example, only the first 24 bits are evaluated for exclusion:
« MAC Address: 60: 98: 2D: B1: EC: 42
« Mask: FF: FF: FF: 00: 00: 00

Re-include excluded MAC addresses

1. Click System Configuration > Capture.

2. Click MAC Address Filters.
On the MAC Address Filters page, click Delete next to the MAC address filter for each address you want
to re-include.

4. Click OK.

IP address filters
You can use filters to exclude specific IP addresses and IP ranges from the network capture on the ExtraHop
appliance.

E Note: Capture settings are not configurable through the Command appliance.

Exclude an IP address or range

1. Click System Configuration > Capture.
2. Click IP Address Filters.

3. Click Add Filter.

4. Onthe IP Address Filters page ou want to exclude, or an IP address

5. Click Add.

Re-include an excluded IP address or range

1. Click System Configuration > Capture.
2. Click IP Address Filters.

On the IP Address Filters page, click Delete next to the IP address filter for each address you want to re-
include.

4. Click OK.

Port filters

You can use filters to exclude traffic from specif

ic ports from the network capture on the Discover appliance.

E Note: Capture settings are not configurable through the Command appliance.

Exclude a port
1. Go to the Configuration section and click Capture.

2. On the Capture Configuration page, click Port Filters.
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3. Click Add Filter.
4. On
e JO
. [0 specify a destin

the Port Address Filters

specify a source port you want to

ation f;wor't you wan
5  Fromt

6. Click Add.
Re-include an excluded port

1. Click System Configuration > Capture.
Click Port Filters.

3. the Por
4. Click OK.

w N

Address Filters page, ¢

Filtering and deduplication
Refer to the
device discover

iew th

“ts of
\M‘

following table to v
y. Deduplication is en:

e LHf

abled by

Y

Packet
Dropped by

MAC address
filter

e IP Protcol drop-down list, select the

pr

1ge, enter the port you

t to exclude,

ol

ick Delete next

Want

exclude, enter the port in the So

ter the

ycol you

to the

filtering and dec

ault

on

the apy \m nc

IP address filter Port filter

want to exclude

port you want to re

to include.

urce Port field.
port in the Destinatior
on the

1 Port field.

indicated por

include.

Iplication on metrics, }'I‘éﬂ,‘&’(\l, capture, and

L2 dedup L3 dedup

Network \/L/\N
L2 Metrics

collected Nc

ot collected

Not

Not cc

llected Collected

'M’r‘)ﬂ onted

Not cc

Fragmented:

Collected

Network VLAN
L3 Metrics

Not collec

Not ¢

collected

Not fragm

Not collected Co

ected

Not collectec

Collected

Device L2/L3 Not collected Not co

Metrics

llected

Not fragmer

Fragmentec
detail: Not
collected

‘ted:

llected Collected

Not co

PCAP Captured
Packets

Captured

Global

Captured

Captured Captured

Precision PCAP  Not c
Packets

apturec Not car

ptured

Not capture

d Not

tured Captured

No discovery Discovery Discovery
No discovery No discovery ed:

ExtraHop
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Packet MAC address IP address filter Port filter L2 dedup L3 dedup
Dropped by filter

ire, but are an
‘ \P \ \L H“:::

ﬁ framd

es do

H(T

ZiTC:d toward

. L3 Jt ur ‘Mw on is t,

3INSMIS

1 L3 in H e \u ation
> to avoid counting the

Pseudo devices
Pseudo devices are de
version with this fu
evices. By
an inco N'w;‘; router.
Unlike with pseudo
E Note: Any pseudo devices created on a previous version of ExtraHop firmware will remain on your

Discover applic ' igrat e pseudo devi ‘ ice .

E Note: Capture settings are not configurable through the Command appliance.

traHo ;\‘ rersion 6.0. If you have upgradec

N page to migrate exist

itored broadcast domai

Specify a pseudo device

Note: To monitor remote locations with multiple, non-contiguous subnets,
multiple times with the same dummy MAC but with different IP sub
of the IP subnets assis i

alaYalala
)0:00:01.

figure below, a I\';‘J fic relating

e MAC address 22:22:

1. Click System Configuration > Capture.

Click Psuedo Devices.

3. Click Add Device.

4. On the Add Pseudo Devices pag
IP Address

The IP address range for the device in CIDR notation.

N

enter the following information

| P Addr ess/ subnet prefix |ength

For example, 10. 10. 0. 0/ 16 for IPv4 networks or 2001: db8: : / 32 for IPv6 networks.
MAC

s for the

Remove pseudo devices

1. Click System Configuration > Capture.

2. Click Psuedo Devices.

3. Onthe Pseudo Devices page, click Delete next to the pseudo device you want to remove from the list.
4. Click OK.
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Protocol cIaSSIflcatlon

specific

stom protocols over specific ports. These
ve the Layer 4 (TCP or UDP) pr col. These
) use the TCP protocol.

The Protocol Classification page provides an interface to perform the following f
«  List applications and ports for the following network entities:

e Widely-known applications that are mapped l»:) non-standard porte

4 esser

known g;w"s,\ custom networking applications.

. Unna
e Add custom

€ S _hat use TCP and U,/P fT“\ example

mapping that includes the f

M mation:
Name

TCP or UDP).
Source

(Optional) The sg
Destination

The
Loose Initiation

port. Port O indicates any source port.

stination port or range of ports.

ant the ¢
[m at \U

( > ;:w nection without
Hse mmmw or long- M ed flows.

tocol classification, attempts to
You can turn off loose initi mm ) for ports
nple, the wildcard port O).
1 port mapping from the list.
The application name and port do not display in the ExtraHop Web Ul or
data capture. The device will appear in reports that use historical data, if H"‘

discoverable within the reported time period.

hwf do not i\

« Delete protocols with the se

ays carry the

»  Restart the network capture.

+  You must restart the network captt 1 changes take effect.

. )\’

ously-co \ ected capture

‘\ his
uHH

H‘” Extral \“
ized o
arc \:m”tf; for each “T the tocol name that must bv;,,
port numbers in the ,Admm \,,‘\.

In Mmost cas > Né
this rule are Oracle (w
If you add a pr
dash (-). For exe

1434- 1489 in the
classifications with H e same name.

1467

Horts . Vi
, add each of the three

h affic

Canonical Name Protocol Name Transport Default Source Port Default
Destination Port

ate p roto gel

ActiveMQ TCP 0 61616

AJP AJP TCP 0 8009
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Canonical Name Protocol Name Transport Default Source Port Default
Destination Port

CIFS CIFS rcp 0 139, 445

DB2 DB2 TCP 0 50000, 60000

Diameter AAA TCP 0 3868

DHCP DHCP TCP 68 6/

DICOM DICOM TCP 0 3868

DNS DNS TCP, UDP 0 53

FIX FIX rcp 0 0

FTP FTP TCP 0 21

FTP-DATA FTP-DATA TCP 0 20

HL/ HL/ TCP, UDP 0 2575

HTTPS HTTPS TCP 0 443

IBM MQ IBMMQ TCP, UDP 0 1414

ICA ICA rcp 0 1494, 2598

IKE IKE ubP 0 500

IMAP IMAP TCP 0 143

IMAPS IMAPS TCP 0 993

Informix Informix TCP 0 1526, 1585

IPSEC IPSEC TCP, UDP 0 1293

IPX IPX [CP, UDP 0 213

IRC IRC TCP 0 6660-6669

ISAKMP ISAKMP ubP 0 500

iSCS iSCS TCP 0 3260

Kerberos Kerberos TCP, UDP 0 86

LDAP LDAP TCP 0 389, 390, 3268

LLDP LLDP Link Level N/A N/A

L2TP L2TP ubP 0 1701

Memcache Memcache TCP 0 11210, 11211

MongoDB MongoDB TCP 0 27017

MS SQL Server TDS TCP 0 1433

MSMQ MSMQ TCP 0 1801

MSRPC MSRPC rcp 0 135

MySQL MySQL TCP 0 3306

NetFlow NetFlow ubP 0 2055

NFS NFS TCP 0 2049
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Canonical Name

Protocol Name

Transport

Default Source Port Default
Destination Port

NFS NFS ubP 0 2049
NTP NTP ubPp 0 123

OpenVPN

OpenVPN

ubP

Oracle

TNS

TCP

PColP

PColP

ubP

POP3

POPS3

TCP

POP3S POP3S [CpP 0 995
PostgresSQL PostgreSQL TCP 0 5432

RADIUS AAA TCP 0 1812, 1813

RADIUS AAA UDP 0 1645, 1646, 1812,
1813

RDP RDP TCP 0 3389

Redis Redis TCP 0 6397

SIP SIP rcp 0 5060, 5061
SMPP SMPP TCP 0 2775

SMTP

SMTP

25

SNMP

W

NMP

162

SSH

wn
T

S

22

SSL SSL TCP 0 443
Sybase Sybase rCp 0 10200
SybaselQ SybaselQ TCP 0 2638

Syslog

Syslog

ubP

Telnet

Telnet

TCP

VNC

VNC

TCP

5900

WebSocket

WebSocket

TCP

80, 443

Ihe name specified in the Protocol Name column in the table is used on the Protocol Classification page to

Q
classify a common protocol that uses non-standard ports.
Protocols in the ExtraHop Web Ul that do not appear in this table include the following:
DNS

[he standard port for DNS is 53. DNS does not run on non-standard ports.
HTTP

[he ExtraHop appliance classifies HTTP on all ports.
HTTP-AMF
I'his protocol runs on top of HTTP and is automatically classified.

SSL

[he ExtraHop appliance classifies SSL on all ports.
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Protocols in this table that do not appear in the ExtraHop Web Ul include the following:

FTP-DATA
[he ExtraHop appliance does not handle FTP-DATA on non-standard ports.
LLDP

[his is a link-level protocol, sc

| classification does not apply.
f

Add a custom protocol classification

)S parsing on another port:

1. Inthe System Configuration section, click Capture.
2. Click Protocol Classification.
Click Add Protocol.
4. On the Protocol Classification page, enter the following information:
Name
From the drop-down, s
Name
Enter TDS for the custom protocol name
Protocol
From the drop-down, select an L4 protocol to associate with the custom protocol (TCP in this
exampl

~t Add custom label....

Source
The source port for the custom protocol. (The default value of O specifies any source port.)
Destination

Locol. becify a range of ports, put a hyphen between
For example, 3400 4400.

The destination port for the ¢
the first and last port in the ran

Loose Initiation
tion witho

- ¢ ag_lin/ed flAvarc
ong-livec ¢

>ct this checkbox if yo S O attempt to ca
ng the connection open. ExtraHop recommends select
the Extre \H“
classify H WS > CC
that im 10t ;,w\\.n\,x*) carry the pre wL col tra

5. Click Add.
6. Confirm the setting
interrupt the collec

~d protocol classification
/ou can turn o

so it attempts to

then click Restart Capture for the change to take effect. This will briefly

appears. Click Done.

Nhen you save the change to the running cor
s. Click View and Save Changes 2t the to

9. Click Save to write the change to the default configuration.

I, a confirmation mes appears. Click

statistics n

s applied across the capture, so you do not need to add it on a g

setting

Remove a custom protocol classification

1. Click System Configuration > Capture.
2. Click Protocol Classification.
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o)

3. On the Protocol Classification p
list.
4. Click OK.

click Delete next to the protocol that you want to 1 from the

ed to the running config. \’h en you save the change to the running bf""
e Extra \@p system 5. Click View and Save Changes al the

wult configuration.

6. Click Save to

/. After the confi d, a confirmation message appears. Click Done.

Discover new devices by IP address

The ExtraHop Discover a p dliance automatically discovers devi
r‘“umHmﬁrJ network. This identification process is knowr
can search for the device a “\(,l analyze dev trics i

NS :m devices are di

v/ 1P is enabled, which mea ove
ARP) request for ar \F address. This metho

onse to an Address Resolution Prc

known as L3 discovery mode.
E Note: Packet brokers can filter ARP requests. The ExtraHop system relies on ARP requests to
associate L3 IP addresses with L2 MAC addresses.

n 1P '&(‘ri\'ew that does not h:
note devices are not automati

)1 P 'd Jw\ ses for d overy.

) remote

unigue MAC address. This method is known as L2
r by \F changes the number of devices that are
two Discover by IP scenarios, three common

3 d vices (by \P address) and L2 devices (by MAC address) that

vered for each scenario and cor W ure m\

E Note: Learn more about findi levices & in the ExtraHop system.

You can disable Discover by IP and only discove
discovery mode. It is important to note that

iscover Oy the ExtraHop system. The folloy
server N\(, configurations, and l, e number

are discc

r*ii

Table 1: Discover by IP

Diagram Enabled Disabled

1 device dis

Host 1

Single NIC with
single IP address

IP1 P2 iPa 3 devices discovered:

: (] ] | :

Multiple NICs, each with their own IP address o cf W i
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Diagram Enabled Disabled

IP1 IPZ IP3

ce disc

o ethO device (L2)

Host 3

Single NIC, multihomed
with multiple IP addresses

view metrics
are discovered,

When Discover by IP is enabled, L2 devices are considered parents of th ces. You can
associated with each IP ada : S¢
and metrics associated with

Next steps

Remote discovery

The ExtraHop system automatically discovers | L3 <J vices bﬂ‘%HJ on observed ARP traffic that is associated
ith [P addresses. If the ExtraHop system detects a e ARP traffic, the ExtraHo

>m considers that IP address to be a remote ¢ omatically d vered

unless you configure a remote IP address range for remo!e

iated with the range of remote

E Note: If you have

discover remote de

a proxy ARP configured in your network, the ExtraHop

5. For more information, see this ExtraHop forum post &,

Remote discovery is useful in the following scenarios:

«  Your organization has a remote office without an on-site ExtraHop appliance but users at that site access
central data center resources that are directly mc ,m!o ed by an Extra 4 pap me The |P addre
the remote site can be discovered as devices.

Of off-site g

within this

your remote
S rang

S

device lim

it.

ry count towards your license

@ Important: Devi d through remote di
Add a remote IP address range
Yuu can configure the ExtraHop sy

of IP addre

1 to automatically

note subnets by adding a

Important considerations about remote ¢
e Onlyy L\ lic-f
such as tho
ExtraHop sy
« Additionally, L2 information, such as ¢
on a different network from the one being
f ded by routers, and therefore is

»  Exercise caution when specif

M( N P‘"i\/a
not me

wvered and visible in the ExtraHo
d a router, or behind a NAT de

)

AC address and L2 traffic, i
nitored by the ExtraHop appli
to the ExtraHop appliance

> CIDR notation. A /24 subnet prefix might res
em. A wide /16 subnet pre [
your device limit.

Jevice

>

X might result

1. Loginto the Admin Ul on the Discover appliance.

em (ﬁl(’)r'mgma tion
3. Click Discover by IP.

4. The Enabled checkbox is se

on, click Capture.

>cted by default. If the checkboy

“t Enabled.
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5. In the Remote Networks section, click Change.
‘\

In the Remote Disc section,

very

address or a CIDR notation, such as
network.

e |P addre
M Extr ‘\H D a

in thousands of discov P"JL,‘

1at mi(‘h the CIDR block wi
ppliance. Specifying wide subnet
es, which migh

1 another IP address or range of IP adc

hen removing IP
eleti

~fore the changes
ing the capture. The

SSL decryption
The ExtraHop appliance supports real-time decryption of SSL traffic for analysis. Before you
raffic, you must provide private keys associated with the SSL server certificate. The server certifi

( O\

\«m s are uploaded over an ection from a web browser to the ExtraHop applia

HTTPS con

You can decrypt SSL traffic that is encrypted with a supported ciphersuite by adding the followi
ExtraHop appliance to facilitate SSL traffic decryption.
»  PEM certificates a
o PKCS#12/PEX ﬁ\@a
Note: The PKCS#12/PEX files are archived in a secure container that contains both public and
private certificate pairs and requires a password to access.

traffic t s encrypted with Perfect | ird Se (PFS hers when you
varding For more information, see Install the Extra ) SEessio rder o

c n the internal USB flash medi
and cannot be r'm,:‘t,,\mted with standard tools.
rmat. To ensure that the keys ¢ ransferable to other
vith information < to the system

s seedec

d key, run a prog
openssl rsa -in yourcert.pem -out new key

lecrypted SSL tra

bted Protocol -
ort O represents

] must create an e

lhe Add Encry

DNS traffic, y

E Note: You must h
b ou do

\dmin Ul

~
\C
5\ certificate.

any por
1se for SS
Auth Only" i
2\ traffic afte

>r you upload an

C
Configure the SSL decryption settings with a PEM certificate and private key

1. Click System Configuration > Capture.
2. Click SSL Decryption.
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In the SSL Decryption Keys

4. In the Add PEM Certificat

section, click Add Keys.

e and RSA Private Key section, enter the following

information:
Name
A friendly name for the added key.
Enabled
Deselect this checkbox if you do not want to enable this SSL certificate.
Certificate
he public key certificate information.
Private Key
[he RSA private key information.
Click Add.
Add PKCS#12/PFX files with passwords to the ExtraHop appliance
1. Click System Configuration > Capture.
Click SSL Decryption.
In the SSL Decryption Keys section, click Add Keys.

4. Inthe Add PKCS#12/PEX File With Password section, enter the following information:

Description
A friendly name for the added key.
Enabled
Deselect this checkbox if you don't want to enable this SSL certificate.
PKCS#12/PFX
Click Choose File and browse to the file, select it, and click Open.
Password
The password for the PKCS#12/PFX file.
5. Click Add.
6. Click OK.
Add encrypted protocols
1. Click System Configuration > Capture.
2. Click SSL Decryption.
vpted Protocols section, click Add Protocol.

4. On the Add Encrypted Protocol page, enter the following information:

[S) S

In the Enc

Protocol
From the drop-down list, select the protocol you want to add
Key
From the drop-down, select a previously set key.
Port
he source port for the protocol. By default this is set to 443, which specifies HTTP traffic.
Click Add.

View connected session key forwarders
You can view
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2. In the System Configuration section, click Capture.
Click SSL Shared Secrets.

Open data context API

lhe Open Data Context API allows external access to the global session table. Clients can store and retrieve
sing the memcache protocol.

information into the Extral \“ D SE
nmit this inf tions as custom metrics. H\w
- se any he client, ¢ m then use me "he commands, st

| NCREI\/ENT. to communicate v ; ith the ExtraHop applianc

\

>, a script running on an externs 3l host inserts CPU ¢

and « M,' H\ t\ iNsac

When using the Open Data Context API, remember the following:

e Committing
unlimited ir -

o All data must be inserted a

e Keys expire at 30-second intery For example, if a key |
anywhere from 50 to /9 se 1 to expire.

o All keys setin the O

expire. This

is not to ex

en DJL{;T\ Context APl are exposed | , :
ris in contrast to the Application Inspection Triggers API, where the default

pose expiring keys via SESSI ON_EXPI RE.

/ic
E Note: This connection is not encrypted and should not be used to exchange sensitive information.

Enable the open data context API
1. Click System Configuration > Capture.
2. Click Open Data Context API.
3. Onthe Open Data Context API page, enter the following information:
Enable Open Data Context API
Check this chec ckbo enable the Open Data Context API.

Check this chec ckbox to enable the TCP port for Open Data Context.
TCP Port
The port number of the enabled TCP port. By default, this is set to 11211.
UDP Port Enabled
Check this chec ckbo ) enable the UDP port for Open Data Context.
UDP Port
The port number of the enabled UDP port. By default, this is set to 11211.
4. Click Save and Restart Capture.
5. Click OK.
s TCP/UDP port 11211 by default, so ensure that

O these por l,« from any external host that will use the API.

E Note: EMHML the (

> firewall 1

s

“lient library with the Open Data Context API. The ExtraHop appliance

All memcache commands are supported, but the following actions are not supp

e Flush. Setting item expiration when adding
»  Detailed statistics by item size or key prefix. Basic

or updating items is s

¢ k expiration is not.
statistics
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Insert data as a string
Some memcache clients attempt to store type MW’/'V\""Ht\'(>\"* in the values. For example, the python mer
library stores vhich cause invalid results when using Sessi on. | ookup in tri

oats as pickled values, v

Incorrect

[l python:
>>> nr.set("ny_float”, 1.5)

/'l triggers:
Sessi on. | ookup("my_float") // returns "F1.5\n."

Correct

[l python:
>>> nr.set("ny_float", str(1.5))

[l triggers:
Sessi on. | ookup("my_float") // returns "1.5"

Change the sessmn table S|ze
H e defal \t

ize, butinc
issues. You must restar

he session table
consumption on the system and cause other

e following line to the "capture" section of the running

"j ssession_table size": 32768
For more information, see the Running Config section or contact ExtraHo pport.

Install the software tap on a Linux server

You must install the software tap on each server to be monitored in order to forward pa
system. You can retrieve the commands from the procedures in this section or the Ext (\H

https://<discover _ip_ address>/ adm n/ capt ure/ rpcapd/ | i nux/ . The bottom of the ExtraH
Admin Ul page contains links to automat tically download the software tap.

Download and install on RPM-based systems
To download and install the software tap on RPM-based systems:
1. Download the software tap on the server by running on of the following commands:

wget --no-check-certificate 'https://<extrahop_ ip_address>/tool s/
r pcapd- <extrahop_firmnare version>. x86_64.r pni

curl -Ok 'https://<extrahop_i p_address>/t ool s/ rpcapd-
<extrahop_firmware_versi on>. x86_64. rpm

Where <ext rahop_i p_addr ess> is the |P address for interface 1 (management), and
<extrahop_firmwnare_versi on>is the firmware version.

2. Install and run the software tap on the server by running the folloy ommand:

sudo rpm -i rpcapd- <extrahop_firmivare_versi on>. x86_64. rpm
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Open and edit the r pcapd. i ni file in a text editor by running one of the following

[S)

vi m / opt/ extrahop/ etc/rpcapd.ini

nano /opt/extrahop/etc/rpcapd.in
Example output:

#ActiveC ient = <TARGETI P>, <TARGETPORT>
Nul | Aut hPermit = YES

lace <TARGETI P> with the IP addres

addition, uncomment the line by deleting the number

For example:

ActiveC ient = 10.10.10.10, 2003
Nul | Aut hPermt = YES

4. Start sending traffic to the ExtraHop system by running the following command:

sudo /etc/init.d/rpcapd start

sudo service rpcapd status

Download and install on other Linux systems

(Optional) Verify the ExtraHop system is receiving traffic by running the following

commands:

e Discover appliance, and <TARGETPORT> with 2003. In
‘ ) at the beginning of the line.

command:

1. Download the software tap on the server by running one of the following commands:

‘ wget --no-check-certificate 'https://<extrahop_ ip_address>/tool s/

r pcapd- <extrahop_firnmnare version>.tar.gz

curl -Ok "https://<extrahop_i p_address>/t ool s/ rpcapd-
<extrahop_firmvare version>.tar.gz

Where <ext rahop_i p_address> is the [P g
<extrahop_firnmware_version>is the fir

2. Install and run the software tap on the server by running the following commands

a)  Extract the software tap files from the archive file:

tar xf rpcapd-<extrahop firmvare_version>.tar. gz
))  Change to the r pcapd directory:

cd rpcapd

c¢)  Run the installation script:

sudo ./install.sh <extrahop_ i p> 2003

(Optional) Verify the ExtraHop system is receiving traffic by running the following

sudo /etc/init.d/rpcapd status

To run the software tap on servers with multiple interfaces, See M ring |
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Download and install on Debian-based systems
l'o download and install the software tap on Debian-based systems:

1. Download the software tap on the server by running one of the following commands:

wget --no-check-certificate 'https://<extrahop_ ip_address>/tool s/
rpcapd_<extrahop_firmnare versi on> and64. deb'

curl -Ok "https://<discover ip_address>/tool s/
rpcapd_<extrahop firmnare_versi on>_and64. deb'

Where <extrahop_i p_address> is the Interface 1 (management) IP address and
<extrahop f|rnmare_ver3|on>\ the firmwze ]

2. Run the software tap on the server by running the following command:
sudo dpkg -i rpcapd_<extrahop_ firmnare_version>_and64. deb

At the prompt, enter the ExtraHop IP addre nfirm the default connection to port 2003, and press

[NTD\
4. (Optional) Verify the ExtraHop system is rece traffic by running the following commands:

sudo dpkg --get-selections | grep rpcapd

sudo service rpcapd status

5. (Opti ) To change the ExtraHop IP address, port number, or arguments to the service, run the
\':::Ho”,\'r g comman J.

sudo dpkg-reconfigure rpcapd

Install the software tap on a Windows server

You must install the software tap on each server to be monitored in order to forward packets to the ExtraHop

system.

1. GotohttpS'//<extrahop_ip_address>/adnin/capture/rpcapd/mAndoms/:ocb:rﬁmﬂ
the RPCAP Service for Windows installer file.

2. When the file is finished downloading, double-click the file to start the installer.

In the wizard, select the con nts to install.
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® RPCAP Service for Windows: Installation Op...[ = | & -

o Select the type of inskallation, or select the checkboxes next ko the
cormponents you want to install.

Type of inskallation: FuII (service and config File)

Zptional components ta install: RPCAP Service
iZonfiguration File

-]

Space required: 1.7MEB

Cancel Mext =

4. Complete the ExtraHop IP and ExtraHop Port ficlds and click Next. The default port is 2003.

- RPCAP Service for Windows | = |5 -

ExkraHop IF:

| 10.10.10.10]
ExtraHop Port:

| 2003

Cancel < Back, Mext =

5. (Optional) Enter additional arguments in the text box and click Next.
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o RPCAP Service for Windows -

additional arguments for the service:

Arguments will be appended to
"\ Program Files\rpcapdirpeapd. exe” -+ -d -L -F "C:\Program
Files\rpcapdirpcap.ini”

Cancel < Back Mext =

Browse to and select the destination folder to install RPCAP Service.

® RPCAP Service for Windows: Installation Fal... [ = 1 & -

o Setup will install rpcapd in the Following Folder. Toinskall in a different

folder, click Browse and select another folder, Click Inskall ko start the
inskallation,

Destination Folder

Browse, ..
Space required: 1.7MB
Space available: 150,3GE
Cancel < Back. Inskall

/. If RPCAP Service was previously installed, click Yes to delete the previous service.

ExtraHop 7.1 Admin Ul Guide 64



- RPCAP Service for Windows

.ﬂ.n RPCAP Service already exists, If wou choose to continue, itwill be
" deleted befare being replaced. If installation fails after this point, you
rnay heed to reboot before retrying, Continue?

Yes Mo

8. When the installation is complete, click Close.

Monitoring multiple interfaces on a Linux server
ervers with mu M"Hy H‘I"r\"w U can configure H‘:;' :;(Jﬂx;)rf‘ ;:w; of
from multiple interfe y editing its configuration file the se

To edit the configuration file, complete the following steps.

1. Afterinstalling the software tap, open the configuration file, / opt / ext r ahop/ et ¢/ r pcapd. i ni
he configuration file Ains this text or similar:

ActiveCient = 10.0.0. 100, 2003
Nul | Aut hPermt = YES

ting Act i veCI i ent line anc
by its inte

~an Acti ved i ent line for each additional interface
ce name or IP address.

Jodify the exis
0 be monitorec

C

Specify each interface

& —

ActiveC ient = <extrahop ip> <extrahop_port>, ifnanme=<interface nane>

Actived i ent <ext rahop_i p>, <extrahop port>, ifaddr=<interface address>
\Where <interface_name> is the
nd <interface_address> is the [P :
The <interface_address> variable can b
specification (network IP address/«

name of the interface from which you want to forward packets,

’ 3 S C interface from which the packets are forwarded.

er the IP address itself, such as 10.10.1.100, or a CIDR

fix length) that contains M \P address, such as 10.10.1.0/24.

rv Actived i ent line, the software tap independently forwards packets from the interface
specified in the line

The following is an example of the configuration file specifying two interfaces by the interface name:

Acti ved i ent 10. 10. 6. 45, 2003, ifnanme=ethO
Acti ved i ent 10. 10. 6. 45, 2003, ifnanme=ethl
Nul | Aut hPermt = YES

he following is an example of the configuration file specifying two interfaces by the interface IP address:

ActiveC ient = 10.10.6.45, 2003, ifaddr=10.10.1.100
Activedient = 10.10.6.45, 2003, ifaddr=10.10.2.100
Nul | Aut hPermit = YES
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he following is an example ¢

) ~onfiguration file specifying two interfaces using CIDR specifications
that contain the interface IP address:

ActiveCient = 10.10.6.45, 2003, ifaddr=10.10.1.0/24
ActiveCient = 10.10.6.45, 2003, ifaddr=10.10.2.0/24
Nul | Aut hPermt = YES

Save the configuration file. Make sure to save the file in ASCII format to prevent errors.

4. Restart the software tap by running the command:

sudo /etc/init.d/rpcapd restart

install the software tap after changing the configuration file, run the installation
olnls mmd and replace <extrahop_lp> ar M:J <extrahop_port> with U e —k flag in order to
preserve the modified configuration file. For example:

sudo sh ./install-rpcapd. sh —k

Monltorlng multlple interfaces on a Windows server

ervers with multiple interfaces, you can configure the softw
r from multiple interfaces iti nfiguratior

packets from a particular

“onfiguration file, complete the following steps.

1. Afterinstalling the software tap, on the server, open the configuration file: C: \ Program Fi | es
\ rpcapd\ r pcapd. i ni
The configuration file contains this text or similar:

ActiveC ient = 10.0.0.100, 2003
Nul | Aut hPermt = YES

N

Client line for each additional interface to be
ce name or IP address.

> an AClv

Modify the existing ActiveClient line and cree
monitored. Specify eac h interface by it

Actived ient = <extrahop_ip>, <extrahop_port>, ifname=<interface_address>

Where <interface_address> is the IP address of the interface from which the pe
<interface_address> can be either the itself, suct 10.10.1.10¢
(network [P address/subnet prefix length) ‘M 2t contains the IP address, such

or

ActiveC ient = <extrahop_ip>, <extrahop_port>, ifaddr=<interface_nane>

\Where <interface_name> is the name of the interface from which the packets are forwarded. The name

\ T rmatted as \DeV| Ce\ NPF_{ <GUI D>}, where <GUID> is the globally unique identifier (GUID) of the
e. Hr example, if the interface GUID is 2C2FC212- 701D- 42E6- 9EAE- BEE969FEFB3F, the

e name is \ DeV| ce\ NPF_{ 2C2FC212- 701D 42E6- 9EAE- BEE969FEFB3F} .

he following is an example of the configuration file specifying two interfaces with the interface IP

address:

]

Activedient = 10.10.6.45, 2003, ifaddr=10.10.1.100
ActiveC ient = 10.10.6.45, 2003, ifaddr=10.10.2.100
Nul | Aut hPermit = YES
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~onfiguration file specifying two interfaces with CIDR specifications
that contain the interface IP address:

he following is an example ¢

ActiveCient = 10.10.6.45, 2003, ifaddr=10.10.1.0/24
ActiveCient = 10.10.6.45, 2003, ifaddr=10.10.2.0/24
Nul | Aut hPermt = YES

The following is an example of the configuration file specifying two interfaces with the interface name:

ActiveCient = 10.10.6.45, 2003, ifnanme=\Device
\ NPF_{2C2FC212- 701D 42E6- 9EAE- BEE969FEFB3F}
Activedient = 10.10.6.45, 2003, ifname=\Device
\ NPF_{3C2FC212- 701D 42E6- 9EAE- BEE9Q69FEFB3F}

Nul | Aut hPermt = YES

configuration (.ini) file. Make sure to save the file in ASCII format to prevent errors.

4.  Restart the software tap by running the command:
restart-service rpcapd

Note: To reinstall the software tap after changing the configuration file, run the installation
ce - Rpcapl p and - RpcapPor t with the - KeepConfi g flag to

preserve the modified configuration file. For example:

d and repl

.\install-rpcapd. psl -Mynmt | p <extrahop_i p> -KeepConfig

.\install-rpcapd. psl —lnputDir . -KeepConfig

Network overlay decapsulation
Network overlay encapsulation wraps standard netw

\
specialized functions, such as smart routing and virtual machine networking management.

vork packets in outer protocol headers

v decapsulation enables the ExtraHop appliance to remove these outer encapsulating headers
s the inner packets.
abling NVGRE and VXLAN ¢ llation on your

count as virtual applia

can cause performance to de
MPLS, TRILL, and Cisco FabricPath protocols are automatically psulated by the ExtraHop

Enable NVGRE decapsulation

1. Click System Configuration > Capture.
2. Click Network Overlay Decapsulation.

In the Settings section, select the Enabled checkbox next to NVGRE.
4. Click Save.

Enable VXLAN decapsulation
VXLAN is a UDP tunneling protocol is configt
m\“s’» the destination port in a packet matche
decapsulation settings.

s. Decapsulation is not attempted
ports listed in *h*\ XLAN

red for specific destination pc
s the UDP destination port or

Click System Configuration > Capture.
Click Network Overlay Decapsulation.

N —
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3. Inthe Settings section, select the Enabled checkbox next to VXLAN.
4. In the VXLAN UDP Destination Port text & vpe a port number and click the green plus (+) .
By default, port 4789 is added to the UDP Destination Port list. You can add up to eight destination

ports.

Click Save.

Analyze a packet capture file on the Dlscover appliance

H in the an ExtraHop administrator to up
er software ark or tcpdump, to the ExtraHop dat

Here are some important considerations before enabling offline capture mode:

. ® <tﬂm ww de, th;’*
re. n the syste < g > MC store Is res
. rio\ fi:(ﬁ?(,:d from the capture interface until the system is set to online mode

again.

Set the offline capture mode

og into the Admi

n Ul on the Discover appliance

2. Inthe System Configuration

Click Offline Capture File.

4. Select Upload and then click Save.
5. Click OK to confirm t\“f'; dat

he capture '

\When the

), click Capture.

’d the datastore is cle

e Capture

ed of all data.

the \/TH\

6. Click Choose F||e rowse to

/. Click Upload
e Discc appliance displays the Offline Capture Results

capture file uploads

Click View Results to analyze the packet capture file in the Web Ul as you would when the applia S in

live capture mode.
Return the appliance to live capture mode

1. Inthe System Configuration click Capture (offline).
2. Click Restart Capture.
Select Live, and then click Save.

The Discover appliance removes the performance metrics collected from the previous capture file and

prepares the datastore for re:

time analysis from the capture interface.

Datastore
The Discove includes a self-containec
and h(’ﬂ th rics in real time. T
block devices directly, rather thar

Help on this page
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Learn more about ExtraHop Datastores

Local and extended datastores

The Discover appliance includes a self-contained, streaming datastore for storing and retrieving performance

and health metrics in real time. This local datastore bypasses the operating system and accesses the underlying

block devices directly, rather than going through a conventional relationa \ database.

re maintains entries for all device
ing this information on the Disc
vork capture and historic and t

vour metric s
our) metrics

nally, you must first mount an external datastore, and then config
tain H e mounted directory. You can mount an [‘Xt”‘"['la datastc
t Jt\m or CIFS (with optional authentication).

only reqgue

me important things to know about configuring an external datastore:

Jatastore contains multiple files with o pping timestamps, the metrics will be incorrect.
. \T uf nded datastore has metrics committed by a later ExtraHop appliance firmware version, the
M ance with the older firmware cannot read those metrics.
. H an ex!er‘de(; datastore becomes unreachable, the Discover appliance buffers metrics until the allocated
memory is full. Af ory is full, the system overwrites older h\o(‘<f; J'MH the connection is
connects, all of the metrics s:t:‘)r:—v:,l in memory are written to the mount.

Other files in the

restored. When

} 5 lost or corrupted, metrics contained in that file are lost.
eremaini ml(\ £
neasure, the

1 does not allow access to the store word for the

olaintext pe

ontain the amo

1 calculat

Before you begin
vourself with ExtraHop datastore concepts.

ymiliarize

ow to calculate the amount of st

ce required for 30 days

In the following example
worth of 5-minute metric

1. Log into the Web Ul of your Discover appliance

> and Estimated Lookbe
ore. The rate
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5

Store Lookback

Cycle Rate Estimated Lookback
1 hr 7.34KB/s 1.5 years

Smin 27.85KB/s 4.8 months

30 sec 142.90KB/s 2B.2 days

by applying the following formula: <r at e> x

<l ookback_t i ne>, and then cc alue to standard units.
Convert the rate from seconds to days: 27. 85 * 60 (seconds) * 60 (mnutes) * 24
(hours) * 30 (days) = 72187200 KB for 30 days of lookbac

B >rt the rate from kilobytes to megabytes: 72187200 / 1024

~

70495 MB for 30 days of

(A

@B for 30 days of lookback.

Next steps

Configure an extended CIFS or NFS datastore

he following procedures show you how to configure an external datastore for the Discover appliance.
g Y 8 f

Before you begin

[0 configure an ex

°

tended datastore, you will complete the following steps:

First, you mount the NFS or CIFS share whe
For NES, o igure Ker
Finally, specify the newly

Os authe

tionally

added mount as the active datastore.

Add a CIFS mount

)

N =

w

MB version 1.0 must be enabled on your SMB server where the share is located.

In the System Configuration section, click Datastore and Customizations.
s section, click Configure Extended Datastore.

xtended Datastore S
Click Add Mount.
Click Add CIFS Mount.

On the Configure CIFS Mount page

In the E

r the following information:
Mount Name

A name for the mount; for example, EXDS_Cl FS
Remote Share Path

The path for the share in the following format:
\'\ host \ nount poi nt
For example:

\'\ herri ng\ ext ended- dat ast ore
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Domain
he site domain.
6. If password protection is required, :‘;m\p\ete the
From the Authentication drop-down menu, selec
b) In the User and Password "'(ﬁ\:{f;, type a valid username and password.

/. Click Save.
(Optional) Configure Kerberos for NFS

You must configure any desire rberos authentication before you add an NFS mount

1. Inthe System Configuratio tion, click Datastore and Customizations.

2. Inthe Extended Datastore Setting n, click Configure Extended Datastore.
Click Add Kerberos Config, then complete the following information

°r field, type the IP address or hostname of the

a)  Inthe Admin S

> Key Distribution Center (KDC) field, type the

n the Realm field, type the name of the Kerbero

d) Inthe Domain field, type the name of the Kerbe

4. Inthe Keytab ion, click Choose File, <
5. Click Upload.

Add an NFS mount
Before you begin

«  Configure any applicable Kerberos a

Either allow read/write acc s the owner of the
share and allow read/write acc

e You must have NFS version 4.

n Configuration section, click Datastore and Customizations.

2. Inthe Extended Datastore Settings section, click Configure Extended Datastore.
Click Add NFSv4 Mount.

4. On the Configure NFSv4 Mount page, complete the following information:

ount Name field, type a name for the mount, such as EXDS.

b) Inthe Re 3“(—‘((? Point field, type the path for the mount in the following format: host : /
nount poi nt . such as herri ng: / mt/ ext ended- dat ast or e.

5. From the Authentication drop-down, select from the following options:
«  None, For no authentication
«  Kerberos. For kbt
«  Kerberos (Secure Auth and Data Integrity). for krb5i sec
«  Kerberos (Secure Auth, Data Integrity, Privacy). fo
6. Click Save.

Specify a mount as an active extended datastore

After you add a CIFS or NFS mount, set the mount as your active extended datastore. Remember that on

n collect metrics at a time.

store ca
E Note: If you decide to store 5-minute and 1-hour metrics on the extended datastore, this option
the applianc ig a nd 1-hour metrics that the appliance collected

from the \(,m Discover appliance datastore to the extended datastore. Migrati ninute and

1Sec¢
causes
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1-hour metrics to an ex
local datastore, which incre

metrics on the
vilable.

eaves more room to stor
S t"w:;: amour’wt of hi

olution lookback av:

1. Inthe Sys
In the Exte

3. From the Mount Name drop-down, selec
datastore.

N section, click Datastore and Customizations.

N

» Settings section, click Configure Extended Datastore.

t the name of the mount you want to specify as the extended

4. Inthe Datas
created on the mount
5. From the Config
6. Inthe Datastore Size field, specify the maximum amount of data that can be storec
/. Select the
are always stor

type a name for the datastore directory. The directory is automatically
the Discover appliance.

ure as options, select the Active radio button.

on the datastore.
1d 1-hour metrics on the extended datastore. 24-hour metrics
tastore.

box to store 5-minu
on the extenc
8. Specify whether to migrate &x'\f;tm;;j: metrics to the extended datastore by selecting from one of the
following options.
e Tomigrate existing metrics, click Move existing metrics to the extended datastore.
. [0 retain existing metrics on the local datastore, click Keep existing metrics on the ExtraHop.
AWarnlng While
performanc
circumsta

e Ifthereis alarge amount of data to r
e If the network connection to the ice hosting the datastore is slow
o [If the write performance of the NAS device hosting the datastore is slow

ct Move existing.

7. Selec

10. Specify what the system should do if the datastore becomes full by selecting from the following options.

. verwrite older data when the datastore becor full, click Overwrite.
. ) stop storing new metrics on the extended w:,twl(;w:m'e when the datastore becomes full, click Stop

writing.

11. Click Configure.

12. After the storage is added, the Status displays Nomi nal .
Next steps

circumstances, such as mov
metrics in the local and <,,><h,r de
rend an: 5, and dis

your appliance

Before you begin
Familiarize yourself with ExtraHop «

Customizations are changes that were made to the default settings on the appliance, such as trig
dash C o : ings din a file on t)\( appliance, whic

>d to
restore your customizatic
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evice |Ds are restored to the local datastore and yot

red alerts are retaine e system, but they are disabled and must be enabled and reapplied to

cxm’@it network, dey e unaffected.

A Warning: This pr

‘e deletes device IDs and device metrics from the Discover appliance.

Admin Ul on the Discover
suration section, click Datastore and Customizations.
3. Disconnect your extended datastore by
a) Inthe Extended Datastore Settings section, click Conflgure Extended Datastore.
b) Click thvr: name o *M mount that contains the datastore you want to disconnect.
c) Inthe row of *hat datastore, click Disconnect Extended Datastore.
d)  Type YES tc firm and then click OK.
back to the Datastore anc
~ction, click Reset Datastore.
whether to

appliance.

N

Customizations pag

| Datastore Srl:'mg\, S

stomizations before

et Datastore pea

. [0 retain the current customizations after the datastore is reset, select the Save Customizations

store is reset, clear the Save Customizations

. [0 delete the current customizations after the de
checkbox.
/. Type YES in the confirmation text box.
Uw < Reset Datastore
If you opted t e\
Click OK to restore HL sa

customizations.

Import metrics from an extended datastore

red metric data on an extended datastore that is connected to your Discover appliance, you can
y at data to a new ExtraHop appliance as part of a system upgrade or if you plan to reset the dat
on an existing ExtraHop appliance

Contact Extr: Su| t if you need to transfer metrics from an extended datastore.

e of the

g an active datastore fror
stored metrics <,Ja;a. Any number of Dwsf,»:;v%' ap

over ap

“es can tﬂd fron

'alalVia) M
| on you

1. Loginto the Admin U

2. Inthe System Configuration section, click Datastore and Customizations.

3. In the Extended Dat section, click Configure Extended Datastore.

4. Click the name of the nt that contains the datastore you want to archive.

In the row of that datastore, click Disconnect Extended Datastore.
6. Type YES to confirm and then click OK.
The datast

e is disconnected from the appliance and marked for read-only a

ime. \/\/h\'h the «

onne _ )
vth\._dat d

is connecting to the :

nce does
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you reset the datastore.

I do

the

vour customizations, a prompt appears with a detailed list after about one minute.
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performance is de
circumstances:

d. The connection process takes more time under the following

t of data in the datastore

NAS de

. H ereis a large amo

. the network connection to the > hosting the datastore is slow

. the read performance of the NAS device hosting the datastore is slow
1. Int

2. Inthe

click Datastore and Customizations.
ore Settings section, click Configure Extended Datastore.

3. Click the name of the mount I'w;fm contains the archived datastore.

4. In the Datastore Directory field, type the path of the archived datastore directory.
5. Click Archive (Read Only).

6. Click Configure.

Your extended database is now a read-only archive that can be accessed by multiple Discover appliance

Troubleshoot issues with the extended datastore

To view the status for your mounts and datastores, and identify applicable troubleshooting steps, com

following steps.

@
M
D

> Admin Ul on
Configuration

Discover appliar

“tion, click Datastore and Customizations.

Datastore Settings section, click Conflgure Extended Datastore.
es table, \ =ntry in the
mtr\/ and idc

Datasto
ving table provi

ach mount or datastore. The

folloy “tifies any applicable action.

Table 2: Mounts

Status Description User Action

Mounted [he mount configuration was None required

NOT MOUNTED The mount configuration was

o moun
unsuccessful. on infor T"dU\iJ!"\ for

[ ]

L ]

. vem\,' <‘redemliu\x. if

authentication.

NOT READABLE The mount has rt«:‘”\“'wif%\'r'\mf «  Verify that the correct
or net ,\‘,()r"kfr"c ated issues that
prevent reading.

permissions are set on the
share.
e \erify the network connection

and availability.

NO SPACE AVAILABLE The mount has no space remaining. Detach the mount and create a

INSUFFICIENT SPAC «  First appearance: The sy

that not enougt

- Detach the mount and create a
new one.
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Status Description User Action

«  Second appear: . Less than
128MB of space is avm\ab\r

AVAILABLE SPACE WARNING 1GB of space is Detach the mount and create &

one.

OT WRITEABLE e mount has pe 5 1S
NOT WRITEAB The mount hac missior
or network-re atw M ssues that
prevent writing.

e Verify permissions
o« Verify the network connection

and ava ‘:1‘,}\‘.\7_\)/.

Table 3: Datastores

Status Description User Action

Nominal The datastore is in a normal state.  None

INSUFFICIENT SPACE on: The datastore has insufficient tore. For
<MOUNT NAME > space on the named mount and it~ the astore, consider
cannot be written to. selecting the OJeI’WI’I t e option,

if appropriate.

NOT READABLE

o \Verify
. \/f*r"H Y, H"w* H"‘, '/"J"’\< connection

ermissions.

NOT WRITEABLE [he datastore has pe
or network-related issue
prevent writing.

o Verify permissi

«  Verify the network connection

and availabili

Geomap data source
This section enables you to download specific settings related to geomaps.
GeolP Database
Upload a user-specified database.
IP Location Override
Override missing or incorrect IPs in the database.

GeolP database

-

lhe GeolP Database specifies the current database being used by the ExtraHop appliance and enables you to
choose between a default or user-uploaded database

Change the GeolP database
You can upload your own GeolP database to the ExtraHop system when you want to e

> |atest version of the database or if your database contains internal IP ad (J\r55,5> hat
company know the location of.

You can upload a database file in MaxMind DB format (mmdb) that include city-level details and country-level

1. Loginto the Admin Ul on the Command or Discover appliance.
2. In t"wc: System Configuration section, click Geomap Data Source.
3. Click GeolP Database.
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4. Inthe City-level Database section, select Upload New Database.
Click Choose File and navigate to

the new city-level database file on your computer.

6. (Optional) In the Countr section, select Upload New Database. 1he country-level

/. (Optional) Click Choose File and navigate to the new country-level database file on your computer.
8. Click Save.
Next steps

For more information about the following resources:

° Leolmnd FI'_.)'
o Gel \ map &

The IP
You can t nma-de | list or copy and paste a ta
box. Each override

you to override missing or incorrect IPs that are in the GeolP database
or commadelimited list of overrides into the

st include an entry in the following seven columns:

. IP address (a single IP address or CIDR notation)
Latitude
+ Longitude

e Stateorr

« Country name

e« |SO alpha-2 country code

ut you mu

You can edit an
columns. For more infc
click Country Codes.

re there is data present for each of the s
o https: is0. bp/ui

Override an IP location
1. Under System Configuration, click Geomap Data Source.
2. Click IP Location Override.

In the text box, type or paste a tab or comma-delimited list of overrides in the following format:

| P address, latitude, longitude, city, state or region, country name, |SO
al pha-2 country code

For example:

10. 10. 113. 0/ 24, 38.907231, -77.036464, Washington, DC, United States, US
10. 10. 225. 25, 47.6204, -122.3491, Seattle, WA, United States, US

4. Click Save.

e Geomaps interface and mouse over a location included in your IP location

> Open

E enables you to configure an interface through which you can send data to an
external third-party ¢

[he following external systems are supported:
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Syslog Systems

Send datatoa:
MongoDB

Send data to a Mo
HTTP

Send data to a re
Kafka

Send data to a Kaf

~nd raw data to an external ser

5

After yo

1 external system tyy

Note: You can configure up to 16 open

pen data stream (ODS) for an external system, yo 1at specifies

rough the stream. For more information, see Open data im classes @ in the
£

n fop
;\"t. or Q1 L's os) for long-term

You ¢
wp\mk. Arc
1. Inthe System Configuration section, click Open Data Streams.
2. Click Add Target.
3. From the Targe

4. In the Name fielc

em that recei
arison with oth

input (such as

archiving and comp

ort number of the
of the following

8. > information with timestamps in the local time zone of the Discovel

ted, timestamps are sent i

dys d mes If the test

_C ‘MTL u 1 and test the

10. Click Save.

Next steps
After you configure a syslog
Renot e. Sysl og ¢

information, see the

nust create a tris
data to send through the stream.
r APl Reference &.

~m that receives MongoDB input for lo

You can expc
term archiving an

1. In the System Configuration sec tion, click Open Data Streams.
2. lick Add Target

‘er appliances to any

Jrces.

C
Frc ct MongoDB.

4. In the Name field, type a name to identify the target.

down menu, sel
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5. In the Host field, type the hostname or IP address of the re
6. In the Port field, type the port number of the remote ‘\/M‘r’r'wg(>F>F§ ser
/. Select SSL/TLS Encryptlon to encrypt transmitted data.

8. Select Skip certificate verification to byp
sion to write to a MongoDB database on

n the Database field, type the name the Mongol

b) In the Username field, type the username of the
the password of f"‘\(ﬁ: user.

>rtificate verification of

9. (Optional) Add users that have permis

c) Inthe Password field, type

Click the plus (+) icon.

ish a connection between the Disc appliance and the remote Mor

=~ connection succ

oe that indics iled. If the test

ation and test the co

edit the te
11. Click Save.
Next steps

After you configure a MongoDB target for an open data stream, you must create a trigger that initiates a
Renot e. MongoDB class object that specifies what MongoDB message data to send through the stream. For
more information, see the Remote. @ class in the ExtraHop Triggs | Reference @\

Configure an open data stream for HTTP

You can export data on ExtraHop Disc
comparison with other sources.

ppliances to a remote HTTP server for long-term archiving and

am HTTP client. Note t
chitecture of the trigger subsystem

equests from t
oers do not receiv
nts clients from

1. Inthe System Configuration section, click Open Data Streams.
2. Click Add Target.

3. From the Target Type drop-down menu, select HTTP.

4. In the Name field, type a name to identify the ta
5. Inthe Host field, type the hostname or IP address of the remote HTTP server.

6. Inthe Port field, type the port number of the remote HTTP server

/. Select Pipeline Requests to enable HTTP pipelining, which can improve performance.
In the Additional HTTP Header field, type an additional HTTP header.

The format for the additional header is Header : Value.

E Note: }—e ade

0o

r an additional header. For examp
the Additio es Content - Type: text/plainbutat
script for the same ODS target ¢ >s Cont ent - Type application/json,th
Content - Type: appli cat| on/J son is included in the HTTP request.
9. (Optional) In the Authentication field, select the type of authentication from the following options.
Option Description

word.

Basic Authenticates through a username and pa

Amazon AWS Authenticates through Amazon Web Services.

\ A -~~~ ~f A — .
1 Microsoft Azure.

Microsoft Azure Storage Authenticates

Microsoft Azure Active Directory Authenticates

Directory.

1;'0\"\"\ 1 the form o

10. (Optional) Provide a
between the Discc

erver is tested.
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hc:: test configuration specifies an HTTP request for testing purpc only; it is not included in any trigger

n the Method field, select one of the following HTTP request methods:

e« DELETE
e GFET

- HEAD
 OPTIONS
- PUT

Dptions field, specify the parameters of the HTTP request in the following format:

"headers": {
"payl oad": ,
" pat hll : II/ "

t. You must specify headers as an array, even if you specify

"headers": {"content-type":["application/json"]},

path
The path that the HTTP request will be applied to.

1e payload of the HTTP request.

Clic kTest 0 establish a connection between the Discover appliance and the remote server and
v';if;,t me

configuration, the te
> that in

st message contains

12. Click Save.

Next steps
After you configur HTTP arget for an open data st
Renot e. HTTP class ob) ‘gil, ‘\;pu'\‘\;*\ vhat HT TP messag
information, see the Remote. @class in the ExtraH

Configure an open data stream for Kafka
You can export y on ExtraHop Discover appliances to any Kafka server for long-term archiving and
comparison with other sources.

1. Inthe System Configuration section, click Open Data Streams.

2. Click Add Target.

3. From the Target Type drop-down menu, select Kafka.

4. Inthe e field, type a name to identify the
In the (,c,;m,zr%
transmitted data:
o« GZIP

e Snappy

ion field, select one of the follow

‘ession methods that will be applied to the
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6. Inthe field, select one of the following partitioning methods that will be applied to the

tr ﬂ"‘;ﬂ’Hfi,d data:

. lash Key (default)
e Manual
e Random

. Round Robin

tranc

t are part of the same Kafka cluster to ensure connectivity

se a single broker is unavailable. All brokers must be part of the same cluster.

n the Host field, type the hostname or IP address of the Kafka broker.
b) In the Port field, type the port number of the Kafka broker.

c)  Click the plus (+) icon.
(Optional) Click Test to establish a connection between the Discover appliance and the remote Kafka
send a test message

alog box displays
fails, edit the target configu

9. Click Save.
Next steps
After you configure a Kafka targe
Rem)t e. Kaf ka
information, see the Rei

the stream. For more

) Dis

ata on Extral {k
on with other

nfiguratio

V. Click Add Target

3. Fromthe Target T
In the Name fi
In the Host field, tyr
In the Port field, type the port number of the remote ¢

7. Inthe Protocol T\f’;\d select one of the following protocols over which to transmit data

N

U

O~

« ICP

« UDP
8. (Optional) Enable GZIP
Select GZIP compression.

b) Provide a value for one of the following fields:

D

on of the transmitted data.

compre
Number of bytes after which to refresh GZIP
Default value is 64000 \'>\/T<~’,~

Default value is 300 seconds.
nal) Click Test to establish a connection between the Discover appliance and the remote server and

>s whether the connection succeeded or failed. If the test

ection again.
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10. Click Save.

Next steps
After you con ﬁg Ire a raw data targe
Rem)t e. Raw class object th 4t
information, see Hw Remote.Ra

t for an open

ream, you must cres
data tu »um Hw
igger API Ref

r that initiates a
ream. For more

Delete a data stream configuration

1. Inthe System Configuration section, click Open Data Streams.
2. Inthe row for the data stream configuration that you want to delete, click the delete (X) icon.

Next steps

After you delete an open data stream configuration, you should disable the trigger associated with the data

stream to prevent unnecessary consumption of system resources. See Delete a trigger in the Ext p Web |
e

View diagnostic information about open data streams

tic information about open data stream configurations.

n Configuration sec

jon, click Open Data Streams.
2. In the row for the data stream configuration, hover over the dot in the Status column to vie
information.

v diagnostic

Trends

This section enables to reset all trends and trend-based alerts.

To reset trends:
1. Click System Configuration > Trends.
2. Click Reset Trends to erase all trend data from the ExtraHo pliance.

Backup and Restore

nmand applic 0 save user customizations and syster
y you the ab \MI ppliance in case of a failure (a tot:
ppliance loss or any fz w\ Jre of the Discover or Command appliance firmware disk), or migrate the saved

sam gs to a new appliance.

Help on this page

Vhile dal

making a major cha
the da H feed to the applianc , download the backup file
1. Loginto the Admin Ul on the Discover or Command appliance.
2. Inthe System Configuration section, click Backup and Restore.

Click Create System Backup and then click OK.
A list of user-saved and a /touut\\,, backups appear.
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4. Click the name of the new backup file, User saved <timestamp> (new). The backup file, with an .exbk file
extension, is auto\"!'watica ly saved to the default download location for your browser.

Y

Restore a Discover or Command appliance from a system backup
You can restore the E
You can perform t

stem from the user-saved or auto

natic backups stored on the F;\/‘;‘H””W.

f restore operations; you can restore only customizations (changes to alerts
d

dashboards, triggers, custom metrics, for example), or you can restore both customizations and system

1. Loginto the Admin Ul on the Discover or Command appliance

st Jration section, click Backup and Restore.

3. Click View or Restore System Backups.

4. Click Restore next to the user backup or automatic backup that you want to restore.

2. Inthe System Config

Select one of the following restore options:
Option Description

Restore system customizations

ption if, for example, a das
olly deleted or any othe
Any customizations €
> " the backup file was created are nc
overwritten when the customizations are restored.

hboard w

Restore system customizations and resources 1is option if you want to restore H

e it was in when the backuy
A Warning: Any C,L,s**vmizatimi th%
fter the backup

overwritten v

and resources are

1 Restore system customizations. click View import log to sce which

ored.

Op system from the use
of restore operatio (,\'mm(, to restc

stom metrics, for example), or you can choose to restore ¢

J%WW‘\HH g a firmware versio
a /‘d the backur \\ For »;"><9u“w)\<". a backup ¢

0 an appliance running firmware 7.1.1, but

ame \'T'W!ﬂ("\" ver 3\?“ n as the firmware
ed from an )\H e running firmwe

ot allowed.

Admin Ul on the Discover or Command appliar

2. Inthe System Configuration section, click Backup and Restore.
3. Click View or Restore System Backups.
4. Click Restore next to the user backup or

I C

5. Select one of the following r

ymatic backup that you want to restore.
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Option

Restore system customizations

Restore system customizations and resources

6. Click Restore.
/. (Optior
customizations

orec
ored.

were rest

1al) If you selected Restore system customizations.

Description

Select this option if, for example, a dashboard v

Nh@r user setting weeds
tions that were

as created are not

the customizations ar

accidentally deleted or ar

e restored.

stem
as created.

’ e sy

vant to restore t

kup w

Select

lh'\f; :;pi'm'w W
to the state it was

/A Warning: Any cus
after the

(;‘ve\‘f/r':ww

M%Hh% bac

omizations that were made

kup file was ¢

en the customi
are restored.

d resourc

click View import log to see which

Migrate settings to a new Command or D|scover appllance
manc 1

If you are

Y

from

plannin /our Extra

the source

Before you begin

. ppliance cannot be
. Ist be Th(': same si

nd dis \\ capacity on the Command
. ' st be running a firmw

CKUp your ource appli

nce, an J then restore the

In this pre

deploy the new applia

store from a backup that

sconnected from Atlas

or Discover

Command

1. og into the source

2. 3 ) tl liar

source appliance

where they are attached.
@ Important: It is impc that th
not active on the

already done so,

4. If you have not @ the
5. og into the Adm

6. Inthe Sys

in Ul on the target appliance.

stem Configuration secti
/. Click Upload Backup File to Restore System.
8.  Select
9. Click Choose File, navigate to the file you s

10. Click

Restore.

di"»["\\f% ce
are vers
F(\ example, a l
ing firmware

'pe of appliance,

appliance that you are

and disconnect the

ame network at the

r Discover appliance, you can migrate the settings

H” Dw over appliance;
sion as the firmware

1ce running firmware

t allowed.

Virte H\ s the source appliance.

physical or

appliance from the network,

ed on a different appliance
~storing. ust manually

You r o Atlas

replacing

management interfaces from the phy

1d ta s with the

target appliance

1, click Backup and Restore.

Restore system customizations and resources.

tep 2, and then click Open.
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A Warning: If the backup file is incc tible w
Resetting the datastore deletes a

After the restore is complete, you are ¢

11. Log into the Admin Ul and ver liance has correctly restored your customizations.
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Appliance Settings

mponents of the ExtraHop Dis

\d Command appliance in the

"'\;;wu H MLJH e

Runnlng Conflg

1d modify the code that specifies the default system configuration.

Services
Enable managemen

Firmware

Update the ExtraHop appliance firmware.
System Time

Configure the system time
Shutdown or Restart

Halt and restart system services.
License

Update the li
Disks

View information about the disks in the ExtraHop appliance.
Command Nickname

> to enable add-on modules.

nickname to the mand appliance. This setting is available only on the Command appliance.

n interf
o the current runn

'he Revert config option appears when

Edit conflg

\

and edit the underlying
Download config as a file

nat specifies the default ExtraHop appliance configuration.
Download the system configuration to your workstation.

E Note: Making

make n

commended. You can
mnin Ul.

appliance defa o confirm

1g5s. H you do not save

you modify any o

tes by sav en your
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e not usually s

y ar ~d to disk. If the system is restarted before the running configuration
< wcd to disk, those chan

s will be lost.

jes the following three

Admin Ul pre

a reminder that the running configuration
mm 1tm‘~;:

Save Conflguratlon

ific page that

Admin Ul displays a
change to disk. When you « M i\ V|ew and Save Changes Hn Ul redire

¢ Running Config ent
"L—f\m) s been changed, but it has not bee

Y “hT e Running Config page. This asterisk
ut it has not be '

uration, the Running Config p er entry through

Save system configuration settings
To any modified sy n configuration settings:

1. Click Running Config.
2. Click Save config.

een the old running config and the current (new) running config.

click Save.

Click Done.

Revert system configuration changes
To revert your changes without saving them to disk:
1. Click Running Config.
2. Click Revert config.
Click Revert.
4. Click OK.
Click Done.

Edit running config

> ExtraHop Admin U\ \'1”\'(1':;
configuration. In '
Admin Ul, chan

E Note: Do not modify the

Download running config as a text file
You can download the R nning Cmmaz settings to your workstation in text file format. You can open this text

file and make changes to it locally, before copying those changes into the Running Config window.

1. Click Running Config.

)

2. Click Download config as a File.

The current running configuration is downloaded as a text file to your browser's default download location.
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Disable ICMPvé6 Destination Unreachable messages

You can prevent ExtraHop ;?:N‘H“ ces from generating ICMPv6 Destination Unreachable me

ves. You might
want to disable ICMPv6 Destination ‘J nreacha \P nessages for security reasons per RFC 4443

To disable ICMPv6 Destination Unreachable messages, you must edit the Running Configuration. However,
we recommend that you do rm\ manually @rﬁl the Running Configuration file without direction from ExtraHop
Support. Manually editing the running config file incorrec m migh l cause the appliance to become unavailable

a,:v\\e(‘!m& data. Y:/J can contact Ex ame Support at support@extrahop.com.

D U

Disable specific ICMPvé Echo Reply messages
pliances from generating Echo Reply mess:
ent to an IPvé mu Hf ast or anycas

ary network traff

O ICMPv6 Echo
wvant to disable these

the Run ) VE
ration H\(,, without direction from Fwd#“
cause the appliance to become unavailable
\ ‘ t@extral .com.

Rw ning

| that you do not n €
file incor

Ha U ,H\, ec imw the running con

Services

Services run in the bac
% > follo
and slo»pml H‘rm el
Web Shell

Enable or disable the Launch Shell button in the upper right corner of the Admin Ul screen.
Management GUI

ound and perform functions that do not require user input. The Admin Ul provides
to manage the services used by the ExtraHop appliance. These services can be starte
the Admin Ul

Enable or disable the ExtraHop GUI service. This service enables support for the browser-based
ExtraHop Web Ul and Admin Ul interfaces.

SNMP Service
Enable or disable the ExtraHop system SNMP service.

SSH Access

Enable or disable SSH access. This service enables support for the ExtraHop command-line interface

D

Mar
applicatio defal
and Admin U\ If this
s to the ExtraHop Uls.
AWarnmg Do not disab \f Hu;

are familiar with the
Manag

s the ExtraHop web interface
to ’j Lx ra \eb

Hop Command- Lm

Extra
nent (1\/‘\ service.

[0 enable or di

ole the Management GUI se

1. Click Appliance Settings > Services.

2. Select or clear the Management GUI checkbc
Click Save.

SNMP service
The state of the netw f*"\< is monitored through the Simple Network
collects information by polling devices on the network. SNMP age
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vou could co \"‘f
d send an ale

ce is available on an ExtraHop

SNMP notification in the ExtraHop appliance. For more information
e the Notifi \ “tion

section, click Services.
ct or clear the SNMP Service checkbox.

o M k Save.
2. Configure the SNMP service

string is an identifier that polls the SNMP service.

the Appliance Settings

he SNMP community

On the Services page, next to SNMP Service, click Configure
b) On the SNMP Service Configuration page, enter the following information:
Enabled
Select the checkbox to enable the SNMP service.
SNMP Community
A friendly name for the SNMP community.
SNMP System Contact
A valid name or email address for the SNMP system contact.
SNMP System Location
A location for the SNMP system.
Click Save Settings.

Download the ExtraHop SNMP MIB
1P doe Srovi base of information that an SNMP monitored network rts. SNMP uses
rd-party mar >nt information bases ( ‘ibe the structur

> ExtraHop SNMP MIB:
ork Settings section and click Notifications.
tions, click SNMP

3, click the Download ExtraHop SNMP MIB.
v saved to the default download location for your browser.

SSH access
Th‘ SSH Servic ¢
>mmand-line ‘\!f"'l"'i"t
Ef raHop applianc
the Extre 1H P

E Note: T\ “SH service and the Management GUI Service cannot be disabled at
le e ' > enabled on the ExtraHop appliance at all times to provide

ols the status of the S < protocol that manag
default, this service is enabled so that ExtraHop users have acc o the
through the CLI. If this service is disabled, it terminates >H turning off CLI

access to

one of

l,vur\(w::“ function: :
To enable or disable the SSH:
1. Click Appliance Settings > Services.
2. Select or clear the SSH Service checkbox.
Click Save.
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Web shell
The Admin Ul pre
right corner of

e ExtraHop .'H; shell by default. Click the Launch Shell button in the top

To enable and disable the Launch Shell b

1. Click Appliance Settings > Services.

2. Select or clear the Web Shell checkbox.
Click Save.

Enable the SSL session key receiver service
le the session key rec
vs from H es

hpliance before the appliance

J ’7)\/ L‘ faL ‘ this se

) key for
1in Ul on the Discover applianc
2. Inthe Appliance fi(tl,lmgf'; section, click Services.
3. Select the SSL Session Key Receiver checkbox,

If you do not see d you have purchased the SSL Decr ) license, contact

4. Click Save.

Firmware

The Admin Ul provides an interface to upload and delete the firmware on ExtraHop appliance
The Admin Ul includes the followir

—

g firmware configuration settings:
Upgrade

Upload and install new ExtraHop appliance firmware versions.
Delete

Select and delete installed firmware versions from the ExtraHop appliance.
You can download the latest firmware at the Ext ) mer Portal @. A checksum of the uploaded
fil
fil

A

ware is usually av \\ ble in the same download location as the tar firmware file. If there is an error during
ware installation t might ask you to verify the checksum of the firmware file.

Fir m.t'a’ > T

ad must be accessible from the computer on which you are running the

E Note: If you are upgrading the firmware on a Command appliance, first
';w:,e. wxl l p'h'@ all Discover appliances, and finally upgra
s‘p liance individually. To function correctly, the Command appliance

must have m same minor version of ExtraHop firmware.

d Trace
appliances

Upgrade to a new firmware version
Firmware ima

v\,,b browser.

ges that you want to upload must be

from the computer on whi

ch you are running the

1. In the Appliance Settings scction, click Firmware.
2. Click Upgrade.

On the Upgrade Firmware

Haoe. selec

from the following optio

. o upload firmw
click Open.

> from a file, click Choose File, na\ = to the .tar file you want to upload, and

« To upload M ‘mware from a URL, click retrieve from URL instead and then type the URL in the
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vith a link
are to

5s than 300MB of s >maining, a warnir
k cleanup befor

If the ExtraHop appliance has
b clean up the disk. We recommend
g e functionality.

4. (Optional) If you do not want to automatically restart the appliance after the
Automatlcally restart appliance after installation ¢ %e(‘kbm.

5. Click Upgrade.
The ExtraHop appliar
the Updating p

6. After the firmware update is installec 5 v, the ExtraHop appliance displays the version number of
the new firmware on the Admin Ul. kﬂh k Rebootf ) restart the system

s of the upgrade with

\ce initiates the firmware upgrade. You can monitor the pro;

Upload new firmware versions (Command appliance)
Firmware images that you want to upload must be accessible from the computer on which you are running the
web browser
E Note: M <H\~ sure to upgrade the Command appliance first and then upgrade the connectec
appliances.
1. Inthe /”\ppﬁ;\'w:,:—‘ Settings section, click Firmware.
2. Click Upgrade.
3. On the Upgrade Firmware page, enter the following information:
« Toupload firmware from a file, click Choose File, navigate to the .tar file you want to upload, and
click Open.
e Toupload firmware from a URL, click Retrieve from URL instead and then in the Firmware URI
field, type the URL.
If the ExtraHop appliance m«
link to clean up the disk. E
firmware to ensure continued c
4. (Optional) To not automaticall
appliance after installation

/1B of space remaining, a
ongly recommends performing
“e functionality.
art after installing the new firmware, ¢

Click Upgrade.

initiates the firmware update. You can monitor the progress of the update with

O~

e firmware upgrade is installed su y, the ExtraHop appliance displays the version number
;M& new. C M k Reboot to restart the sy
estarting, on the Admin Ul main page, view the firmware information at the top right of the
Verify that the firmware version number displayed matches the version that you downloaded from the
URL.

~

Co

Delete firmware versions

lhe ExtraHop appliance ¢
purposes, these firmw

'n uploaded to the system. For maintenance

1. In the Appliance Settings sc
2. Click Delete.
select the checkbox next to the firmware images that you want to delete or

3. On the Remove Version |
select the Check all checkb
Selecting the All option does not allow you to select and delete the active firmware version.

4. Click Delete Selected.

5. Click OK.
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System time

liance match the “:;“:J‘ time of the
th a time fault, system
1d set tin

1H\,f )

hange

i' me
that you ¢

~
Z

t configuration and the status of a

ion, the following information appears:

ated list of configured time st

The following information for each configured NTP server appears in the NTP Status table:

The host name or IP address of the remote NTP server you have configured to synchronize with.

The 1\,,'
local 1
nulticas

an be u for unice
ric peer, Afor a

when
The last time when the server was queried for the time. The default value is seconds, or mis displayec
for minutes, h for hours, and d for days.

poll
How often the server is queried for the time, with a minimum of 16 seconds to a maximum of 36
1ours.

reach

ith the remote server. Success means

1 failure rate of communicating

it is not set. 377 is the highest value.

delay
The round t ne (RTT) of the ExtraHop appliance communicating with the remote server, in
\{‘iH'\se\ on fﬁ).

offset
Indicates how far off the ExtraHor liance <is from the reported time the server gave you. The

value can be positive or r

jitter

Indicates the difference, in milliseconds, between two samples.

Configure the system time

[t settin

The default time server setting is pool . nt p. or g. If you want to maintain the defau g, skip this

procedure and go to the next section.

1. Inthe Appliance Settings section, click System Time.
2. Click Configure Time.

Click the Time Zone drop-down list and se
4. Click Save and Continue.

5. Onthe Time Setup pa

a time zone.

>ct one of the following options:

e Settime manually
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E Note: You cannot manually set the time if the Discover appliance is mana a Command

ppliance.
«  Set time with N F servel

6. Select the Set time with NTP server radio button, then click Select.
The pool . nt p. or g public time server appears in the Time Server #1 field by default.
or fully qu alifie
Yw,u can add a maximum of nine time

@ Tip: nm""'

Click Save, and then click Done.

pe the IP add

ymain name (FQDN) for the time servers in the Time Server fields.

g the fifth time server, click Add Server to display up to four additional time

The NTP Status table displays a H“ of NTP servers that \qu the system clock in sync. To ¢ he current
system time a remote server, « he Sync Now buttc

Shutdown or restart
The Admin Ul provi

ides

an interface to halt, shu
start controls for the following

Itaown

ind restart the ExtraHop appliance. The ExtraHop
ystem components:

Admin Ul includes 1

System

Pause the operation of the
Bridge Status

Shut down and restart the ExtraHop bridge component.
Capture

Shut down and restart the ExtraHop captur ponent.
Portal Status

Shut down and restart the ExtraHop web portal.

ExtraHop appliance or shut down and restart the ExtraHop appliance.

For each ExtraHop appliance component, the table includes a time stamp to show t

he start time
Shutdown or restart the ExtraHop appliance

1. Click Appliance Settings > Shutdown or Restart.

2. Select whether to restart or shut down the system.

e Click Shutdown. and then at the prompt. click Shut down.
o Click Restart, and then at the prompt, click Restart.

Shut down and restart the ExtraHop bridge

1. Click Appliance Settings > Shutdown or Restart.

2. On the Shutdown or Restart page, under Bridge Status, click Restart.
At the prompt, click OK.

4. Click Done.

Shut down and restart the ExtraHop capture

1. Click Appliance Settings > Shutdown or Restart.
2. On the Shutdown or Restart page, under Capture Status, click Restart.
At the prom ck OK.

4. Click Done.
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Shut down and restart the ExtraHop web portal

In the Appliance Settings scction, click Shutdown or Restart.
In the Actions column for Portal Status, click Restart.

=

N

3. Click OK to confirm.

License

[he Admin Ul provides ¢ e to add and update
in the ExtraHop appliance. { e Lk,,[‘mf:'[] ,Admw Tistration pa
settings:
Manage license

Provides an interface to add and update licenses for ExtraHop appliance features and modules.

System Information
Displays the identification and expiration information about the aHop appliance.
Features
Displays the H't of license
licensed features are ¢ ?b\a;d or disable d‘

Modules
Dis s the list of modules on the ExtraHop appliance and whether they are enabled or disabled.

ExtraHop appliance features (such as Activity Mapping) and whether the

Interfaces
Displays the list of licensed Interfaces (such as 10G) and whether the

ecified interface is active.

View the licensing system information
To view the licensing system information and the status of licensed modules on the ExtraHop appliance:
1. Inthe Appliance Se
2. Ont

modaules are

), click License.
n page, under Modules, check the status column to verify that the add-in

Register an existing license

1. Inthe Appliance Settings, click License.

2. Click Manage license.

3. (Optional) Click Test Connectivity to ensure that the ExtrabHop appliance
er.

can

communicate with the

The ExtraHop license server determines whether a connection is possible through DNS records.
If the test does not pass, open DNS server port 53 to make a connection or contact your network
administrator.
4. Click Register and wait for the licensing s
E Note: Register is unavailable on Discover appliances that are managed by a Command appliance.

erver to fini

5. Click Done.

Update a module license or add new licenses

n, click License.

1. Inthe Appliance Settings sectic
2. Click M;;w,wgz,e License.
Click Update
le

4. Inthe Enter License text box, enter the licensing information for the module.

,,,,,
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ber for the ExtraHop
Op appliance features. In the lice
~ature or module; a key-value pair with a v

appliance as we

e feature or module. For «

----- BEG N EXTRAHOP LI CENSE- - - - -

seri al =ABC123D

dossi er=1234567890abcdef 1234567890abcdef ;
nmod_ci fs=1;

nmod_nf s=1;

nod_anf =0

l'ive capture=1;

capt ure_upl oad=1;

10G=1,;

triggers=0;

poc=0;

early access_ 3. 1=0;

activity map=1;

ssl _accel erati on=0;

ssl _decrypti on=0;

+4++;

ABCabcDE/ FGHI j kl nl2nopgr st uvwXYZAB12345678abcde901abCD
12ABCDEFGLHI Jkl mOP+1aA=;

=abcd,;

----- END EXTRAHOP LI CENSE- - - - -

5. Click Update.

Disks

T\‘(;‘
info slple:

ecks and emai mHT NS
em health checks display di

For information about configuring and re pa hiring RAID10 functionality on the E
appliances, see Upgrad m RAID O AID 10 &,

a\ ng

refer to the instructions below. The RAID O

ce the drive in Slot O unless instructed by ExtraHop Support.

th checks and email notifications are running, mous r the Settings button in

+ |f the messag ‘Systen1kbalth Checks Not Runnlng
up extr \ . for instructions. Thic ;'m‘,\\,(w(uﬂ
e "System Health \()HH(;M(:

ears, contact ExtraHop Support at
at the top of the :"‘H\ 8¢
ired" appears, refer to Er "H\ Notific

If the mes:s

t Cor Hor: Groups
to set up email notifications for system hes 1\ th. HH ern: M k the Settlngs button, and then click View

Adm|n Notlflcatlons page for more details ot the top \’ LM Settings page.

E Note: Ensure that your device has a RAID controller before attempting the following procedure
) t ExtraHop :m;,‘»[)()\'ié‘l POrt ahop.com. This procec confi

as an example. A persistently damaged disk might not be replaceable

unsure,

With
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Replace a RAID 0 disk

In the system health email notification, note which machine has the problematic disk.

o)

.

6.

oo

\' the Ext Q}Hop Web Ul for the identified machine, click the Settings button in the navigation bar, and go
the Disk page by doing either of the following:
e Click Administration. Then, under Appliance Setti click Disks.
e Click the Disk Error link at the top of the page.
Under the section for the disk type (for example, Datastore), find the problematic disk and note the Slot
number.
Click RAID Disk Details to display more details.
Insert an identical disk into an available slot.
The system detects the new disk and adds a new row (Disk Error Action) with a link to replace the bad
disk.
Verify the new disk information:
«  Under Unused Disks on the Disk Details page, verify that the new disk is the same size, speed, and
type as the disk being replaced.
«  Mouse over the old and new disks in the Drive Map. The new disk displays the message
"Unconfi gured(good), Spun Up.'

Drive Map

Unconfigured(good), Spun Up

Under the section for the disk type, click Replace with Disk in slot #n in the Disk Error Action row.

The data begins copying over. The Copy Status row displays the progress. Mousing over the disk in the
Drive Map shows the status.

Drive Map

After copying is complete, make sure that the copy process was successful:

«  Settings button and Settings page no longer display error messages

»  Disk page sh

1ows the old disk under the Unused Disk section
Remove the old disk.

The Drive Map now shows the new disk in green.

Drive Map
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Install a new SSD drive

1.

o

0.

4.

Ensure that your ExtraHop license capture enabled.

For more information, refer to Packet Captures.

In the Appliance Settin “tion, click D|sks.

If the Drive Map shows the last slot (Disk #5 on the EDA 2000, Disk #/ on the EDA 5000) in red, you

must replace the SSD drive.

Drive Map

Physical Disk Info

Disk &0

Status Online

Media Type Hard Disk Device
Disk #1

Status Ondi e

Media Type Hard Disk Device
Disk #2

Status online

Media Type Hard Disk Device
Disk #3

Status Online

Media Type Hard Disk Device
Disk #7 No 55D Present
Status Empty

Media Type Empty

ot and wait for the LED on the drive to turn gree

Insert the SSD drive into the last s
In the Admin Ul, refresh the browser.

e
C

.,‘

he Drive Map shows the last slot in ye ause the drive is not configured.
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Drive Map

Physical Disk Info
Disk #0

Statws
Media Type
Disk #1
Status
Media Type
Disk #2
Status
Meadia Type
Disk #3
Status
Media Type
Disk #7
Status
Media Type

S50 Assisted Packet Capture

C

Online

Hard Disk Device

Gnline

Hard Disk Device

Ol rue

Hard Disk Device

Ol e

Hard Disk Device

uncenfiguredigood). Spun Up

Saolid State Device

5. Next to SSD Assisted Packet Capture, click Enable.

6. Wait about 1 minute for the drive to be configured and brought online.

~

The Drive Map shows the SSD drive as green and the Status changes to On

Drive Map

The browser automatica

y refreshes.

ne.

Physical Disk Info
Disk #0
Status
Media Type
Disk #1
Status
Media Type
Disk #2
Status
Media Type
Disk &3
Status
Media Type
Disk #7

Status

Maedia Type

which erases all data.

is dislodged and reinserted, you can re-enable it. This proc

Omline

Hard Disk Device

Online

Hard Disk Device

Omnilinee

Hard Disk Device

Online

Hard Disk Device

Online

Solid State Device

equires reformatting the disk,
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Packet Captures

f’im'm Ul, you can write trigge ;

P t\ ires from the Extral 10 D pliance to an SSD installed on your ExtraHop appliance
1achine, to a regular disk driy I mus Hm<, acc o the ExtraHop Admin b and
n to the ExtraHop Web Ul to comple

When packet capture is enabled t r"

packet ¢

Enable packet capture
Before you can perform packet ¢ - 0 ~d for packet
capture on your ExtraHop appliance and yot ot using a virtual machine.
1. Inthe Appli
2. In the Features section, verify packet capture is enabled. If you do not see Packet Capt ure in the
list or Packet Capt ur e is not listed as Enabl ed, contact ExtraHop Customer Support.

Note: On a Discover virtual machi
(Unrestricted). This
drive instead of an SSD.

that the SSD is installed on your ExtraHop appliance. (

capture license is labeled Enabl ed

ypture data will be written to a regular disk

Next,
machine

t applicable to virtual

4, \ n I'w /’\ppﬁwn,” > ), click Disks. If the Drive Map shows the last slot in red, refer to Disk to

nd e

5. If the Drive

capture.
E Note: If the SSD drive is disl
reformatting the disk,

\/zp shows the SSD drive ¢ and the Status is Onl i ne, the

and reinserted, you can re-enable it

which era all data.

Identify metrics for packet capture

) slobal packe
rics. These metrit

ing a glof Application Inspecti
other featur

actions during well-de

CUSto
pture.

.

1. Clickthe S

2. Click New.

for H Then click the Editor tab

> a name vill activate the trigger.

5. Click Save.

Configure global packet capture
You can configure

bal packet capture through the Admin Ul to save every packe
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E Note: Global packet capture is limited to 96 bytes per packet.

1. In the Packet Captures section, click Global Packet Capture.

2. Inthe Start Global Packet Capture section, type the following information:
e Name: The name for the captur
» Max Packets: The maximum number of packets to capture. This value cannot be a negative number.
« Max Bytes: The maximum number of bytes to captures. This value cannot be a negative number

« Max Duration (milliseconds): T aximum duration that the global capture should run. If this value is
set to O, this field is ignored anc 1\ ration runs for an unlimited time.

« Snaplen: The \mxm Im r frame. By default, this value is 96 bytes, but you
can set thisvalue to ar
3. Click Start.

4. Click Stop to stop the packet capture before any of the maximum limits are

View and download packet captures

ave written a t gve) ify the t

1 download packet captures in the /

r has collected data, you

ed pac cket ca
\dmin Ul.

1. Inthe Packet Ciﬂ\;Wur'oa section, click View and Download Packet Captures
2. Onthe View Packet Captures page, selec
Selected Captures. T0 "'\ r packet captt
section. You can also filter by the date ¢

ne or more packet captures, and then click Download
"{e\' crH eria from the Filter Packet Captures

0 sort packet captures, click a column heading in the table and click the arrow to the right of the heading
to flip the sort order between ascending and descending order.

3. Open the downloaded packet tures in a packet analyzer such as Wireshark.

Configure automatic deletion of packet capture files

You can configure the Discover appliance to automatically delete packet capture (PCAP) files after a specified
number of minutes to prevent the precision PCAP drive from filling to capacity and causing errors.

1. Inthe Packet Captures section, click View and Download Packet Captures.

2. Click Configure packet capture settings.

3. Type avalue in the Automatically delete PCAP files (in minutes) field.

4. Click Save.

Encrypt the packet capture disk

You can encrypt the disk that packet captures are stored on for increased security. The disk is secured with

128-bit AES keys. M

AWarnmg You cannot decrypt a p
encrypted disk; however, ¢

. You can reformat an

“apture disk after it is encrypte
H

a stored on the disk will be
ta stored on the disk /MH

1. Inthe Appliance Settings section, click Disks.
2. N:’avigam to the Packet Capture Disk Configuration p

Option Description

For virtual appliances In the Direct Connected Disks table, in the row of a
Packet Capture disk, click Configure.
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Option

For physical appliances
Click Encrypt Disk.
4. Specify a disk encryption key.
Option
To enter an encryption passphrase

To select an encryption key file

Click Encrypt.

Remove the packet capture disk

You can remove the disk that packet captures are stored «

& Warning: Removing the packet capture disk

1. In the Appliance Settings section, click Disks.
e following optio

2. On the Disks page, choose one of th
Option

For virtual appliances

For physical appliances

Select one of the following format options:

e Quick Format.
e« Secure Erase.
4. Click Remove.

Next steps

After this procedure is complete, it is safe for you to remo

Lock a packet capture disk
capture disk tc

You can

vill disable packe

1. Under Appliance Se click Disks.

2. Navigate to the Packet Capture Disk Configuration pag

ge.

Option

For virtual appliances

For physical appliances

Cess to ca

ture until the disk is t

A Warning: If you lock a packet capture disk, you will not be a

Packet

Description

Under Packet Cap
Capture, ¢ (kConflgure.

Description

Type a passphrase into the Pass

>D

Confirm fields

Click Choose Fil

encrypt ion key

ns based on your

Description

In the Direct Connec

e

file.

ap

ure, next to S

hen brc

ish to store

k to be de

ted Disks

SD Assisted Packet

hrase anc

wse L

eted.

pliance platform.

Packet Capture disk, click Configure.

In the Packet Capture section, r

Packet Capture

/e the disk from the

Description

In the Direc

t Conne
Capture disk,

Under Packet Cap
Capture, c

ptured packets.

ble to unlock the

hysical a

Locking a pac

ed Disks table, in
click Configure.

re, next to SSD Assisted
“k Conflgure.

ExtraHop 7.1

\HX
click Configure.

opliance.

ket c

) an

packet ca

t to SSD /

"J
u

j

pture data.

table, in the row of a

ure

disk without the disk

the row of a
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Click Lock Disk.
4. Click OK.

Unlock a packet capture disk

Under Appliance Settings, click Disks.

o

Navigate to the Packet Capture Disk Configuration page.

Option Description

For virtual appliances In the Direct Connected Disks table, in the row
Packet Capture disk, click Configure.

For physical appliances Under Packet Capture, next to SSD Assisted Packet

Capture, click Configure.

Click Unlock Disk.

Specify the disk encryption key

Option

Description
If you entered an encryption passphrase Type the passphrase into the Passphrase field.
If you entered an encryption key file Click Choose File, and then browse to the

encryption key file.

Click Unlock.

Clear the packet capture disk encryption

You can format the packet capture disk to delete all packet captures contained
to an unencrypted state.

& Warning: This action is not reversible.

on the disk and return the disk

In the Appliance Settings section, click Disks.

Navigate to the Packet Capture Disk Configuration page.

Option Description

For virtual appliances In the Direct Connected Disks table, in the row of a
Packet Capture disk, click Configure.

For physical appliances Under Packet Capture, next to SSD Assisted Packet
Capture, click Configure.

Click Clear Disk Encryption.

4. Click Format.

Change the packet capture disk encryption key
1.

2.

In the Appliance Settings, click Disks.

Navigate to the Packet Capture Disk Configuration page.
Option Description
For virtual appliances In the Direct Connected Disks table, in the row of a

Packet Capture disk, click Configure.
For physical appliances Under Packet Capture, next to SSD Assisted Packet
Capture, click Configure.
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Click Change Disk Encryption Key.

Specify a new disk encryption key.
Option Description
If you entered an encryption passphrase ype a passphrase into the Passphrase field.

If you selected an encryption key file Click Choose File, and then browse to an

encryption key f

Click Change Key.
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ExtraHop Command Settings

\

he ExtraHop Comma "\d Setti wg"( section on the Dis
appliance to a Command applianc

Depending on your network configuration, you can establish a cc

f’tur'w“c ed connection) or from the Command appliance (direct

It your Di

nnect the Discover

rappliance

-

pliance is behind a firewa
an SSH tunnel. This cor

“an be made from the Disc
i from your firewall.

ration requires a

are made from the Command appliance over HTTPS on port 44

3 and do not require

Connect to a Command appliance from a Discover appliance

You can connect the Dis an SSH tunnel.

r appliance to the Command appliance throug

recommer

tum‘” ed cor - vironments
CQ nmand ap ce is not p ble because ‘ ot m rr
appliances, yol view and t the Di r ort ign a

e Command a M nce;
viw*nt connection from H
trictions. After you <f‘iﬁ)ﬂﬂ(‘<jt the
m’(i<mgmw<ix update firmware
the ExtraHop Web Sh

KH
€

opliance
ce thatis

ed for the same system edition

=

nto the Admin Ul on the Disc
In the ExtraHop Command Settin

Click Add Appliance and ther

~appliance.

N

section, click Connect Command Appliances.

‘S
(O8]

nfigure the following fields:

p

« Host: The hostname or IP address of the Command appliance.

E Note: You cannot specify an IPvé link-1o

 Setup password: The password for the setup user on the Command appliance.

« Discover nickname (Optional): A friendly name for
Appliances page. If no friendly name is configured, the
instead.

» Reset configuration: If you se ‘\C"‘
such as device groups, alerts, and
captures and devices will not be rer

4. Click Pair.

1 3ds

Remove a Discover appliance from a Command appliance

ger want to > a Command appliance manage a Discover appliance, you c:
ance from one or more Command appliances.

into the ExtraHop Admin Ul on the Dis
2. Click Connect Command Appliances .

3. Click Remove.
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4. Click Yes to confirm.

Set a nickname for a Command appliance

You can ass om name to r)\ ommand a“p\'“
Admin Ul of connected appliances '\'wstcad of displaying th' Command app Ms

I'his custom name apg

ars in the Web Ul and
Ostname.

1. Loginto the Admin Ul on the Command appliance.

2. Inthe Appliance Settings sec click Command Nickname.

q
)

°t L,wsp\a\/ custom nickname and then type a name in the field.
4. Click Save.

Manage connected appliances from a Command appliance
The Manage C

tasks on multiple C

e Command appliance enable rm administrative

ppliances.

Connect a Command appliance to Discover appliances
You can manage multiple Discover appliances from a Commar W’J appliance. After you connect the appliances,
/ou can view and edit the appliance :

vickns w:~. upg
iagnostic support packe

;ruwmh as

> and connect to the ExtraHop “At Ul, Admin Ul, and Web Shell.

The Command appliance connects directly to the Discover appliance over HTTPS on port 443. If it is not
sible to M‘;ﬂ?h“h a direct connec Uor‘ because of firewall restrictions in your network environment, you can

connect to the Command appliance throug 1eled connection from the Discover appliance.

Before you begin

*  You can connect a Command appliance to multiple Discover appliances

* You can only establis
as the Command ap Mam(

1nection to a Discove

appliance that is lice em edition
1. Loginto the Admin Ul on the Command appliance.

2. \m the ExtraHop Discover Settings section, click Manage Discover Appliances.

3. Inthe Di r section, click Connect Appliance.

4. Configure the following settings:

» Host: The hostname or IP address of the Discover appliance.

e Setup Password: The set up user password for the Discove

« Product Key (Optional): The p

firmware.

roduct key for the ExtraHop

« Nickname (Optional): A friendly name for the appliance. If no nickname is entered, the appliance is
identified by the hostname.

| select this checkbox, existing appliance customizations such as device

s will be removed from the appliance. Gathered metr'( s such as captures and

View connected Discover appliances

After you connect a Discover appliance from a Command appliance, the Discover appliance is listed in a tab
that displays the following in Mr \ation:

Name

The following entries appear in the Name field:
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« The
nick
hostname or

e The cor

from the Cc

\ame is

1nec

. [he ExtraHop lice

ID
displays a nume

Version

displays the
Date Added
displays the date

Status

displays one of the f

Online
Connection to the
Disabled

Connection to the a

Offline
Connec

License

tion to the

displays one of the f

Valid

[he license

Expiring Soon

se will expire

appliance nic
not config

P addi
ion ty
MM
established from

ind ap
the Disc

xtraHop firmware

1d time the

ollowing ¢

ollowing lice

s valid.

License Check Pending

[he node

“annot ¢
Disconnected

[he node cannot ¢
Invalid

[he license is

Reset

All configuration, sof

NTP

displays one of the f

Time Synced
[he time on the
Large Time Delta
[he time on the
Not Configured

NTP is not config

Ollow

nnect

nnect

)| ‘ Id> €

invalid or has

ured on

Imber wh

pplianc

shortly.

Ttware,

f the Disc ne link to open the

> Nickname field in the node Prc
the hostname appears

e a name in the Nickname fie

perties window is configured. If a
nickname, click the appliance
click Save.

d applia

mmand a

ce is established

ppliance is

: the connection to
or Tunnel ed if the connection to the Co
appliance.

ich identifies the Discover appliance.

ersion number.

appliance was addec

Is active.

e is disabled.

e has timed out.

Read access to the appliance wi

to the ExtraHop license server.
to the ExtraHop license server, and the capture has stopped.

expired.

lata has been deleted from this

and ¢

ing time states:

ppliance nced to the configured time server.

s not match the time of the C

ppliance ommand appliance

ne Dis =r appliance.
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Actions

Dis own menu with links to open the nin Ul, and We
Discover appliance. The drop-down menu 1\w ncluc > following appliar
Run Support Pack, Upgrade Firmware. Disable, and Remove Appllance

@ Tip: You can search for specific Discove

Check the license status of managed Discover appliances

1. Log into the ExtraHo
In the ExtraHop Discov
3. On the Discover tab, s

4. Click Check License. The License field displays Pendi ng until the status check is complete.

pla

of the connected
ce actions: Check License,

pliance by typing in the filter appliances field.

Admin Ul on the Command appliance.

on, click Manage Discover Appliances.

DN

~ct the checkbox next to each Discover appliance that you want to verify.

Generate or upload a support pack
You can run a support pack on any ExtraHop appliance that is manage

d by a Command appliance.

For more information about support packs, see the Suj cks section.

1. Loginto the Admin Ul on the Command appliance.

2. In the ExtraHop Discover Settings section, click Manage Discover Appliances.

3. On the Discover, Explore. or Trace tab, sc
Pack.

@ Tip: You can select multiple Discover appliances to run the support pack action on each selected

nodade.

~cl the appliance in the table and then click Run Support

4. In the Support Pack section, select from the following options:

«  Select Default Support Pack to generate diagnostics from the system.
«  Select Upload Support Pack. clic k Choose File, 211d navigate to a saved support pack file on you
workstation.
5. Click Run,

Upgrade Discover appliance firmware from a Command appliance

V4

You can upgrade the firmware on any Discover appliance that is connected to a Command appliance

E Note: You should always update Command appliances first, and then update the Discover appliances.

D

1. Loginto the Admin Ul on the Command appliance.

2. Inthe ExtraHop L

3. On the Discov
Firmware.

covel iaeuir‘gs section, click Manage Discover Appliances.
er tab, select the chec

Hox next to the nodes you want to update and then click Upgrade

4. Select from the following options:

«  Click Retrieve from URL and type the HTTP or FTP firmware URL in the field.
e Click Upload firmware image. \ffHL.K Choose File to navigate to the firmware file saved on your
workstation, and then click Open.

Click Upgrade.

U
P

The Job column displays Fi r mwar e Updat e Pendi ng until the firmware installation is complete.

S ssfully comy 5, a Fi rmnar e Updat e Conpl et ed confirmation mes
d side of the Manage Connected Appliance page.

After the firmware upc
appears on the rig
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Disable a Discover appliance
You can disable :he connection
Discover appliance, the Discover appliance i

view data from t h it aHop

) the Admin Ul on

raHop Discover Settings section,

(S

to a Discover appliance from

node in the Extr

the Command appliance

2. Inthe Ext
3. On the Discover

4. Click Disable.

heckbox next

tab, select the ¢

Enable a Discover appllance
You can enat
is disablec
Discon
1. Loginto the Admin
2. Inthe Extr
3. Onthe Dis
4. Click Enable.

e the conne
'H vistra l,\'w" purf 5
/

ppliance in the ExtraHop Web U

Command appliance.

section,

1eckbox next to eac

the Command a
1oved from theC
Web Ul on the Command appliance.

to each Disco

Command appliance if the
status returns
e Command appli

ppliance. When you disable :

“ommand appliance and yol

click Manage Discover Appliances

appliance that you want to disab

Discover a

er appliance
data from the

to Onl i ne, you can view the

liance.

click Manage Discover Appliances.
1 Dis

ser appliance that you want to enable.

Remove a managed Discover appliance from a Command appliance

vant t
> Connect

> an Discover App
:\ Applianc

TO Mmane

1. Lug into the A
e ExtraHop [

3. Select the checkbox next to the Discover appliance you w

\dmin Ul on the Command appliance.

2. Int Jiscover Settin

4. Click Remove Appliance.

@ Tip: To remove multiple Disc
you wan

t to remove and
Click Yes to confirm.

[Sa)

Add an Explore appliance to a Command appliance
a Comma

pliances from

M aNce prop

You can manage multiple E p\ re af

appliances, you can view

package, and mr‘m;’e(:! r»::t Ac

E Note: A
from the Con

traHop
2. Inthe ExtraHop
3. Click Add Appliance.
4. ype the
Click Confirm Fingerprint.
6. Note the
fing in

EX]

7. Type the pas

Y Ulon the Comma

Admir

Setting

1. Log into the Ex

Explore

s of the Explore applic

hostname or IP addr

ingerprint. \,Mf“ the
sted ¢ ¢ Status

ition s
Explo

informa
it of the
ppliance.

rd for the

SSWOT

> Explore apy

liance set up user
8. Click Connect.
9. Repeat steps .

members o

iance through a Command a

y ppliances at once, s
)w nec \M k Remove Appliances.

ind a M nce. A
erties, assi ;z )

nin U\ the Explore appliance t

ynce in the Hoe

ot the fingerprint listed on thi

in the

iance (including mu

ppliance, remove the node

os section, click Manage Discover Appliances.

ant to delete.

elect the checkbc iance

x next to each app

\fter yo
nickname, create a 'H'aa

%‘::wsr‘ N the Command ay

S

rative tasks. T

nd appliance

click Manage Explore Appliances.

st field.

natches the

n U\ on the

> in the Ac

Flngerprlnt

Setup Passwort

Itiple appliar
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View Explore node information

After you add an Explore node, the node is listed in a table that has the following information:

Name
The following entries appear in the Name field:
« The unigue Explore cluster ID. Click the link to open the Cluster Properties window and add or
m\J \y the cluster nickname.
« TheIP address or hostname of the Explore node. Click the link to open the Properties window.
cluster nickname if the Nickname field in the Properties window is configured. If a
Ot € ears. To assign a nickname, click the cluster ID
e field and then click Save.
Di rect when the connection to the Explore appliance is
nd appliance or Tunnel ed when the conn

. lhe Expl

Date Added

Displays the date and time the node was added as a managed app
License

Displays one of the following license states:

> will expire shortly. Read access to the appliance will be lost if the license is not

Invalid
The license is |
cannot query any stored records

and appliances

Reset
All configuration, software, and data has been deleted from this appliance
Actions
Displays a list of actions that you can perform on the Explore cluster.

Displays the status of any currently running support pack job.

Generate or upload a support pack for the Explore appliance

You can run a support pack on any Explore node that is managed by a Command appliance.

For more information about support packs, see the Suj acks section.

1. Loginto the Admin Ul or ommand appliance
ion, click Manage Explore Appliances.
Select the Fxp\:;\'e node in the table and then click Run Support Pack.

4. In the Suppo

2. In t’wz:: ExtraHop Explor

/T
~
f:'

from the following options:

«  Select Default Support Pack to generate diagnostics from the system.
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ct Upload Support Pack, click Choose File, and navigate to a saved support pack file on your

e Sele

workstation.

Click Run.

Remove an Explore cluster from a Command appliance
You can remove a connected Explore cluster from the list of man:
e. The cluster will ed, collectir rd ¢

administrative functions for the Explore w\u t T TM ough

g olore clusters on a Command
. but you wi ger be able to manage

ommand appliance

nain ¢

1. Inthe ExtraHop Explore Settings section, click Manage Explore Appliances.
2. Click a blank area in the table next to the E><p\(>re cluster that you want to remove
Click Remove Cluster.
E Note: If there are multiple Explore nodes in a single Explore cluster, all nodes in the cluster are
emoved.

4. Click Yes to confirm.

Add a Trace appliance to a Command appliance
You can man: Tr
the Trace apy

Admin Ul mt

E Note: A managed node o
from the Con (

1. Log into the ExtraHop Admin Ul on the Co

In the ExtraHop Trace Settings section, click Manage Trace Appliances.

3. Click Add Appliance.

4. Type the hostname or IP address of the Trace appliance.

Click Confirm Flngerprlnt

6. Note the information \&: te \1 or F ngerprint. \/f“"\'\\ that the fingerprint list ) this ¢
ingerprint of the Tr;:a, \m( i the Status > Fmgerprlnt Hage 'm the Ac

appliance.

/. Type the password for the Trace appliance set up user in the Setup Password field

pliances fror
H\,,M

multiple

0 perform administrative tasks. To enable packet queries

Dl Settings section.

nmand appliance

N

>s the
the Trace

Click Connect.

View Trace appliance information

After you isted in a table that has the following information:

u add a Trace appliance, the appliance is

Name
The following entries appear in the Name field:
« The unigue Trace cluster ID. Click the link to open the Properties window and add or modify the
cluster nickname

ce appliance (“Hv’«’ the link to open the Properties window.
Nickname fie \ n the Properties wi \f a
2 ign a nic \<\ ame, click the cluste

ostname of H“

ne appears. 1o a

e e Nic ix ame d then click Save.
« The connection [, splays Direct if the ction is established from the Command ap M
or Tunneled if the connec H_H to the Con m_m appliance is established from the Trace apy ,\ ar
Date Added

Displays the date and time the node was added as a managed appliance.

ExtraHop 7.1 Admin Ul Guide

109



License

Displays one of the following license states:

Valid
The license is valid.

Expiring Soon
The license will expire shortly. Read access to the appliance will be lost if the license is not
renewed.

License Check Pending

Ihe node cannot connect to the ExtraHop license se

Disconnected
Ihe node cannot connect to the ExtraHop license server, and the capture has stopped.
Invalid
[he license is invalid or has expired.
Reset
All configuration, software, and data has been deleted from this appliance.
Remote Interfaces
Jisplays a link to the Admin Ul on the Trace appliance. Click the link to open the Admin Ul in a new

window.

Job

Displays the status of any currently running support pack job.

Generate or upload a support pack for the Trace appliance
You can run a support pack on any Trace appliance that is managed by a Command appliance.

Y

For more information about support packs, see the Suj acks section.

1. Loginto the Admin Ul or

nd appliance.

2. In the ExtraHop Explore Settin “tion, click Manage Trace Appliances.

Select the Trace node in the table and then click Run Support Pack.

~ct from the following options:

4. In the Support Pack section, s
e Select Default Support Pack to generate diagnosti

Select Upload Support Pack. click Choose File, and navigate to a saved support pack file on your

workstation.

Click Run.

Upgrade Trace appliance firmware
You can u the firmw: any [race & nar oy a Command appliance. You can

only ups

nware upgra des

E Note: You should always upgrade firmware on the Command appliance first, and then upgrade the

1. Loginto the Admin Ul on the Command appliance.
2. Inthe ExtraHop Trace Settings section, click Manage Trace Appliances.
3. ¢ e and then click upgrade Firmware.

elect from the following options:

o Click Retrieve from URL and type the HTTP or FTP firmware URL in the field.
|

ick Upload firmware image. click Choose File to navi
workstation, and then click Open.

o the firmware file saved on your
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5. Click Install.
he Job column displays Fi r mnvar e Updat e Pendi ng until the firmware installation is complete.

After the firmware upgrade
ge appears on the

suCC e::;‘"u \ com JM\"‘ a Fi rmwar e Updat e Conpl et ed confirmation
ight-hand side of the Manage Connected Appliance page.

D
2

Remove a Trace appllance from a Command appllance

N remove a cc ~d Trace appliance from the |i ed Trace appliances on a Command
will remai
> functions for
1. Inthe ExtraHop Trace Settings section

2. Click a blank area in the tab

click Manage Trace Appliances.

to the Trace appliance you want to remove.
Click Remove Appliance.

E Note: You can remove only one Trace appliance at a time.

4. Click Yes to confirm.

View cluster history
You can view a list of the five most recent firmware updates and support packs that were run on the system.
1. Log into the Admin Ul on the Command appliance.
2. Inthe ExtraHop Commanc
3. Click History.

1 Settings section, click Manage Discover Appliances.

The following entries appear in the History table:
Time
Displays the time the action started.
Name
Displays the name of the action.
Status
Displays the completed status of the action.
Result
Displays a Download link that enables you to download the support pack to your computer.
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ExtraHop Explore Settings

I'his section contains the following configuration settings for the ExtraHop Explore appliance

Automatic Flow Records

Specify the automatic flow record settings
Connect Explore Appliances

Specify Explore appliances to store and retrieve records
Manage Explore Appliances

lew the properties of managed Explore cluster

erformance, we D
of data redundancy

@ Important:

E Note: \* your Disc W,,';"\“H;wm”* is managed b

Vis procedure from the Admin Ul on the Command

1. Inthe ExtraHop Explore Settings section, click Connect Explore Appliances.
2. Click Add New.

ype the hostname or IP address of an Node 1 field.

4. For each additional Explore appliance in the w:\ click Add New and enter the ur‘mw hostname or IP
;‘W 1r’~‘f m me corresponding No:ie M °|d. Your Conn e«;t Explore Appliances should look similar to the
ollow gure.

an ExtraHop Command appliance, you must perform

appliance.

pr\f“" opliance in the
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® 8] r_ Connact Explore Appliance

x

= ExtraHop Administration

& C A Not Secure kHps./10.20.228.92/admin/reclog/view,

®ExtraHop

D

Connect Explore Appliances

ole you to con

Node 1

Hostname or IP address:

MNode 2

Hostname or P address:

MNode 3

Hostname or IP address:

5. Click Save.
6. Note
ringe
Explore Admin UI.
/. ype the passw
8. Click Connect, and f

1020227177
10.20.227.178

10.20.227.179

the information lis

serprint of the Fx'mw appliance (Node 1) as it

ord for the E

E = ExtraHop Administration

for Fingerprint. \/

xplore appl

hen click Done.

jance set up user

Configure automatic flow record settings

Flow records show communica

sent when a flow termina

2. Inthe ExtraHop

SS range

fo t

) the
plore Settin
Select the Enabled chec d’mx.
ype the number of secc
ctive in the Publish Inte

SS Oraf

wH\F

tion between

periodically

e activity |

two devices

for flo

5s all IP addresses and pr

T

/ that the fir

is W-mm to the

Discover appliance

yddre

d. The minimum

of IP ¢

vich a flow record |

ddresses ir

rwvj m lw separated by «

> 15 60

n the IP Addresses field a
1 (-). To remove an

Nt to the Ex

and the n

in the Explore

n. click Automatic Flow Records.

\gerprint listed
appears on the Status -~ Fingerprint page ir

Setup Passwor

x = ExtraHop Administration X

on this page mat

ranges when Enabled is selecte
r traffic by adding IP addresses or ports in the settir
ports for the

ance if

ExtraHop 7.1

d field.

the flow is still
e is 21600.

N

nd then click the green plus

click the red
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//\

Click Save.

ExtraHop Explore appliance status
The ExtraHop Explore Status section displays the following stat

Activity since

N

isplays the timestamp when record collection began
Record Sent
Displays the number of records sent to the Explore

1/0O Errors

Displays the number of errors generated.

Queue Full (Records Dropped)

\

il

5 the number of records dropped when records ar

hyphen (-).

ort numbers in the Por
eparated by a

lick the gre
“lick the rec

D

m
\

(T

ExtraHop 7.1 Admin Ul Guide

114



ExtraHop Trace Settings

Specify ExtraHop Trace appliances to continuously collect and store raw packet data.

Connect a Trace appliance

\ A O N/
When ve

Discc

ce appliance in your environme
and \,:jmm;u“c:\ appliance to the

E Note: H Disc

.ommand appliant

be connected to four or fewer Trace appliances, whereas a
onnected to more than four Trace appliances.

[0 connect a Discover appliance or Command appliance to a Trace appliance:
1. Loginto the Admin Ul on the Discover or Command appliance.
2. In the ExtraHop Trace Settings section, click Connect Trace Appliances.

ype the hostname of the Trace appliance in the Appliance hostname field.

4. Click Connect.

Note the information listed for Fingerprint. \Verify that the fingerprint |i C
fin int of the \ race ¢ ,,\,M,m,, listed on the Status - Fingerprint page in the Admin

Type the password for the Trace appliance set up user in the Tra up Password field
/. Click Connect.
Repeat steps 3-7/ for each additional Trace appliance.
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Appendix

Decryptlng SSL traffic

SSL traffic in real time
d ciphers. The following i
should cc when img

Implement the following recommendations to optimize security:
. urn off S

o Turnoff

\H ‘:“H(“ nts.

to avoid the a,RHv E security vu

. are familiar with the ’\‘I weaken Perfect Forward ¢
. ect the cipher suite in orde preference.

The follow

) Wearkes

. A L SO

/pted by the ExtraHop appliance and are listed in order from strong

1 cipher suites that support Perf

by the ExtraHo M e when session key forwarding i co
see Install the E ) ion key for ( N I'Z.‘.
o«  DHE_RSA DE9 EDE ¢
o DHE_RSA_
e DHE_RSA \ VITH ALH 2!
o DHE_RSA_WITH_AES
RSA_WITH_AES_256_
g,u\TH aF\ 1“'

_128_¢

« ECDI 1[ \\/5/
« FECDHE_R
- FECDHE_R

TH_ PE E EC

J”(H ’M

of cipher suites support Perfect Forward Secrecy (PFS) but cannot |

o ECDHE-ECDS
o ECDHE-ECDSA
« ECDHE-ECD 6-SH;
o ECDHE-ECDSA-AES128-SHA256
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Common acronyms

Ihe following common computing and networking protocol acronyms are used in this guide.

Acronym Full Name
AAA Authentication, authorization, and accounting
AMFE Action Message Format
CIFS Common Internet File System
CL Command Line Interface
CPU Central Processing Unit

DB Database

DHCP Dynamic Host Configuration Protocol
DNS Domain Name System

ERSPAN Encapsulated Remote Switched Port Analyzer
FIX Financial Information Exchange
FTP File Transfer Protocol
HTTP Hyper Text Transfer Protocol
IBMMQ IBM Message Oriented Middleware
ICA Independent Computing Architecture
IP Internet Protocol
iSCS| Internet Small Computer System Interface
L2 Layer 2

3 Layer 3
L/ Layer /
LDAP Lightweight Directory Access Protocol
MAC Media Access Control
MIB Management Information Base
NFS Network File System
NVRAM Non-Volatile Random Access Memory
RADIUS Remote Authentication Dial-In User Service
RPC Remote Procedure Call
RPCAP Remote Packet Capture
RSS Resident Set Size
SMPP Short Message Peer-to-Peer Protocol
SMTP Simple Message Transport Protocol
SNMP Simple Network Management Protocol
SPAN Switched Port Analyzer
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Acronym

Full Name

Solid-State

Yriv /o
Urive

Secure Soc

ket Layer

Termir
Plus

al Acce

>ss Controller Access-Contr

_ONLrQ ML

CP Transmissio

n Control Protoco

User

Interfe

VLAN Virtual Lo

twork

\ /N/

VM Virtual Mac

Configure Cisco NetFlow devices

The following are examples of basic Cisco
interface i)m;\ 5. When NetFlow is co

the Discover appliance

@ Important: NetFlow takes advantage of the S \[ AP iflndex
interface informe I\ n in flow recor
SNMP ifindex persistence on (Je\/(/e% sending Ne
re information on how to enable SNMP ifInd
refer the configuration guide providec

onfiguring NetFlow

te at L.?'.

router configur

nfigured on the interface,

For more information on on Cisco swi

ebsi

Cisco w

Configure an exporter on Cisco Nexus switch

Define a flow exporter by specifying the export forma

, protocol, an
vitch

Enter global conf

Log in to the sw command-line interface and run the follow

iguration
config t
b) Create a flow ex

porter and enter flow

fl ow exporter <nane>

rOr example:

fl ow exporter Netfl ow Exporter-1

c) (Optional) Enter a description:
description <string>
For example:

descri pti on Production-Netfl ow Exporter

ation for Net
IP packet f

Is. To ensure ¢

1 by the device i

€5, Se¢

exporter configuration

Flow. NetFlow is configured on a per

flow information will be exported to

value to represent ingress and egress
onsistency of interfa

etFlow to the Disc

ex pers istenc

ce repor
pliance. For

network devices,

on your
nanu m,lt Ir

e your Cisco router documentation

d destination

ving commands:

node.
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Set the destination IPv4 or IPvé address for the exporter.

destinati on <eda_ngmt i p_address>
For example:

destinati on 192.168.11.2

e) Specify the interface needed to reach the NetFlow collector at the configured destination.
source <interface_type> <nunber>
For example:
source ethernet 2/2
) Specify the NetFlow export version:
version 9
Configure Cisco switches through Cisco 10S CLI

1. Loginto the Cisco

nfiguration mode:

OS command-line interface and run the following commands.

config t

Specify the interface, and enter interface configuration mode.

“lerA 5NN carinc ~ P
. Cisco /500 series routers:

i nterface <type> <sl ot >/ <port-adapt er >/ <port>

interface fastethernet 0/1
4. Enable NetFlow:
i p route-cache fl ow
5. Export NetFlow statistics:
ip flow export <ip-address> <udp-port> version 5

Manag arget interface on the Discover appliance and

\Where <ip-address> is the
<udp-port> is the config
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