Analyze System Health charts to assess trigger
performance
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« Has my new trigger resulted in an exce

»  How many exceptions errors have occur

«  Whatis the performance impact of the my new trigger?

Prerequisites

e You must have access to an ExtraHop Disc
write privileges.
e Your ExtraHop system must have SMTP traffic.
«  Familiarize yourself with th
& and Get started
»  Familiarize yourself with the pro
Kthrough & an

appliance with a user account that has limited write or fu
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Create a trigger with exceptions

In this procedure, \
introduce a delib

ing time of SMTP respo

a trigger exception oc

1. Click the System Settings icon, and then click Trlggers

2. Click New to open the Trigger Configuration window.

3. In the Name field, type Track Processing Ti ne.

4. Click Enable Debugglng

Click the Events field, and then add the following events to the trigger configuration:
e SMTP_REQUEST

e SMTP_RESPONSE

« SMPP_RESPONSE

Click the Editor tc 1d then copy anc

O~

var proto;
switch(event) {
case ' SMIP_REQUEST' :
case ' SMIP_RESPONSE' :
proto = SMIP;
br eak;
case ' SMPP_RESPONSE' :
proto = SMPP;
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br eak;

}

if (!proto || !proto.processingTinme) {

debug(' Processing Tine = + proto.processingTine + " on " + event);

/. Click the Assignments tab, and then click Assign to All.
8. Click Save and Close
ntax problem and the tri
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Click Disable Validation, and then click Save and Close.

Next steps
Let the trigger run for at least ten minutes, and then check the System Health page.
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Review trigger charts on the System Health page

The System Health

components and ser

e contains charts that pertain to the health and perf
ces. In this procedure, you will consult tri

page to check the impact of the trigger you "r"mefi in the previous section.
E Note: The performance results reported for the example trigger on your system will differ from the
results displayed in this section.

1. From the Triggers page, click Settings in the upper-left corner, and then click System Health.
>croll down to the Trigger Excepti
he chart displays the Track Pr
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Click the Trigger Exceptions by Trigger chart to drill down and view details in a secondar

to the following figure:

ollowing steps:

) other running tr
, efficient and might be p
bly be dropped from the queue.
Click the Track Processing Time tri
following figure:
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Trigger Load by Trigger

All Triggers = Track Processing Time

= 30M =
24M g /‘\
g 1M B
z .. ] Exceptions Cycles
R | 23 2.24M
g 6Mm =./:\ 10/21/16 12:46 ¢ 10/21/16 12:46 |}
:-E e . : ; Executes
10/21/16 12:43 12:45 46
10/21/16 12:46
Trigger

sionally, the timestamp can help you locate

Ou fix the tr

Fix the trigger and view results on the System Health page

In this pr
occurs in th

s in the trig

il resolve the e

that identify whe
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1. From the

2. OntheT

em Health page, click Settings in the

and then click Triggers.

D
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3. Click the Runtime Log tab.
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In this walkthro

splays output similar to the fc

Trigger Configuration
Configuration Editor Assignments Runtime Log Performance

Runtime Log for Track Processing Time

Time Interval: Last 30 minutes | w

Show Last: 250 -
Fri Oct 21 13:14:44
Line 12: Uncaught Error: Action Is not valld on event SMTP_REQUEST.

Fri Oct 21 13:14:18
Line 12: Uncaught Error: Action Is not valid on event SMTP_REQUEST.

Fri Oct 21 13:14:01
Processing Time = NaN on SMTP_RESPONSE

Fri Oct 21 13:13:30
Line 12: Uncaught Error: Action Is not valid on event SMTP_REQUEST.

Fri Oct 21 13:13:29
Line 12: Uncaught Error: Action Is not valld on event SMTP_REQUEST.

k for e ach error me
ok for e herror 1
r occurred, the line number in the script that resulted in the

OowINg error mest

e in the

Li ne 12: Uncaught Error: Action is not valid on event SMIP_REQUEST.
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also displays unca

@ Tip: In ;a(:\dif'(;)r'wf exception errors, the runtime log 0
an une cu Oe error, such as an invalid value.

Click the Editor ta
requests. In the \:::Ho“ ir*g

rly brace, or a

e script to identify the action that is invalid on SMTP
t the action is to access the pr ocessi ngTi e

[J'(\»L,‘H’l\,ﬂ on events:
Trigger Configuration

Configuration Editor Assignments Runtime Log Performance

Trigger Script Syntax validation disabled =" CRTEEHLTT

var proto;
switch{ewvent) {
case 'SMTP _REQUEST':
case 'SMTP RESPONSE' :
prokto = SMTE;
break;
| case 'SMPP RESPONSE':
prokto = SMPP;
break;
}

(: if (lproto || |proto.processingTime} {:)
debug( Processing Time = + proto.processingTime + " on " + event);

i

Tr“r nation Tw DM \ur”wth”m

his information combined
the processi ngTi ne pr
Remove the unsupported SMTP event from the script an
following steps:
a)  Click Enable Validation.
te the following line from the tr

rscript:

case ' SMIP_REQUEST" :
c) Click the Conﬁguration tab.
d) Delete SMTP_REQUEST from the Events field

the wwmx)r:ed event from the script and the

Click Save and Close

er-left corner, and then click System Health.
chart that should look similar to the
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Create a trigger performance dashboard

n T”‘W qtion and procedu

\
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11.

, you will create a trigger performance dashboard and add se in this

/eral charts discussed

health metrics to a dashboard enables you to custon
art type, addi

ize how you view the data such as

adding multiple metrics to a chart.

are unfamiliar with
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Click Dashboards.
On the Dashboard page, click the command menu § in the upper-right corner, and select Create
Dashboard.
In the Title field, type Tri gger Perf or mance.
Click Create.
Click the empty chart widget in your newly
Click Add Source.
In the Sources field, type capt ur e, and then select a capture network from the list.
In the Metrics field, « M(,k Any Protocol. and then select ExtraHop from the list.
In the Sources field, type Tri gger, and

v created dashboard to launch the Metri rer .

select Network - Trigger Executes from the list.
t Trigger.

In the Details section, click None, and the
Click Save to return tc
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Drag a new chart widget to the region and configure the chart by completing the following steps:
ork you ified for the pre
t ExtraHop for the protocol.

ous chart.

1 the Metrics field, selec

c)  Select Network - Trigger Cycles for the metric.
d) In the Details section, select Trigger for the Split by option.
Click Save.
Drag a new chart widget to the region and configure the chart by completing the following steps:

a) ~cified for the previous chart.
b) Inthe Metrics field, select ExtraHop for the protoco

c)  Select Network - Trigger Executes for the metric.

>plit by option.

d) In the Details section, select Trigger for the S
Click Save.

e the chart by completing the following steps:
8 /OL ified for the pre

) the Metrics field, selec Hop for the protocol.

ect Network - Trigger Drops for the metric.

d)  Click Save.

Click Exit Layout Mode from the upper

The dashboard should look si
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Next steps
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