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Introduction to the ExtraHop REST API

The ExtraHop REST API enables you to automate administration and configuration tasks on your ExtraHop
system. You can send requests to the ExtraHop API through a Representational State Transfer (REST)
interface, which is accessed through resource URIs and standard HTTP methods.

When a REST API request is sent over HTTPS to an ExtraHop system, that request is authenticated and
then authorized through an API key. After authentication, the request is submitted to the ExtraHop system
and the operation completes.

[ > ] Vigeothe related training: Rest APl Overview &

Each ExtraHop system provides access to the built-in ExtraHop REST API Explorer, which enables you to
view all of the available system resources, methods, properties, and parameters. The REST API Explorer also
enables you to send API calls directly to your ExtraHop system.

Note: This guide is intended for an audience that has a basic familiarity with software development
and the ExtraHop system.

ExtraHop API requirements

Before you can begin writing scripts for the ExtraHop REST API or performing operations through the REST
API Explorer, you must meet the following requirements:

e  Your ExtraHop system must be configured to allow API key generation for the type of user you are
(remote or local).

e You must generate a valid API key.

e  You must have a user account on the ExtraHop system with appropriate privileges set for the type of
tasks you want to perform.
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Access and authenticate to the ExtraHop REST API

Setup users and users with system and access administration privileges control whether users can generate
API keys. For example, you can prevent remote users from generating keys or you can disable API key
generation entirely. When this functionality is enabled, API keys are generated by users and can be viewed
only by the user who generated the key.

E Note: Administrators set up user accounts and assign privileges, but then users generate their own
API keys. Users can delete API keys for their own account, and users with system and access
administration privileges can delete API keys for any user. For more information, see Users
and user groups .

After you generate an API key, you must append the key to your request headers. The following example
shows a request that retrieves metadata about the firmware running on the ExtraHop system:

curl -i -X GET --header "Accept: application/json" \
--header "Authorization: ExtraHop api key=2bc07e55971d4c9a88d0bb4d29ecbb29" \

"htt ps:// <host name- or - | P- of - your - Ext r aHop- syst en®/ api / v1/ ext r ahop"

Privilege levels

User privilege levels determine which ExtraHop system and administration tasks the user can perform
through the ExtraHop REST API.

You can view the privilege levels for users through the grant ed_r ol es and ef fecti ve_rol es
properties. The gr ant ed_r ol es property shows you which privilege levels are explicitly granted to the
user. The ef f ecti ve_r ol es property shows you all privilege levels for a user, including those received
outside of the granted role, such as through a user group.

Thegranted_rol es and ef f ecti ve_r ol es properties are returned by the following operations:

e GET /users
e  GET /users/{username}

Thegranted_rol es and ef f ecti ve_r ol es properties support the following privilege levels. Note that
the type of tasks for each ExtraHop system vary by the available resources listed in the REST API Explorer
and depend on the modules enabled on the system and user module access privileges.

Privilege level Actions allowed

"system": “full” e Enable or disable API key generation for the ExtraHop system.

e  Generate an API key.

e View the last four digits and description for any API key on the
system.

e Delete API keys for any user.

e View and edit cross-origin resource sharing.

e  Perform any administration task available through the REST API.

e  Perform any ExtraHop system task available through the REST
API.

"write": "full” e Generate your own API key.
e View or delete your own API key.

e  Change your own password, but you cannot perform any other
administration tasks through the REST API.
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Privilege level Actions allowed
e  Perform any ExtraHop system task available through the REST
API.
"write": "limited" e  Generate an API key.

e View or delete their own API key.

e  Change your own password, but you cannot perform any other
administration tasks through the REST API.

e  Perform all GET operations through the REST API.
e  Perform metric and record queries.

"write": "personal” e Generate an API key.
e View or delete your own API key.

e Change your own password, but you cannot perform any other
administration tasks through the REST API.

e  Perform all GET operations through the REST API.
e  Perform metric and record queries.

"metrics": "full” e Generate an API key.
e View or delete your own API key.

e Change your own password, but you cannot perform any other
administration tasks through the REST API.

e  Perform metric and record queries.

"metrics": "restricted" e Generate an APl key.
e View or delete your own API key.

e  Change your own password, but you cannot perform any other
administration tasks through the REST API.

ndr": “full” e View security detections
e View and create investigations

This is a module access privilege that can be granted to a user in
addition to one of the following system access privilege levels:

e "write": "full"

e "write": "limited"
e "write": "personal"
e "write": null

e "metrics": "full"

e "metrics": "restricted"

ndr": "none” e No access to NDR module content

This is a module access privilege that can be granted to a user in
addition to one of the following system access privilege levels:

e "write": "full"

e "write": "limited"
e "write": "personal”
e "write": null

e "metrics": "full"

e "metrics": "restricted"
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Privilege level Actions allowed

"npm": "full” e View performance detections
e View and create dashboards
e View and create alerts

This is a module access privilege that can be granted to a user in
addition to one of the following system access privilege levels:

e "write": "full"

e "write": "limited"

e "write": "personal”

e "write": null

e "metrics": "full"

e "metrics": "restricted"

"npm": "none” e No access to NPM module content

This is a module access privilege that can be granted to a user in
addition to one of the following system access privilege levels:

e "write": "full"

e "write": "limited"

e "write": "personal"

e "write": null

e "metrics": "full"

e "metrics": "restricted"

"packets": "full” e View and download packets through the GET / packet s/
sear ch and POST / packet s/ sear ch operations.

This is an add-on privilege that can be granted to a user with one of
the following privilege levels:

e  "write": "full"

e "write": "limited"
e "write": "personal”
e "write": null

e "metrics": "full"

e "metrics": "restricted"

"packets”: "full_with_keys" e View and download packets and session keys through the GET /
packet s/ sear ch and POST / packet s/ sear ch operations.

This is an add-on privilege that can be granted to a user with one of
the following privilege levels:

e "write": "full"

e "write": "limited"

e "write": "personal”

e "write": null

e "metrics": "full"

e  "metrics": "restricted"

"packets": "slices_only" e View and download the first 64 bytes of packets through the
CET / packet s/ search and POST / packet s/ search
operations.
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Privilege level Actions allowed

This is an add-on privilege that can be granted to a user with one of
the following privilege levels:

e "write": "full"

e "write": "limited"
e "write": "personal"
e "write": null

e  "metrics": "full"

e "metrics": "restricted"

Manage API key access

Users with system and access administration privileges can configure whether users can generate API keys
for the ExtraHop system. You can allow only local users to generate keys, or you can also disable API key
generation entirely.

Users must generate an API key before they can perform operations through the ExtraHop REST API. Keys
can be viewed only by the user who generated the key or system administrators with unlimited privileges.
After a user generates an API key, they must append the key to their request headers.

1. Login to the Administration settings on the ExtraHop system through ht t ps: / / <ext r ahop-
host nane- or - | P- addr ess>/ admi n.

2. Inthe Access Settings section, click APl Access.

3. Inthe Manage API Access section, select one of the following options:
e Allow all users to generate an API key: Local and remote users can generate API keys.

e Only local users can generate an APl key: Remote users cannot generate API keys.
e No users can generate an API key: No API keys can be generated by any user.

4. Click Save Settings.

Generate an API key

You must generate an API key before you can perform operations through the ExtraHop REST API. Keys

can be viewed only by the user who generated the key or by users with system and access administration
privileges. After you generate an API key, add the key to your request headers or the ExtraHop REST API
Explorer.

Before you begin
Make sure the ExtraHop system is configured to allow API key generation.

1. Inthe Access Settings section, click APl Access.
2. Inthe Generate an APl Key section, type a description for the new key, and then click Generate.
3. Scroll down to the API Keys section and copy the API key that matches your description.

You can paste the key into the REST API Explorer or append the key to a request header.

Configure cross-origin resource sharing (CORS)

Cross-origin resource sharing (CORS) allows you to access the ExtraHop REST API across domain-
boundaries and from specified web pages without requiring the request to travel through a proxy server.

You can configure one or more allowed origins or you can allow access to the ExtraHop REST API from any
origin. Only users with system and access administration privileges can view and edit CORS settings.
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1. Login to the Administration settings on the ExtraHop system through ht t ps: / / <ext r ahop-
host name- or - | P- addr ess>/ adni n.

2. Inthe Access Settings section, click APl Access.
3. Inthe CORS Settings section, specify one of the following access configurations.

e To add a specific URL, type an origin URL in the text box, and then click the plus (+) icon or press
ENTER.

The URL must include a scheme, such as HTTP or HTTPS, and the exact domain name. You cannot
append a path; however, you can provide a port number.
e To allow access from any URL, select the Allow API requests from any Origin checkbox.

Note: Allowing REST API access from any origin is less secure than providing a list of
explicit origins.
4. Click Save Settings and then click Done.

Set up an TLS certificate

Before making requests to an ExtraHop system with a self-signed certificate, you must set up an TLS
certificate for each user who will access the ExtraHop system from a particular computer.

In each of the following examples, replace {HOST} with the hostname of your ExtraHop system.

Note: The TLS certificate applies only to the user performing the command. Each user must run
the command with their login credentials to set up the TLS certificate.

Set up TLS through Windows PowerShell

| nvoke- WebRequest "http://{HOST}/public.cer" -QutFile ($env: USERPROFI LE +
"\ex.cer"); Inport-Certificate ($env: USERPROFI LE + "\ex.cer")

-Cert StorelLocation Cert:\CurrentUser\ Root

Set up TLS through OS X

curl -O http://{HOST}/public.cer; security add-trusted-cert -r trustRoot -k

~/ Li brary/ Keychai ns/ | ogi n. keychai n public. cer
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Learn about the REST API Explorer

The REST API Explorer is a web-based tool that enables you to view detailed information about the
ExtraHop REST API resources, methods, parameters, properties, and error codes. Code samples are
available in Python, cURL, and Ruby for each resource. You also can perform operations directly through
the tool.

Open the REST API Explorer
You can open the REST API Explorer from the Administration settings or through the following URL:

ht t ps: / / <extrahop- host nanme- or - i p- addr ess>/ api / v1/ expl or e/

1. Login to the Administration settings on the ExtraHop system through ht t ps: / / <ext r ahop-
host name- or - | P- addr ess>/ adni n.

2. From the Access Setting section, click APl Access.
3. On the API Access page, click REST API Explorer.
The REST API Explorer opens in your browser.

View operation information

From the REST API Explorer, you can click any operation to view configuration information for the
resource.

The following table provides information about the sections available for resources in the REST API
Explorer. Section availability varies by HTTP method. Not all methods have all of the sections listed in the

table.
Section Description
Body Parameters Provides all of the fields for the request body and
supported values for each field.
Parameters Provides information about the available query
parameters.
Responses Provides information about the possible HTTP

status codes for the resource. If you click Send
Request, this section also includes the response
from the server and the cURL, Python, and Ruby
syntax required to send the specified request.

Tip: Click Model to view descriptions of the
fields returned in a response.

Identify objects on the ExtraHop system

To perform API operations on a specific object, you must locate the object ID. You can easily locate the
object ID through the following methods in the REST API Explorer.

e The object ID is provided in the headers returned from a POST request. For example, if you send a
POST request to create a page, the response headers display a location URL.
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The following request returned the location for the newly created tag as / api / v1/ t ags/ 1 and the ID
for the tag as 1.

"date": "Tue, 09 Nov 2021 18:21:00 GvI ",
"via": "1.1 | ocal host",

"server": "Apache",

"content-type": "text/plain; charset=utf-8",
"l ocation": "/api/vl/tags/1",
"cache-control": "private, max-age=0",
"connection": "Keep-Alive",

"keep-alive": "tineout=90, max=100",
"content-length": "O"

The object ID is provided for all objects returned from a GET request. For example, if you perform a
GET request on all devices, the response body contains information for each device, including the ID.

The following response body displays an entry for a single device, with an ID of 10212:

"mod_tine": 1448474346504,
"node_id": null,

"id": 10212,

"extrahop_id": "test0001",
"description": null,

"user _nmod_tine": 1448474253809,
“di scover _time": 1448474250000,
“vlanid": O,

"parent id": 9352,

“macaddr": "00: 05: G3: FF: FC: 28",
"vendor": "Cisco",

"is 13": true,

"i paddr4": "10.10.10.5",
"i paddr6": null,
"device_cl ass": "node",
"default_name": "G sco5",

"cust om na nul |,
"cdp_nane":
"dhcp_nane": ,
"net bi os_nane":
"dns_nane": "",
"custom type": "",
"anal ysis_level": 1

}
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ExtraHop API resources

You can perform operations on the following resources through the ExtraHop REST API. You also can view
more detailed information about these resources, such as available HTTP methods, query parameters, and
object properties in the REST API Explorer.

APIKey

An API key enables a user to perform operations through the ExtraHop REST API.

You can generate the initial APl key for the setup user account through the REST API. All other API keys are
generated through the API Access page in the Administration settings.

The following table displays all of the operations you can perform on this resource:

Operation Description

GET /apikeys Retrieve all API keys.

POST /apikeys Create the initial API key for the setup user account.
GET /apikeys/{keyid} Retrieve information about a specific API key.

Operation details

CET / api keys

If the request is successful, the ExtraHop system returns an object in the following format.

"description": "string",
"id"': 0,
"key": "string",

"time_added": O,
"user_id": O,
"usernane": "string"

CET / api keys/ {keyi d}
Specify the following parameters.

keyi d:  Number
The unique identifier for the API key.

If the request is successful, the ExtraHop system returns an object in the following format.

"description": "string",
ui du: 0,
"key": "string",

"time_added": O,
"user _id": O,
"username": "string"
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PCOST / api keys
Specify the following parameters.
body: Object

The password of the setup user.

passwor d: String
The password for the setup user.

Specify the body parameter in the following JSON format.

"password": "string"

Audit log

The audit log displays a record of all recorded system administration and configuration activity, such as
the time of the activity, the user who performed the activity, the operation, operation details, and system
component..

The following table displays all of the operations you can perform on this resource:

Operation Description

GET /auditlog Retrieve all audit log messages.

Operation details

CET /auditlog

Specify the following parameters.

[imt: Number
(Optional) The maximum number of log messages to return.
of fset: Number

(Optional) The number of log messages to skip in the results. Returns log messages starting from the
offset value.

If the request is successful, the ExtraHop system returns an object in the following format.

"body": {},
"id": 0,

"occur _tinme": O,
"time": O

Auth

You can configure secure, single sign-on (SSO) authentication to the ExtraHop system through one or more
security assertion markup language (SAML) identity providers.

When a user logs in to an ExtraHop system that is configured as a service provider (SP) for SAML SSO
authentication, the ExtraHop system requests authorization from the appropriate identity provider (IdP).
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The identity provider authenticates the user’s credentials and then returns the authorization for the user to
the ExtraHop system. The user is then able to access the ExtraHop system.

Operation Description

GET /auth/identityproviders Retrieve all identity providers.

POST /auth/identityproviders Add an identity provider for remote authentication.

DELETE /auth/identityproviders/{id} Delete a specific identity provider.

GET /auth/identityproviders/{id} Retrieve a specific identity provider.

PATCH /auth/identityproviders/{id} Update an existing identity provider.

GET /auth/identityproviders/{id}/privileges Retrieve the privilege settings for a specific identity
provider.

PATCH /auth/identityproviders/{id}/privileges Update the privilege settings for a specific identity
provider.

GET /auth/samlsp Retrieve SAML security provider (SP) metadata for

this ExtraHop system.

Operation details

POST /auth/identityproviders

Specify the following parameters.

body: Object
Parameters for the identity provider.
nanme: String
The name of the identity provider.
enabl ed: Boolean

Indicates whether authentication through the identity provider is enabled on the ExtraHop
system.

entity id: String
(Optional) The SAML 2.0 entityID.
sso_url: String
(Optional) The SAML 2.0 Single Sign-On (SSO) URL.
signing certificate: String
(Optional) The SAML 2.0 X.509 signing certificate in PEM format.
type: String
The type of identity provider.
The following values are valid:

e sani
auto_provi sion_users: Boolean
Indicates whether a user can be created on the ExtraHop system from the identity provider.

Specify the body parameter in the following JSON format.

"aut o_provision_users": true,

"enabl ed": true,
"entity id": "string",
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"nane": "string",
"signing_certificate": "string",
"sso url": "string",

“"type": "string"

GET /aut h/identityproviders

If the request is successful, the ExtraHop system returns an object in the following format.

"auto_provision_users": true,
"enabl ed": true,

"entity id": "string",

"id"': 0,

"name": "string",

"signing certificate": "string",
"sso url": "string",

"type": "string"

CET /auth/identityproviders/{id}
Specify the following parameters.
i d: Number

The unique identifier for the identity provider.

If the request is successful, the ExtraHop system returns an object in the following format.

"aut o_provision_users": true,
"enabl ed": true,

"entity_ id": "string",

"id": O,

"name": "string",

"signing certificate": "string",
"sso_url": "string",

"type": "string"

PATCH /aut h/identityproviders/{id}

Specify the following parameters.

i d: Number

The unique identifier for the identity provider.
body: Object

The parameters for the identity provider.

DELETE /auth/identityproviders/{id}

Specify the following parameters.

i d: Number
The unique identifier for the identity provider.
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CET /auth/identityproviders/{id}/privileges
Specify the following parameters.
i d: Number

The unique identifier for the identity provider.

If the request is successful, the ExtraHop system returns an object in the following format.

"det ecti onsaccessl evel ": {},
"ndrl evel": {},
"npm evel ": {},

"packet sl evel ": {},
"witel evel ": {}

PATCH /auth/identityproviders/{id}/privileges
Specify the following parameters.
i d: Number
The unique identifier for the identity provider.
body: Object
An object that contains the privilege settings.

GET /aut h/ sam sp

Specify the following parameters.

xm :  Boolean
(Optional) Indicates whether to retrieve the SAML 2.0 XML metadata.

If the request is successful, the ExtraHop system returns an object in the following format.

"acs_url": "string",
"entity id": "string",

"xm": "string"

Cloud

This resource enables you to connect your on-premises sensors to RevealX 360 For more information, see
Connect a sensor to RevealX 360 &

The following table displays all of the operations you can perform on this resource:

Operation Description

POST /cloud/connect Connect the ExtraHop system to RevealX 360.

Operation details

POST [/ cl oud/ connect

Specify the following parameters.
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body: Object
The token you generated from RevealX 360.
cl oud_t oken: String
The token you generated from RevealX 360.
ni cknane: String
A nickname to easily identify the sensor.

Specify the body parameter in the following JSON format.

"cl oud_t oken": "string",

"ni ckname": "string"

Detections

The Detections resource enables you to retrieve detections that have been identified by the ExtraHop
system.

The following table displays all of the operations you can perform on this resource:

Operation Description

GET /detections Retrieve all detections.

GET /detections/formats Retrieve all detection types.

GET /detections/formats/{id} Retrieve a specific detection type.

POST /detections/formats Create a new custom detection type.

DELETE /detections/formats/{id} Delete a specific custom detection type.

PATCH /detections/formats/{id} Update a specific custom detection type.

GET /detections/rules/hiding Retrieve all tuning rules.

GET /detections/rules/hiding/{id} Retrieve a specific tuning rule.

POST /detections/rules/hiding Create a tuning rule.

DELETE /detections/rules/hiding/{id} Delete a tuning rule.

PATCH /detections/rules/hiding/{id} Update a tuning rule.

POST /detections/search Retrieve detections that match the specified search
criteria.

PATCH /detections/tickets Update a ticket associated with detections.

GET /detections/{id} Retrieve a specific detection.

GET /detections/{id}/investigations Retrieve all investigations that a specific detection is
in

PATCH /detections/{id} Update a detection.

DELETE /detections/{id}/notes Delete the notes for a given detection.

GET /detections/{id}/notes Retrieve the notes for a given detection.

PUT /detections/{id}/notes Create or replace notes for a given detection.

25.2 IDS Sensor REST API Guide 18



EXTRAHOP

Operation Description
GET /detections/{id}/related Retrieve all detections related to a specific
detection.

Operation details

CET /detections/{id}

Specify the following parameters.

i d: Number
The unique identifier for the detection.

If the request is successful, the ExtraHop system returns an object in the following format.

"appliance_id": O,
"assi gnee": "string",
"categories": [
"string"
] L]
"create_time": O,
"description": "string",
"end time": O,
“id": 0,
"is user_created": true,
"mtre_tactics": [],
"mtre_techni ques": [],
"nmod_time": O,
"participants": [],
“properties": {},
"recomended": true,
"recommended_factors": [],
"resolution": "string",
"risk _score": O,
"start _tine": O,
"status": "string",
"ticket _id": "string",
“"ticket _url": "string",
"title": "string",
"type": "string",
"update_time": O,
"url": "string"

CET /detections
Specify the following parameters.

limt: Number

(Optional) Limit the number of detections returned to the specified maximum number. A random
selection of detections is returned.

If the request is successful, the ExtraHop system returns an object in the following format.

"appliance_id": O,

"assignee": "string",
"categories": [
"string"
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]

reate time": O,
"description": "string",
"end time": O,

“id": 0,
"is_user_created": true,
"mtre_tactics": [],
"mtre_techniques": [],
"nmod_time": O,
"participants": [],
"properties": {},
"recommended": true,
"recommended_factors": [],
"resolution": "string",
"risk _score": 0,

"start _tinme": O,
"status": "string",
"ticket _id": "string",
“"ticket _url": "string",
"title": "string",
"type": "string",
"update_tinme": O,

"url": "string"

POST /detections/search

Specify the following parameters.

body: Object
The detection search parameters.
filter: Object

Detection-specific filters.

cat egory: String
Deprecated. Replaced by the categories field.

cat egori es: Array of Strings
Return detections from the specified categories.

assi gnee: Array of Strings
Returns detections assigned to the specified user. Specify ".none" to search for
unassigned detections or specify ".me" to search for detections assigned to the
authenticated user.

ticket id: Arrayof Strings
Returns detections that are associated with the specified tickets. Specify ".none" to
search for detections that are not associated with tickets.

status: Array of Strings
Returns detections with the specified status. To search for detections with a null
status, which is displayed in the ExtraHop system as Open, specify ".none". You can
only change the status of a detection to "new" through the REST APl when third party
ticket tracking is enabled @.

new
i n_progress
cl osed
acknow edged
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resol ution: Array of Strings
Returns detections for tickets with the specified resolution. Specify ".none" to search
for detections without resolutions.
The following values are valid:
e action_taken
e no_action_taken
types: Array of Strings
Returns detections with the specified types.
risk_score_mn: Number
Returns detections with risk scores greater than or equal to the specified value.
recommended: Boolean
Returns detections recommended for triage. This field is valid only on a console.
from Number

Returns detections that occurred after the specified date, expressed in milliseconds since the
epoch. Detections that started before the specified date are returned if the detection was
ongoing at that time.

[imt: Number

Returns no more than the specified number of detections.
of fset: Number

The number of detections to skip for pagination.
sort: Array of Objects

Sorts returned detections by the specified fields. By default, detections are sorted by most
recent update time and then ID in ascending order.

di rection: String
The order in which returned detections are sorted.
The following values are valid:
e asc
e desc

field: String
The field to sort detections by.

until: Number

Return detections that ended before the specified date, expressed in milliseconds since the
epoch.

update_tinme: Number
Returns detections related to events that occurred after the specified date, expressed in
milliseconds since the epoch. Note that the ExtraHop Machine Learning Service analyzes
historical data to generate detections, and so there is a time delay between when the events
that cause those detections occur and when the detections are generated. If you search for
detections in the same update_time window multiple times, the later search might return
detections that were not returned by the earlier search.

nod _tinme: Number

Returns detections that were updated after the specified date, expressed in milliseconds since
the epoch.

create time: Number

Returns detections that were created after the specified date, expressed in milliseconds since
the epoch. For sensors, this returns detections that were generated after the specified date.
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For consoles, this returns detections that were first synchronized to the console after the
specified date.

id_only: Boolean
(Optional) Returns only the IDs of the detections.

Specify the body parameter in the following JSON format.

“"create_tinme": O,

"filter": {
"category": "string",
"categories": [],
"assignee": [],
"ticket_id": []
"status": [],
“resolution": [],
"types": [],
"risk_score_mn": O,
"recomrended": true

i
"fronm': O,

“id only": true,

"limt": O,

"nmod_tine": O,

"of fset": O,

"sort": {

“direction": "string",
“field": "string"
b

"until": O,
"update_time": O

PATCH / det ecti ons/ {i d}

Specify the following parameters.

i d: Number
The unique identifier for the detection.
body: Object
The detection parameters to update.
ticket id: String
The ID of the ticket associated with the detection.
assi gnee: String
The assignee of the detection or the ticket associated with the detection.
status: String

The status of the detection or the ticket associated with the detection. If the value is null,
the status displayed in the ExtraHop system is Open. The value "new" can only be specified
through the REST API when third party ticket tracking is enabled 2.

e new
e in_progress
e closed

e acknow edged
resol ution: String
The resolution of the detection or the ticket associated with the detection.
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The following values are valid:

e action_taken
e no_action_taken
partici pants: Array of Objects
A list of devices and applications associated with the detection. You can modify specific fields
for a participant, but you cannot add new participants to a detection.
i d: Number
The ID of the participant associated with the detection.
user nanes: Array of Strings
The usernames associated with the participant through the REST API.
ori gins: Array of Strings
The origin IP addresses associated with the participant through the REST API.

Specify the body parameter in the following JSON format.

"assi gnee": "string",

"participants": {
“id": O,
"usernanes": [],
"origins": []

}

"

esol ution": "string",
"status": "string",
"ticket _id": "string"

PATCH / detections/tickets

Specify the following parameters.

body: Object
The detection ticketing values to update.
ticket _id: String
The ID of the ticket associated with the detection.
assi gnee: String

The assignee of the ticket associated with the detection.
status: String

The status of the ticket associated with the detection.

The following values are valid:

e new
e in_progress
e closed

e acknow edged
resol ution: String
The resolution of the ticket associated with the detection.

The following values are valid:

e action_taken
e no_action_taken
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Specify the body parameter in the following JSON format.

"assi gnee": "string",
“resolution": "string",
"status": "string",
"ticket _id": "string"

CET /detections/{id}/rel ated

Specify the following parameters.

i d:  Number
The ID of the detection to retrieve related detections for.
from Number

Returns detections that occurred after the specified date, expressed in milliseconds since the epoch.
Detections that started before the specified date are returned if the detection was ongoing at that
time.

until: Number
Return detections that ended before the specified date, expressed in milliseconds since the epoch.

If the request is successful, the ExtraHop system returns an object in the following format.

"appliance_id": O,
"assignee": "string",
"categories":
"string"
1,
"create time": O,
"description": "string",
"end tinme": O,
"id"': 0,
"is_user_created": true,
"mtre_tactics": [],
"mtre_techniques": [],
"nmod_tinme": O,
"participants": [],
“properties": {},
"reconmended": true,
"recommended _factors": [],
"resolution": "string",
"risk_score": O,
"start _time": O,
"status": "string",
"ticket _id": "string",
“"ticket _url": "string",
"title": "string",
"type": "string",
"update_time": O,
"url": "string"

CET /detections/{id}/investigations

Specify the following parameters.
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i d: Number
The ID of the detection to retrieve related investigations for.

If the request is successful, the ExtraHop system returns an object in the following format.

"appliance_id": O,
"assignee": "string",
"categories": [
"string"
[
"create tinme": O,
"description": "string",
"end time": O,
“id": 0,
"is_user_created": true,
"mtre_tactics": [],
"mtre_techni ques": [],
"nmod_time": O,
"participants": [],
“properties": {},
"recommended": true,
"recommended_factors": [],
"resolution": "string",
"risk_score": O,
"start _tine": O,
"status": "string",
"ticket _id": "string",
"ticket _url": "string",
"title": "string",
"type": "string",
"update_tinme": O,
"url": "string"

CET /detections/formats
There are no parameters for this operation.

If the request is successful, the ExtraHop system returns an object in the following format.

"author": "string",
"categories": [],

"di spl ay_nanme": "string",
"is_user created": true,
"l ast _updated": O,

"mtre_categories": [],
"properties": {},

"rel eased": O,
"status": "string",
"type": "string"

CET /detections/formats/{id}

Specify the following parameters.

i d: String
The string identifier of the detection format.
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built_in_only: Boolean
(Optional) If this field is true, returns only built-in detection formats. If this field is false, and both a

custom format and a built-in format have the same ID, returns the custom format. The default value
is false.

If the request is successful, the ExtraHop system returns an object in the following format.

"author": "string",
"categories": [],

"di spl ay_nane": "string",
"is user_created": true,
"l ast _updated": O,

"mtre_categories": [],
“properties": {},

"rel eased": O,
"status": "string",
"type": "string"

POST /detections/formats

Specify the following parameters.

body: Object
The parameters of the detection format.
type: String
A string identifier for the detection type. The string can only contain letters, numbers, and

underscores. Although detection types are unique across built-in formats, and detection types
are unique across custom formats, a built-in and custom format can share the same detection

type.
di spl ay_nane: String
The display name of the detection type that appears on the Detections page in the ExtraHop
system.
m tre_categories: Arrayof Strings
(Optional) The IDs of the MITRE techniques associated with the detection.
aut hor: String
(Optional) The author of the detection format.
cat egori es: Array of Strings

(Optional) The list of categories the detection belongs to. For POST and PATCH operations,
specify a list with a single string. You cannot specify more than one category for custom
detection formats. The "perf" or "sec" category is automatically added to all detection formats.

Specify the body parameter in the following JSON format.

"author": "string",
"categories": [],
"di spl ay_nanme": "string",

"mtre_categories": [],
“"type": "string"

DELETE /detections/formats/{id}

Specify the following parameters.
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i d: String
The string identifier of the detection format.

PATCH / det ecti ons/ formats/{i d}

Specify the following parameters.

i d: String

The string identifier of the detection format.
body: Object

The parameters of the detection format.

CET /detections/rul es/hiding
There are no parameters for this operation.

If the request is successful, the ExtraHop system returns an object in the following format.

"author": "string",

"create time": O,
"description": "string",
"detection_type": "string",
"det ecti ons_hi dden": O,
"enabl ed": true,
"expiration": O,

"hi de_past detections": true,
“id": 0,

"of fender": {},

"partici pants_hi dden": O,
“properties": [],

"victinm: {}

CET /detections/rul es/hiding/{id}

Specify the following parameters.

i d: Number
The unique identifier for the tuning rule.

If the request is successful, the ExtraHop system returns an object in the following format.

"author": "string",

"create time": O,
"description": "string",
"detection_type": "string",
"det ecti ons_hi dden": O,
"enabl ed": true,
"expiration": O,

"hi de_past detections": true,
“id": 0,

"of fender": {},

"partici pants_hi dden": O,
“properties": [],

"victinm: {}
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POST / det ecti ons/rul es/ hidi ng

Specify the following parameters.

body: Object
The tuning rule parameters.
of fender: Object

The offender that this tuning rule applies to. Specify a detection_hiding_participant object to
apply the rule to a specific victim, or specify "Any" to apply the rule to any offender.

obj ect type: String
The type of participant.

The following values are valid:

e device
e device_group
e ipaddr

e Jocality_ type
e network locality
e host nane
e scanner_service
e usernane
obj ect _id: Number
The ID for the device, device group, or network locality. This option is valid only if the
object_type is "device", "device_group", or "network_locality".
obj ect _val ue: Array or String

The IP address or CIDR block of the participant. You can specify a single address or
block in a string or multiple addresses or blocks in an array. This option is valid only if
the object_type is "ipaddr".

obj ect |l ocality: String
The network locality type of the participant. Specify either "external" or "internal". This
option is valid only if the object_type is "locality_type".
The following values are valid:
e internal
e external
obj ect _scanner: Array or String

The name of an external scanning service. You can specify a single service in a string or
multiple values in an array. You can also specify "Any" to select any scanning service.
This option is valid only if the object_type is "scanner_service".

obj ect _host nane: Array or String

The hostname of a participant. You can specify a single hostname in a string or multiple
hostnames in an array. This option is valid only if the object_type is "hostname".

obj ect _usernane: Array or String

The username of a participant. You can specify a single username in a string or multiple
usernames in an array. This option is valid only if the object_type is "username".

victim Object

The victim that this tuning rule applies to. Specify a detection_hiding_participant object to
apply the rule to a specific victim, or specify "Any" to apply the rule to any victim.

obj ect type: String
The type of participant.
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The following values are valid:

e device
e device_group
e ipaddr

e Jocality_ type

e network locality
e host nanme

e scanner_service
e usernane

obj ect _id: Number

The ID for the device, device group, or network locality. This option is valid only if the
object_type is "device", "device_group", or "network_locality".

obj ect _val ue: Array or String

The IP address or CIDR block of the participant. You can specify a single address or
block in a string or multiple addresses or blocks in an array. This option is valid only if
the object_type is "ipaddr".

obj ect |l ocality: String
The network locality type of the participant. Specify either "external" or "internal". This
option is valid only if the object_type is "locality_type".
The following values are valid:
e internal
e external
obj ect _scanner: Array or String

The name of an external scanning service. You can specify a single service in a string or
multiple values in an array. You can also specify "Any" to select any scanning service.
This option is valid only if the object_type is "scanner_service".

obj ect _host nane: Array or String

The hostname of a participant. You can specify a single hostname in a string or multiple
hostnames in an array. This option is valid only if the object_type is "hostname".

obj ect _usernane: Array or String

The username of a participant. You can specify a single username in a string or multiple
usernames in an array. This option is valid only if the object_type is "username".

expiration: Number

The time that the tuning rule expires, expressed in milliseconds since the epoch. A value of
null or O indicates that the rule does not expire.

description: String
(Optional) The description of the tuning rule.
detection_type: String

The type of detection that this tuning rule applies to. View a list of valid fields for "type" by
running the GET /detections/formats operation. Specify "all_performance" or "all_security" to
apply the rule to all performance or all security detections.

properties: Arrayof Objects
(Optional) The filter criteria for detection properties.
property: String
The name of the property to filter.
operator: String

The compare method applied when matching the operand value against the detection
property value.
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The following values are valid:

in
oper and: String or Number or Object

The value that the filter attempts to match. The filter compares the value of the
operand to the value of the detection property and applies the compare method
specified by the operator parameter. You can specify the operand as a string, integer,
or object. For more information, see the REST API Guide .

Specify the body parameter in the following JSON format.

“description": "string",
"detection_type": "string",
"expiration": O,
"of fender": {
"obj ect _type": "string",
"object _id": O,
"obj ect _value": "array",
"object locality": "string",
"obj ect _scanner": "array",
"obj ect _hostnane": "array",
"obj ect _username": "array"

}

roperties": {
“property": "string",
"operator": "string",
"operand”: "string"
I
"victinm': {
"obj ect _type": "string",
"object _id": O,
"obj ect _value": "array",
"object _locality": "string",
"obj ect _scanner": "array",
"obj ect _hostnane": "array",
"obj ect _usernane": "array"

PATCH / det ecti ons/ rul es/ hi di ng/ {i d}

Specify the following parameters.

i d: Number
The unique identifier for the tuning rule.
body: Object
The tuning rule fields to update.
enabl ed: Boolean
Indicates whether the tuning rule is enabled.
expi ration: Number

The time that the tuning rule expires, expressed in milliseconds since the epoch. A value of
null or O indicates that the rule does not expire.
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description: String
The description of the tuning rule.
of fender: Object

The offender that this tuning rule applies to. Specify a detection_hiding_participant object to
apply the rule to a specific victim, or specify "Any" to apply the rule to any offender.

obj ect type: String
The type of participant.

The following values are valid:

e device
e device_group
e ipaddr

e Jocality_ type

e network locality
e host nanme

e scanner_service
e usernane

obj ect _id: Number

The ID for the device, device group, or network locality. This option is valid only if the
object_type is "device", "device_group", or "network_locality".

obj ect _val ue: Array or String

The IP address or CIDR block of the participant. You can specify a single address or
block in a string or multiple addresses or blocks in an array. This option is valid only if
the object_type is "ipaddr".

obj ect |l ocality: String
The network locality type of the participant. Specify either "external" or "internal". This
option is valid only if the object_type is "locality_type".
The following values are valid:
e internal
e external
obj ect _scanner: Array or String

The name of an external scanning service. You can specify a single service in a string or
multiple values in an array. You can also specify "Any" to select any scanning service.
This option is valid only if the object_type is "scanner_service".

obj ect _host nane: Array or String

The hostname of a participant. You can specify a single hostname in a string or multiple
hostnames in an array. This option is valid only if the object_type is "hostname".

obj ect _usernane: Array or String

The username of a participant. You can specify a single username in a string or multiple
usernames in an array. This option is valid only if the object_type is "username".

victim Object

The victim that this tuning rule applies to. Specify a detection_hiding_participant object to
apply the rule to a specific victim, or specify "Any" to apply the rule to any victim.

obj ect type: String
The type of participant.

The following values are valid:

e device
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e device_group

e | paddr

e J|ocality type

e network locality
e host name

e scanner_service
e usernane

obj ect i d: Number

The ID for the device, device group, or network locality. This option is valid only if the
object_type is "device", "device_group", or "network_locality".

obj ect val ue: Array or String

The IP address or CIDR block of the participant. You can specify a single address or
block in a string or multiple addresses or blocks in an array. This option is valid only if
the object_type is "ipaddr".

object locality: String
The network locality type of the participant. Specify either "external” or "internal". This
option is valid only if the object_type is "locality_type".
The following values are valid:
e internal
e external
obj ect _scanner: Array or String

The name of an external scanning service. You can specify a single service in a string or
multiple values in an array. You can also specify "Any" to select any scanning service.
This option is valid only if the object_type is "scanner_service".

obj ect _host nane: Array or String

The hostname of a participant. You can specify a single hostname in a string or multiple
hostnames in an array. This option is valid only if the object_type is "hostname".

obj ect _usernane: Array or String

The username of a participant. You can specify a single username in a string or multiple
usernames in an array. This option is valid only if the object_type is "username".

properties: Arrayof Objects
The filter criteria for detection properties.
property: String
The name of the property to filter.
operator: String
The compare method applied when matching the operand value against the detection
property value.

The following values are valid:

o ~
° I ~
e in
operand: String or Number or Object
The value that the filter attempts to match. The filter compares the value of the
operand to the value of the detection property and applies the compare method

specified by the operator parameter. You can specify the operand as a string, integer,
or object. For more information, see the REST API Guide &.
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Specify the body parameter in the following JSON format.

“description": "string",

“enabl ed": true,

"expiration": O,

"of fender": {
"obj ect _type": "string",
"object _id": O,
"obj ect _value": "array",
"object locality": "string",
"obj ect _scanner": "array",
"obj ect _hostnane": "array",
"obj ect _usernanme": "array"

}

roperties": {
“property": "string",
"operator": "string",
"operand”: "string"
}
"victinm: {
"obj ect _type": "string",
"object _id": O,
"obj ect _value": "array",
"object _locality": "string",
"obj ect _scanner": "array",
"obj ect _hostnane": "array",
"obj ect _usernane": "array"

DELETE / detections/rul es/ hiding/{id}

Specify the following parameters.

i d: Number
The unique identifier for the tuning rule.

CET /detections/{id}/notes
Specify the following parameters.
i d: Number

The unique identifier for the detection.

If the request is successful, the ExtraHop system returns an object in the following format.

"author": "string",
"note": "string",

"update_tinme": O

DELETE /detections/{id}/notes

Specify the following parameters.

i d:  Number
The unique identifier for the detection.
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PUT /detections/{id}/notes

Specify the following parameters.

i d: Number

The unique identifier for the detection.
body: Object

The detection note parameters.

Operand values for detection property tuning rules

The POST / det ecti ons/ rul es/ hi di ng operation enables you to create tuning rules that filter
detections based on detection properties. You can specify filtering criteria for detection properties in
objects. Each object should contain a unique value for the oper and field that is valid for the specified
pr operty value.

Tip: You can retrieve valid property values through the GET / det ecti ons/ f or nat s operation.
See the keys of the pr operti es object in the response. In the following example, the
property valueis s3_bucket:

"properties": {
"s3 bucket": {
"is_optional": true,
"status": "active",

"is_tunable": true,
"data_type": "string"

The i s_t unabl e field indicates whether you can create a tuning rule based on the property.

regi st ered_domai n_nane

To hide rules by a registered domain name, specify the pr operty value as r egi st er ed_don=i n_nane
and the oper and value as a domain name.

The following example rule hides DNS Tunnel detections for exanpl e. com

"detection_type": "dns_tunnel",
"expiration": null,
"of fender”: "Any",
"victinl': "Any",
"properties": [
"operand": "exanpl e.cont,

"operator": "=",
"property": "registered_donai n_nane"

uris
To hide rules by a URI, specify the pr operty value as uri s and the oper and value as a URI.

The following example rule hides SQL Injection (SQLi) Attack detections for ht t p: / / exanpl e. cont
test.

"detection_type": "sqli_attack",
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"expiration": null,
"of fender": "Any",
"victin: "Any",
"properties": [

"operand": "http://exanple.comtest"”,
“operator": "=",
“property": "uris"

top_l evel _donai n

To hide rules by a top-level domain name, specify the pr operty valueast op_I| evel _donmai n and the
oper and value as a top-level domain name.

The following example rule hides Suspicious Top-level Domain detections for the or g top-level domain.

"detection_type": "suspicious tld",
"expiration": null,

"of fender": "Any",

"victin: "Any",

"properties": [

"operand": "org",
"operator": "=",
"property": "top_l evel domain"

Search with regular expressions (regex)

For certain pr oper t y values, the string can be in regex syntax. Specify the oper and value as an object
that has a val ue parameter with the regex syntax you want to match and ani s_r egex parameter
that is set to t r ue. The following rule filters DNS Tunnel detections with domain names that end with
exanpl e. com

"detection_type": "dns_tunnel",
"expiration": null,
"of fender": "Any",
"victinl: "Any",
"properties": [
"operand": {

“val ue": ".*?exanpl e. cont',
"is_regex": true

}

perator": "=",
"property": "registered_donmai n_nane"
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By default, searches for string pr oper t y values are case-sensitive. However, you can disable case
sensitivity by specifying the operand value as an object that has acase_sensi t i ve parameter that is set

tofal se.

The following rule hides Hacking Tool Domain Access detections with the ArchStrike hacking tool.

"detection_type": "hacking_tool s",
"expiration": null,
"of fender": "Any",
"victinl: "Any",
"properties": [
"operand": {

"val ue":
"case_sensitive":

"archstri ke",
fal se

}

’ perator":
"property":

- hai:ki ng_t ool "

Email group

You can add individual or group email addresses to an email group and assign them to a system alert. When
that alert is triggered, the system sends an email to all of the addresses in the email group.

The following table displays all of the operations you can perform on this resource:

Operation

Description

GET /emailgroups

Retrieve all email groups.

POST /emailgroups

Create a new email group.

DELETE /emailgroups/{id}

Delete a email group by a unique identifier.

GET /emailgroups/{id}

Retrieve a specific email group by a unique
identifier.

PATCH /emailgroups/{id}

Apply updates to a specific email group.

Operation details

CET /enui | groups

If the request is successful, the ExtraHop system returns an object in the following format.

"emai | _addresses": [],
"group_nane": "string",
0!

n I dll .
"systemnotifications":

true

PCST /enai | groups

Specify the following parameters.
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body: Object
Apply the specified property values to the new email group.
group_nane: String
The friendly name for the email group.
emai | _addresses: Array of Strings
The list of email addresses in the email group.
system notifications: Boolean
Indicates whether that the group should receive system notifications.

Specify the body parameter in the following JSON format.

"emmi | _addresses": [],
“group_nane": "string",

"systemnotifications": true

CET /enmui |l groups/ {i d}
Specify the following parameters.
i d: Number
The unique identifier of the email group.

If the request is successful, the ExtraHop system returns an object in the following format.

"emai | _addresses": [],
"group_nane": "string",

"id": 0,
"systemnnotifications": true

DELETE / emai | groups/ {i d}
Specify the following parameters.

i d:  Number
The unique identifier for the email group.

PATCH / enmuai | groups/ {i d}
Specify the following parameters.
body: Object
Apply the specified property value updates to the email group.

i d: Number
The unique identifier for the email group.

ExtraHop
This resource provides metadata about the ExtraHop system.

The following table displays all of the operations you can perform on this resource:
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Operation Description

GET /extrahop

Retrieve metadata about the firmware running on
the ExtraHop system.

Manually update resources on the ExtraHop
system. These resources are automatically updated
when the system is connected to ExtraHop Cloud
Services.

POST /extrahop/cloudresources

GET /extrahop/cluster

Retrieve Explore cluster configuration settings.

PATCH /extrahop/cluster

Update Explore cluster configuration settings.

GET /extrahop/detections/access

Retrieve the detections access control settings.

PUT /extrahop/detections/access

Update detections access control settings.

GET /extrahop/edition

Retrieve the edition of the ExtraHop system.

E Note: This operation does not require an API key.

POST /extrahop/firmware

Upload a new firmware image to the ExtraHop

system. For more information, see Upgrade
ExtraHop firmware through the REST API 2.

POST /extrahop/firmware/download/url Download a new firmware image onto the ExtraHop

system from a URL.

POST /extrahop/firmware/download/version Download a new firmware image onto the ExtraHop

system from ExtraHop Cloud Services.

POST /extrahop/firmware/latest/upgrade Upgrade the ExtraHop system to the most recently

uploaded firmware image.

GET /extrahop/firmware/next Upgrade the ExtraHop system to the most recently

uploaded firmware image.

Retrieve information about a firmware version that
you can roll back the ExtraHop system to.

GET /extrahop/firmware/previous

Roll back the ExtraHop system to the previous
firmware version.

POST /extrahop/firmware/previous/rollback

GET /extrahop/flowlogs/secret Retrieve the flow log secret.

POST /extrahop/flowlogs/secret Generate a new flow log secret.

GET /extrahop/idrac Retrieve the iDRAC IP address of the ExtraHop
system.
GET /extrahop/platform Retrieve the platform name of the ExtraHop

system.

E Note: This operation does not require an API key.

Retrieve a list of processes running on the ExtraHop
system.

GET /extrahop/processes

POST /extrahop/processes/{process}/restart Restart a process running on the ExtraHop system.

GET /extrahop/services
PATCH /extrahop/services

Retrieve settings for all services.

Update the settings for services.
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Operation Description

POST /extrahop/restart Restart the ExtraHop system.

POST /extrahop/shutdown Shut down the ExtraHop system.

POST /extrahop/sslcert Regenerate the TLS certificate on the ExtraHop

system. For more information, see Create a trusted
TLS certificate through the REST API &

PUT /extrahop/sslcert Replace the TLS certificate on the ExtraHop system.

POST /extrahop/sslcert/signingrequest Create an TLS certificate signing request. For more
information, see Create a trusted TLS certificate
through the REST API &,

GET /extrahop/ticketing Retrieve the ticketing integration status.
PATCH /extrahop/ticketing Enable or disable ticketing integration.
GET /extrahop/version Retrieve the version of the firmware running on the

ExtraHop system.

Note: This operation does not require an API key.

Operation details

CET / extrahop/ version
There are no parameters for this operation.

If the request is successful, the ExtraHop system returns an object in the following format.

"version": "string"

CET /extrahop/platform
There are no parameters for this operation.

If the request is successful, the ExtraHop system returns an object in the following format.

"platform': "string"

CET /extrahop/edition
There are no parameters for this operation.

If the request is successful, the ExtraHop system returns an object in the following format.

"edition": "string"

CET /extrahop

There are no parameters for this operation.
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If the request is successful, the ExtraHop system returns an object in the following format.

"di splay_host": "string",

"ext ernal _hostnane": "string",
"host name": "string",

“mgnt _i paddr": "string",
"platforn: "string",
"version": "string"

CET /extrahop/idrac
There are no parameters for this operation.

If the request is successful, the ExtraHop system returns an object in the following format.

"ipaddr": "string"

POST / extrahop/ ssl cert

There are no parameters for this operation.

PUT /extrahop/sslcert

Specify the following parameters.

body: String
The SSL certificate and optionally the private key. Enter as plain text, separated with a line break.

POST / extrahop/ ssl cert/signi ngrequest

Specify the following parameters.

body: Object
Parameters for the SSL certificate signing request.
subj ect _al ternative nanes: Array of Objects

A list of names that the certificate applies to, such as {"type": "dns", "name":
"www.example.com"}.

type: String
Type of Subject Alternative Name.
The following values are valid:

e dns
° i p
nane: String
Name of Subject Alternative Name.
subj ect: Object
The subject of the SSL certificate. For a list of certificate subject fields, see below.
common_nane: String
The subject common name (CN).
country code: String
(Optional) The subject country (C).
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state_or_provi nce_nane: String
(Optional) The subject state or province (ST).
| ocality_nane: String
(Optional) The subject locality (L).
organi zati on_nane: String
(Optional) The subject organization (O).
organi zational _unit_nane: String
(Optional) The subject organizational unit (OU).
emai | _address: String
(Optional) The subject e-mail address (emailAddress).

Specify the body parameter in the following JSON format.

"“subject": {
"“comon_nane": "string",
"country code": "string",
"state_or_provi nce_nanme": "string",
"l ocality_name": "string",
"organi zati on_name": "string",
"organi zational _unit_nanme": "string",
"emai | _address": "string"

}

ubj ect _al ternative_names": ({
"type": "string",
"nane": "string"

CET /extrahop/ticketing
There are no parameters for this operation.

If the request is successful, the ExtraHop system returns an object in the following format.

"enabl ed": true,
"external ticketing_enabl ed": true,
" true,

"internal ticketing_enabl ed":
"url _tenplate": "string"

PATCH / extrahop/ticketing

Specify the following parameters.

body: Object
Ticket tracking settings.
enabl ed: Boolean

(Optional) Deprecated. Replaced by the external_ticketing_enabled and
internal_ticketing_enabled fields.

external _ticketing_enabl ed: Boolean

(Optional) Indicates whether detections are tracked from an external ticketing system. This
field is required if the internal_ticketing_enabled field is specified.
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internal ticketing enabl ed: Boolean

(Optional) Indicates whether detections are tracked from within the ExtraHop System. This
field is required if the external_ticketing_enabled field is specified.

url _tenplate: String

(Optional) The URL template that links detections to external tickets. The template must
include the $ticket_id variable. This field applies only if detections are tracked from an
external ticketing system.

Specify the body parameter in the following JSON format.

"“enabl ed": true,
"external ticketing enabl ed":

"internal ticketing enabl ed":
“url _tenplate": "string"

PUT /extrahop/ detections/access

Specify the following parameters.

body: Object
The detections access settings for the appliance.
enabl ed: Boolean

Indicates whether detections access settings are enabled. When enabled, administrators can
restrict detections access for specified users. You cannot disable detections access settings
after the settings are enabled.

Specify the body parameter in the following JSON format.

"enabl ed": true

CET /extrahop/ detecti ons/ access
There are no parameters for this operation.

If the request is successful, the ExtraHop system returns an object in the following format.

"enabl ed": true

POST / extrahop/firmare

Specify the following parameters.

firmvare: Filename

The .tar file that contains the firmware image. Note: You cannot upload a firmware image through
the REST API explorer. For more information about how to upload an image through cURL or a
Python script, see Upgrade ExtraHop firmware through the REST API 2.

POST / extrahop/firnmwnare/l atest/ upgrade

Specify the following parameters.
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body: Object
(Optional) The installation options for upgrading the appliance.
restart_after: Boolean
(Optional) Indicates whether to restart the appliance after the upgrade is complete.
silent: Boolean

(Optional) Specifies whether to disable the ExtraHop Web Ul during the upgrade process. If
an upgrade fails, the appliance will automatically revert to the previous firmware version.

force: Boolean
(Optional) Specifies whether to skip compatibility verification. Skip verification only if
ExtraHop Support has reviewed and approved the upgrade.

Specify the body parameter in the following JSON format.

"force": true,
"restart_after": true,

"silent": true

POST / ext rahop/ firnwar e/ downl oad/ ur |

Specify the following parameters.

body: Object
The download options.
firmmvare_url: String
The URL of the firmware to download. HTTPS, HTTP, and FTP schemes are supported.
upgr ade: Boolean

(Optional) Specifies whether to upgrade the appliance after the firmware download is
complete.

force: Boolean
(Optional) Specifies whether to skip compatibility verification. Skip verification only if
ExtraHop Support has reviewed and approved the upgrade.

Specify the body parameter in the following JSON format.

"firmvare url": "string",
"force": true,

"upgrade": true

PCST /extrahop/restart

There are no parameters for this operation.

POST / ext rahop/ shut down

There are no parameters for this operation.

CET / extrahop/ servi ces

There are no parameters for this operation.
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If the request is successful, the ExtraHop system returns an object in the following format.

"admi n": {
"enabl ed":
}!
"keyrecei ver":
"enabl ed" :

}

nmp": {
"enabl ed":

}!
n Shll :
"enabl ed" :

PATCH / extrahop/ servi ces

Specify the following parameters.

body: Object
The settings for services.
adm n: Object
(Optional) The settings of the Management GUI service, which provides browser-based access
to the appliance.
enabl ed: Boolean
Indicates whether the service is enabled.
snnp: Object
(Optional) The settings of the SNMP service, which enables your network device monitoring
software to collect information from the ExtraHop System.
enabl ed: Boolean
Indicates whether the service is enabled.
ssh: Object

(Optional) The settings of the SSH service, which enables users to securely log in to the
ExtraHop command-line interface (CLI).

enabl ed: Boolean
Indicates whether the service is enabled.
keyrecei ver: Object
(Optional) The settings of the SSL Session Key Receiver, which enables the appliance to
receive and decrypt session keys from the session key forwarder.
enabl ed: Boolean
Indicates whether the service is enabled.

Specify the body parameter in the following JSON format.

"adm n": {
“enabl ed":
}1
"keyreceiver":
"enabl ed":

}

nmp": {
"enabl ed":
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1,
n Shll:
"enabl ed": true

CET / extrahop/ processes
There are no parameters for this operation.

If the request is successful, the ExtraHop system returns an object in the following format.

"can_restart": true,
"cpu": 0.0,
"cpu_time": O,

"mem percent": 0.0,

"memres": O,
"memuvirt": 0,
"process": "string",
"start _tine": O

PCOST / extrahop/ processes/{process}/restart

Specify the following parameters.

process: String
The name of the process.

The following values are valid:

e exadmin

exal erts
exant

exapi
exbridge
excap
exconfig
exfl ow ogs
expkt f eeder
exsnnpq
exnotify
export al
exrenot e
exsearch
exstatmrror
extrend
webserver
hopcl oud- api

CET /extrahop/cl uster
There are no parameters for this operation.

If the request is successful, the ExtraHop system returns an object in the following format.
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"i ngest _enabl ed": true,
"replication_policy": O

PATCH / ext rahop/ cl ust er

Specify the following parameters.

body: Object
The EXA cluster configuration settings.
i ngest _enabl ed: Boolean
(Optional) Indicates whether record ingest is enabled for the Explore cluster.
replication_policy: Number
(Optional) The replication level that determines how many copies of each record are stored.

Specify the body parameter in the following JSON format.

"ingest _enabl ed": true,
“replication_policy": 0

CET /extrahop/firnware/previ ous
There are no parameters for this operation.

If the request is successful, the ExtraHop system returns an object in the following format.

"backup_time": O,

"version": "string"

POST / extrahop/ firnmware/ previous/roll back

There are no parameters for this operation.

POST / extrahop/ cl oudr esour ces
Specify the following parameters.

cl oudr esources: Filename
The resource bundle file.

CET /extrahop/fl ow ogs/ secret
There are no parameters for this operation.

If the request is successful, the ExtraHop system returns an object in the following format.

"secret": "string"

POST / extrahop/ fl owl ogs/ secr et

There are no parameters for this operation.
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CET / extrahop/ firnmare/ next
There are no parameters for this operation.

If the request is successful, the ExtraHop system returns an object in the following format.

"current _rel ease": true,
"rel ease": "string",

"versions": []

POST / ext rahop/ firnmwar e/ downl oad/ ver si on

Specify the following parameters.

body: Object
(Optional) The download options.
version: String
The version of the firmware to download.
upgr ade: Boolean

(Optional) Specifies whether to upgrade the appliance after the firmware download is
complete.

Specify the body parameter in the following JSON format.

"upgrade": true,

"version": "string"

Jobs

You can monitor the progress of some administration jobs started through the REST API. If a REST request
creates a job, the job ID is returned in the | ocat i on header of the response. The following operations
create jobs:

o POST /extrahop/firmnare/l at est/ upgrade
e POST /extrahop/sslcert

The following table displays all of the operations you can perform on this resource:

Operation Description
GET /jobs Retrieve the status of all jobs.
GET /jobs/{id} Retrieve the status of a specific job.

Operation details

GET /jobs/ {id}
Specify the following parameters.
i d: String
The unique identifier for the job.
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If the request is successful, the ExtraHop system returns an object in the following format.

"detail s": "string",

"id": "string",

"renote jobs": [],

"status": "string",
"step_description": "string",
"step_nunber": 0,

"total steps": O,

"type": "string"

CET /j obs
There are no parameters for this operation.

If the request is successful, the ExtraHop system returns an object in the following format.

"detail s": "string",
“id": "string",
"renpte_jobs": [],
"status": "string",

"step_description": "string",
"step_nunber": O,
"total steps": O,
"type": "string"

Job types

The GET /| obs operation returns the following values in the t ype field of the response.

extrahop_firmware_download

The ExtraHop system is downloading a new firmware image from either a URL or ExtraHop Cloud
Services.

extrahop_firmware_upgrade
The ExtraHop system is upgrading to a new firmware version.
extrahop_firmware_download_upgrade

The ExtraHop system is downloading a firmware image and upgrading to a new firmware version.
The image is retrieved from either a URL or ExtraHop Cloud Services.

Note: Thet ype field is empty for some jobs.

License
This resource enables you to retrieve and set product keys or to retrieve and set a license.

The following table displays all of the operations you can perform on this resource:

Operation Description

GET /license Retrieve the license applied to this ExtraHop
system.

PUT /license Apply and register a new license to the ExtraHop
system.
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Operation Description
GET /license/productkey Retrieve the product key to this ExtraHop system.
PUT /license/productkey Apply the specified product key to the ExtraHop

system and register the license.

Operation details

PUT /1icense
Specify the following parameters.

body: String
(Optional) The license text provided to you by ExtraHop Support, including the BEGIN and END

lines.
CET /license
There are no parameters for this operation.

If the request is successful, the ExtraHop system returns an object in the following format.

"dossier": "string",
"edition": "string",
"expires_at": O,
"expires_in": O,
"nodul es": {},

"options": {},
"platform': "string",
"product _key": "string",
"serial": "string"

PUT /1i cense/ product key
Specify the following parameters.

body: Object
(Optional) Apply the specified product key to the appliance.

GET /1icense/ product key
There are no parameters for this operation.

If the request is successful, the ExtraHop system returns an object in the following format.

"product _key": "string"

Metrics
Metrics information is collected about every object identified by the ExtraHop system.

Note that metrics are retrieved through the POST method, which creates a query to collect the requested
information through the API. For more information, see Extract metrics through the REST API 2.
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The following table displays all of the operations you can perform on this resource:

Operation Description
POST /metrics Retrieves metrics for each specified object.
GET /metrics/next/{xid} If you request metrics from a console with the

POST /metrics,POST /metrics/total,or
POST /metrics/total byobj ect operation,
and you specify objects that have been observed
by multiple sensors, the response contains the

xi d field, rather than metric data. You can retrieve
metric data by specifying the xi d field in the GET /
met ri cs/ next/{xi d} operation, which returns
metrics from one of the sensors connected to the
console.

Repeat the GET / netri cs/ next/ {xi d}
operation to return metrics from additional sensors.
After all metrics are retrieved, the operation returns
null.

If metrics are not yet available from the sensor, the
string agai n is returned. Wait a few seconds and
then try again.

Note: The response might contain an xi d field,
even if you only requested metrics about a
single device group, because device groups
can contain devices from multiple sensors.

POST /metrics/total Retrieves combined metric totals for all specified
objects.
POST /metrics/totalbyobject Retrieves metric totals for each specified object.

For example, the following request body retrieves HTTP responses that two devices sent over the last 30
minutes.

"cycle": "auto",
"from': -1800000,
"metric_category": "http_server",
"metric_specs": |

}
I
"object _ids": [

180, 177

nanme" :

rsp

- E)bj ect _type": "device",
"until": O

For the POST / netri cs operation, the previous example request body returns counts of HTTP responses
that occurred during each time interval, labeled with the time of each event and the ID of the device that
sent the responses, similar to the following example response:

"cycle": "30sec",
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"node id": O,

"cl ock": 1709659320000,
"fronl: 1709657520000,
"until": 1709659320000,
"stats": [

"oid": 177,
"tinme": 1709657520000,
“duration": 30000,
"val ues": |

4

]
3
{

"oid": 177,
"time": 1709657550000,
"duration": 30000,
"val ues": [

4

"oi d": 180,
"time": 1709657520000,
"duration": 30000,
"val ues": [
4
]
¥
{

"oid": 180,

"tinme": 1709657550000,
“duration": 30000,
"val ues": |

For the POST / netri cs/total byobj ect operation, the same previous example request body retrieves
the combined total for each device over the entire time period, similar to the following example response:

{

"cycle": "30sec",
"node_id": O,

"cl ock": 1709659620000,
"fronm': 1709657820000,
"until": 1709659620000,
"stats": [

"oi d": 180,
"time": 1709659620000,
"duration": 1830000,
"val ues": |

8
]

"oid": 177,

"time": 1709659620000,
“duration": 1830000,
"val ues": [
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For the POST / netri cs/total operation, the same previous example request body retrieves the
combined total of both devices over the entire time period, similar to the following example response:

"cycle": "30sec",
"node_id": O,

"cl ock": 1709659830000,
"fron: 1709658030000,
"until": 1709659830000,
"stats": [

"oid": -1,
"tinme": 1709659830000,
"duration": 1830000,
"val ues": [

16

Note that the behavior of the/ netrics/total and/ netrics/total byobj ect endpoints depends on
the type of the metric. For count metrics, the val ues field contains a sum total of values over the specified
time interval, as shown in the example above. However, for dataset metrics, the val ues field contains a list
of values and the frequency that those values appeared. For example, a query for server processing times
with the POST / netri cs/t ot al operation returns a response similar to the following example:

"cycle": "30sec",
"node id": O,

"cl ock": 1494541440000,
"fron: 1494539640000,
"until": 1494541440000,
"stats": [

"oid": -1,

"tinme": 1494541380000,
“duration": 1800000,
"val ues": |

[
{
"val ue": 2.271,
"freq": 5

"val ue": 48.903,
"freq": 1
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If there are more than 1,000 distinct dataset values over the specified time period, similar values are
consolidated to reduce the response to 1,000 values. For example, if there are less than 1,000 values, the
response might contain the following entries:

"val ue": 2.571,
"freq": 4

"val ue": 2.912,
"freq": 2

However, if the response contains more than 1,000 values, those entries might be consolidated into the
following entry:

"val ue": 2.571,

"freq": 6
}

If the cal c_t ype field is specified and the response contains more than 1,000 values, the percentile or
mean is calculated according to the consolidated dataset.

Operation details

POST /netrics

Specify the following parameters.

body: Object
The description of the metric request.
from Number

The beginning timestamp for the request. Return only metrics collected after this time.

Time is expressed in milliseconds since the epoch. O indicates the time of the request. A
negative value is evaluated relative to the current time. The default unit for a negative value is
milliseconds, but other units can be specified with a unit suffix. See the REST API Guide = for
supported time units and suffixes.

until: Number

The ending timestamp for the request. Return only metrics collected before this time. Follows
the same time value guidelines as the from parameter.

cycl e: String
The aggregation period for metrics.
The following values are valid:

aut o
1sec
30sec
5min
1hr
24hr

obj ect _type: String
Indicates the object type of unique identifiers specified in the object_ids property.

The following values are valid:
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net wor k

devi ce

application

vl an

devi ce_group
system

obj ect i ds: Arrayof Numbers

The list of numeric values that represent unique identifiers. Unique identifiers can

be retrieved through the /networks, /devices, /applications, /vlans, /devicegroups, /
activitygroups, and /appliances resources. For system health metrics, specify the ID of the
sensor or console and set the object_type parameter to "system".

netric_category: String

The group of metrics that are searchable in the metric catalog.
netric_specs: Array of Objects

An array of metric specification objects.

nane: String

The field name for the metric. When filtering in the metric catalog on a
metric_category, each result is a potential metric_spec name. When a result is selected
from the catalog, the "Metric" field value is a valid option for this field.

keyl: String
(Optional) Filter detail metrics. Detail metrics break down data through keys, which are
strings or IP addresses. For example, the metric "HTTP Requests by Method" accepts

a key1 value of "GET." Keys can also be regular expressions that are delimited with
forward slashes ("/GET/").

key2: String

(Optional) Enable additional filtering on detail metrics.
cal c_type: String

(Optional) The type of calculation to perform.

The following values are valid:

e nean
e percentiles
percentil es: Array of Numbers

(Optional) The list of percentiles, sorted in ascending order, which should be returned.
This parameter is only required if the calc_type parameter is set to "percentiles". If the
calc_type parameter is set to mean, the percentiles property cannot be set.

Specify the body parameter in the following JSON format.

"cycle": "string",
"fronm': O,
“metric_category": "string",
"metric_specs": {
"nanme": "string",
"keyl": "string",

"key2": "string",
"calc_type": "string",
"percentiles": []

}1
"object _ids": [],

"obj ect _type": "string",
"until": O
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POST /netrics/total

Specify the following parameters.

body: Object
The description of the metric request.
from Number
The beginning timestamp for the request. Return only metrics collected after this time.
Time is expressed in milliseconds since the epoch. O indicates the time of the request. A
negative value is evaluated relative to the current time. The default unit for a negative value is

milliseconds, but other units can be specified with a unit suffix. See the REST API Guide = for
supported time units and suffixes.

until: Number

The ending timestamp for the request. Return only metrics collected before this time. Follows
the same time value guidelines as the from parameter.

cycl e: String
The aggregation period for metrics.

The following values are valid:

e auto
e lsec
e 30sec
e b5nmin
e lhr

e 24hr

obj ect type: String
Indicates the object type of unique identifiers specified in the object_ids property.

The following values are valid:

e network
e device
e application
e vlan
e device_group
e system
obj ect i ds: Arrayof Numbers
The list of numeric values that represent unique identifiers. Unique identifiers can
be retrieved through the /networks, /devices, /applications, /vlans, /devicegroups, /

activitygroups, and /appliances resources. For system health metrics, specify the ID of the
sensor or console and set the object_type parameter to "system".

netric_category: String

The group of metrics that are searchable in the metric catalog.
netric_specs: Array of Objects

An array of metric specification objects.

nane: String

The field name for the metric. When filtering in the metric catalog on a
metric_category, each result is a potential metric_spec name. When a result is selected
from the catalog, the "Metric" field value is a valid option for this field.
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keyl: String
(Optional) Filter detail metrics. Detail metrics break down data through keys, which are
strings or IP addresses. For example, the metric "HTTP Requests by Method" accepts
a key1 value of "GET." Keys can also be regular expressions that are delimited with
forward slashes ("/GET/").

key2: String
(Optional) Enable additional filtering on detail metrics.

cal c_type: String
(Optional) The type of calculation to perform.
The following values are valid:

e nean
e percentiles
percentil es: Array of Numbers

(Optional) The list of percentiles, sorted in ascending order, which should be returned.
This parameter is only required if the calc_type parameter is set to "percentiles". If the
calc_type parameter is set to mean, the percentiles property cannot be set.

Specify the body parameter in the following JSON format.

"“cycle": "string",
“from': O,
"metric_category": "string",
"metric_specs": {
"name": "string",
"keyl": "string",
"key2": "string",
“calc_type": "string",
"percentiles": []

IF

"object _ids": [],

"obj ect _type": "string",
"until": O

POST /metrics/total byobj ect

Specify the following parameters.

body: Object
The description of the metric request.
from Number
The beginning timestamp for the request. Return only metrics collected after this time.
Time is expressed in milliseconds since the epoch. O indicates the time of the request. A

negative value is evaluated relative to the current time. The default unit for a negative value is

milliseconds, but other units can be specified with a unit suffix. See the REST API Guide = for
supported time units and suffixes.

until: Number

The ending timestamp for the request. Return only metrics collected before this time. Follows
the same time value guidelines as the from parameter.

cycl e: String
The aggregation period for metrics.

The following values are valid:
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e auto
e lsec
e 30sec
e 5nmin
e lhr

e 24hr

obj ect _type: String
Indicates the object type of unique identifiers specified in the object_ids property.

The following values are valid:

e network

e device
e application
e vlan

e device_group
e system
obj ect i ds: Array of Numbers

The list of numeric values that represent unique identifiers. Unique identifiers can

be retrieved through the /networks, /devices, /applications, /vlans, /devicegroups, /
activitygroups, and /appliances resources. For system health metrics, specify the ID of the
sensor or console and set the object_type parameter to "system".

netric_category: String

The group of metrics that are searchable in the metric catalog.
nmetric_specs: Array of Objects

An array of metric specification objects.

nane: String

The field name for the metric. When filtering in the metric catalog on a
metric_category, each result is a potential metric_spec name. When a result is selected
from the catalog, the "Metric" field value is a valid option for this field.

keyl: String
(Optional) Filter detail metrics. Detail metrics break down data through keys, which are
strings or IP addresses. For example, the metric "HTTP Requests by Method" accepts

a key1 value of "GET." Keys can also be regular expressions that are delimited with
forward slashes ("/GET/").

key2: String

(Optional) Enable additional filtering on detail metrics.
cal c_type: String

(Optional) The type of calculation to perform.

The following values are valid:

e nean

e percentiles
percentil es: Array of Numbers

(Optional) The list of percentiles, sorted in ascending order, which should be returned.
This parameter is only required if the calc_type parameter is set to "percentiles". If the
calc_type parameter is set to mean, the percentiles property cannot be set.

Specify the body parameter in the following JSON format.

"cycle": "string",
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"fron': O,

"metric_category": "string",

"metric_specs": {
"nane": "string",
"keyl": "string",
"key2": "string",
“calc_type": "string",
"percentiles": []

}1

"object_ids": [],

"obj ect _type": "string",
"until": O

CET /netrics/ next/{xid}
Specify the following parameters.

Xi d: Number
The unique identifier returned by a metric query.

Supported time units
For most parameters, the default unit for time measurement is milliseconds. However, the following
parameters return or accept alternative time units such as minutes and hours:
e Device

e active_from
e active_until
e  Device group

e active_from
e active_until

e  Metrics
e from
e until

e Record Log

e from
e until
e context_ttl

The following table displays supported time units:

Time unit Unit suffix

Year
Month
Week

Day

Hour

Minute

Second S
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Time unit Unit suffix

Millisecond ns

To specify a time unit other than milliseconds for a parameter, append the unit suffix to the value. For
example, to request devices active in the last 30 minutes, specify the following parameter value:

GET / api /v1l/ devi ces?acti ve_fron- 30m

The following example specifies a search for HTTP records created between 1 and 2 hours ago:

“fromt: "-2h",

“until": "-1h",
"types": ["~http"]

Network locality entry
You can manage a list that specifies the network locality of IP addresses.

For example, you can create an entry in the network locality list that specifies that an IP address or CIDR
block is internal or external.

The following table displays all of the operations you can perform on this resource:

Operation Description

GET /networklocalities Retrieve all network locality entries.
POST /networklocalities Create a network locality entry.
DELETE /networklocalities/{id} Delete a network locality entry.

Note: This operation is not available on sensors
connected to RevealX 360. However, this
operation is available in the RevealX 360

REST API 2.
GET /networklocalities/{id} Retrieve a specific network locality entry.
PATCH /networklocalities/{id} Apply updates to a specific network locality entry.

Note: This operation is not available on sensors
connected to RevealX 360. However, this
operation is available in the RevealX 360
REST API 2.

Operation details

GET /networklocalities

If the request is successful, the ExtraHop system returns an object in the following format.

"description": "string",

"external": true,
"id": O,
"nmod_tinme": O,
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"name": "string",
"network": "string",
"networks": []

POST / networkl ocalities

Specify the following parameters.

body: Object
Apply the specified property values to the new network locality entry.
nane: String

(Optional) The name of the network locality. If this field is not specified, the network locality is
named in the following format: "locality_ID", where ID is the unique identifier of the network
locality.

net wor k:  String

(Optional) Deprecated. Specify CIDR blocks or IP addresses with the networks field.
net wor ks: Array of Strings

(Optional) An array of CIDR blocks or IP addresses that define the network locality.
external : Boolean

Indicates whether the network is internal or external.
descri ption: String

(Optional) An optional description of the network locality entry.

Specify the body parameter in the following JSON format.

“description": "string",
“external ": true,
“"nanme": "string",

"network": "string",
"networks": []

CET /networkl ocalities/{id}
Specify the following parameters.
i d:  Number
The unique identifier for the network locality entry.

If the request is successful, the ExtraHop system returns an object in the following format.

"description": "string",
"external": true,

"id": O,

"nod_time": O,

"name": "string",
"network": "string",
"networks": []

DELETE / networkl ocal i ties/{id}

Specify the following parameters.

25.2 IDS Sensor REST API Guide 60



EXTRAHOP

i d:  Number
The unique identifier for the network locality entry.

PATCH / networ kl ocal i ties/{id}

Specify the following parameters.

body: Object
Apply the specified property value updates to the network locality entry.
net wor k:  String
(Optional) Deprecated. Specify CIDR blocks or IP addresses with the networks field.
net wor ks:  Array of Strings
(Optional) An array of CIDR blocks or IP addresses that define the network locality.
nane: String
(Optional) The name of the network locality.
ext ernal : Boolean
(Optional) Indicates whether the network is internal or external.
description: String
(Optional) An optional description of the network locality entry.

Specify the body parameter in the following JSON format.

"description": "string",
"external ": true,

"nane": "string",
"network": "string",
"networks": []

i d: Number
The unique identifier for the network locality entry.

Node

A node is a sensor that is connected to a console.

The following table displays all of the operations you can perform on this resource:

Operation Description

GET /nodes Retrieve all sensors connected to this console.

GET /nodes/{id} Retrieve a specific sensor that is connected to this
console.

PATCH /nodes/{id} Update a specific sensor that is connected to this
console.

Operation details

GET / nodes

There are no parameters for this operation.
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If the request is successful, the ExtraHop system returns an object in the following format.

"add_time": O,

"di spl ay_nanme": "string",
"“enabl ed": true,
“firnmnare_version": "string",
"host nanme": "string",

"id"': 0,

"li cense_status": "string",
"ni ckname": "string",
"ntp_sync": true,

"product _key": "string",
"status_code": "string",
"status_message": "string",
"time_added": O,
"time_offset": O,

"uuid": "string"

CET / nodes/{i d}

Specify the following parameters.

i d:  Number
The ID of the sensor.

If the request is successful, the ExtraHop system returns an object in the following format.

"add_time": O,

"di spl ay_nanme": "string",
"enabl ed": true,
“firnmnare_version": "string",
"host name": "string",

“id": 0,

"l'i cense_status": "string",
"ni ckname": "string",

"ntp_sync": true,

"product _key": "string",
"status_code": "string",
"status_nessage": "string",
"time_added": O,
"time_offset”: O,

"uuid": "string"

PATCH / nodes/ {i d}
Specify the following parameters.
body: Object
Apply the specified updates to the Discover node.

i d: Number
The unique identifier for the Discover node.
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An open data stream (ODS) is a channel through which you can send specified metric data from a sensor to
an external, third-party system. For example, you might want to store or analyze metric data with a remote
tool, such as Splunk, MongoDB, or Amazon Web Services (AWS).

Sending data through an open data stream is a two-step procedure. First, you configure a connection to the
target system that will receive the data. Second, you write a trigger that specifies what data to send to the
target system and when to send it. For more information, see Open Data Streams .

The following table displays all of the operations you can perform on this resource:

Operation Description

GET /odstargets Retrieve all Open Data Stream targets.

GET /odstargets/http Retrieve all HTTP Open Data Stream targets.
POST /odstargets/http Create a new HTTP Open Data Stream target.

DELETE /odstargets/http/{name}

Delete an HTTP Open Data Stream target.

GET /odstargets/http/{name}

Retrieve a specific HTTP Open Data Stream target.

GET /odstargets/kafka

Retrieve all Kafka Open Data Stream targets.

POST /odstargets/kafka

Create a new Kafka Open Data Stream target.

DELETE /odstargets/kafka/{name}

Delete a Kafka Open Data Stream target.

GET /odstargets/kafka/{name}

Retrieve a specific Kafka Open Data Stream target.

GET /odstargets/mongodb

Retrieve all MongoDB Open Data Stream targets.

POST /odstargets/mongodb

Create a new MongoDB Open Data Stream target.

DELETE /odstargets/mongodb/{name}

Delete a MongoDB Open Data Stream target.

GET /odstargets/mongodb/{name}

Retrieve a specific MongoDB Open Data Stream

target.
GET /odstargets/raw Retrieve all Raw Open Data Stream targets.
POST /odstargets/raw Create a new Raw Open Data Stream target.

DELETE /odstargets/raw/{name}

Delete a Raw Open Data Stream target.

GET /odstargets/raw/{name}

Retrieve a specific Raw Open Data Stream target.

GET /odstargets/syslog

Retrieve all Syslog Open Data Stream targets.

POST /odstargets/syslog

Create a new Syslog Open Data Stream target.

DELETE /odstargets/syslog/{name}

Delete a Syslog Open Data Stream target.

GET /odstargets/syslog/{name}

Retrieve a specific Syslog Open Data Stream target.

Operation details

CGET /odstargets

If the request is successful, the ExtraHop system returns an object in the following format.
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CET /odstargets/http

If the request is successful, the ExtraHop system returns an object in the following format.

CET /odst argets/ http/{nane}

Specify the following parameters.

name: String
The name of the target.

If the request is successful, the ExtraHop system returns an object in the following format.

CET / odst ar get s/ kaf ka

If the request is successful, the ExtraHop system returns an object in the following format.

“brokers": [],

"conpression": "string",
"name": "string",
"partition_strategy": "string",
"protocol": "string",

"skip_cert _verification": true,
"tls _ca_certs": "string",
"tls_client_cert": "string",
"tls_client_key": "string"

CET / odst ar get s/ kaf ka/ { nane}

Specify the following parameters.

name: String
The name of the target.

If the request is successful, the ExtraHop system returns an object in the following format.

"brokers": [],

"conpression": "string",
"name": "string",
"partition_strategy": "string",
"protocol": "string",

"skip_cert_verification": true,
"tls_ca_certs": "string",
"tls_client _cert": "string",
"tls_client_key": "string"

CET / odst ar get s/ nongodb

If the request is successful, the ExtraHop system returns an object in the following format.
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CET / odst ar get s/ nongodb/ { nane}
Specify the following parameters.
nane: String

The name of the target.

If the request is successful, the ExtraHop system returns an object in the following format.

CET /odstargets/raw

If the request is successful, the ExtraHop system returns an object in the following format.

CET / odst ar get s/ raw { nane}

Specify the following parameters.

nane: String
The name of the target.

If the request is successful, the ExtraHop system returns an object in the following format.

CET / odst arget s/ sysl og

If the request is successful, the ExtraHop system returns an object in the following format.

"batch_m n_bytes": O,
"concurrent connections": O,
"host": "string",
"localtinme": true,

"name": "string",

"port": O,

“protocol": "string",

"skip_cert _verification": true,
"tcp_length prefix fram ng": true,
"tls_ca_certs": "string",
"tls_client_cert": "string",
"tls_client_key": "string"

CET / odst ar get s/ sysl og/ { nane}

Specify the following parameters.

nanme: String
The name of the target.

If the request is successful, the ExtraHop system returns an object in the following format.

"batch_mi n_bytes": 0,

"concurrent _connections": O,
"host": "string",
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"l ocal ti ne": true,
"name": "string",
"port": O,

"protocol": "string",
"skip_cert_verification": true,
"tcp_length_prefix_fram ng": true,
"tls_ca_certs": "string",
"tls_client _cert": "string",

"tls _client_key": "string"

POST /odstargets/http

Specify the following parameters.
body: Object
nane: String
The name for the target.
host: String
The hostname or IP address of the remote HTTP server.
port: Number
The TCP port number of the HTTP server.
protocol : String
The protocol to transmit data over.
The following values are valid:
e http
e https
skip_cert_verification: Boolean

(Optional) Indicates whether to bypass TLS certificate verification for encrypted data. This
parameter is valid only if “protocol’ is set to “https’.

pi pel i ne: Boolean

Indicates whether multiple concurrent HTTP connections are enabled, which can improve
throughput speed.

addi ti onal _header: String

(Optional) Specifies an additional HTTP header to include in each request. Headers must be
specified in the following format: "<key>:<value>". For example: "additional_header": "Accept:
text/html".

aut henti cation: Object
An object that contains HTTP authentication credentials.
aut h_type: String
The type of HTTP authentication.

The following values are valid:

e none
e Dbasic
e aws

e azure_storage
e azure_ad
e crowdstrike
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user nane: String

(Optional) The name of the user. This option is required if “auth_type" is set to “basic’
or if “auth_type’ is set to "azure_ad" and “grant_type" is set to “resource_owner".

password: String

(Optional) The password of the user. This option is required if “auth_type" is
set to “basic” or if "auth_type’ is set to "azure_ad" and “grant_type" is set to
‘resource_owner".

access_key: String

(Optional) The access key ID. This option is required for AWS and Azure Storage
authentication.

secret key: String
(Optional) The secret access key. This option is required for AWS authentication.
service: String

(Optional) The service code of the AWS service, such as "AmazonEC2". This option is
required for AWS authentication.

regi on: String
(Optional) The name of the AWS region, such as "us-west-1". This option is required
for AWS authentication.

grant _type: String
(Optional) The OAuth 2.0 grant type. This option is required for Microsoft Entra ID
authentication.
The following values are valid:

e client
e resource_owner
client _id: String
(Optional) The client ID. This option is required for Microsoft Entra ID and Crowdstrike
authentication.
client _secret: String

(Optional) The client Secret Key. This option is required for Microsoft Entra ID and
Crowdstrike authentication.

resource: String

(Optional) The Microsoft Entra ID resource URI. This option is required for Microsoft
Entra ID authentication.

t oken_endpoi nt: String
(Optional) The Microsoft Entra ID /token endpoint. For example: "https://

login.microsoftonline.com/<tenant_id>/oauth2/token". This option is required for
Microsoft Entra ID authentication.

Specify the body parameter in the following JSON format.

"addi tional header": "string",

"aut hentication": {
"auth_type": "string",
"usernane": "string",

"password": "string",
"access_key": "string",
"secret _key": "string",
"service": "string",
"region": "string",
"grant _type": "string",
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"client_id": "string",
"client_secret": "string",
"resource": "string",

"t oken_endpoint": "string"

}

ost": "string",

“name": "string",

"pi peline": true,

"port": O,

"protocol": "string",
"skip_cert_verification": true

POST / odst ar get s/ kaf ka

Specify the following parameters.
body: Object
nane: String
The name for the target.
br okers: Array of Objects
An array of one or more objects that contain information about Kafka Brokers.
host: String
The hostname or IP address of the remote Kafka broker.
port: Number
The TCP port number of the Kafka broker.
conpr essi on: String
(Optional) The compression method to apply to transmitted data.

The following values are valid:

° none
e gzip
* snappy

partition_strategy: String
(Optional) The partitioning method to apply to transmitted data.

The following values are valid:

e hash_key
e nmanual
e random
e round_robin
protocol : String
The protocol to transmit data over.
The following values are valid:
e tcp
o tls
tls_client_cert: String

(Optional) The TLS client certificate that is sent to the Kafka server during the TLS handshake.
Specify this option if client authentication is enabled on the Kafka server.
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tls client _key: String
(Optional) The private key of the TLS client certificate specified by the tls_client_cert
parameter. Specify this option if client authentication is enabled on the Kafka server.

skip_cert_verification: Boolean

(Optional) Indicates whether to bypass TLS certificate verification for encrypted data. This
parameter is valid only if protocol is set to tls.

tls ca certs: String

(Optional) The trusted certificates to validate the Kafka server certificate with, in PEM format.
Specify this option if your Kafka server certificate has not been signed by a valid Certificate
Authority (CA). If this option is not specified, the server certificate is validated with the built-
in list of valid CA certificates. This option is valid only if the protocol is TLS.

aut henti cation: Object
(Optional) An object that contains Kafka authentication credentials.
aut h_type: String
The type of SASL authentication.

The following values are valid:

e scram
user nane: String
The username of the SASL user.
password: String
The password of the SASL user.
al gorithm String
The hashing algorithm for SASL authentication.

The following values are valid:

e sha256
e shabl2

Specify the body parameter in the following JSON format.

"aut henti cation": {
"aut h_type": "string",
"usernane": "string",
"password": "string",
"al gorithn: "string"
}

[ rokers": {
"host": "string",
"port": O

}

onpression": "string",
"name": "string",
"partition_strategy": "string",
“protocol": "string",
"skip_cert_verification": true,
"tls_ca_certs": "string",
“"tls_client _cert": "string",
“"tls_client _key": "string"

POST / odst ar get s/ nongodb

Specify the following parameters.
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body: Object
nane: String
The name for the target.
host: String
The hostname or IP address of the remote MongoDB server.
port: Number
The TCP port number of the MongoDB server.
encrypt: Boolean
(Optional) Indicates whether data is encrypted with TLS.
skip_cert_verification: Boolean

(Optional) Indicates whether to bypass TLS certificate verification for encrypted data. This
parameter is valid only if “encrypt’ is set to “true’.

aut henti cati on: Array of Objects
(Optional) An array of objects that contain MongoDB authentication credentials.
dat abase: String
The name of the MongoDB database.
user: String
The name of the user that has permission to modify the specified database.
password: String
The password of the user.

Specify the body parameter in the following JSON format.

"aut hentication": {
"dat abase": "string",
"user": "string",
"password": "string

}

ncrypt": true,
"host": "string",
"nane": "string",
"port": O,
"skip_cert_verification":

POST /odstargets/raw

Specify the following parameters.
body: Object
nane: String
The name for the target.
host: String
The hostname or IP address of the remote server.
port: Number
The TCP or UDP port number of the remote server.
protocol : String
The protocol to transmit data over.

The following values are valid:
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e tcp

e udp
conpressi on: Boolean

(Optional) Indicates whether gzip compression is applied to transmitted data.
gzi p_threshol d_bytes: Number

(Optional) The number of bytes that specifies the threshold for creating a new message. Every
30 seconds, the sensor or console sends messages that exceed the specified size to prevent
messages from growing too large. This option is valid only if “compression’ is set to “true’.

gzi p_threshol d_seconds: Number

(Optional) The number of seconds that specifies the threshold for creating a new message.
Every 30 seconds, the sensor or console sends messages that have been written for more
than the specified time period to prevent messages from growing too large. This option is
valid only if “compression’ is set to “true’.

Specify the body parameter in the following JSON format.

"conpression": true,

"gzi p_threshol d_bytes": O,
"gzi p_threshol d_seconds": O,
"host": "string",

"nane": "string",
"port": O,
"protocol": "string"

POST / odst ar get s/ sysl og

Specify the following parameters.

body: Object
nane: String
The name for the target.
host: String
The hostname or IP address of the remote Syslog server.
port: Number
The TCP or UDP port number of the remote Syslog server.
tcp_length _prefix fram ng: Boolean

(Optional) Indicates whether to prepend the number of bytes in a message to the beginning of
the message. If this parameter is set to false, the end of each message is delimited by a trailing
newline.

batch_m n_bytes: Number

(Optional) The minimum number of bytes to send at a time to the syslog server.
concurrent _connections: Number

(Optional) The number of concurrent connections to send messages over.
[ ocaltinme: Boolean

(Optional) Indicates whether timestamps reference the local time zone of the sensor or
console. If this parameter is set to false, timestamps reference GMT.

protocol : String
The protocol to transmit data over.

The following values are valid:
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e tcp
e udp
e tls

tls client cert: String

(Optional) The TLS client certificate that is sent to the Syslog server during the TLS
handshake. Specify this option if client authentication is enabled on the Syslog server.

tls_client_key: String

(Optional) The private key of the TLS client certificate specified by the tls_client_cert
parameter. Specify this option if client authentication is enabled on the Syslog server.

skip_cert_verification: Boolean

(Optional) Indicates whether to bypass TLS certificate verification for encrypted data. This
parameter is valid only if protocol is set to tls.

tls ca certs: String

(Optional) The trusted certificates to validate the Syslog server certificate with, in PEM
format. Specify this option if your Syslog server certificate has not been signed by a valid
Certificate Authority (CA). If this option is not specified, the server certificate is validated
with the built-in list of valid CA certificates. This option is valid only if the protocol is TLS and
skip_cert_verification is false.

Specify the body parameter in the following JSON format.

“batch_m n_bytes": 0,
"concurrent _connections": 0,
"host": "string",

“l ocal time": true,

"name": "string",

"port": O,

“protocol": "string",
"skip_cert_verification": true,
"tcp_l ength_prefix_framng": true,
"tls_ca_certs": "string",
“"tls_client _cert": "string",
"tls_client_key": "string"

DELETE / odst ar get s/ htt p/ { nane}
Specify the following parameters.
nane: String

The name of the target.

DELETE / odst ar get s/ kaf ka/ { nane}
Specify the following parameters.
nanme: String

The name of the target.

DELETE / odst ar get s/ nongodb/ { nane}

Specify the following parameters.

nane: String
The name of the target.
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DELETE / odst ar get s/ raw { nane}
Specify the following parameters.
nanme: String

The name of the target.

DELETE / odst ar get s/ sysl og/ { nane}

Specify the following parameters.

nane: String
The name of the target.

Pairing
This resource enables you to generate a token required to connect a sensor to a console.

The following table displays all of the operations you can perform on this resource:

Operation Description
POST /pairing/token Generate a token required to connect the sensor to
a console.

Operation details

POST / pairing/token

There are no parameters for this operation.

Record Log
Records are structured flow and transaction information about events on your network.

After you connect the ExtraHop system to a record store, you can generate and send record information to
the recordstore, and you can query records to retrieve information about any object on your network. For
more information, see Query for records through the REST API .

The following table displays all of the operations you can perform on this resource:

Operation Description

GET /records/cursor/{cursor} Deprecated. Replaced by POST /recor ds/
cursor.

POST /records/cursor Retrieve records starting at a specified cursor. This

operation is only supported if records are stored on
an ExtraHop recordstore (such as the EXA 5300) or
on CrowdStrike LogScale.

POST /records/search Perform a record log query.

Operation details

POST /records/ search

Specify the following parameters.

25.2 IDS Sensor REST APl Guide 73


https://docs.extrahop.com/25.2/rest-query-records

EXTRAHOP

body: Object
The record log query.
from Number

The beginning timestamp of the time range the query will search, expressed in milliseconds
since the epoch. A negative value specifies that the search will begin with records created at
a time in the past. For example, specify -600000ms to begin the search with records created
10 minutes before the time of the request. Negative values can be specified with a time unit
other than milliseconds, such as seconds or hours. See the REST API Guide & for supported
time units and suffixes.

until: Number

The ending timestamp of the time range the query will search, expressed in milliseconds since
the epoch. A 0O value specifies that the search will end with records created at the time of the
request. A negative value specifies that the search will end with records created at a time in
the past. For example, specify -300000ms to end the search with records created 5 minutes
before the time of the request. Negative values can be specified with a time unit other than
milliseconds, such as seconds or hours. See the REST API Guide & for supported time units
and suffixes.

types: Array of Strings
(Optional) An array of one or more record formats. The query returns only records that match
the specified formats. If no value is specified, the query returns records of any type. Valid

values for this field are displayed in the Record Type field on the Record Formats page. For
example: "~cifs".

[imt: Number

The maximum number of records returned by the query. The maximum value cannot exceed
10000. The default value is 100.

of fset: Number
The number of records to skip in the query results. The query will return records starting
from the offset value. This parameter is often combined with the limit and sort parameters.
The default value is 0. For ExtraHop recordstores, the maximum value is 10,000; to

retrieve records returned after the first 10,000, see POST /records/cursor/. For third-party
recordstores, there is no maximum value.

sort: Array of Objects

The list of one or more sort objects that specify sort priorities. The returned records are
sorted in the order the objects are listed. The parameters are defined under the sort_item
section below. If no sort_item values are provided, records are sorted by timestamp in
descending order.

field: String
The field name that returned records are sorted by.
direction: String

The order in which returned records are sorted. The default order is descending. After
all other sorting criteria are applied, or if no sorting criteria was specified, the default
order is descending by timestamp.

The following values are valid:
e asc
e desc

filter: Object

The object containing the parameters that specify the filter criteria. The parameters are
defined under the filter section below. If no filter values are provided, the query returns all
records that match the time range and any specified record formats.
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field: String

The name of the field in the record to be filtered. The query compares the contents
of the field parameter to the value of the operand parameter. If the specified field
name is ".any", the union of all field values will be searched. If the specified field name
is ".ipaddr" or ".port", the client, server, sender, and receiver roles are included in the
search. Field names are located in record formats that can be viewed in the ExtraHop
system.

operator: String

The compare method applied when matching the operand value against the field
contents. All filter objects require an operator.

The following values are valid:

° >
° <
° <=
° >=

e startswith
o ~

e and

e oOr

e not

e exists

e not_exists
e in

e not_in

oper and: String or Number or Object

The value that the query attempts to match. The query compares the value of the
operand to the contents of the field parameter and applies the compare method
specified by the operator parameter. You can explicitly specify the operand data type
as described in the REST API Guide &.

rul es: Array of Objects

The list of one or more filter objects within a single filter object. Filter objects can
be embedded recursively. Only "and", "or", and "not" operators are allowed for this
parameter.

context ttl: Number

The amount of time to keep the search context active. The default unit is milliseconds, but
other units can be specified with a unit suffix. See the REST API Guide & for supported time
units and suffixes. In RevealX Enterprise, this field is only valid if records are stored on an
ExtraHop recordstore (such as an EXA 5300) or on CrowdStrike LogScale. In RevealX 360, this
field is only valid for systems that have a cloud-based recordstore with Premium Investigation.
In both RevealX Enterprise with CrowdStrike LogScale and RevealX 360 with Premium
Investigation, this field is invalid if the sort or offset fields are specified.

Specify the body parameter in the following JSON format.

"context _ttl": O,

"filter": {
"field": "string",
"operator": "string",
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"operand": "string",
"rules": []

}1
"front: O,

"limt": O,

"of fset": O,

"sort": {
“field": "string",
"direction": "string"

}

"types': [,
"until": O

PCST /records/ cursor
Specify the following parameters.
body: Object
The cursor ID that specifies the next page of results in the query.

cursor: String
The unique identifier of the cursor that specifies the next page of results in the query.

Specify the body parameter in the following JSON format.

“cursor": "string"

context ttl: Number

(Optional) The amount of time to keep the search context active, expressed in milliseconds. After the
specified time elapses, the cursor becomes invalid, and you can no longer retrieve additional records
from the search. Specify this parameter to extend the previously specified search context.

CET /records/cursor/{cursor}

Specify the following parameters.

cursor: String
The cursor ID.
context ttl: Number
(Optional) The amount of time to keep the search context active, expressed in milliseconds.

If the request is successful, the ExtraHop system returns an object in the following format.

"cursor": "string",

"from': O,

"l ookback _exceeded": true,
"l ookback_truncated": true,

"records": {},
"total ": O,
"until": O,
"war ni ngs": {}
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Operand values in record queries

The oper and field in the POST /r ecor ds/ sear ch method specifies the value that a record query
attempts to match. You can specify either the value only or both the data type and the value. If you specify
only the value, the query will refer to the record format associated with the f i el d parameter to determine
the data type of the value.

For example, if you want to search for an IP address, you can specify an IP address data type, and then
provide the actual address as the value.

The following example explicitly specifies the data type and value of the operand:

"fron': -1000,
"filter": {
"field" : "senderAddr",
“operator": "=",
"operand" : { "type" : "ipaddr4", "value": "1.2.3.4" }

The following example specifies only the value of the operand:

"from': -1000,
"filter": {
"field" : "sender Addr",

"operator": "=",
"operand" : "1.2.3.4"

You can explicitly specify the following data types in the oper and field:

e  application
e boolean
e device

Note: You must specify the discovery ID of the device in the value field. You can find the
discovery ID of a device through the POST / devi ces/ sear ch operation.

device_filter
device_group
flowinterface
flownetwork
ipaddr4

ipaddré

number
network_locality
object

string

The oper and field supports CIDR notation when filtering by IP addresses; the oper at or field must be set

to "="or "I=".

You can specify multiple filters by including the r ul es option, as shown in the following example:

"filter": {

and",

"operator":
"rules": [
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"field": "nethod",
"operand": "SMB2_ READ',
"operator": "="

"field": "reqlL2Bytes",
"operand": "100",
"operator": ">"

b
ypes": [
"~cifs"

,"fI’OI'ﬂ'Z "-30nt

Query records with a device group filter

To filter records by device group in the REST API, you must send a POST request to the / r ecor ds/
sear ch endpoint with a record query filter that meets the following criteria:

The f i el d must specify devices, such ascl i ent,server,sender,orrecei ver.
The oper at or must be eitheri n ornot _i n.
The oper andt ype must be devi ce_gr oup.

The oper andval ue must be a string representation of the numerical device group ID. You can
retrieve device group IDs by running the GET /devicegroup operation and viewing the contents of the
i d field in the response.

For example, the following query searches for records in which the client device was a member of a device
group with an ID of 200:

"from: "-30nt',
"filter": {
"field": "client",
"operator": "in",
"operand": {
"type": "device_group",
"val ue": "200"

You can also filter records by device group criteria without creating a device group by specifying the
operand type as devi ce_fi |l t er. For example, the following query searches for records in which the
client device is running Windows 10:

“fronm': "-30nt,
"filter": {
"field": "client",
"operator": "in",
"operand": {
"type": "device filter",
"val ue": {
"field": "software",
"operand": "w ndows_ 10",
"operator": "="
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Note: Operand values with type devi ce filt er for record search are formatted the same as
device search filters. For more information, see Operand values for device groups .

Query records with a network locality filter

To filter records by device group in the REST API, you must send a POST request to the / r ecor ds/
sear ch endpoint with a record query filter that meets the following criteria:

e The field must be a record field that specifies an IP address such as cl i ent Addr, ser ver Addr,
sender Addr, orrecei ver Addr.

The operator must be eitheri n ornot _i n.
The operand type must be net wor k_| ocal i ty.

The operand value must be a string representation of a numerical network locality ID. You can view
locality IDs with the GET / net wor kl ocal i ti es operation.

For example, the following query searches for records where the client device is in a network locality with
an ID of 123:

“fronm': "-30nt,
"filter": {
"field": "clientAddr",
"operand": {
"type": "network locality",
"val ue": "123"

}

in

perator":

Supported time units

For most parameters, the default unit for time measurement is milliseconds. However, the following
parameters return or accept alternative time units such as minutes and hours:

e Device

e active_from
e active_until
e Device group

e active_from
e active_until

e Metrics
e from
e until

e Record Log

e from
e until
e context_ttl

The following table displays supported time units:

Time unit Unit suffix
Year y
Month M
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Time unit Unit suffix
Week w

Day d

Hour h

Minute m

Second S
Millisecond ne

To specify a time unit other than milliseconds for a parameter, append the unit suffix to the value. For
example, to request devices active in the last 30 minutes, specify the following parameter value:

GET / api /v1l/ devi ces?acti ve_fronr-30m

The following example specifies a search for HTTP records created between 1 and 2 hours ago:

"from: "-2h",

“until": "-1h",
"types": ["~http"]

Running config

The running configuration file is a JSON document that contains core system configuration information for
the ExtraHop system.

The following table displays all of the operations you can perform on this resource:

Operation Description

GET /runningconfig Retrieve the current running configuration file.

PUT /runningconfig Replace the current running configuration file.
Configuration file changes are not automatically
saved.

POST /runningconfig/save Save the current changes to the running

configuration file.

GET /runningconfig/saved Retrieve the saved running configuration file.

Operation details

GET /runni ngconfi g/ saved

There are no parameters for this operation.

POST /runni ngconfi g/ save

There are no parameters for this operation.
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CET /runni ngconfig
Specify the following parameters.
section: String

(Optional) (Optional) The specific section of the running configuration file that you want to retrieve.

PUT /runni ngconfig

Specify the following parameters.

body: String
(Optional) The running configuration file.

TLS decrypt key

This resource enables you to add a decryption key for your network traffic.

The following table displays all of the operations you can perform on this resource:

Operation Description

GET /ssldecryptkeys Retrieve all TLS decryption keys.

POST /ssldecryptkeys Create a new TLS decryption key.

DELETE /ssldecryptkeys/{id} Remove an TLS key from the ExtraHop system.

GET /ssldecryptkeys/{id} Retrieve an TLS PEM and metadata.

PATCH /ssldecryptkeys/{id} Update an existing TLS decryption key.

GET /ssldecryptkeys/{id}/protocols Eetrieve all protocols assigned to an TLS decryption
ey.

POST /ssldecryptkeys/{id}/protocols Create a new protocol for an TLS decryption key.

DELETE /ssldecryptkeys/{id}/protocols/{protocol} = Delete a protocol from an TLS decryption key.

Operation details

CET /ssl decrypt keys
There are no parameters for this operation.

If the request is successful, the ExtraHop system returns an object in the following format.

"cert_pent: "string",
"enabl ed": true,

"id": "string",
"name": "string"

POST /ssl decrypt keys

Specify the following parameters.

body: Object
Set the specified property values on the new SSL decryption key.
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enabl ed: Boolean

Indicate whether this SSL decryption key is active.
nane: String

The friendly name for the SSL decryption key.
certificate: String

The SSL certificate associated with this decryption key.
private_key: String

The SSL private key that decrypts traffic.
Specify the body parameter in the following JSON format.

"certificate": "string",
“enabl ed": true,

"nanme": "string",
“private_key": "string"

PATCH / ssl decrypt keys/ {i d}

Specify the following parameters.

body: Object
Apply the specified property updates to the SSL decryption key.

i d: String
The hexadecimal representation of the SHA-1 hash of the SSL decryption key. The string must not
include delimiters.

CET /ssl decryptkeys/ {id}
Specify the following parameters.
i d: String

The hexadecimal representation of the SHA-1 hash of the SSL decryption key. The string must not
include delimiters.

If the request is successful, the ExtraHop system returns an object in the following format.

"cert_pem': "string",
"enabl ed": true,

"id": "string",
"name": "string"

DELETE / ssl decrypt keys/ {i d}

Specify the following parameters.

i d: String
The hexadecimal representation of the SHA-1 hash of the SSL decryption key. The string must not
include delimiters.

CET /ssl decryptkeys/{id}/protocols

Specify the following parameters.
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i d: String
The hexadecimal representation of the SHA-1 hash of the SSL decryption key. The string must not
include delimiters.

If the request is successful, the ExtraHop system returns an object in the following format.

"port": O,

"protocol": "string"

POST /ssl decrypt keys/ {i d}/protocols
Specify the following parameters.
body: Object
The body of the protocol.
prot ocol : String
The name of the protocol, in lowercase.

port: Number
The port in which to listen for traffic.

Specify the body parameter in the following JSON format.

"port": O,

"protocol": "string"

i d: String
The unique identifier for the SSL decrypt key.

DELETE / ssl decrypt keys/{i d}/ protocol s/{protocol}

Specify the following parameters.

protocol : String
The name of the protocol, in lowercase.
i d: String
The hexadecimal representation of the SHA-1 hash of the SSL decryption key. The string must not
include delimiters.
port: Number
(Optional) Remove only the protocols that are assigned on this port.

Support pack
A support pack is a file that contains configuration adjustments provided by ExtraHop Support.

The following table displays all of the operations you can perform on this resource:

Operation Description
GET /supportpacks Retrieve metadata about all support packs.
POST /supportpacks Upload and run a support pack.
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Operation Description

POST /supportpacks/execute Run a new support pack.

GET /supportpacks/queue/{id} Check on the status of an in-progress, running
support pack.

GET /supportpacks/{filename} Downlolad an existing support pack by filename.

Operation details

CET /support packs/ queue/ {i d}
Specify the following parameters.
i d: String
The unique identifier for the running support pack.

If the request is successful, the ExtraHop system returns an object in the following format.

"created tinme": O,
"filename": "string",

"size": "string"

CET /supportpacks/{fil enane}
Specify the following parameters.
filename: String
The name of the support pack to download.

If the request is successful, the ExtraHop system returns an object in the following format.

"created tinme": O,
"filename": "string",
"size": "string"

POST / support packs/ execut e

CET / support packs
There are no parameters for this operation.

If the request is successful, the ExtraHop system returns an object in the following format.

"created tinme": O,
"filename": "string",

"size": "string"

PCST / support packs

Specify the following parameters.
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file: Filename
The filename for the support pack.

Tag
Device tags enable you to associate a device or group of devices by some characteristic.

For example, you might tag all of your HTTP servers or tag all of the devices that are in a common subnet.
For more information, see Tag a device through the REST API 2.

The following table displays all of the operations you can perform on this resource:

Operation Description

GET /tags Retrieve all tags.

POST /tags Create a a new tag.

DELETE /tags/{id} Delete a specific tag.

GET /tags/{id} Retrieve a specific tag.

PATCH /tags/{id} Apply updates to a specific tag.

GET /tags/{id}/devices Retrieve all devices that are assigned to a specific
tag.

POST /tags/{id}/devices Assign and unassign a specific tag to devices.

DELETE /tags/{id}/devices/{child-id} Unassign a device from a specific tag.

POST /tags/{id}/devices/{child-id} Assign a device to a specific tag.

Operation details

CET /tags

If the request is successful, the ExtraHop system returns an object in the following format.

"id': 0,
"nmod_time": O,

"nanme": "string"

POST /tags
Specify the following parameters.
body: Object
Apply the specified property values to the new tag.

nane: String
The string value for the tag.

Specify the body parameter in the following JSON format.

"string"
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GET /tags/{id}
Specify the following parameters.

i d: Number
The unique identifier for the tag.

If the request is successful, the ExtraHop system returns an object in the following format.

"id"': 0,
"nmod_time": O,

"nanme": "string"

DELETE /tags/{i d}
Specify the following parameters.

i d:  Number
The unique identifier for the tag.

PATCH /tags/ {i d}
Specify the following parameters.
body: Object
Apply the specified property value updates to the tag.

i d:  Number
The unique identifier for the tag.

CET /tags/{id}/devices
Specify the following parameters.

i d:  Number
The unique identifier for the tag.

POST /tags/{id}/devices
Specify the following parameters.
body: Object
Lists of unique identifies for device to assign and unassign.
assi gn: Array of Numbers
IDs of resources to assign

unassi gn: Array of Numbers
IDs of resources to unassign

Specify the body parameter in the following JSON format.

"assign": [],

"unassign": []

i d: Number
The unique identifier for the tag.
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POST /tags/{id}/devices/{child-id}
Specify the following parameters.
child-id: Number

The unique identifier for the device.

i d:  Number
the unique identifier for the tag.

DELETE /tags/{id}/devices/{child-id}
Specify the following parameters.
child-id: Number

The unique identifier for the device.

i d: Number
The unique identifier for the tag.

Threat Collection

EXTRAHOP

The Threat Collection resource enables you to upload free and commercial threat collections offered by the

security community to your RevealX system.

@ Important: STIX file uploads are now deprecated with an expected removal date of March 2025.

e  You must upload threat collections individually to your Command appliance or RevealX 360, and to all

connected sensors.

e Custom threat collections must be formatted in Structured Threat Information eXpression (STIX) as
TAR.GZ files. RevealX currently supports STIX version 1.0 - 1.2.

e The maximum number of observables that a threat collection can contain depends on your platform
and license. Contact your ExtraHop representative for more information.

E Note: This topic applies only to ExtraHop RevealX Premium and Ultra.

For information about uploading STIX files through the ExtraHop system, see Upload STIX files through the

REST API .

The following table displays all of the operations you can perform on this resource:

Operation

Description

GET /threatcollections

Retrieve all threat collections.

POST /threatcollections

Create a new threat collection.

DELETE /threatcollections/{id}

Delete a threat collection.

PUT /threatcollections/{id}

Upload a new threat collection. ExtraHop currently
supports STIX versions 1.0 - 1.2.

g Note: If athreat collection with the same name
already exists on the ExtraHop system, the
existing threat collection is overwritten.

GET /threatcollections/{id}/observables

Retrieve the number of STIX observables loaded
from a threat collection, such as IP address,
hostname, or URI.
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Operation details

GET /threatcoll ections
There are no parameters for this operation.

If the request is successful, the ExtraHop system returns an object in the following format.

“id": 0,
"l ast _updated": O,
"name": "string",

"observabl es": 0,
"user key": "string"

POST /threatcollections
Specify the following parameters.
user _key: String

(Optional) The user-supplied identifier for the threat collection. If this parameter is not specified, the
threat collection name is set for this value, without spaces or punctuation.

nane: String

The name for the threat collection.
file: Filename

The filename for the threat collection.

PUT /threatcollections/~{userKey}
Specify the following parameters.
user Key: String
The user-supplied identifier for the threat collection.
name: String
(Optional) The name for the threat collection.
file: Filename
(Optional) The filename for the threat collection.

DELETE /threatcol |l ections/{id}
Specify the following parameters.
i d: String

The unique identifier for the threat collection.

CET /threatcoll ections/{id}/observables

Specify the following parameters.

i d: String
The unique identifier for the threat collection.
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User group

The user group resource enables you to manage and update groups of users and their dashboard sharing
associations.

The following table displays all of the operations you can perform on this resource:

Operation Description

GET /usergroups Retrieve all user groups.

POST /usergroups Create a new user group.

POST /usergroups/refresh Query LDAP for the most recent user memberships
for all remote user groups.

DELETE /usergroups/{id} Delete a specific user group.

GET /usergroups/{id} Retrieve a specific user group.

PATCH /usergroups/{id} Update a specific user group.

DELETE /usergroups/{id}/associations Delete all dashboard sharing associations with a
specific user group.

GET /usergroups/{id}/members Retrieve all members of a specific user group.

PATCH /usergroups/{id}/members Assign or unassign users from a user group.

PUT /usergroups/{id}/members Replace user group assignments.

POST /usergroups/{id}/refresh Query LDAP for the most recent user membership

of a specific remote user group.

Operation details

CET /usergroups
There are no parameters for this operation.

If the request is successful, the ExtraHop system returns an object in the following format.

"di spl ay_name": "string",
"enabl ed": true,

"id": "string",

"is renote": true,

"l ast _sync_tinme": O,
"nanme": "string",
"rights": []

PCOST /user groups
Specify the following parameters.
body: Object

The properties of the user group.

nane: String
The name for the user group.
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enabl ed: Boolean
Indicates whether the user group is enabled.

Specify the body parameter in the following JSON format.

"enabl ed": true,

"name": "string"

PATCH / user groups/{i d}
Specify the following parameters.
body: Object
The property value updates for the specific user group.
i d: String
The unique identifier for the user group.

CET /usergroups/{id}
Specify the following parameters.
i d: String
The unique identifier for the user group.

If the request is successful, the ExtraHop system returns an object in the following format.

"di spl ay_name": "string",
"enabl ed": true,

"id": "string",

"is renote": true,

"l ast _sync_tinme": O,
"name": "string",
"rights": []

DELETE / usergroups/{id}
Specify the following parameters.
i d: String

The unique identifier for the user group.

DELETE /usergroups/{i d}/associ ati ons
Specify the following parameters.
i d: String

The unique identifier for the user group.

CET /usergroups/{id}/ nenbers

Specify the following parameters.

i d: String
The unique identifier for the user group.
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If the request is successful, the ExtraHop system returns an object in the following format.

"users": {}

POST /usergroups/refresh

There are no parameters for this operation.

PCST /usergroups/{id}/refresh

Specify the following parameters.

i d: String
The unique identifier for the user group.

PATCH / user groups/ {i d}/ nenbers

Specify the following parameters.

i d: String
The unique identifier for the user group.
body: String
An object that specifies which users to asssign or unassign. Each key must be a username and each

value must be either "member" or null. For example {"Alice": "member", "Bob": null} assigns Alice to
the group and unassigns Bob from the group.

PUT /usergroups/{id}/ nenbers

Specify the following parameters.

i d: String
The unique identifier for the user group.
body: String
An object that specifies which users are assigned to the group. Each key must be a username and

each value must be "member". For example {"Alice": "member", "Bob": "member"} assigns Alice and
Bob as the only members of the group.
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