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Overview

Application Inspection triggers are composed of user-defined code that automatically executes on system
events through the ExtraHop trigger API. By writing triggers, you can collect custom metric data about the
activities on your network. In addition, triggers can perform operations on protocol messages (such as an
HTTP request) before the packet is discarded.

The ExtraHop system monitors, extracts, and records a core set of Layer 7 (L7) metrics for devices on the
network, such as response counts, error counts, and processing times. After these metrics are recorded for
a given L7 protocol, the packets are discarded, freeing resources for continued processing.

Triggers enable you to:

e Generate and store custom metrics to the internal datastore of the ExtraHop system. For example,
while the ExtraHop system does not collect information about which user agent generated an HTTP
request, you can generate and collect that level of detail by writing a trigger and committing the data to
the datastore. You can also view custom data that is stored in the datastore by creating custom metrics
pages and displaying those metrics through the Metric Explorer and dashboards.

e Generate and send records for long-term storage and retrieval to a recordstore.

e Create a user-defined application that collects metrics across multiple types of network traffic to
capture information with cross-tier impact. For example, to gain a unified view of all the network
traffic associated with a website—from web transactions to DNS requests and responses to database
transactions—you can create an application that contains all of these website-related metrics.

e  Generate custom metrics and send the information to syslog consumers such as Splunk, or to third
party databases such as MongoDB or Kafka.

e Initiate a packet capture to record individual flows based on user-specified criteria. You can download
captured flows and process them through third-party tools. Your ExtraHop system must be licensed for
packet capture to access this feature.

The purpose of this guide is to provide reference material when writing the blocks of JavaScript code that
run when trigger conditions are met. The Trigger API resources section contains a list of topics that provide
a comprehensive overview of trigger concepts and procedures.
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Trigger API resources

This section contains a list of topics that will help familiarize you with trigger concepts, building a trigger,
and best practices.

o Triggers=
e Build a trigger @

e  Configure trigger settings @
e  Write a trigger script &
e  Monitor trigger performance &
e Triggers Best Practices Guide &
e Triggers FAQ @
e  Walkthrough: Build a trigger to collect custom metrics for HTTP 404 errors &
e  Walkthrough: Initiate precision packet captures to analyze zero window conditions &
e  Walkthrough: Build a trigger to monitor responses to NTP monlist requests &=
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Data types for custom metrics

The ExtraHop Trigger API enables you to create custom metrics that collect data about your environment,
beyond what is provided by built-in protocol metrics.

You can create custom metrics of the following data types:

count

The number of metric events that occurred over a specific time range. For example, to record
information about the number of HTTP requests over time, select a top-level count metric. You
could also select a detail count metric to record information about the number of times clients
accessed a server, with the IPAddress key and an integer representing the number of accesses as a
value.

snapshot

A special type of count metric that, when queried over time, returns the most recent value (such as
TCP established connections).

distinct
The estimated number of unique items observed over time, such as the number of unique ports that
received SYN packets, where a high number might indicate port scanning.

dataset
A statistical summary of timing information, such as 5-number summary: min, 25th-percentile,

median, 75th-percentile, max. For example, to record information about HTTP processing time over
time, select a top-level dataset metric.

sampleset

A statistical summary of timing information, such as mean and standard deviation. For example, to
record information about the length of time it took the server to process each URI, select a detail
sampleset with the URI string key and an integer representing processing time as a value.

max

A special type of count metric that preserves the maximum. For example, to record the slowest
HTTP statements over time without relying on a session table, select a top-level and a detail max
metric.

Custom metrics are supported for the following source types:

e Application

e Device

e Network

e Flowlnterface
e  FlowNetwork

For more information about the differences between top-level and detail metrics, see the Metrics FAQ .
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Global functions

Global functions can be called on any event.

cache(key: String, val ueFn: () => Any): Any
Caches the specified parameters in a table to enable efficient lookup and return of large data sets.
key: String
An identifier that indicates the location of the cached value. A key must be unique within a
trigger.
val ueFn: () => Any
A zero-argument function that returns a non-null value.

In the following example, the cache method is called with large amounts of data hard-coded into
the trigger script:

| et storeLookup = cache("storesByNunmber", () => ({
: "Newar k",
: "Paul ",
n NGV\B.I‘ k",
"St Paul"// 620 lines omtted

1))

var storeCity;
var query = HITP. par seQuer y(HTTP. query);

i f (query.storeCode) ({
storeCity = storeLookup[parselnt(query.storeCode)];
}

In the following example, a list of known user agents in a JBoss trigger is normalized before it is
compared with the observed user agent. The trigger converts the list to lowercase and trims excess
whitespace, and then caches the entries.

function jbossUser Agents() {

return |
/1 Add your own user agents here, followed by a comm
"Cecko-li ke (Edge 14.0; Wndows 10; Silverlight or simlar)",
"Mzilla/5.0 (Macintosh; Intel Mac OS X 10 _10_5)

Appl eVebKi t / 537. 36
(KHTM., |ike Gecko) Chrone/51.0.2704.79 Safari/537.36",

“"Mozilla/5.0 (Android)"

].map(ua => ua.trin().toLowerCase());

var badUser Agents = cache("badUser Agents", jbossUser Agents);

conmi t Det ecti on(type: String, options: Object)
Generates a detection on the ExtraHop system.
type: String
A user-defined type for the definition, such as brut e_f orce_at t ack. You can tune

detections @ to hide multiple detections with the same type. The string can only contain
letters, numbers, and underscores.

options: Object
An object that specifies the following properties for the detection:
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title: String
A user-defined title that identifies the detection.
descri ption: String
A description of the detection.
ri skScore: Number | null
An optional number between 1 and 99 that represents the risk score of the detection.
partici pants: Array of Objects

An optional array of participant objects associated with the detection. Specify each
participant as the offender or victim property of a Flow endpoint object. For example,
the following code specifies the client in the flow as the offender and the server as the
victim:

conmmi t Det ecti on(' exanpl edet ection', {
participants: [Flow client.offender,

Fl ow. server.victin,

The following participant objects are valid:

e Flowclient.offender
e Flowclient.victim
e Flow server. of fender
e Flow server.victim
e Fl ow. sender. of f ender
e Flow sender.victim
e Flow receiver. of fender
e Flowreceiver.victim
i dentityKey: String | null
A unique identifier that enables ongoing detections. If multiple detections with the
same identity key and detection type are generated within the time period specified

by thei denti tyTt| property, the detections are consolidated into a single ongoing
detection.

g Note: If the ExtraHop system is generating a large number of detections with
unique identity keys, the system might fail to consolidate some ongoing
detections. However, the system will not generate more than 250
individual detections for a trigger in a day.

identityTtl: String

The amount of time after a detection is generated that duplicate detections are
consolidated into an ongoing detection.

After a detection is generated, if another detection with the same identity key and
detection type is generated within the specified time period, the two detections are
consolidated into a single ongoing detection. Each time a detection is consolidated into
an ongoing detection, the time period is reset, and the detection does not end until the
time period expires. For example, if i dentityTt| is set to day, and four duplicate
detections are each generated 12 hours apart, the ongoing detection spans three days.
The following time periods are valid:

e hour
e day
e \Wweek

The default time period is hour .
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conmmi t Record(id: String, record: Object): void
Sends a custom record object to the configured recordstore.
i d: String
The ID of the record type to be created. The ID cannot begin with a tilde (~).
record: Object
An object containing a list of property and value pairs to be sent to the configured recordstore
as a custom record.

The following properties are automatically added to records and are not represented on the
objects returned by the built-in record accessors, such as HTTP. r ecor d:

e ex
e flowlD
e client

e clientAddr

e clientPort

e receiver

e receiverAddr
e receiverPort
e sender

e sender Addr

e sender Port

e server

e serverAddr

e serverPort

e tinmestanp

e vlan

For example, to access the f | owl D property in an HTTP record, you would include
HTTP. record. Fl ow. i d in your statement.

@ Important: To avoid unexpected data in the record or an exception when the
method is called, the property names listed above cannot be specified as
a property name in custom records.

In addition, a property name in custom records cannot contain any of
the following characters:

Period
Colon
Square bracket

Square bracket

In the following example, the two property and value pairs that have been added to the r ecor d
variable are committed to a custom record by the conm t Recor d function:

var record =
"fieldl : nyfieldi,

"field2': nyfield2

}s
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comm t Record('record_type id", record);

On most events, you can commit a built-in record that contains default properties. For example, a
built-in record such as the HTTP. r ecor d object can be the basis for a custom record.

The following example code commits a custom record that includes all of the built-in metrics from
the HTTP. r ecor d object and an additional metric from the HTTP. header s property:

var record = Object. assi gn(
{'server': HITP. headers. server},
HTTP. record

)

commi t Record(' custom http-record', record);

You can access a built-in record object on the following events:

Class Events

AAA AAA_REQUEST
AAA_RESPONSE

ActiveMQ ACTI VEMQ_NMESSAGE
AJP AJP_RESPONSE

CIFS Cl FS_RESPONSE
DB DB_RESPONSE
DHCP DHCP_REQUEST

DHCP_RESPONSE

DICOM DI COM_REQUEST
DI COM_RESPONSE

DNS DNS_REQUEST
DNS_RESPONSE

FIX FI X_REQUEST

FI X_RESPONSE
Flow FLOW RECORD
FTP FTP_RESPONSE
HL7 HL7 _RESPONSE
HTTP HTTP_RESPONSE
IBMMQ | BMMQ_REQUEST

| BMVIQ_RESPONSE
ICA | CA_OPEN

| CA_CLCSE

| CA TICK
ICMP | CMP_MESSAGE
Kerberos KERBERCS REQUEST
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Class Events
KERBERCS RESPONSE
LDAP LDAP_REQUEST
LDAP_RESPONSE
Memcache MEMCACHE REQUEST
VEMCACHE RESPONSE
Modbus MODBUS _RESPONSE
MongoDB MONGODB_ REQUEST
MONGODB _ RESPONSE
MSMQ VBMQ NMESSAGE
NetFlow NETFLOW RECCRD
NFS NFS_RESPONSE
NTLM NTLM MESSAGE
POP3 POP3_RESPONSE
RDP RDP_CPEN
RDP_CLGCSE
RDP_TI CK
Redis REDI S REQUEST
REDI S_RESPONSE
RTCP RTCP_MESSAGE
RTP RTP_TI CK
SCCP SCCP_MESSAGE
SFlow SFLOW RECORD
SIP S| P_REQUEST
S| P_RESPONSE
SMPP SVPP_ RESPONSE
SMTP SMTP_RESPONSE
SSH SSH OPEN
SSH CLOSE
SSH TI CK
SSL SSL_ALERT
SSL_OPEN
SSL_CLOSE

SSL__HEARTBEAT
SSL_RENEGOTI ATE

ExtraHop 25.2 Trigger APl Reference
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Class Events

Telnet TELNET_MESSAGE

debug(nmessage: String): void

Writes to the debug log if debugging is enabled. The maximum message size is 2048 bytes. Messages
longer than 2048 bytes are truncated.

get Ti mest anp(): Number

Returns the timestamp from the packet that caused the trigger event to run, expressed in
milliseconds with microseconds as the fractional segment after the decimal.

| og( message: String) : void
Writes to the debug log regardless of whether debugging is enabled.
Multiple calls to debug and log statements in which the message is the same value will display once
every 30 seconds.
The limit for debug log entries is 2048 bytes. To log larger entries, see Remote.Syslog.
nd5( nessage: String| Buffer) : String

Hashes the UTF-8 representation of the specified message Buffer object or string and returns the
MD5 sum of the string.

shal(nessage: String| Buffer): String

Hashes the UTF-8 representation of the specified message Buffer object or string and returns the
SHA-1 sum of the string.

sha256( message: String| Buffer) : String

Hashes the UTF-8 representation of the specified message Buffer object or string and returns the
SHA-256 sum of the string.

sha512( message: String| Buffer) : String

Hashes the UTF-8 representation of the specified message Buffer object or string and returns the
SHA-512 sum of the string.

uui d(): String
Returns a random version 4 Universally Unique Identifier (UUID).
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General purpose classes

The Trigger API classes in this section provide functionality that is broadly applicable across all events.

Class Description

Application Enables you to create new applications and adds
custom metrics at the application level.

Buffer Enables you to access buffer content.

Detection Enables you to retrieve information about

detections on the ExtraHop system.

Device Enables you to retrieve device attributes and add
custom metrics at the device level.

Discover Enables you to access newly discovered devices and
applications.
Flow Flow refers to a conversation between two

endpoints over a protocol such as TCP, UDP or
ICMP. The Flow class provides access to elements
of these conversations, such as endpoint IP
addresses and age of the flow. The Flow class also
contains a flow store designed to pass objects from
request to response on the same flow.

FlowInterface Enables you to retrieve flow interface attributes and
add custom metrics at the interface level.

FlowNetwork Enables you to retrieve flow network attributes and
add custom metrics at the flow network level.

GeolP Enables you to retrieve the approximate country-
level or city-level location of a specific IP address.

IPAddress Enables you to retrieve IP address attributes.

Network Enables you to add custom metrics at the global
level.

Session Enables you to access the session table,which

supports coordination across multiple
independently executing triggers.

System Enables you to access properties that identify the
ExtraHop system on which a trigger is running.

Threatintel Enables you to see whether an IP address,
hostname, or URI is suspect.

Trigger Enables you to access details about a running
trigger.

VLAN Enables you to access information about a VLAN on

the network.
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Application

The Appl i cat i on class enables you collect metrics across multiple types of network traffic to capture
information with cross-tier impact. For example, if you want a unified view of all the network traffic
associated with a website—from web transactions to DNS requests and responses to database transactions
—you can write a trigger to create a custom application that contains all of these related metrics. The

Appl i cati on class also enables you to create custom metrics and commit the metric data to applications.
Applications can only be created and defined through triggers.

Instance methods

The methods in this section cannot be called directly on the Appl i cat i on class. You can only call these
methods on specific Application class instances. For example, the following statement is valid:

Appl i cati on("sanpl eApp") . net ri cAddCount (" responses", 1);

However, the following statement is invalid:

Appl i cation. netri cAddCount (" responses", 1);

commi t (i d: String): void
Creates an application, commits built-in metrics associated with the event to the application, and
adds the application to any built-in or custom records committed during the event.

The application ID must be a string. For built-in application metrics, the metrics are committed only
once, even if the conmi t () method is called multiple times on the same event.

The following statement creates an application named "myApp" and commits built-in metrics to the
application:

Appl i cation("nyApp").comit();

If you plan to commit custom metrics to an application, you can create the application without
calling the commi t () method. For example, if the application does not already exist, the following
statement creates the application and commits the custom metric to the application:

Appl i cation("nyApp"). netri cAddCount ("requests", 1);

You can call the Appl i cati on. comm t method only on the following events:

Metric types Event

AAA AAA REQUEST -and- AAA_RESPONSE
AJP AJP_RESPONSE

CIFS Cl FS_RESPONSE

DB DB_RESPONSE

DHCP DHCP_REQUEST -and- DHCP_RESPONSE
DNS DNS_REQUEST -and- DNS_RESPONSE
FIX FI X_REQUEST -and- FI X_RESPONSE
FTP FTP_RESPONSE

HTTP HTTP_RESPONSE

IBMMQ | BUMQ_REQUEST -and- | BMMQ RESPONSE
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Metric types Event
ICA | CA Tl CK-and- | CA_CLCSE
Kerberos KERBERCS REQUEST -and-

KERBEROS RESPONSE
LDAP LDAP_REQUEST -and- LDAP_RESPONSE
Memcache MEMCACHE REQUEST -and-

VEMCACHE RESPONSE
Modbus MODBUS_RESPONSE
MongoDB MONGODB_REQUEST -and- MONGCODB_ RESPONSE
NAS Cl FS_RESPONSE -and/or- NFS_RESPONSE
NetFlow NETFLOW RECORD

Note that the commit will not occur if enterprise
IDs are present in the NetFlow record.

NFS NFS_RESPONSE
RDP RDP_TI CK

Redis REDI S_REQUEST -and- REDI S_RESPONSE
RPC RPC_REQUEST -and- RPC_RESPONSE

RTP RTP_TI CK

RTCP RTCP_NMESSAGE

SccP SCCP_MESSAGE

SIp SI P_REQUEST -and- S| P_RESPONSE

SFlow SFLOW RECORD

SMTP SMTP_RESPONSE

SSH SSH_CLOSE -and- SSH_TI CK

SSL SSL_RECORD -and- SSL_CLOSE

WebSocket WEBSOCKET _OPEN, WEBSOCKET _CLOSE, and

VEBSCCKET_MESSAGE

nmet ri cAddCount (nmetri c_nane: String, count: Number, options: Object): void

Creates a custom top-level count metric. Commits the metric data to the specified application.
nmetric_nane: String

The name of the top-level count metric.
count: Number

The increment value. Must be a non-zero, positive signed 64-bit integer. A NaN value is
silently discarded.

options: Object
An optional object that can contain the following property:
hi ghPreci si on: Boolean
A flag that enables one-second granularity for the custom metric when set to t r ue.
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net ri cAddDet ai | Count (netric_name: String, key: String | IPAddress, count: Number,
options: Object): void
Creates a custom detail count metric by which you can drill down. Commits the metric data to the
specified application.

nmetric_nane: String

The name of the detail count metric.
key: String | IPAddress

The key specified for the detail metric. A nul | value is silently discarded.
count: Number

The increment value. Must be a non-zero, positive signed 64-bit integer. A NaN value is
silently discarded.

options: Object
An optional object that can contain the following property:
hi ghPr eci si on: Boolean
A flag that enables one-second granularity for the custom metric when set to t r ue.
net ri cAddDat aset (netri c_nanme: String, val: Number, options: Object): void
Creates a custom top-level dataset metric. Commits the metric data to the specified application.
netric_nane: String
The name of the top-level dataset metric.
val :  Number

The observed value, such as a processing time. Must be a non-zero, positive signed 64-bit
integer. A NaN value is silently discarded.

options: Object
An optional object that can contain the following properties:
freq: Number

An option that enables you to simultaneously record multiple occurrences of particular
values in the dataset when set to the number of occurrences specified by the val
parameter. If no value is specified, the default value is 1.

hi ghPreci si on: Boolean
A flag that enables one-second granularity for the custom metric when set to t r ue.
netri cAddDet ai | Dat aset (nmetri c_nane: String, key: String | IPAddress, val: Number,
options: Object): void
Creates a custom detail dataset metric by which you can drill down. Commits the metric data to the
specified application.

nmetric_nane: String

The name of the detail count metric.
key: String | IPAddress

The key specified for the detail metric. A nul | value is silently discarded.
val :  Number

The observed value, such as a processing time. Must be a non-zero, positive signed 64-bit
integer. A NaN value is silently discarded.

options: Object
An optional object that can contain the following properties:
freq: Number

An option that enables you to simultaneously record multiple occurrences of particular
values in the dataset when set to the number of occurrences specified by the val
parameter. If no value is specified, the default value is 1.
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hi ghPr eci si on: Boolean
A flag that enables one-second granularity for the custom metric when set to t r ue.
netri cAddDi stinct(nmetric_nane: String, item Number | String | IPAddress: voi d

Creates a custom top-level distinct count metric. Commits the metric data to the specified
application.

nmetric_nane: String
The name of the top-level distinct count metric.
item Number | String | IPAddress

The value to be placed into the set. The value is converted to a string before it is placed in the
set.

netri cAddDet ai | Di stinct(netric_nane: String, key: String | IPAddress, item Number |
String | [IPAddress: voi d

Creates a custom detail distinct count metric by which you can drill down. Commits the metric data
to the specified application.

nmetric_nane: String

The name of the detail distinct count metric.
key: String | IPAddress

The key specified for the detail metric. A nul | value is silently discarded.
item Number | String | IPAddress

The value to be placed into the set. The value is converted to a string before it is placed in the
set.

nmetri cAddMax(netric_nanme: String, val: Number, options: Object): void
Creates a custom top-level maximum metric. Commits the metric data to the specified application.
netric_nane: String
The name of the top-level maximum metric.
val :  Number

The observed value, such as a processing time. Must be a non-zero, positive signed 64-bit
integer. A NaN value is silently discarded.

options: Object
An optional object that can contain the following properties:
hi ghPreci si on: Boolean
A flag that enables one-second granularity for the custom metric when set to t r ue.
nmetri cAddDet ai | Max(nmetric_nane: String, key: String | IPAddress, val : Number,
options: Object): void

Creates a custom detail maximum metric by which you can drill down. Commits the metric data to
the specified application.

nmetric_nane: String

The name of the detail maximum metric.
key: String | IPAddress

The key specified for the detail metric. A nul | value is silently discarded.
val :  Number

The observed value, such as a processing time. Must be a non-zero, positive signed 64-bit
integer. A NaN value is silently discarded.

options: Object
An optional object that can contain the following properties:
hi ghPr eci si on: Boolean
A flag that enables one-second granularity for the custom metric when set to t r ue.

ExtraHop 25.2 Trigger APl Reference 19



EXTRAHOP

nmet ri cAddSanpl eset (nmetri c_nane: String, val: Number, options: Object): void
Creates a custom top-level sampleset metric. Commits the metric data to the specified application.
netric_nane: String
The name of the top-level sampleset metric.
val :  Number

The observed value, such as a processing time. Must be a non-zero, positive signed 64-bit
integer. A NaN value is silently discarded.

options: Object
An optional object that can contain the following properties:
hi ghPr eci si on: Boolean
A flag that enables one-second granularity for the custom metric when set to t r ue.

nmet ri cAddDet ai | Sanpl eset (netric_nane: String, key: String | IPAddress, val: Number,
options: Object) : voi d

Creates a custom detail sampleset metric by which you can drill down. Commits the metric data to
the specified application.

nmetric_nane: String

The name of the detail sampleset metric.
key: String | IPAddress

The key specified for the detail metric. A nul | value is silently discarded.
val :  Number

The observed value, such as a processing time. Must be a non-zero, positive signed 64-bit
integer. A NaN value is silently discarded.

options: Object

An optional object that can contain the following properties:

hi ghPr eci si on: Boolean

A flag that enables one-second granularity for the custom metric when set to t r ue.
nmetri cAddSnap(netric_name: String, count: Number, options: Object): void

Creates a custom top-level snapshot metric. Commits the metric data to the specified application.
netric_nane: String

The name of the top-level snapshot metric.
count: Number

The observed value, such as current established connections. Must be a non-zero, positive
signed 64-bit integer. A NaN value is silently discarded.

options: Object
An optional object that can contain the following properties:
hi ghPr eci si on: Boolean
A flag that enables one-second granularity for the custom metric when set to t r ue.

netri cAddDet ai | Snap(netric_nane: String, key: String | IPAddress, count: Number,
options: Object): void

Creates a custom detail snapshot metric by which you can drill down. Commits the metric data to the
specified application.

nmetric_nane: String
The name of the detail sampleset metric.
key: String | IPAddress
The key specified for the detail metric. A nul | value is silently discarded.
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count: Number

The observed value, such as current established connections. Must be a non-zero, positive
signed 64-bit integer. A NaN value is silently discarded.

options: Object
An optional object that can contain the following properties:
hi ghPr eci si on: Boolean

A flag that enables one-second granularity for the custom metric when set to t r ue.
toString(): String

Returns the Application object as a string in the following format:

[ obj ect Application <application_id>]

Instance properties
i d: String

The unique ID of the application, as shown in the ExtraHop system on the page for that application.

Trigger examples

e Example: Create an application container

Buffer

The Buf f er class provides access to binary data.

A buffer is an object with the characteristics of an array. Each element in the array is a number between O

and 255, representing one byte. Each buffer object has a length property (the number of items in an array)
and a square bracket operator.

Encrypted payload is not decrypted for TCP and UDP payload analysis.

UDP_PAYLOAD requires a matching string but TCP_PAYLQOAD does not. If you do not specify a matching
string for TCP_PAYLQAD, the trigger runs one time after the first N bytes of payload.

Methods
Buf fer(string: String | format: String)

Constructor for the Buffer class that decodes an encoded string into a Buffer object. The following
parameters are required:

string: String
The encoded string.
format: String

The format that the string argument is encoded with. The following encoding formats are
valid:

e Dbaseb4
e baseb4url

Instance methods

decode(type: String): String
Interprets the contents of the buffer and returns a string with one of the following options:
e utf-8
e utf-16
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e ucs?
e hex
equal s(buf fer: Buffer): Boolean

Performs an equality test between Buffer objects, where buf f er is the object to be compared
against.

slice(start: Number, end: Number): Buffer

Returns the specified bytes in a buffer as a new buffer. Bytes are selected starting at the given start
argument and ending at (but not including) the end argument.

start: Number

Integer that specifies where to start the selection. Specify negative numbers to select from
the end of a buffer. This is zero-based.

end: Number

Optional integer that specifies where to end the selection. If omitted, all elements from the
start position and to the end of the buffer will be selected. Specify negative numbers to select
from the end of a buffer. This is zero-based.

toString(format: String): String
Converts the buffer to a string. The following parameter is optional:
format: String

The format to encode the string with. If no encoding is specified, the string is unencoded. The
following encoding formats are valid:

e baseb64
e Dbase64url
e hex

unpack(format: String, offset: Number): Array

Processes binary or fixed-width data from any buffer object, such as one returned by
HTTP. payl oad, Fl ow. cl i ent . payl oad, or Fl ow. sender . payl oad, according to the given
format string and, optionally, at the specified offset.

Returns a JavaScript array that contains one or more unpacked fields and contains the absolute
payload byte position +1 of the last byte in the unpacked object. The bytes value can be specified as
the offset in further calls to unpack a buffer.

E Note: e The buffer. unpack method interprets bytes in big-endian order by default.
To interpret bytes in little-endian order, prefix the format string with a less
than sign (<).

e The format does not have to consume the entire buffer.

e Null bytes are not included in unpacked strings. For example:
buf . unpack(' 4s')[0] - > 'exanple'.

e The z format character represents variable-length, null-terminated strings. If
the last field is z, the string is produced whether or not the null character is
present.

e An exception is throw when all of the fields cannot be unpacked because the
buffer does not contain enough data.

The table below displays supported buffer string formats:

Format C type JavaScript type Standard size
X pad type no value

A struct i n6_addr | PAddr ess 16

a struct in_addr | PAddr ess 4
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Format C type JavaScript type Standard size
b si gned char string of length 1
1
B unsi gned char nunber 1
? _Bool bool ean 1
H unsigned short nunber 2
short nunber 2
i i nt nunber 4
I unsi gned i nt nunber 4
| | ong nunber 4
L unsi gned | ong nunber 4
q I ong | ong nunber 8
Q unsi gned | ong nunber 8
| ong
f nunber nunber 4
d doubl e nunber 4
S char[] string
z char[] string

Instance Properties
I engt h:  Number
The number of bytes in the buffer.

Trigger Examples

e Example: Parse NTP with universal payload analysis
e Example: Parse syslog over TCP with universal payload analysis

Det ecti on
The Det ect i on class enables you to retrieve information about detections on the ExtraHop system.

E Note: Machine learning detections require a connection to ExtraHop Cloud Services .

Events
DETECTI ON_UPDATE
Runs when a detection is created or updated on the ExtraHop system.

@ Tip: Instead of writing a trigger to export detection data, we recommend that you create
a detection notification rule &. You can configure these rules to send JSON payloads
with a webhook and avoid the complexity of writing a trigger.

@ Important: This event runs for all detections, regardless of the module access granted to
the user who creates the trigger. For example, triggers created by users with
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NPM module access run on DETECTI ON_UPDATE events for both security
and performance detections.

E Note: This event does not run when a detection ticket status is updated. For example,
changing a detection assignee will not cause the DETECTION_UPDATE event to
run. This event also does not run for hidden detections.

E Note: You cannot assign triggers that run only on this event to specific devices or device
groups. Triggers that run on this event will run whenever this event occurs.

Properties
appl i ancel d: Number

If called on a console, returns the ID of the connected sensor that the detection occurred on. If called
on a sensor, returns 0.

assi gnee: String

The assignee of the ticket associated with the detection.
cat egori es: Array of Strings

The list of categories the detection belongs to.

The following values are valid:

Value Category

sec Security

sec. action Actions on Objective
sec. bot net Botnet

sec. caution Caution

sec. command Command & Control
sec. cryptom ni ng Cryptomining

sec. dos Denial of Service

sec. exfil Exfiltration

sec. exploit Exploitation

sec. hardeni ng Hardening

sec. |l ateral Lateral Movement
sec. ransomiar e Ransomware
sec.recon Reconnaissance

per f Performance
perf.auth Authorization & Access Control
perf.db Database

perf. net wor k Network Infrastructure
perf.service Service Degradation
perf.storage Storage
perf.virtual Desktop & App Virtualization
perf.web Web Application
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descri ption: String
The description of the detection.

@ Tip: It is often easier to extract information about a detection from the
Det ecti on. properti es property than parsing the Det ect i on. descri pti on
text. For more information, see the Det ect i on. properti es description.

The following table shows common Markdown formats that you can include in the description:

Format Description Example

Headings Place a number sign (#) and #### Exanpl e H4 headi ng
a space before your text to
format headings. The level of
heading is determined by the
amount of number signs.

Unordered lists Place a single asterisk (*) before * First exanple
your text. If possible, put each

., . Second exanpl e
list item on a separate line. Al

Ordered lists Place a the number 1 and 1. First exanple
period (1.) before your text for
each line item; Markdown will
automatically increment the list
number. If possible, put each list
item on a separate line.

=

Second exanpl e

Bold Place double asterisks before **phold text**
and after your text.

Italics Place an underscore beforeand _italicized text
after your text.

Hyperlinks Place link text in brackets [Visit our hone
before the URL in parentheses. page] (https://
Or type your URL. www. ext rahop. com

Links to external websites open https://

in a new browser tab. Links www. ext rahop. com
within the ExtraHop system,

such as dashboards, open in the

current browser tab.

Blockquotes Place a right angle bracketanda oy the Extr aHop
space before your text. websit e:

> Access the |ive
denp and revi ew case
st udi es.

Emojis Copy and paste an emoji image
into the text box. See the
Unicode Emoji Chart & website
for images.

Markdown syntax does not
support emoji shortcodes.
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endTi ne: Number
The time that the detection ended, expressed in milliseconds since the epoch.
i d: Number
The unique identifier for the detection.
i sCust om Boolean
The value is t r ue if the detection is a custom detection generated by a trigger.
i sEvent Creat e: Boolean

If the value is true, the DETECTI ON_UPDATE event ran when the detection was created. If the value
is false, the DETECTI ON_UPDATE event ran when the detection was updated.

m treCat egori es: Array of Objects

An array of objects that contains the MITRE techniques and tactics associated with the detection.
Each object contains the following properties:

id
The ID of the MITRE technique or tactic.
name
The name of the MITRE technique or tactic.
ur |
The web address of the technique or tactic on the MITRE website.
partici pants: Array of Objects

An array of participant objects associated with the detection. A participant object contains the
following properties:

obj ect: Object

The Device, Application, or IP address object associated with the participant.
i d: Number

The ID of the participant.
rol e: String

The role of the participant in the detection. The following values are valid:

e of fender
e victim
properties: Object
An object that contains the properties of the detection. Only built-in detection types include
detection properties. The detection type determines which properties are available.

The field names of the object are the names of the detection properties. For example, the
Anonymous FTP Auth Enabled detection type includes the cl i ent _port property, which you can
access with the following code:

Det ecti on. properties.client _port

To view detection property names, view detection types with the GET / det ecti ons/ formats
operation in the ExtraHop REST API.

@ Tip: In the trigger editor, you can view valid detection properties with the autocomplete
functionality if you include logic that determines the detection type. For example,
if the trigger contains the following code, and you type a period after "properties”,
the trigger editor displays the valid properties for the Anonymous FTP Auth Enabled
detection:

if (Detection.type === 'anonynmous_ftp') {

Det ecti on. properties
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(Detection. === 'anonymous_ftp') {
Detection.properties.

& client_port
& server_port

& user

resol ution: String

The resolution of the ticket associated with the detection. Valid values are acti on_t aken and
no_acti on_t aken.

ri skScore: number | null

The risk score of the detection.
startTi me: Number

The time that the detection started, expressed in milliseconds since the epoch.
status: String | null

The status of the ticket associated with the detection. Valid string values are acknow edged, new,
i n_progress,andcl osed. The value is nul | if no status has been specified for the detection. On
the Detections page, null statuses appear as Open.

ticketld: String
The ID of the ticket associated with the detection.
title: String
The title of the detection.
type: String
The type of detection. For custom detections, "custom" is prepended to the user-defined string. For

example, if you specify brut e_force_at t ack in the conmi t Det ect i on function, the detection
typeiscustom brute _force_attack.

updat eTi me: Number
The last time that the detection was updated, expressed in milliseconds since the epoch.

Devi ce

The Devi ce class enables you to retrieve device attributes and add custom metrics at the device level.

Methods
Devi ce(id: String)

Constructor for the Device object that accepts one parameter, which is a unique 16-character string
ID.

If supplied with an ID from an existing Device object, the constructor creates a copy of that object
with all of the object properties, as shown in the following example:

myDevi ce = new Devi ce(Fl ow. server. devi ce.id);

debug(" myDevi ce MAC. " + nyDevi ce. hwaddr) ;

Metrics committed to a Device object through a net ri cAdd* function are persisted to the
datastore

| ookupByl P(addr: IPAddress | String, vI an: Number): Device

Returns the L3 device that matches the specified IP address and VLAN ID. Returns nul | if no match
is found.

ExtraHop 25.2 Trigger APl Reference 27



EXTRAHOP

addr: [IPAddress | String

The IP address for the device. The IP address can be specified as an IPAddress object or as a
string.

vl an: number

The VLAN ID for the device. Returns a default value of 0 if a VLAN ID is not provided or if the
value of the devi ces_across_vl ans settings is set to t r ue in the running configuration
file e

| ookupByMAC( addr : String, vl an: Number): Device

Returns the L2 device that matches the specified MAC address and VLAN ID. Returns nul | if no
match is found.

addr: String
The MAC address for the device.
vl an: Number

The VLAN ID for the device. Returns a default value of 0 if a VLAN ID is not provided or if the
value of the devi ces_across_vl ans settings is set to t r ue in the running configuration
file e

toString(): String
Returns the Device object as a string in the following format:

[ obj ect Devi ce <di scovery_ i d>]

Instance methods

The methods described in this section are present only on instances of the Device class. The majority of the
methods enable you to create device-level custom metrics, as shown in the following example:

Fl ow. server. devi ce. netri cAddCount ("sl ow_rsp", 1);

E Note: A device might sometimes act as a client and sometimes as a server on a flow.

e Call amethod as Devi ce. netri cAdd* to collect data for both device roles.

e Call amethod as Fl ow. cl i ent. devi ce. net ri cAdd* to collect data only for the
client role, regardless of whether the trigger is assigned to the client or the server.

e Call amethod as Fl ow. server. devi ce. netri cAdd* to collect data only for the
server role, regardless of whether the trigger is assigned to the client or the server.

equal s(devi ce: Device): Boolean

Performs an equality test between Device objects, where devi ce is the object to be compared
against.

met ri cAddCount (netri c_nane: String, count: Number, options: Object): void
Creates a custom top-level count metric. Commits the metric data to the specified device.
netric_nane: String
The name of the top-level count metric.
count: Number

The increment value. Must be a non-zero, positive signed 64-bit integer. A NaN value is
silently discarded.

options: Object
An optional object that can contain the following property:
hi ghPr eci si on: Boolean
A flag that enables one-second granularity for the custom metric when set to t r ue.
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net ri cAddDet ai | Count (netric_name: String, key: String | IPAddress, count: Number,
options: Object): void
Creates a custom detail count metric by which you can drill down. Commits the metric data to the
specified device.

nmetric_nane: String

The name of the detail count metric.
key: String | IPAddress

The key specified for the detail metric. A nul | value is silently discarded.
count: Number

The increment value. Must be a non-zero, positive signed 64-bit integer. A NaN value is
silently discarded.

options: Object
An optional object that can contain the following property:
hi ghPr eci si on: Boolean
A flag that enables one-second granularity for the custom metric when set to t r ue.
net ri cAddDat aset (netri c_nanme: String, val: Number, options: Object): void
Creates a custom top-level dataset metric. Commits the metric data to the specified device.
netric_nane: String
The name of the top-level dataset metric.
val :  Number

The observed value, such as a processing time. Must be a non-zero, positive signed 64-bit
integer. A NaN value is silently discarded.

options: Object
An optional object that can contain the following properties:
freq: Number

An option that enables you to simultaneously record multiple occurrences of particular
values in the dataset when set to the number of occurrences specified by the val
parameter. If no value is specified, the default value is 1.

hi ghPreci si on: Boolean
A flag that enables one-second granularity for the custom metric when set to t r ue.
netri cAddDet ai | Dat aset (nmetri c_nane: String, key: String | IPAddress, val: Number,
options: Object): void
Creates a custom detail dataset metric by which you can drill down. Commits the metric data to the
specified device.

nmetric_nane: String

The name of the detail count metric.
key: String | IPAddress

The key specified for the detail metric. A nul | value is silently discarded.
val :  Number

The observed value, such as a processing time. Must be a non-zero, positive signed 64-bit
integer. A NaN value is silently discarded.

options: Object
An optional object that can contain the following properties:
freq: Number

An option that enables you to simultaneously record multiple occurrences of particular
values in the dataset when set to the number of occurrences specified by the val
parameter. If no value is specified, the default value is 1.
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hi ghPr eci si on: Boolean
A flag that enables one-second granularity for the custom metric when set to t r ue.
netri cAddDi stinct(nmetric_nanme: String, item Number | String | IPAddress: voi d
Creates a custom top-level distinct count metric. Commits the metric data to the specified device.
nmetric_nane: String
The name of the top-level distinct count metric.
item Number | String | IPAddress

The value to be placed into the set. The value is converted to a string before it is placed in the
set.

netri cAddDet ai | Di stinct(netric_nane: String, key: String | IPAddress, item Number |
String | [IPAddress: voi d

Creates a custom detail distinct count metric by which you can drill down. Commits the metric data
to the specified device.

nmetric_nane: String

The name of the detail distinct count metric.
key: String | IPAddress

The key specified for the detail metric. A nul | value is silently discarded.
item Number | String | IPAddress

The value to be placed into the set. The value is converted to a string before it is placed in the
set.

nmetri cAddMax(netric_nanme: String, val: Number, options: Object): void
Creates a custom top-level maximum metric. Commits the metric data to the specified device.
netric_nane: String
The name of the top-level maximum metric.
val :  Number

The observed value, such as a processing time. Must be a non-zero, positive signed 64-bit
integer. A NaN value is silently discarded.

options: Object
An optional object that can contain the following properties:
hi ghPreci si on: Boolean
A flag that enables one-second granularity for the custom metric when set to t r ue.
nmetri cAddDet ai | Max(nmetric_nane: String, key: String | IPAddress, val : Number,
options: Object): void

Creates a custom detail maximum metric by which you can drill down. Commits the metric data to
the specified device.

nmetric_nane: String

The name of the detail maximum metric.
key: String | IPAddress

The key specified for the detail metric. A nul | value is silently discarded.
val :  Number

The observed value, such as a processing time. Must be a non-zero, positive signed 64-bit
integer. A NaN value is silently discarded.

options: Object
An optional object that can contain the following properties:
hi ghPr eci si on: Boolean
A flag that enables one-second granularity for the custom metric when set to t r ue.
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nmet ri cAddSanpl eset (nmetri c_nane: String, val: Number, options: Object): void
Creates a custom top-level sampleset metric. Commits the metric data to the specified device.
netric_nane: String
The name of the top-level sampleset metric.
val :  Number

The observed value, such as a processing time. Must be a non-zero, positive signed 64-bit
integer. A NaN value is silently discarded.

options: Object
An optional object that can contain the following properties:
hi ghPr eci si on: Boolean
A flag that enables one-second granularity for the custom metric when set to t r ue.

nmet ri cAddDet ai | Sanpl eset (netric_nane: String, key: String | IPAddress, val: Number,
options: Object): void

Creates a custom detail sampleset metric by which you can drill down. Commits the metric data to
the specified device.

nmetric_nane: String

The name of the detail sampleset metric.
key: String | IPAddress

The key specified for the detail metric. A nul | value is silently discarded.
val :  Number

The observed value, such as a processing time. Must be a non-zero, positive signed 64-bit
integer. A NaN value is silently discarded.

options: Object

An optional object that can contain the following properties:

hi ghPr eci si on: Boolean

A flag that enables one-second granularity for the custom metric when set to t r ue.
nmetri cAddSnap(netric_name: String, count: Number, options: Object): void

Creates a custom top-level snapshot metric. Commits the metric data to the specified device.
netric_nane: String

The name of the top-level snapshot metric.
count: Number

The observed value, such as current established connections. Must be a non-zero, positive
signed 64-bit integer. A NaN value is silently discarded.

options: Object
An optional object that can contain the following properties:
hi ghPr eci si on: Boolean
A flag that enables one-second granularity for the custom metric when set to t r ue.

netri cAddDet ai | Snap(netric_nane: String, key: String | IPAddress, count: Number,
options: Object): void

Creates a custom detail snapshot metric by which you can drill down. Commits the metric data to the
specified device.

nmetric_nane: String
The name of the detail sampleset metric.
key: String | IPAddress
The key specified for the detail metric. A nul | value is silently discarded.
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count : Number

The observed value, such as current established connections. Must be a non-zero, positive
signed 64-bit integer. A NaN value is silently discarded.

options: Object
An optional object that can contain the following properties:
hi ghPr eci si on: Boolean
A flag that enables one-second granularity for the custom metric when set to t r ue.

Instance properties

The following properties enable you to retrieve device attributes and are present only on instances of the
Device class.

cdpNane: String

The CDP name associated with the device, if present.
dhcpNane: String

The DHCP name associated with the device, if present.
di scover Ti ne: Number

The last time the capture process discovered the device (not the original discovery time), expressed
in milliseconds since the epoch (January 1, 1970). Previously discovered devices can be rediscovered
by the capture process if they become idle and later become active again, or if the capture process is
restarted.

To direct a trigger to run only on the initial discovery of a device, see the NEW DEVI CE event
discussed in the Discover class.
dnsNanes: Array
An array of strings listing the DNS names associated with the device, if present.
hasTri gger: Boolean
The value is t r ue if a trigger assigned to the Device object is currently running.

If the trigger is running on an event associated with a Flow object, the hasTr i gger property value
ist r ue on at least one of the Device objects in the flow.

The hasTri gger property is useful to distinguish device roles. For example, if a trigger is assigned
to a group of proxy servers, you can easily determine whether a device is acting as the client or the
server, rather than checking for IP addresses or device IDs, such as in the following example:

[/ Event: HITP_REQUEST
if (Flow server.device. hasTrigger) {
/! 1 ncom ng request

} else {
/1 Qutgoing request
}

hwaddr : String
The MAC address of the device, if present.

i d: String
The 16-character unique ID of the device, as shown in the ExtraHop system on the page for that
device.

i paddrs: Array

An array of IPAddress objects representing the device's known IP addresses. For L3 devices, the
array always contains one IPAddress.

i sGat eway: Boolean
The value is t r ue if the device is a gateway.
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i sL3: Boolean
The value is t r ue if the device is an L3 child device.
@ Important: If you have not enabled the ExtraHop system to discover devices by IP

address &, the isL3 property is always set to False because the system does
not make a distinction between L3 child and L2 parent devices.

net bi osNane: String

The NetBIOS name associated with the device, if present.
vl anl d: Number

The VLAN ID for the device.

Trigger Examples

e Example: Monitor SMB actions on devices

e Example: Track 500-level HTTP responses by customer ID and URI

e Example: Collect response metrics on database queries

e Example: Send discovered device data to a remote syslog server

e Example: Access HTTP header attributes

e  Example: Record Memcache hits and misses

e Example: Parse memcache keys

e Example: Parse custom PoS messages with universal payload analysis
e Example: Add metrics to the metric cycle store

Di scover

The Di scover class enables you to retrieve information about newly discovered devices and applications.

Events
NEW APPLI CATI ON
Runs when an application is first discovered. This event consumes capture resources.

E Note: You cannot assign triggers that run only on this event to specific devices or device
groups. Triggers that run on this event will run whenever this event occurs.

NEW DEVI CE
Runs when activity is first observed on a device. This event consumes capture resources.

E Note: You cannot assign triggers that run only on this event to specific devices or device
groups. Triggers that run on this event will run whenever this event occurs.

Properties
appl i cation: Application

A newly discovered application.

Applies only to NEW APPLI CATI ON events.
devi ce: Device

A newly discovered device.

Applies only to NEW DEVI CE events.

Note: You cannot specify this property as a participant in the conmi t Det ect i on
function.
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Trigger Examples

e Example: Send discovered device data to a remote syslog server

Ext er nal Dat a

The Ext er nal Dat a class enables you to retrieve data sent from external sources to the Trigger API
through the ExtraHop REST API.

Events
EXTERNAL DATA

Runs every time data is sent to the ExtraHop system through the POST triggers/externaldata
operation.

Properties
body: String

The external data sent to the trigger.
type: String

An identifier that describes the data sent to the trigger. The type is defined when the data is sent to
the ExtraHop REST API.

Fl ow

Flow refers to a conversation between two endpoints over a protocol such as TCP, UDP or ICMP. The

Fl owclass provides access to elements of these conversations, such as endpoint IP addresses and age of
the flow. The Flow class also contains a flow store designed to pass objects from request to response on
the same flow.

E Note: You can apply the Flow class on most L7 protocol events, but it is not supported on session
or datastore events.

Events

If a flow is associated with an ExtraHop-monitored L7 protocol, events that correlate to the protocol will
run in addition to flow events. For example, a flow associated with HTTP will also run the HTTP_REQUEST
and HTTP_RESPONSE events.

FLOW CLASSI FY

Runs whenever the ExtraHop system initially classifies a flow as being associated with a specific
protocol.

g Note: For TCP flows, the FLOW CLASSI FY event runs after the TCP_OPEN event.

Through a combination of L7 payload analysis, observation of TCP handshakes, and port number-
based heuristics, the FLOW CLASSI FY event identifies the L7 protocol and the device roles for the
endpoints in a flow such as client/server or sender/receiver.

The nature of a flow can change over its lifetime, for example, tunneling over HTTP or switching
from SMTP to SMTP-TLS. In these cases, FLOW CLASSI FY runs again after the protocol change.

The FLOW CLASSI FY event is useful for initiating an action on a flow based on the earliest
knowledge of flow information such as the L7 protocol, client/server IP addresses, or sender/
receiver ports.
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Common actions initiated upon FLOW CLASSI FY include starting a packet capture through the
capt ureStart () method or associating the flow with an application container through the
addAppl i cation() method.

Additional options are available when you create a trigger that runs on this event. By default,
FLOW CLASSI FY does not run upon flow expiration; however, you can configure a trigger to do
so in order to accumulate metrics for flows that were not classified before expiring. See Advanced
trigger options for more information.

FLOW DETACH

Runs when the parser has encountered an unexpected error or has run out of memory and stops
following the flow. In addition, a low quality data feed with missing packets can cause the parser to
detach.

The FLOW DETACH event is useful for detecting malicious content sent by clients and servers. The
following is an example of how a trigger can detect bad DNS responses upon FLOW DETACH events:

if (event == "FLOWDETACH' && Fl ow. | 7proto== "DNS") ({

Fl ow. addAppl i cati on(" Mal formed DNS");
}

FLOW RECORD
Enables you to record information about a flow at timed intervals. After FLOW CLASSI FY has run,
the FLOW RECORD event will run every N seconds and whenever a flow closes. The default value for
N, known as the publish interval, is 30 minutes; the minimum value is 60 seconds. You can set the
publish interval in the Administration settings.

FLOW TI CK
Enables you to record information about a flow per amount of data or per turn. The FLOW TI CK
event will run on every FLOW TURN or every 128 packets, whichever occurs first. Also, L2 data is
reset on every FLOW Tl CK event which enables you to add data together at each tick. If counting
throughput, collect data from FLOW Tl CK events which provide more complete metrics than
FLOW TURN.

FLOW Tl CK provides a means to periodically check for certain conditions on the flow, such as zero
windows and Nagle delays, and then take an action, such as initiating a packet capture or sending a
syslog message.

The following is an example of FLOW Tl CK:

log("RTT " + Flow roundTri pTi ne) ;
Renot e. Sysl og. i nf o
" eh_event =FLOW Tl CK" +
ClientlP="+Fl ow. client.ipaddr+

Server | P="+F| ow. server. i paddr +

Server Port =" +Fl ow. server. port +

Ser ver Name=" +F| ow. server . devi ce. dnsNanes|[ 0] +
RTT="+Fl ow. r oundTri pTi ne) ;

FLOW TURN

Runs on every TCP or UDP turn. A turn represents one full cycle of a client transferring request data
followed by a server transferring a response.

FLOW TURN also exposes a Turn object.

Endpoints

Flow refers to a conversation between two endpoints over a protocol; an endpoint can be one of the
following components:

e client
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e server
e sender
e receiver

The methods and properties described in this section are called or accessed for a specified endpoint
on the flow. For example, to access the devi ce property from an HTTP client, the syntax is
Fl ow. cl i ent. devi ce.

The endpoint that you specify depends on the events associated with the trigger. For example, the
ACTI VEMQ_MESSAGE event only supports sender and receiver endpoints. The following table displays a list
of events that can be associated with a flow and the endpoints supported for each event:

Event Client / Server Sender / Receiver
AAA REQUEST yes yes
AAA RESPONSE yes yes
AJP_REQUEST yes yes
AJP_RESPONSE yes yes
ACTI VEMQ_MESSAGE no yes
Cl FS_REQUEST yes yes
Cl FS_RESPONSE yes yes
DB_REQUEST yes yes
DB_RESPONSE yes yes
DHCP_REQUEST yes yes
DHCP_RESPONSE yes yes
DI COM REQUEST yes yes
DI COVI RESPONSE yes yes
DNS_REQUEST yes yes
DNS_RESPONSE yes yes
FI X _REQUEST yes yes
FI X _RESPONSE yes yes
FLOW CLASSI FY yes no
FLOW DETACH yes no
FLOW RECORD yes no
FLOW TI CK yes no
FLOW TURN yes no
FTP_REQUEST yes yes
FTP_RESPONSE yes yes
HL7 REQUEST yes yes
HL7 _RESPONSE yes yes
HTTP_REQUEST yes yes
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Event Client / Server Sender / Receiver
HTTP_RESPONSE yes yes
| BMVQ_REQUEST yes yes
| BMVIQ_RESPONSE yes yes
| CA_AUTH yes no
| CA_ CLOSE yes no
| CA_OPEN yes no
I CA_TI CK yes no
| CMP_MESSAGE no yes
KERBEROS REQUEST yes yes
KERBEROS RESPONSE yes yes
LDAP_REQUEST yes yes
LDAP_RESPONSE yes yes
MEMCACHE _REQUEST yes yes
MEMCACHE _RESPONSE yes yes
MOBUS REQUEST yes yes
MODBUS RESPONSE yes yes
MONGODB_ REQUEST yes yes
MONGODB_ RESPONSE yes yes
MEMQ_ MESSAGE no yes
NFS_REQUEST yes yes
NFS_ RESPONSE yes yes
POP3_ REQUEST yes yes
POP3_RESPONSE yes yes
REDI S_REQUEST yes yes
REDI S_RESPONSE yes yes
RDP_CLOSE yes no
RDP_OPEN yes no
RDP_TI CK yes no
RTCP_MESSAGE no yes
RTP_CLOSE no yes
RTP_OPEN no yes
RTP_TI CK no yes
SCCP_MESSAGE no yes
SI P_REQUEST yes yes
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Event Client / Server Sender / Receiver
S| P_RESPONSE yes yes
SMPP_REQUEST yes yes
SMPP_RESPONSE yes yes
SMIP_REQUEST yes yes
SMIP_RESPONSE yes yes
SSL_ALERT yes yes
SSL_CLOSE yes no
SSL_HEARTBEAT yes yes
SSL__OPEN yes no
SSL_PAYLOAD yes yes
SSL__RECORD yes yes
SSL_RENEGOTI ATE yes no
TCP_CLOSE yes no
TCP_OPEN yes no
TCP_PAYLOAD yes yes
UDP_PAYLQAD yes yes
TELNET_MESSAGE yes yes
WEBSOCKET_OPEN yes no
WEBSOCKET_CLOSE yes no
WEBSOCKET _MESSAGE yes yes

Endpoint methods

conmi t Record(): void
Sends a record to the configured recordstore on a FLOW RECORD event. Record commits are
not supported on FLOW CLASSI FY, FLOW DETACH, FLOW TI CK, or FLOW TURN events.

On a flow, traffic moves in each direction between two endpoints. The conmi t Recor d()
method only records flow details in one direction, such as from the client to the

server. To record details about the entire flow you must call cormi t Recor d()

twice, once for each direction, and specify the endpoint in the syntax—for example,

Fl ow. client.conmitRecord() and Fl ow. server. conmi t Record().

For built-in records, each unique record is committed only once, even if the
commi t Recor d() method is called multiple times for the same unique record.

To view the default properties committed to the record object, see the r ecor d property
below.

Endpoint properties

byt es: Number

The number of L4 payload bytes transmitted by a device. Specify the device role in the syntax
—for example, FI ow. cl i ent . byt es or Fl ow. r ecei ver. byt es.
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Access only on FLOW Tl CK, FLOW TURN, or FLOW RECORD events; otherwise, an error will
occur.

cust onDevi ces: Array

An array of custom devices in the flow. Specify the device role in the syntax—for example,
Fl ow. cl i ent. cust onDevi ces or Fl ow. r ecei ver. cust onDevi ces.

devi ce: Device

The Device object associated with a device. Specify the device role in the
syntax. For example, to access the MAC address of the client device, specify
Fl ow. cl i ent. devi ce. hwaddr.

equal s: Boolean
Performs an equality test between Device objects.
dscp: Number
The number representing the last differentiated services code point (DSCP) value of the flow
packet.
Specify the device role in the syntax—for example, Fl ow. ¢l i ent . dscp or
Fl ow. server. dscp.
dscpBytes: Array

An array that contains the number of L2 bytes for a specific Differentiated Services Code
Point (DSCP) value transmitted by a device in the flow. Specify the device role in the syntax—
for example, Fl ow. cl i ent . dscpByt es or Fl ow. server . dscpByt es.

The value is zero for each entry that has no bytes of the specific DSCP since the last

FLOW Tl CK event.

Access only on FLOW Tl CK or FLOW TURN events; otherwise, an error will occur.
dscpNanel: String

The name associated with the DSCP value transmitted by devicel in the flow. The following
table displays well-known DSCP names:

Number Name
8 Cs1
10 AF11
12 AF12
14 AF13
16 Cs2
18 AF21
20 AF22
22 AF23
24 Cs3
26 AF31
28 AF32
30 AF33
32 C4
34 AF41
36 AF42
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Number Name
38 AF43
40 CS5
44 VA
46 EF

48 Cs6
56 Ccs7

dscpNane2: String

The name associated with the DSCP value transmitted by device2 in the flow. The following
table displays well-known DSCP names:

Number Name
8 Cs1
10 AF11
12 AF12
14 AF13
16 Cs2
18 AF21
20 AF22
22 AF23
24 Cs3
26 AF31
28 AF32
30 AF33
32 C4
34 AF41
36 AF42
38 AF43
40 Cs5
44 VA
46 EF
48 Cs6
56 Cs7

dscpPkts: Array

An array that contains the number of L2 packets for a given Differentiated Services Code
Point (DSCP) value transmitted by a device in the flow. Specify the device role in the syntax—
for example, Fl ow. cl i ent . dscpPkt s or Fl ow. server. dscpPkt s.
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The value is zero for each entry that has no packets of the specific DSCP since the last
FLOW Tl CK event.
Applies only to FLOW Tl CK or FLOW TURN events.
fragPkts: Number
The number of packets resulting from IP fragmentation transmitted by a client
or server device in the flow. Specify the device role in the syntax—for example,
Fl ow. client.fragPkts or Fl ow. server. fragPkts.
Access only on FLOW Tl CK or FLOW TURN events; otherwise, an error will occur.
i paddr 1: IPAddress
The IPAddress object associated with devicel in the flow.
equal s: Boolean
Performs an equality test between IPAddress objects.
i paddr 2: IPAddress
The IPAddress object associated with device2 in the flow.
equal s: Boolean
Performs an equality test between IPAddress objects.
i sAborted: Boolean

The value is t r ue if a TCP flow has been aborted through a TCP reset (RST). The flow can
be aborted by a device. If applicable, specify the device role in the syntax—for example,
Fl ow. client.isAbortedorFl ow receiver.isAborted.

This condition may be detected in the TCP_CLQOSE event and in any impacted L7 events (for
example, HTTP_REQUEST or DB_RESPONSE).

E Note: e An L4 abort occurs when a TCP connection is closed with a RST instead
of a graceful shutdown.

e An L7 response abort occurs when a connection closes while in the
middle of a response. This can be due to a RST, a graceful FIN shutdown,
or an expiration.

e An L7 request abort occurs when a connection closes in the middle of a
request. This can also be due to a RST, a graceful FIN shutdown, or an
expiration.

i sShut down: Boolean

The value is t r ue if the device initiated the shutdown of the TCP connection.
Specify the device role in the syntax—for example, Fl ow. cl i ent . i sShut down or
Fl ow. r ecei ver. i sShut down.

| 2Byt es: Number

The number of L2 bytes, including the ethernet headers, transmitted by a device in the
flow. Specify the device role in the syntax—for example, Fl ow. cl i ent . | 2Byt es or
Fl ow. server.| 2Byt es.

Access only on FLOW Tl CK or FLOW TURN events; otherwise, an error will occur.
nagl eDel ay: Number

The number of Nagle delays associated with a device in the flow. Specify the device role in
the syntax—for example, FI ow. cl i ent . nagl eDel ay or Fl ow. server . nagl eDel ay.

Access only on FLOW Tl CK or FLOW TURN events; otherwise, an error will occur.
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of f ender: Object

Returns an offender participant object for a device in the flow. Specify this property in
the commi t Det ect i on() function to identify the device in the flow as the offender in a
detection, as shown in the following code example:

commi t Det ecti on(' exanpl edetection', {

participants: [Flow client.offender, Flow server.victiny,

over | apFragPkts: Number
The number of non-identical IP fragment packets with overlapping data transmitted
by a device in the flow. Specify the device role in the syntax—for example,
Fl ow. client.overl apFragPkts or Fl ow. server. over| apFr agPkt s.
Access only on FLOW Tl CK or FLOW TURN events; otherwise, an error will occur.
over | apSegnents: Number
The number of non-identical TCP segments, transmitted by a device in the flow,
where two or more TCP segments contain data for the same part of the flow. Specify
the device role in the syntax—for example, FI ow. cl i ent . over | apSegnent s or
FI ow. server. over| apSegnent s.
Access only on FLOW Tl CK or FLOW TURN events; otherwise, an error will occur.
payl oad: Buffer
The payload Buffer associated with a device in the flow. Specify the device role in the syntax
—for example, FI ow. cl i ent . payl oad or Fl ow. r ecei ver. payl oad.
Access only on TCP_PAYLOAD, UDP_PAYLQAD, or SSL_ PAYLQAD events; otherwise, an error
will occur.
pkts: Number
The number of packets transmitted by a device in the flow. Specify the device role in the
syntax—for example, Fl ow. cl i ent . pkts or Fl ow. server. pkts.
Access only on FLOW Tl CK, FLOW TURN, or FLOW RECORD events; otherwise, an error will
occur.
port: Number

The port number associated with a device in the flow. Specify the device role in the syntax—
for example, Fl ow. cl i ent. port or Fl ow. recei ver. port.

rcvWadThrottl e: Number
The number of receive window throttles sent from a device in the flow. Specify

the device role in the syntax—for example, Fl ow. cl i ent . rcvWhdThrottl e or
Fl ow. server.rcvWdThrottl e.

Access only on FLOW Tl CK or FLOW TURN events; otherwise, an error will occur.
record: Object

The record object that can be sent to the configured recordstore through a call to
FI ow. commi t Recor d() on a FLOW RECORD event. The record object represents data from
a single direction on the flow.

The default record object can contain the following properties:
e age
e bytes (L3)
E Note: This property represents the total number of bytes that were transmitted
by the flow at the time that the FLOW_RECORD event ran. The

FLOW_RECORD event runs several times over the course of each flow,
so the value will increase every time the event runs.

e clientlsExternal
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e dscpNane
o first
e firstPayl oadBytes

A hexadecimal representation of the first 16 payload bytes in the flow.

e |ast
e pkts
e proto

e receiverAddr

e receiverlsExternal
e receiverPort

e roundTripTine

The most recent round trip time (RTT) in this flow. An RTT is the time it took for a device
to send a packet and receive an immediate acknowledgment (ACK).

e sender Addr

e sender | sExt er nal

e sender Port

e serverl sExternal

e tcpFlags

Specify the device role in the syntax—for example, Fl ow. cl i ent . record or

Fl ow. server. record.

Access the record object only on FLOW RECORD events; otherwise, an error will occur.
rto: Number

The number of retransmission timeouts (RTOs) associated with a device in the flow. Specify

the device role in the syntax—for example, Fl ow. cl i ent. rt o or Fl ow. server.rto.

Access only on FLOW Tl CK or FLOW TURN events; otherwise, an error will occur.
victim Object

Returns an victim participant object for a device in the flow. Specify this property in the
conmmi t Det ecti on() function to identify the device in the flow as the victim in a detection,
as shown in the following code example:

conmi t Det ecti on(' exanpl edetection', {

participants: [Flow client.offender, Flow server.victin,

t ot al L2Byt es

The number of L2 bytes sent by a device during the flow. Specify the device role in the syntax
—for example, Fl ow. cl i ent . t ot al L2Byt es or Fl ow. server. t ot al L2Byt es.

total L2Byt esl: Number
The number of L2 bytes sent during the flow by devicel.
total L2Byt es2: Number
The number of L2 bytes sent during the flow by device2.
zer owd: Number
The number of zero windows sent from a device in the flow. Specify the device role in the
syntax—for example, Fl ow. cl i ent. zer owhd or Fl ow. server. zer oWhd.

Access only on FLOW Tl CK or FLOW TURN events; otherwise, an error will occur.
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Methods
addAppl i cation(nane: String, turnTi m ng: Boolean): void

Creates an application with the specified name and collects L2-L4 metrics from the flow. The
application can be viewed in the ExtraHop system and the metrics are displayed on an L4 page in
the application. A flow can be associated with one or more applications at a given instant; the L2-L4
metrics collected by each application will be the same.

Calling FI ow. addAppl i cati on( nanme) on a FLOW CLASSI FY event is common on unsupported
protocols. For flows on supported protocols with L7 trigger events, it is recommended to call the
Appl i cati on(nane).conmm t () method, which collects a larger set of protocol metrics.

The optional t ur nTi m ng flag is set to false by default. If set to true, the ExtraHop system collects
additional turn timing metrics for the flow. If this flag is omitted, no turn timing metrics are recorded
for the application on the associated flow. Turn timing analysis analyzes L4 behavior in order to infer
L7 processing times when the monitored protocol follows a client-request, server-response pattern
and in which the client sends the first message. "Banner" protocols (where the server sends the first
message) and protocols where data flows in both directions concurrently are not recommended for
turn timing analysis.

captureStart (nanme: String, options: Object): String

Initiates a Precision Packet Capture (PPCAP) for the flow and returns a unique identifier of the
packet capture in the format of a decimal number as a string. Returns nul | if the packet capture fails
to start.

nanme: String
The name of the packet capture file.
e  The maximum length is 256 characters
e A separate capture is created for each flow.
e  Capture files with the same name are differentiated by timestamps.
options: Object
The options contained in the capture object. Omit any of the options to indicate unlimited size

for that option. All options apply to the entire flow except the "lookback" options which apply
only to the part of the flow before the trigger event that started the packet capture.

maxByt es: Number
The total maximum number of bytes.
maxByt esLookback: Number

The total maximum number of bytes from the lookback buffer. The lookback buffer
refers to packets captured before the call to Fl ow. capt ureStart ().

mexDur at i onvVSec: Number
The maximum duration of the packet capture, expressed in milliseconds.
maxPackets: Number

The total maximum number of packets. The maximum value might be exceeded if the
trigger load & is heavy.

maxPacket sLookback: Number

The maximum number of packets from the lookback buffer. The lookback buffer refers
to packets captured before the call to Fl ow. captureStart ().

The following is an example of Fl ow. captureStart():

EVENT: HTTP_REQUEST
capture facebook HTTP traffic fl ows
(HTTP. uri . i ndexOr (" ww. f acebook. cont') == -1) {

var nane = "facebook-" + HITP.uri;
/| packet capture options: capture 20 packets, up to 10 fromthe
| ookback buffer
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var opts = {
maxPackets: 20,
maxPacket sLookback: 10

}s

Fl ow. capt ureSt art (nanme, opts);

The Fl ow. capt ureSt art () function call requires that you have a license

for precision packet capture.

e You can specify the number of bytes per packet (snaplen) you want to capture
when configuring the trigger in the ExtraHop system. This option is available
only on some events. See Advanced trigger options for more information.

e  On ExtraHop Performance systems, captured files are available in the
Administration settings. On RevealX systems, captured files are available from
the Packets page in the ExtraHop system.

e  On ExtraHop Performance systems, if the precision packet capture disk is full,
no new captures are recorded until the user deletes the files manually. On
Reveal systems, older packet captures are deleted when the precision packet
capture disk becomes full to enable the system to continue recording new
packet captures.

e  The maximum file name string length is 256 characters. If the name exceeds
256 characters, it will be truncated and a warning message will be visible in the
debug log, but the trigger will continue to execute.

e The capture file size is the whichever maximum is reached first between the
maxPacket s and maxByt es options.

e The size of the capture lookback buffer is whichever maximum is reached first
between the naxPacket sLookback and maxByt esLookback options.

e Each passed max* parameter will capture up to the next packet boundary.

e |If the packet capture was already started on the current flow,

FI ow. capt ureSt art () calls result in a warning visible in the debug log, but
the trigger will continue to run.

e Thereis a maximum of 128 concurrent packet captures in the system. If that

limit is reached, subsequent calls to Fl ow. capt ureSt art () will generate a

warning visible in the debug log, but the trigger will continue to execute.

captureStop(): Boolean
Stops a packet capture that is in progress on the current flow.
conmmi t Recordl(): void

Sends a record to the configured recordstore that represents data sent from devi cel in a single
direction on the flow.

Note:

You can call this method only on FLOW RECORD events, and each unique record is committed only
once for built-in records.
To view the properties committed to the record object, see the r ecor d property below.

conmi t Record2(): void
Sends a record to the configured recordstore that represents data sent from devi ce2 in a single
direction on the flow.

You can call this method only on FLOW RECORD events, and each unique record is committed only
once for built-in records.

To view the properties committed to the record object, see the r ecor d property below.
findCust onDevi ce(devi cel D: String) : Device

Returns a single Device object that corresponds to the specified devicelD parameter if the device is
located on either side of the flow. Returns nul | if no corresponding device is found.
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get Appl i cations(): String
Retrieves all applications associated with the flow.

Properties

The Flow object properties and methods discussed in this section are available to every L7 trigger event
associated with the flow.

By default, the ExtraHop system uses loosely-initiated protocol classification, so it will try to classify flows
even after the connection was initiated. Loose initiation can be turned off for ports that do not always carry
the protocol traffic (for example, the wildcard port 0). For such flows, devi cel, port 1,and i paddr 1
represent the device with the numerically lower IP address and devi ce2, port 2, and i paddr 2 represent
the device with the numerically higher IP address.

age: Number
The time elapsed since the flow was initiated, expressed in seconds.
byt esl: Number
The number of L4 payload bytes transmitted by one of two devices in the flow; the other device is
represented by byt es2. The device represented by byt es1 remains consistent for the flow.
Access only on FLOW Tl CK, FLOW TURN, or FLOW RECORD events; otherwise, an error will occur.
byt es2: Number
The number of L4 payload bytes transmitted by one of two devices in the flow; the other device is
represented by byt es1. The device represented by byt es2 remains consistent for the flow.
Access only on FLOW Tl CK, FLOW TURN, or FLOW RECORD events; otherwise, an error will occur.
cust onDevi cesl: Array

An array of custom Device objects on a flow. Custom devices on the other side of the flow are
available by accessing cust onDevi ces2. The device represented by cust onmDevi cesl1 remains
consistent for the flow.

cust onDevi ces2: Array

An array of custom Device objects on a flow. Custom devices on the other side of the flow are
available by accessing cust onDevi ces1. The device represented by cust onDevi ces2 remains
consistent for the flow.

devi cel: Device

The Device object associated with one of two devices in the flow; the other device is represented
by devi ce2. The device represented by devi cel remains consistent for the flow. For example,
Fl ow. devi cel. hwaddr accesses the MAC addresses of this device in the flow.

equal s: Boolean
Performs an equality test between Device objects.
devi ce2: Device

The Device object associated with one of two devices in the flow; the other device is represented
by devi cel. The device represented by devi ce2 remains consistent for the flow. For example,
Fl ow. devi ce2. hwaddr accesses the MAC addresses of this device in the flow.

equal s: Boolean
Performs an equality test between Device objects.
dscpl: Number

The number representing the last Differentiated Services Code Point (DSCP) value transmitted by
one of two devices in the flow; the other device is represented by dscp2. The device represented by
dscpl remains consistent for the flow.
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dscp2: Number

The Inumber representing the last Differentiated Services Code Point (DSCP) value transmitted by
one of two devices in the flow; the other device is represented by dscpl. The device represented by
dscp2 remains consistent for the flow.

dscpBytesl: Array

An array that contains the number of L2 bytes for a specific Differentiated Services Code Point
(DSCP) value transmitted by one of two devices in the flow; the other device is represented by
dscpByt es2. The device represented by dscpByt es1 remains consistent for the flow.

The value is zero for each entry that has no bytes of the specific DSCP since the last FLOW Tl CK
event.
Access only on FLOW Tl CK or FLOW TURN events; otherwise, an error will occur.

dscpByt es2: Array

An array that contains the number of L2 bytes for a specific Differentiated Services Code Point
(DSCP) value transmitted by one of two devices in the flow; the other device is represented by
dscpByt es1. The device represented by dscpByt es2 remains consistent for the flow.

The value is zero for each entry that has no bytes of the specific DSCP since the last FLOW Tl CK
event.
Access only on FLOW Tl CK or FLOW TURN events; otherwise, an error will occur.
dscpNanel: String
The name associated with the DSCP value transmitted by one of two devices in the flow; the other
device is represented by dscpNanme2. The device represented by dscpNanel remains consistent for
the flow.
See the dscpNane property in the Endpoints section for a list of supported DSCP code names.
dscpNane2: String
The name associated with the DSCP value transmitted by one of two devices in the flow; the other
device is represented by dscpNanel. The device represented by dscpNanme2 remains consistent for
the flow.
See the dscpNane property in the Endpoints section for a list of supported DSCP code names.
dscpPkt s1: Array

An array that contains the number of L2 packets for a given Differentiated Services Code Point
(DSCP) value transmitted by one of two devices in the flow; the other device is represented by
dscpPkt s2. The device represented by dscpPkt s1 remains consistent for the flow.

The value is zero for each entry that has no packets of the specific DSCP since the last FLOW Tl CK
event.
Access only on FLOW Tl CK or FLOW TURN events; otherwise, an error will occur.

dscpPkt s2: Array

An array that contains the number of L2 packets for a given Differentiated Services Code Point
(DSCP) value transmitted by one of two devices in the flow; the other device is represented by
dscpPkt s1. The device represented by dscpPkt s2 remains consistent for the flow.

The value is zero for each entry that has no packets of the specific DSCP since the last FLOW Tl CK
event.
Access only on FLOW Tl CK or FLOW TURN events; otherwise, an error will occur.

fragPktsl: Number

The number of packets resulting from IP fragmentation transmitted by one of two devices in the
flow; the other device is represented by f r agPkt s2. The device represented by f r agPkt s1
remains consistent for the flow.

Access only on FLOW Tl CK or FLOW TURN events; otherwise, an error will occur.
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fragPkt s2: Number
The number of packets resulting from IP fragmentation transmitted by one of two devices in the
flow; the other device is represented by f r agPkt s1. The device represented by f r agPkt s2
remains consistent for the flow.
Access only on FLOW Tl CK or FLOW TURN events; otherwise, an error will occur.

i d: String
The unique identifier of a Flow record.

i paddr: IPAddress

ThelPAddress object associated with a device in the flow. Specify the device role in the syntax—for
example, Fl ow. cl i ent. i paddr or Fl ow. r ecei ver. i paddr.

equal s: Boolean
Performs an equality test between IPAddress objects.
i pproto: String
The IP protocol associated with the flow, such as TCP or UDP.
i pver: String
The IP version associated with the flow, such as IPv4 or IPvé.
i sAborted: Boolean

The value is t r ue if a TCP flow has been aborted through a TCP reset (RST). The flow can
be aborted by a device. If applicable, specify the device role in the syntax—for example,
Fl ow. client.isAbortedorFl ow receiver.isAbort ed.

This condition may be detected in the TCP_CLOSE event and in any impacted L7 events (for
example, HTTP_REQUEST or DB_RESPONSE).

E Note: e An L4 abort occurs when a TCP connection is closed with a RST instead of a
graceful shutdown.

e An L7 response abort occurs when a connection closes while in the middle of a
response. This can be due to a RST, a graceful FIN shutdown, or an expiration.

e An L7 request abort occurs when a connection closes in the middle of a
request. This can also be due to a RST, a graceful FIN shutdown, or an
expiration.

i sSExpi red: Boolean
The value is t r ue if the flow expired at the time of the event.
i sShut down: Boolean

The value is t r ue if the device initiated the shutdown of the TCP connection. Specify the device role
in the syntax—for example, Fl ow. cl i ent . i sShut down or Fl ow. r ecei ver . i sShut down.

| 2Byt esl: Number
The number of L2 bytes, including the ethernet headers, transmitted by one of two devices in the
flow; the other device is represented by | 2Byt es2. The device represented by | 2Byt es1 remains
consistent for the flow.
Access only on FLOW Tl CK or FLOW TURN events; otherwise, an error will occur.

| 2Byt es2: Number
The number of L2 bytes, including the ethernet headers, transmitted by one of two devices in the
flow; the other device is represented by | 2Byt es1. The device represented by | 2Byt es2 remains
consistent for the flow.
Access only on FLOW Tl CK or FLOW TURN events; otherwise, an error will occur.

| 7prot o: String

The L7 protocol associated with the flow. For known protocols, the property returns a string
representing the protocol name, such as HTTP, DHCP, Memcache. For lesser-known protocols, the
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property returns a string formatted as i ppr ot o: port —t cp: 13724 or udp: 11258 For custom
protocol names, the property returns a string representing the name set through the Protocol
Classification section in the Administration settings.
This property is not valid during TCP_OPEN events.

nagl eDel ayl: Number
The number of Nagle delays associated with one of two devices in the flow; the other device is
represented by nagl eDel ay2. The device represented by nagl eDel ay1 remains consistent for the
flow.
Access only on FLOW Tl CK or FLOW TURN events; otherwise, an error will occur.

nagl eDel ay2: Number
The number of Nagle delays associated with one of two devices in the flow; the other device is
represented by nagl eDel ay1. The device represented by nagl eDel ay2 remains consistent for the
flow.
Access only on FLOW Tl CK or FLOW TURN events; otherwise, an error will occur.

over | apFragPkt s1: Number
The number of non-identical IP fragment packets transmitted by one of two devices in the
flow; the other device is represented by over | apFr agPkt s2. The device represented by
over | apFr agPkt s1 remains consistent for the flow.
Access only on FLOW Tl CK or FLOW TURN events; otherwise, an error will occur.

over | apFragPkt s2: Number
The number of non-identical IP fragment packets transmitted by one of two devices in the
flow; the other device is represented by over | apFr agPkt s1. The device represented by
over | apFr agPkt s2 remains consistent for the flow.
Access only on FLOW Tl CK or FLOW TURN events; otherwise, an error will occur.

over |l apSegnment s1: Number
The number of non-identical TCP segments where two or more segments contain data for the same
part of the flow. The TCP segments are transmitted by one of two devices in the flow; the other
device is represented by over | apSegnent s2. The device represented by over | apSegnment s1
remains consistent for the flow.
Access only on FLOW Tl CK or FLOW TURN events; otherwise, an error will occur.

over | apSegnment s2: Number
The number of non-identical TCP segments where two or more segments contain data for the same
part of the flow. The TCP segments are transmitted by one of two devices in the flow; the other
device is represented by over | apSegnent s1. The device represented by over | apSegnment s2
remains consistent for the flow.
Access only on FLOW Tl CK or FLOW TURN events; otherwise, an error will occur.

payl oadl: Buffer
The payload Buffer associated with one of two devices in the flow; the other device is represented
by payl oad2. The device represented by payl oadl remains consistent for the flow.
Access only on TCP_PAYLQOAD, UDP_PAYLOAD, and SSL_ PAYLOAD events; otherwise, an error will
occur.

payl oad2: Buffer
The payload Buffer associated with one of two devices in the flow; the other device is represented
by payl oadl. The device represented by payl oad2 remains consistent for the flow.

Access only on TCP_PAYLQOAD, UDP_PAYLQAD, or SSL_PAYLQAD events; otherwise, an error will
occur.
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pktsl: Number

The number of packets transmitted by one of two devices in the flow; the other device is

represented by pkt s2. The device represented by pkt s1 remains consistent for the flow.

Access only on FLOW Tl CK, FLOW TURN, or FLOW RECORD events; otherwise, an error will occur.
pkts2: Number

The number of packets transmitted by one of two devices in the flow; the other device is

represented by pkt s1. The device represented by pkt s2 remains consistent for the flow.

Access only on FLOW Tl CK, FLOW TURN, or FLOW RECORD events; otherwise, an error will occur.
port1l: Number

The port number associated with one of two devices in a flow; the other device is represented by
por t 2. The device represented by por t 1 remains consistent for the flow.

port2: Number

The port number associated with one of two devices in a flow; the other device is represented by
por t 1. The device represented by por t 2 remains consistent for the flow.

rcvWhdThrott| el: Number
The number of receive window throttles sent from one of two devices in the flow; the other device
is represented by r cvWhdThr ot t | e2. The device represented by r cvWhdThr ot t | el remains
consistent for the flow.
Access only on FLOW Tl CK or FLOW TURN events; otherwise, an error will occur.

rcvWhdThrott| e2: Number

The number of receive window throttles sent from one of two devices in the flow; the other device
is represented by r cvWhdThr ot t | el. The device represented by r cvWhdThr ot t | €2 remains
consistent for the flow.
Access only on FLOW Tl CK or FLOW TURN events; otherwise, an error will occur.

recordl: Object
The record object that can be sent to the configured recordstore through a call to
Fl ow. commi t Recor d1() on a FLOW RECORD event.

The object represents traffic sent in a single direction from one of two devices in the flow; the other
device is represented by the r ecor d2 property. The device represented by the r ecor d1 property
remains consistent for the flow.

Access the record object only on FLOW RECORD events; otherwise, an error will occur.
The default record object can contain the following properties:

e age
e bytes (L3)
e clientlsExternal

e dscpNane
o first

e |ast

e pkts

e proto

e receiverAddr

e receiverlsExternal
e receiverPort

e roundTripTinme

The most recent round trip time (RTT) observed in the flow. An RTT is the time it took for a
device to send a single TCP packet and receive an immediate corresponding acknowledgment
(ACK) packet.
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e sender Addr

e sender| sExt ernal

e sender Port

e serverl sExternal

o tcpOrigin
This record field is included only if the record represents traffic sent from a client or sender
device.

e tcpFlags

record2: Object

The record object that can be sent to the configured recordstore through a call to
Fl ow. conmmi t Recor d2() on a FLOW RECORD event.

The object represents traffic sent in a single direction from one of two devices in the flow; the other
device is represented by the r ecor d1 property. The device represented by the r ecor d2 property
remains consistent for the flow.

Access the record object only on FLOW RECORD events; otherwise, an error will occur.
The default record object can contain the following properties:

e age
e bytes (L3)
e clientlsExternal

e dscpNane
o first

e |ast

e pkts

e proto

e receiverAddr

e receiverlsExternal
e receiverPort

e roundTripTine

The most recent round trip time (RTT) observed in the flow. An RTT is the time it took for a
device to send a single TCP packet and receive an immediate corresponding acknowledgment
(ACK) packet.

e sender Addr

e sender| sExternal

e senderPort

e serverl skxternal

e tcpOrigin
This record field is included only if the record represents traffic sent from a client or sender
device.

e tcpFlags

roundTri pTi me: Number
The median round trip time (RTT) observed since the last FLOW TI CK event ran, expressed in
milliseconds. An RTT is the time it took for a device to send a single TCP packet and receive an

immediate corresponding acknowledgment (ACK) packet. The value is NaNif there are no RTT
samples.

Access only on FLOW Tl CK or FLOW TURN events; otherwise, an error will occur.

ExtraHop 25.2 Trigger APl Reference 51



EXTRAHOP

rtol: Number

The number of retransmission timeouts (RTOs) associated with one of two devices in the flow; the
other device is represented by r t 02. The device represented by r t 01 remains consistent for the
flow.

Access only on FLOW Tl CK or FLOW TURN events; otherwise, an error will occur.

rto2: Number

The number of retransmission timeouts (RTOs) associated with one of two devices in the flow; the
other device is represented by r t 01. The device represented by r t 02 remains consistent for the
flow.

Access only on FLOW Tl CK or FLOW TURN events; otherwise, an error will occur.

store: Object
The flow store is designed to pass objects from request to response on the same flow. The st or e
object is an instance of an empty JavaScript object. Objects can be attached to the store as
properties by defining the property key and property value. For example:

Fl ow. st or e. myobj ect = "nyval ue";

For events that occur on the same flow, you can apply the flow store instead of the session table to
share information. For example:

/1 request
Fl ow. st or e. user Agent = HTTP. user Agent ;

[l response
var userAgent = Fl ow. st ore. user Agent ;

@ Important: Flow store values persist across all requests and responses carried on that
flow. When working with the flow store, it is a best practice to set the flow
store variable to nul | when its value should not be conveyed to the next
request or response. This practice has the added benefit of conserving flow
store memory.

Most flow store triggers should have a structure similar to the following example:

if (event === 'DB_REQUEST') {
if (DB.statenment) {
Fl ow. store. stnt = DB. statenent;

} else {

}

}
else if (event === 'DB_RESPONSE') {
var stm = Flow store.stnt;
Fl ow. store.stnt = null;
if (stmt) {
/!l Do sonething with 'stnt';
[l for exanple, comrit a metric

Fl ow. store.stnt = nul |;

Note: Because DHCP requests often occur on different flows than corresponding
DHCP responses, we recommend that you combine DHCP request and response
information by storing DHCP transaction IDs in the session table. For example,
the following trigger code creates a metric that tracks how many DHCP discover
messages received a corresponding DHCP offer message:

if (event ' DHCP_REQUEST" ) {
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var opts = {
expire: 30
IE

Sessi on. add( DHCP. t xI d. t oSt ri ng(), DHCP. nsgType, opts):

}

else if (event === ' DHCP_RESPONSE' ) {
var regMsgType = Session. | ookup(DHCP. txld.toString());
if (reqvsgType && DHCP. nsgType === ' DHCPOFFER ) ({

Devi ce. netri cAddCount (' dhcp-di scover-offer', 1);
}

tcpOrigi n: IPAddress | Null

The original IP address of the client or sender if specified by a network proxy in TCP option 28.
vl an: Number

The VLAN number associated with the flow. If no VLAN tag is present, this value is set to 0.
vxl anVNl :  Number

The VXLAN Network Identifier number associated with the flow. If no VXLAN tag is present, this
value is set to NaN.

zer owdl: Number
The number of zero windows associated with one of two devices in the flow; the other device is
represented by zer oWwhd2. The device represented by zer oWhd1 remains consistent for the flow.
Access only on FLOW Tl CK or FLOW TURN events; otherwise, an error will occur.

zer owd2: Number
The number of zero windows associated with one of two devices in the flow; the other device is
represented by zer oWhd1. The device represented by zer oWhd2 remains consistent for the flow.

Access only on FLOW Tl CK or FLOW TURN events; otherwise, an error will occur.

Trigger Examples

e Example: Monitor SMB actions on devices

e Example: Track 500-level HTTP responses by customer ID and URI

e Example: Parse custom PoS messages with universal payload analysis
e Example: Parse syslog over TCP with universal payload analysis

e Example: Parse NTP with universal payload analysis

e Example: Track SOAP requests

Fl owl nt er f ace

The FI ow nt er f ace class enables you to retrieve flow interface attributes and to add custom metrics at
the interface level.

Methods
Fl owl nterface(id: string)

A constructor for the FlowlInterface object that accepts a flow interface ID. An error occurs if the
flow interface ID does not exist on the ExtraHop system.
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Instance methods

The methods in this section enable you to create custom metrics on a flow interface. The methods are
present only on instances of the NetFlow class. For example, the following statement collects metrics from
NetFlow traffic on the ingress interface:

Net Fl ow. i ngressl nterface. netri cAddCount ("sl ow rsp", 1);

However, you can call the FlowlInterface method as a static method on NETFLOW RECORD events. For
example, the following statement collects metrics from NetFlow traffic on both the ingress and egress
interfaces:

Fl oM nterface. metri cAddCount ("sl ow_rsp", 1);

met ri cAddCount (netric_nane: String, count: Number, options: Object): void
Creates a custom top-level count metric. Commits the metric data to the specified flow interface.
netric_nane: String
The name of the top-level count metric.
count: Number

The increment value. Must be a non-zero, positive signed 64-bit integer. A NaN value is
silently discarded.

options: Object
An optional object that can contain the following property:
hi ghPr eci si on: Boolean
A flag that enables one-second granularity for the custom metric when set to t r ue.

nmet ri cAddDet ai | Count (nmetri c_name: String, key: String | IPAddress, count: Number,
options: Object): void
Creates a custom detail count metric by which you can drill down. Commits the metric data to the
specified flow interface.

netric_nane: String

The name of the detail count metric.
key: String | IPAddress

The key specified for the detail metric. A nul | value is silently discarded.
count: Number

The increment value. Must be a non-zero, positive signed 64-bit integer. A NaN value is
silently discarded.

options: Object
An optional object that can contain the following property:
hi ghPr eci si on: Boolean
A flag that enables one-second granularity for the custom metric when set to t r ue.
met ri cAddDat aset (netri c_nane: String, val: Number, options: Object): void
Creates a custom top-level dataset metric. Commits the metric data to the specified flow interface.
netric_nane: String
The name of the top-level dataset metric.
val :  Number

The observed value, such as a processing time. Must be a non-zero, positive signed 64-bit
integer. A NaN value is silently discarded.

options: Object
An optional object that can contain the following properties:
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freq: Number

An option that enables you to simultaneously record multiple occurrences of particular
values in the dataset when set to the number of occurrences specified by the val
parameter. If no value is specified, the default value is 1.

hi ghPr eci si on: Boolean
A flag that enables one-second granularity for the custom metric when set to t r ue.

netri cAddDet ai | Dat aset (nmetri c_nane: String, key: String | IPAddress, val: Number,
options: Object): void

Creates a custom detail dataset metric by which you can drill down. Commits the metric data to the
specified flow interface.

nmetric_nane: String

The name of the detail count metric.
key: String | IPAddress

The key specified for the detail metric. A nul | value is silently discarded.
val :  Number

The observed value, such as a processing time. Must be a non-zero, positive signed 64-bit
integer. A NaN value is silently discarded.

options: Object
An optional object that can contain the following properties:
freq: Number

An option that enables you to simultaneously record multiple occurrences of particular
values in the dataset when set to the number of occurrences specified by the val
parameter. If no value is specified, the default value is 1.

hi ghPr eci si on: Boolean
A flag that enables one-second granularity for the custom metric when set to t r ue.
netricAddDi stinct(nmetric_nanme: String, item Number | String | IPAddress: voi d

Creates a custom top-level distinct count metric. Commits the metric data to the specified flow
interface.

netric_nane: String
The name of the top-level distinct count metric.
item Number | String | IPAddress

The value to be placed into the set. The value is converted to a string before it is placed in the
set.

netri cAddDet ai | Di stinct(netric_nane: String, key: String | IPAddress, item Number |
String | [IPAddress: voi d

Creates a custom detail distinct count metric by which you can drill down. Commits the metric data
to the specified flow interface.

nmetric_nane: String

The name of the detail distinct count metric.
key: String | IPAddress

The key specified for the detail metric. A nul | value is silently discarded.
item Number | String | IPAddress

The value to be placed into the set. The value is converted to a string before it is placed in the
set.

nmetri cAddMax(netric_nane: String, val: Number, options: Object): void
Creates a custom top-level maximum metric. Commits the metric data to the specified flow interface.
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netric_nane: String
The name of the top-level maximum metric.
val :  Number

The observed value, such as a processing time. Must be a non-zero, positive signed 64-bit
integer. A NaN value is silently discarded.

options: Object
An optional object that can contain the following properties:
hi ghPr eci si on: Boolean
A flag that enables one-second granularity for the custom metric when set to t r ue.
nmetri cAddDet ai | Max(nmetric_nane: String, key: String | IPAddress, val : Number,
options: Object): void
Creates a custom detail maximum metric by which you can drill down. Commits the metric data to
the specified flow interface.
nmetric_nane: String
The name of the detail maximum metric.
key: String | IPAddress
The key specified for the detail metric. A nul | value is silently discarded.
val :  Number

The observed value, such as a processing time. Must be a non-zero, positive signed 64-bit
integer. A NaN value is silently discarded.

options: Object
An optional object that can contain the following properties:
hi ghPr eci si on: Boolean
A flag that enables one-second granularity for the custom metric when set to t r ue.
nmet ri cAddSanpl eset (nmetric_nane: String, val: Number, options: Object): void

Creates a custom top-level sampleset metric. Commits the metric data to the specified flow
interface.

netric_nane: String
The name of the top-level sampleset metric.
val :  Number

The observed value, such as a processing time. Must be a non-zero, positive signed 64-bit
integer. A NaN value is silently discarded.

options: Object
An optional object that can contain the following properties:
hi ghPr eci si on: Boolean
A flag that enables one-second granularity for the custom metric when set to t r ue.

nmet ri cAddDet ai | Sanpl eset (netric_nane: String, key: String | IPAddress, val: Number,
options: Object): void

Creates a custom detail sampleset metric by which you can drill down. Commits the metric data to
the specified flow interface.
nmetric_nane: String
The name of the detail sampleset metric.
key: String | IPAddress
The key specified for the detail metric. A nul | value is silently discarded.
val :  Number

The observed value, such as a processing time. Must be a non-zero, positive signed 64-bit
integer. A NaN value is silently discarded.
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options: Object

An optional object that can contain the following properties:

hi ghPr eci si on: Boolean

A flag that enables one-second granularity for the custom metric when set to t r ue.
nmetri cAddSnap(netric_nanme: String, count: Number, options: Object): void

Creates a custom top-level snapshot metric. Commits the metric data to the specified flow interface.
nmetric_nane: String

The name of the top-level snapshot metric.
count: Number

The observed value, such as current established connections. Must be a non-zero, positive
signed 64-bit integer. A NaN value is silently discarded.

options: Object
An optional object that can contain the following properties:
hi ghPr eci si on: Boolean
A flag that enables one-second granularity for the custom metric when set to t r ue.

nmet ri cAddDet ai | Snap(netric_nane: String, key: String | IPAddress, count: Number,
options: Object): void

Creates a custom detail snapshot metric by which you can drill down. Commits the metric data to the
specified flow interface.

netric_nane: String

The name of the detail sampleset metric.
key: String | IPAddress

The key specified for the detail metric. A nul | value is silently discarded.
count: Number

The observed value, such as current established connections. Must be a non-zero, positive
signed 64-bit integer. A NaN value is silently discarded.

options: Object
An optional object that can contain the following properties:
hi ghPreci si on: Boolean

A flag that enables one-second granularity for the custom metric when set to t r ue.

Instance properties
i d: String
A string that uniquely identifies the flow interface.
nunber: Number
The flow interface number reported by the NetFlow record.

Fl owNet wor k
The FI owNet wor k class enables you to retrieve flow network attributes and to add custom metrics at the

flow network level.

Methods
FI owNet wor k(i d: string)

A constructor for the FlowNetwork object that accepts a flow network ID. An error occurs if the
flow network ID does not exist on the ExtraHop system.
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Instance methods

The methods in this section enable you to create custom metrics on a flow network. The methods are
present only on instances of the NetFlow class. For example, the following statement collects metrics from
NetFlow traffic on an individual network:

Net Fl ow. net wor k. met ri cAddCount (" sl ow_rsp", 1);

However, you can call the FlowNetwork method as a static method on NETFLOW RECORD events. For
example, the following statement collects metrics from NetFlow traffic on both devices on the flow
network:

Fl owmNet wor k. net ri cAddCount ("sl ow rsp", 1);

met ri cAddCount (netric_nane: String, count: Number, options: Object): void
Creates a custom top-level count metric. Commits the metric data to the specified flow network.
netric_nane: String
The name of the top-level count metric.
count: Number

The increment value. Must be a non-zero, positive signed 64-bit integer. A NaN value is
silently discarded.

options: Object
An optional object that can contain the following property:
hi ghPr eci si on: Boolean
A flag that enables one-second granularity for the custom metric when set to t r ue.

nmet ri cAddDet ai | Count (nmetri c_name: String, key: String | IPAddress, count: Number,
options: Object): void
Creates a custom detail count metric by which you can drill down. Commits the metric data to the
specified flow network.

netric_nane: String

The name of the detail count metric.
key: String | IPAddress

The key specified for the detail metric. A nul | value is silently discarded.
count: Number

The increment value. Must be a non-zero, positive signed 64-bit integer. A NaN value is
silently discarded.

options: Object
An optional object that can contain the following property:
hi ghPr eci si on: Boolean
A flag that enables one-second granularity for the custom metric when set to t r ue.
met ri cAddDat aset (netri c_nane: String, val: Number, options: Object): void
Creates a custom top-level dataset metric. Commits the metric data to the specified flow network.
netric_nane: String
The name of the top-level dataset metric.
val :  Number

The observed value, such as a processing time. Must be a non-zero, positive signed 64-bit
integer. A NaN value is silently discarded.

options: Object
An optional object that can contain the following properties:
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freq: Number

An option that enables you to simultaneously record multiple occurrences of particular
values in the dataset when set to the number of occurrences specified by the val
parameter. If no value is specified, the default value is 1.

hi ghPr eci si on: Boolean
A flag that enables one-second granularity for the custom metric when set to t r ue.

netri cAddDet ai | Dat aset (nmetri c_nane: String, key: String | IPAddress, val: Number,
options: Object): void

Creates a custom detail dataset metric by which you can drill down. Commits the metric data to the
specified flow network.

nmetric_nane: String

The name of the detail count metric.
key: String | IPAddress

The key specified for the detail metric. A nul | value is silently discarded.
val :  Number

The observed value, such as a processing time. Must be a non-zero, positive signed 64-bit
integer. A NaN value is silently discarded.

options: Object
An optional object that can contain the following properties:
freq: Number

An option that enables you to simultaneously record multiple occurrences of particular
values in the dataset when set to the number of occurrences specified by the val
parameter. If no value is specified, the default value is 1.

hi ghPr eci si on: Boolean
A flag that enables one-second granularity for the custom metric when set to t r ue.
netricAddDi stinct(nmetric_nanme: String, item Number | String | IPAddress: voi d

Creates a custom top-level distinct count metric. Commits the metric data to the specified flow
network.

netric_nane: String
The name of the top-level distinct count metric.
item Number | String | IPAddress

The value to be placed into the set. The value is converted to a string before it is placed in the
set.

netri cAddDet ai | Di stinct(netric_nane: String, key: String | IPAddress, item Number |
String | [IPAddress: voi d

Creates a custom detail distinct count metric by which you can drill down. Commits the metric data
to the specified flow network.

nmetric_nane: String

The name of the detail distinct count metric.
key: String | IPAddress

The key specified for the detail metric. A nul | value is silently discarded.
item Number | String | IPAddress

The value to be placed into the set. The value is converted to a string before it is placed in the
set.

nmetri cAddMax(netric_nane: String, val: Number, options: Object): void
Creates a custom top-level maximum metric. Commits the metric data to the specified flow network.
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netric_nane: String
The name of the top-level maximum metric.
val :  Number

The observed value, such as a processing time. Must be a non-zero, positive signed 64-bit
integer. A NaN value is silently discarded.

options: Object
An optional object that can contain the following properties:
hi ghPr eci si on: Boolean
A flag that enables one-second granularity for the custom metric when set to t r ue.
nmetri cAddDet ai | Max(nmetric_nane: String, key: String | IPAddress, val : Number,
options: Object): void

Creates a custom detail maximum metric by which you can drill down. Commits the metric data to
the specified flow network.

nmetric_nane: String

The name of the detail maximum metric.
key: String | IPAddress

The key specified for the detail metric. A nul | value is silently discarded.
val :  Number

The observed value, such as a processing time. Must be a non-zero, positive signed 64-bit
integer. A NaN value is silently discarded.

options: Object

An optional object that can contain the following properties:

hi ghPr eci si on: Boolean

A flag that enables one-second granularity for the custom metric when set to t r ue.
nmet ri cAddSanpl eset (nmetric_nane: String, val: Number, options: Object): void

Creates a custom top-level sampleset metric. Commits the metric data to the specified flow network.
netric_nane: String

The name of the top-level sampleset metric.
val :  Number

The observed value, such as a processing time. Must be a non-zero, positive signed 64-bit
integer. A NaN value is silently discarded.

options: Object
An optional object that can contain the following properties:
hi ghPr eci si on: Boolean
A flag that enables one-second granularity for the custom metric when set to t r ue.

nmet ri cAddDet ai | Sanpl eset (netric_nane: String, key: String | IPAddress, val: Number,
options: Object): void

Creates a custom detail sampleset metric by which you can drill down. Commits the metric data to
the specified flow network.

nmetric_nane: String

The name of the detail sampleset metric.
key: String | IPAddress

The key specified for the detail metric. A nul | value is silently discarded.
val :  Number

The observed value, such as a processing time. Must be a non-zero, positive signed 64-bit
integer. A NaN value is silently discarded.
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options: Object

An optional object that can contain the following properties:

hi ghPr eci si on: Boolean

A flag that enables one-second granularity for the custom metric when set to t r ue.
nmetri cAddSnap(netric_nanme: String, count: Number, options: Object): void

Creates a custom top-level snapshot metric. Commits the metric data to the specified flow network.
nmetric_nane: String

The name of the top-level snapshot metric.
count: Number

The observed value, such as current established connections. Must be a non-zero, positive
signed 64-bit integer. A NaN value is silently discarded.

options: Object
An optional object that can contain the following properties:
hi ghPr eci si on: Boolean
A flag that enables one-second granularity for the custom metric when set to t r ue.

nmet ri cAddDet ai | Snap(netric_nane: String, key: String | IPAddress, count: Number,
options: Object): void
Creates a custom detail snapshot metric by which you can drill down. Commits the metric data to the
specified flow network.

netric_nane: String

The name of the detail sampleset metric.
key: String | IPAddress

The key specified for the detail metric. A nul | value is silently discarded.
count: Number

The observed value, such as current established connections. Must be a non-zero, positive
signed 64-bit integer. A NaN value is silently discarded.

options: Object
An optional object that can contain the following properties:
hi ghPreci si on: Boolean
A flag that enables one-second granularity for the custom metric when set to t r ue.

Instance properties
i d: String
A string that uniquely identifies the flow network.
i paddr: IPAddress
The IP address of the management interface on the flow network.

Geol P

The Geol P class enables you to retrieve the approximate country-level or city-level location of a specific
address.

Methods

Values returned by GeolP methods are obtained from the MaxMind GeolLite2 country or city databases =
unless configured otherwise by the Geomap Data Source & settings in the Administration settings.

ExtraHop 25.2 Trigger APl Reference 61


https://dev.maxmind.com/geoip/docs/databases/city-and-country/
https://docs.extrahop.com/25.2/eh-admin-ui-guide/#geomap-data-source

EXTRAHOP

From the Geomap Data Source settings, you can upload custom databases and specify which database to
reference by default for city or country lookups.

We recommend uploading only a custom city-level database if you intend to call both

Geol P. get Country() and Geol P. get Preci seLocat i on() methods in triggers. If both types of
custom databases are uploaded, the ExtraHop system retrieves values for both methods from the city-
level database and ignores the country-level database, which is considered to be a subset of the city-level
database.

get Count ry(i paddr: IPAddress): Object

Returns country-level detail for the specified IPAddress in an object that contains the following
fields:

conti nent Nane: String

The name of the continent, such as Eur ope, that is associated with the country from which
the specified IP address originates. The value is the same as the cont i nent Nane field
returned by the get Pr eci seLocat i on() method.

cont i nent Code: Number

The code of the continent, such as EU, that is associated with the value of the count r yCode
field, according to ISO 3166. The value is the same as the cont i nent Code field returned by
the get Pr eci seLocat i on() method.

count ryNane: String

The name of the country from which the specified IP address originates, such as
Uni t ed St at es. The value is the same as the count r yNane field returned by the
get Preci seLocat i on() method.

count ryCode: String

The code associated with the country, according to ISO 3166, such as US. The value is the
same as the count r yCode field returned by the get Pr eci seLocat i on() method.

Returns nul | in any field for which no data is available, or returns a nul | object if all field data is
unavailable.

Note: The get Count ry() method requires 20 MB of total RAM on the ExtraHop
system, which might affect system performance. The first time this method is
called in any trigger, the ExtraHop system reserves the required amount of RAM
unless the get Pr eci seLocat i on() method has already been called. The
get Preci seLocat i on() method requires 100 MB of RAM, so adequate RAM
will already be available to call the get Count r y() method. The required amount
of RAM is not per trigger or per method call; the ExtraHop system only reserves
the required amount of RAM one time.

In the following code example, the get Count r y() method is called on each specified event and
retrieves rough location data for each client IP address:

/] ignore if the IP address is non-routable

if (Flow client.ipaddr.isRFC1918) return;

var results=Ceol P. get Country(Fl ow. client.ipaddr);
if (results) {

count ryCode=r esul t s. count r yCode;
/1 log the 2-letter country code of each |IP address
debug ("Country Code is " + results.countryCode);

get Preci seLocati on(i paddr: IPAddress): Object
Returns city-level detail for the specified IPAddress in an object that contains the following fields:
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conti nent Nane: String

The name of the continent, such as Eur ope, that is associated with the country from which
the specified IP address originates. The value is the same as the cont i nent Nane field
returned by the get Count r y() method.

conti nent Code: Number

The code of the continent, such as EU, that is associated with the value of the count r yCode
field, according to ISO 3166. The value is the same as the cont i nent Code field returned by
the get Count r y() method.

countryNane: String

The name of the country from which the specified IP address originates, such as Uni t ed
St at es. The value is the same as the count r yNane field returned by the get Count ry()
method.

count ryCode: String

The code associated with the country, according to ISO 3166, such as US. The value is the
same as the count r yCode field returned by the get Count r y() method.

regi on: String
The region, such as a state or province, such as Washi ngt on.
city: String
The city from which the IP address originates, such as Seat t | e.
| atitude: Number
The latitude of the IP address location.
| ongi t ude: Number
The longitude of the of the IP address location.
radi us: Number
The radius, expressed in kilometers, around the longitude and latitude coordinates of the IP
address location.

Returns nul | in any field for which no data is available, or returns a nul | object if all field data is
unavailable.

E Note: The get Preci seLocati on() method requires 100 MB of total RAM on
the ExtraHop system, which might affect system performance. The first time
this method is called in any trigger, the ExtraHop system reserves the required
amount of RAM unless the get Count r y() method has already been called. The
get Count ry() method requires 20 MB of RAM, so the ExtraHop system reserves
an additional 80 MB of RAM. The required amount of RAM is not per trigger or per
method call; the ExtraHop system only reserves the required amount of RAM one
time.

| PAddr ess

The | PAddr ess class enables you to retrieve IP address attributes. The IPAddress class is also available as
a property for the Flow class.

Methods
| PAddr ess(i p: String | Number, mask: Number)
Constructor for the IPAddress class that takes two parameters:
i p: String
The IP address string in CIDR format.
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mask: Number

The optional subnet mask in a numerical format, representing the number of leftmost '1' bits
in the mask (optional).

Instance methods
equal s(equal s: IPAddress): Boolean
Performs an equality test between IPAddress objects as shown in the following example:

if (Flow client.ipaddr.toString() === "10.10.10. 10")

{ /I performa task }

mask(mask: Number): IPAddress
Sets the subnet mask of the IPAddress object as shown in the following example:

(Fl ow. i paddr 1. mask(24).toString() === "173.194.33.0")]| |
w. i paddr 2. mask(24).toString() === "173.194.33.0"))

w. set Appl i cation("My L4 App");}

The mask parameter specifies the subnet mask in a numerical format, representing the number of
leftmost '1' bits in the mask (optional).

t oJSON() : String

Converts the IPAddress object to JSON format.
toString(): String

Converts the IPAddress object to a printable string.

Properties
host Nanes: Array of Strings
An array of hostnames associated with the IPAddress.
i sBroadcast: Boolean
The value is t r ue if the IP address is a broadcast address.
i sExt ernal : Boolean
The value is t r ue if the IP address is external to your network.
i sLi nkLocal : Boolean
The value is t r ue if the IP address is a link local address such as (169.254.0.0/16).
i sMul ticast: Boolean
The value is t r ue if the IP address is a multicast address.
i SRFC1918: Boolean

The value is t r ue if the IP address belongs to one of the RFC1918 private IP ranges (10.0.0.0/8,
172.16.0.0/12, 192.168.0.0/16). The value is always f al se for IPv6 addresses.

i sV4: Boolean

The value is t r ue if the IP address is an IPv4 address.
i sV6: Boolean

The value is t r ue if the IP address is an IPvé6 address.
| ocal i tyName: String | null

The name of the network locality that the IP address is in. If the IP address is not in any network
locality, the value is null.
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Net wor k

The Net wor k class enables you to add custom metrics at the global level.

Methods
met ri cAddCount (netri c_nane: String, count: Number, options: Object): void
Creates a custom top-level count metric. Commits the metric data to the specified network.
netric_nane: String
The name of the top-level count metric.
count: Number

The increment value. Must be a non-zero, positive signed 64-bit integer. A NaN value is
silently discarded.

options: Object
An optional object that can contain the following property:
hi ghPr eci si on: Boolean
A flag that enables one-second granularity for the custom metric when set to t r ue.

met ri cAddDet ai | Count (netri c_nane: String, key: String | IPAddress, count: Number,
options: Object): void
Creates a custom detail count metric by which you can drill down. Commits the metric data to the
specified network.

netric_nane: String

The name of the detail count metric.
key: String | IPAddress

The key specified for the detail metric. A nul | value is silently discarded.
count: Number

The increment value. Must be a non-zero, positive signed 64-bit integer. A NaN value is
silently discarded.

options: Object
An optional object that can contain the following property:
hi ghPr eci si on: Boolean
A flag that enables one-second granularity for the custom metric when set to t r ue.
met ri cAddDat aset (netri c_nane: String, val: Number, options: Object): void
Creates a custom top-level dataset metric. Commits the metric data to the specified network.
netric_nane: String
The name of the top-level dataset metric.
val :  Number

The observed value, such as a processing time. Must be a non-zero, positive signed 64-bit
integer. A NaN value is silently discarded.

options: Object
An optional object that can contain the following properties:
freq: Number

An option that enables you to simultaneously record multiple occurrences of particular
values in the dataset when set to the number of occurrences specified by the val
parameter. If no value is specified, the default value is 1.

hi ghPr eci si on: Boolean
A flag that enables one-second granularity for the custom metric when set to t r ue.
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netri cAddDet ai | Dat aset (nmetri c_nane: String, key: String | IPAddress, val: Number,
options: Object): void

Creates a custom detail dataset metric by which you can drill down. Commits the metric data to the
specified network.

nmetric_nane: String

The name of the detail count metric.
key: String | IPAddress

The key specified for the detail metric. A nul | value is silently discarded.
val :  Number

The observed value, such as a processing time. Must be a non-zero, positive signed 64-bit
integer. A NaN value is silently discarded.

options: Object
An optional object that can contain the following properties:
freq: Number

An option that enables you to simultaneously record multiple occurrences of particular
values in the dataset when set to the number of occurrences specified by the val
parameter. If no value is specified, the default value is 1.

hi ghPr eci si on: Boolean
A flag that enables one-second granularity for the custom metric when set to t r ue.
netri cAddDi stinct(nmetric_nanme: String, item Number | String | IPAddress: voi d
Creates a custom top-level distinct count metric. Commits the metric data to the specified network.
netric_nane: String
The name of the top-level distinct count metric.
item Number | String | IPAddress

The value to be placed into the set. The value is converted to a string before it is placed in the
set.

metricAddDetailDistinct (metric_name: String, key: String | IPAddress, item: Number | String | IPAddress:void

Creates a custom detail distinct count metric by which you can drill down. Commits the metric data
to the specified network.

netric_nane: String

The name of the detail distinct count metric.
key: String | IPAddress

The key specified for the detail metric. A nul | value is silently discarded.
item Number | String | IPAddress

The value to be placed into the set. The value is converted to a string before it is placed in the
set.

nmetri cAddMax(netric_nanme: String, val: Number, options: Object): void
Creates a custom top-level maximum metric. Commits the metric data to the specified network.
nmetric_nane: String
The name of the top-level maximum metric.
val :  Number

The observed value, such as a processing time. Must be a non-zero, positive signed 64-bit
integer. A NaN value is silently discarded.

options: Object
An optional object that can contain the following properties:
hi ghPr eci si on: Boolean
A flag that enables one-second granularity for the custom metric when set to t r ue.
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nmetri cAddDet ai | Max(nmetric_nane: String, key: String | IPAddress, val : Number,
options: Object): void

Creates a custom detail maximum metric by which you can drill down. Commits the metric data to
the specified network.

nmetric_nane: String

The name of the detail maximum metric.
key: String | IPAddress

The key specified for the detail metric. A nul | value is silently discarded.
val :  Number

The observed value, such as a processing time. Must be a non-zero, positive signed 64-bit
integer. A NaN value is silently discarded.

options: Object

An optional object that can contain the following properties:

hi ghPr eci si on: Boolean

A flag that enables one-second granularity for the custom metric when set to t r ue.
nmet ri cAddSanpl eset (nmetri c_nane: String, val: Number, options: Object): void

Creates a custom top-level sampleset metric. Commits the metric data to the specified network.
netric_nane: String

The name of the top-level sampleset metric.
val :  Number

The observed value, such as a processing time. Must be a non-zero, positive signed 64-bit
integer. A NaN value is silently discarded.

options: Object
An optional object that can contain the following properties:
hi ghPr eci si on: Boolean
A flag that enables one-second granularity for the custom metric when set to t r ue.

nmet ri cAddDet ai | Sanpl eset (netric_nane: String, key: String | IPAddress, val: Number,
options: Object): void

Creates a custom detail sampleset metric by which you can drill down. Commits the metric data to
the specified network.

netric_nane: String

The name of the detail sampleset metric.
key: String | IPAddress

The key specified for the detail metric. A nul | value is silently discarded.
val :  Number

The observed value, such as a processing time. Must be a non-zero, positive signed 64-bit
integer. A NaN value is silently discarded.

options: Object

An optional object that can contain the following properties:

hi ghPr eci si on: Boolean

A flag that enables one-second granularity for the custom metric when set to t r ue.
nmetri cAddSnap(netric_nanme: String, count: Number, options: Object): void

Creates a custom top-level snapshot metric. Commits the metric data to the specified network.
netric_nane: String

The name of the top-level snapshot metric.

ExtraHop 25.2 Trigger APl Reference 67



EXTRAHOP

count: Number

The observed value, such as current established connections. Must be a non-zero, positive
signed 64-bit integer. A NaN value is silently discarded.

options: Object
An optional object that can contain the following properties:
hi ghPr eci si on: Boolean
A flag that enables one-second granularity for the custom metric when set to t r ue.
netri cAddDet ai | Snap(netric_nane: String, key: String | IPAddress, count: Number,
options: Object): void
Creates a custom detail snapshot metric by which you can drill down. Commits the metric data to the
specified network.
nmetric_nane: String
The name of the detail sampleset metric.
key: String | IPAddress
The key specified for the detail metric. A nul | value is silently discarded.
count: Number

The observed value, such as current established connections. Must be a non-zero, positive
signed 64-bit integer. A NaN value is silently discarded.

options: Object
An optional object that can contain the following properties:
hi ghPr eci si on: Boolean
A flag that enables one-second granularity for the custom metric when set to t r ue.

Trigger Examples

e Example: Parse syslog over TCP with universal payload analysis
e Example: Record data to a session table
e Example: Track SOAP requests

Sessi on

The Sessi on class provides access to the session table. It is designed to support coordination across
multiple independently executing triggers. The session table's global state means any changes by a trigger
or external process become visible to all other users of the session table. Because the session table is in-
memory, changes are not saved when you restart the ExtraHop system or the capture process.

Here are some important things to know about session tables:

e The session table supports ordinary JavaScript values, enabling you to add JS objects to the table.

e Session table entries can be evicted when the table grows too large or when the configured expiration
is reached.

e Because the session table on a sensor is not shared with the console, the values in the session table are
not shared with other connected sensors.

e The ExtraHop Open Data Context APl exposes the session table via the management network,
enabling coordination with external processes through the memcache protocol.

Events

The Session class is not limited only to the SESSI ON_EXPI RE event. You can apply the Session class to any
ExtraHop event.
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SESSI ON_EXPI RE

Runs periodically (in approximately 30 second increments) as long as the session table is in use.
When the SESSI ON_EXPI RE event fires, keys that have expired in the previous 30 second interval
are available through the Sessi on. expi r edKeys property.

The SESSI ON_EXPI RE event is not associated with any particular flow, so triggers on

SESSI ON_EXPI RE events cannot commit device metrics through Devi ce. net ri cAdd* ()
methods or Fl ow. cl i ent . devi ce. netri cAdd* () methods. To commit device metrics on this
event, you must add Device objects to the session table through the Devi ce() instance method.

E Note: You cannot assign triggers that run only on this event to specific devices or device
groups. Triggers that run on this event will run whenever this event occurs.
TI MER_30SEC
Runs exactly every 30 seconds. This event enables you to perform periodic processing, such as
regularly accessing session table entries added through the Open Data Context API 2.

E Note: You can apply any trigger class to the TIMER_30SEC event.

g Note: You cannot assign triggers that run only on this event to specific devices or device
groups. Triggers that run on this event will run whenever this event occurs.

Methods

add(key: String, val ue*, options: Object): *
Adds the specified key in the session table. If the key is present, the corresponding value is returned
without modifying the key entry in the table. If the key is not present, a new entry is created for the
key and value, and the new value is returned.
You can configure an optional Options object for the specified key.

get Opti ons(key: String): Object
Returns the Options object for the specified key. You configure options during calls to
Sessi on. add(), Sessi on. nodi fy(), or Sessi on. repl ace().

i ncrenment (key: String, count: Number): Number | null

Looks up the specified key and increments the key value by the specified number. The default value
of the optional count parameter is 1. Returns the new key value if the call is successful. Returns
nul | if the lookup fails. Returns an error if the key value is not a number.

| ookup(key: String): *

Looks up the specified key in the session table and returns the corresponding value. Returns nul | if
the key is not present.

nodi fy(key: String, value: *, options: Object): *
Modifies the specified key value, if the key is present in the session table, and returns the previous
value. If the key is not present, no new entry is created.
If changes to the optional Options object are included, the key options are updated. and old options
are merged with new ones. If the expi r e option is modified, the expiration timer is reset.

remove( key: String): *
Removes the entry for the given key and returns the associated value.

repl ace(key: String, value: *, options: Object): *
Updates the entry associated with the given key. If the key is present, update the value and return
the previous value. If the key is not present, add the entry and return the previous value (null).

If changes to the optional Options object are included, the key options are updated, and old options
are merged with new ones. If the expi r e option is provided, the expiration timer is reset.
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Options
expi re: Number

The duration after which eviction occurrs, expressed in seconds. If the value is nul | or undef i ned,
the entry is evicted only when the session table grows too large.

noti fy: Boolean

Indicates whether the key is available on SESSI ON_EXPI RE events. The default value is false.
priority: String

Priority level that determines which entries to evict if the session table grows too large. Valid

values are PRI ORI TY_LOW PRI ORI TY_NORMAL, and PRI ORI TY_HI GH. The default value is
PRI ORI TY_NORMNAL.

Constants
PRI ORI TY_LOW Number

The numeric representation of the lowest priority level. The value is O. Priority levels determine the
order that entries are removed from the session table if the table grows too large.

PRI ORI TY_NORVAL: Number

The numeric representation of the default priority level. The value is 1. Priority levels determine the
order that entries are removed from the session table if the table grows too large.

PRI ORI TY_HI GH: Number

The numeric representation of the highest priority level. The value is 2. Priority levels determine the
order that entries are removed from the session table if the table grows too large.

Properties

expi redKeys: Array
An array of objects with the following properties:
age: Number

The age of the expired object, expressed in milliseconds. Age is the amount of time elapsed
between when the object in the session table was added or the expire option of the object
was modified, and the SESSI ON_EXPI RE event. The age determines whether the key was
evicted or expired.

nane: String
The key of the expired object.

val ue: Number | String | IPAddress | Boolean | Device
The value of the entry in the session table.

Expired keys include keys that were evicted because the table grew too large.

The expi r edKeys property can be accessed only on SESSI ON_EXPI RE events; otherwise, an error
will occur.

Trigger Examples

e Example: Record data to a session table

System

The Syst emclass enables you to retrieve information about the sensor or console on which a trigger is
running. This information in useful in environments with multiple sensors.
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Properties
uui d: String

The universally unique identifier (UUID) of the sensor or console.
i paddr: IPAddress

The IPAddress object of the primary management interface (Interface 1) on the sensor.
host nanme: String

The hostname for the sensor or console configured in the Administration settings.
versi on: String

The firmware version running on the sensor or console.

Threat | nt el

The Thr eat | nt el class enables you to see whether threats have been found for IP addresses, hostnames,
or URIs. (ExtraHop RevealX Premium and Ultra only)

Methods
hasl P(addr ess: IPAddress): boolean

The value is t r ue if the threats have been found for the specified IP address. If no intelligence
information is available on the ExtraHop system, the value is nul | .

hasDonmai n( domai n: String) : boolean

The value is t r ue if the threats have been found for the specified domain. If no intelligence
information is available on the ExtraHop system, the value is nul | .

hasURI (uri: String) : boolean

The value is t r ue if the threats have been found for the specified URL. If no intelligence information
is available on the ExtraHop system, the value is nul | .

Properties
i sAvai | abl e: boolean
The value is t r ue if threat intelligence information is available on the ExtraHop system.

Tri gger

The Tri gger class enables you to access details about a running trigger.

Properties
i sDebugEnabl ed: boolean

The valueis t r ue if debugging is enabled for the trigger. The value is determined by the state of the
Enable debug log checkbox in the Edit Trigger pane in the ExtraHop system.

VLAN
The VLAN class represents a VLAN on the network.

Instance properties
i d: Number
The numerical ID for a VLAN.
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Protocol and network data classes

The Trigger API classes in this section enable you to access properties and record metrics from protocol,
message, and flow activity that occurs on the ExtraHop ExtraHop system.

Class Description

AAA Enables you to store metrics and access properties
on AAA REQUEST or AAA_ RESPONSE events.

ActiveMQ Enables you to store metrics and access properties
on ACTI VEMQ_MESSACE events.

AJP The AJP class enables you to store metrics
and access properties on AJP_REQUEST and
AJP_RESPONSE events.

CDP The CDP class enables you to store metrics and
access properties on CDP_FRANME events.

CIFS Enables you to store metrics and access properties
on Cl FS_REQUEST and Cl FS_RESPONSE events.

DB Enables you to store metrics and access properties
on DB_REQUEST and DB_RESPONSE events.

DHCP Enables you to store metrics and access properties
on DHCP_REQUEST and DHCP_ RESPONSE events.

DICOM Enables you to store metrics and access properties
on DI COM_REQUEST and DI COM_RESPONSE
events.

DNS Enables you to store metrics and access properties

on DNS_REQUEST and DNS_RESPONSE events.

FIX Enables you to store metrics and access properties
on FI X_REQUEST and FI X _RESPONSE events.

FTP Enables you to store metrics and access properties
on FTP_REQUEST and FTP_RESPONSE events.

HL7 Enables you to store metrics and access properties
on HL7 REQUEST and HL7_RESPONSE events.

HTTP Enables you to store metrics and access properties
on HTTP_REQUEST and HTTP_RESPONSE events.

IBMMQ Enables you to store metrics and access properties
on | BVMMQ REQUEST and | BMMQ RESPONSE
events.

ICA Enables you to store metrics and access properties

on| CA OPEN, | CA_AUTH, | CA_TI CK, and
| CA_CLOSE events.

ICMP Enables you to store metrics and access properties
on | CMP_MESSAGE events.
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Class Description

Kerberos Enables you to store metrics and access
properties on KERBEROS REQUEST and
KERBEROS RESPONSE events.

LDAP Enables you to store metrics and access properties
on LDAP_REQUEST and LDAP_RESPONSE events.

LLDP Enables you to access properties on LLDP_FRANE
events.
Memcache Enables you to store metrics and access

properties on MEMCACHE REQUEST and
MEMCACHE RESPONSE events.

Modbus Enables you to store metrics and access properties
on MODBUS REQUEST and MODBUS _ RESPONSE
events.

MongoDB The MongoDB class enables you to store metrics

and access properties on MONGODB_REQUEST and
MONGODB_RESPONSE events.

MSMQ The MSMQ class enables you to store metrics and
access properties on MSMQ MESSAGE event.

NetFlow Enables you to store metrics and access properties
on NETFLOW RECCRD events.

NFS Enables you to store metrics and access properties
on NFS_REQUEST and NFS_RESPONSE events.

NTLM Enables you to store metrics and access properties
on NTLM_MESSAGE events.

POP3 Enables you to store metrics and access properties
on POP3_REQUEST and POP3_ RESPONSE events.

RDP Enables you to store metrics and access properties
on RDP_OPEN, RDP_CLOSE, and RDP_TI CK events.

Redis Enables you to store metrics and access properties
on REDI S REQUEST and REDI S RESPONSE
events.

RPC Enables you to store metrics and access properties

on RPC_REQUEST and RPC_RESPONSE events.

RTCP Enables you to store metrics and access properties
on RTCP_MESSAGE events.

RTP Enables you to store metrics and access properties
on RTP_OPEN, RTP_CLOSE, and RTP_TI CK events.

SCCP Enables you to store metrics and access properties
on SCCP_MESSAGE events.

SDP Enables you to access properties on S| P_REQUEST
and SI P_RESPONSE events.

SFlow Enables you to store metrics and access properties
on SFLOW RECORD events.
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Class Description

SIP Enables you to store metrics and access properties
on SI P_REQUEST and S| P_RESPONSE events.

SMPP Enables you to store metrics and access properties
on SMPP_REQUEST and SMPP_ RESPONSE events.

SMTP Enables you to store metrics and access properties
on SMIP_REQUEST and SMIP_ RESPONSE events.

SSH Enables you to store metrics and access properties
on SSH CLCSE, SSH OPENand SSH_TI CK events.

SSL Enables you to store metrics and access
properties on SSL_ OPEN, SSL_ CLCSE,
SSL_ALERT, SSL_RECORD, SSL_HEARTBEAT, and
SSL_RENEGOTI ATE events.

TCP Enables you to access properties and retrieve
metrics from TCP events and on FLOW Tl CK and
FLOW TURN events.

Telnet Enables you to store metrics and access properties

on TELNET_MESSAGE events.

Turn Enables you to store metrics and access properties
on FLOW TURN events.

UDP Enables you to access properties and retrieve
metrics from UDP events and on FLOW Tl CK and
FLOW TURN events.

WebSocket Enables you to access properties on

WEBSOCKET _OPEN, WEBSOCKET _CLOSE, and
VWEBSOCKET _MESSACE events.

The AAA (Authentication, Authorization, and Accounting) class enables you to store metrics and access
properties on AAA REQUEST or AAA RESPONSE events.

Events
AAA REQUEST

Runs when the ExtraHop system finishes processing an AAA request .
AAA RESPONSE

Runs on every AAA response processed by the device.

Methods
conmi t Record(): void
Sends a record to the configured recordstore on either an AAA REQUEST or AAA RESPONSE event.

The event determines which properties are committed to the record object. To view the default
properties committed on each event, see the r ecor d property below.

For built-in records, each unique record is committed only once, even if the conmi t Recor d()
method is called multiple times for the same unique record.
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Properties
aut henti cat or: String
The value of the authenticator field (RADIUS only).
avps: Array
An array of AVP objects with the following properties:
avpLengt h: Number

The size of the AVP, expressed in bytes. This value includes the AVP header data, as well as
the value.

i d: Number

The numeric ID of the attribute represented as an integer.
i sGouped: Boolean

The value is t r ue if this is a grouped AVP (Diameter only).
nane: String

The name for the given AVP.
vendor: String

The vendor name for vendor AVPs (Diameter only).
val ue: String | Array | Number

For single AVPs, a string or numeric value. For grouped AVPs (Diameter only), an array of
objects.

i sDi anet er: Boolean
The value is t r ue if the request or response is Diameter.
i sError: Boolean
The value is t r ue if the response is an error. To retrieve the error details in Diameter, check
AAA. st at usCode. To retrieve the error details in RADIUS, check the AVP with code 18 (Reply-
Message).
Access only on AAA RESPONSE events; otherwise, an error will occur.
i sRadi us: Boolean
The value is t r ue if the request or response is RADIUS.
i sSRspAborted: Boolean
The value is t r ue if the AAA_RESPONSE event is aborted.

Access only on AAA RESPONSE events; otherwise, an error will occur.
nmet hod: Number
The method that corresponds to the command code in either RADIUS or Diameter.

The following table contains valid Diameter command codes:

Command name Abbr. Code
AA- Request AAR 265
AA- Answer AAA 265
Di anet er - EAP- Request DER 268
Di anmet er - EAP- Answer DEA 268
Abort - Sessi on- Request ASR 274
Abort - Sessi on- Answer ASA 274
Account i ng- Request ACR 271
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Command name Abbr. Code
Credi t-Control - Request CCR 272
Credit-Control - Answer CCA 272
Capabi li ti es- Exchange- Request CER 257
Capabi li ti es- Exchange- Answer CEA 257
Devi ce- Wat chdog- Request DWR 280
Devi ce- Wat chdog- Answer DWA 280
Di sconnect - Peer - Request DPR 282
Di sconnect - Peer - Answer DPA 282
Re- Aut h- Answer RAA 258
Re- Aut h- Request RAR 258
Sessi on- Ter i nat i on- Request STR 275
Sessi on- Ter m nat i on- Answer STA 275
User - Aut hori zat i on- Request UAR 300
User - Aut hori zat i on- Answer UAA 300
Server - Assi gnment - Request SAR 301
Server - Assi gnnent - Answer SAA 301
Locati on-| nf 0- Request LIR 302
Locati on- | nf o- Answer LI A 302
Mul ti medi a- Aut h- Request MAR 303
Mul ti medi a- Aut h- Answer MAA 303
Regi stration- Ter m nati on- Request RTR 304
Regi strati on-Term nati on- Answer RTA 304
Push- Prof i | e- Request PPR 305
Push- Profil e- Answer PPA 305
User - Dat a- Request UDR 306
User - Dat a- Answer UDA 306
Profil e- Updat e- Request PUR 307
Profil e- Updat e- Answer PUA 307
Subscri be- Notifications-Request SNR 308
Subscri be-Noti ficati ons- Answer SNA 308
Push-Noti fi cati on- Request PNR 309
Push- Noti fi cati on- Answer PNA 309
Boot st r appi ng- | nf 0- Request Bl R 310
Boot st r appi ng- | nf o- Answer Bl A 310
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Command name Abbr. Code
Message- Process- Request MPR 311
Message- Process- Answer MPA 311
Updat e- Locat i on- Request ULR 316
Updat e- Locat i on- Answer ULA 316
Aut hent i cati on- | nf or mat i on- Request Al R 318
Aut henti cati on- | nf or mat i on- Answer Al A 318
Not i f y- Request NR 323
Not i fy- Answer NA 323

The following table contains valid RADIUS command codes:

Command name Code
Access- Request 1
Access- Accept 2
Access- Rej ect 3
Account i ng- Request 4
Account i ng- Response 5
Access- Chal | enge 11
St at us- Server (experimental) 12
Status-Cient (experinmental) 13
Reserved 255

processi ngTi me: Number
The server processing time, expressed in milliseconds. The value is NaN if the timing is invalid.

Access only on AAA RESPONSE events; otherwise, an error will occur.

record: Object
The record object that can be sent to the configured recordstore through a call to
AAA. conmi t Recor d() on either an AAA REQUEST or AAA RESPONSE event.

The event on which the method was called determines which properties the default record object
can contain as displayed in the following table:

AAA_REQUEST AAA_RESPONSE
aut henti cat or aut henti cat or
clientlsExternal clientlsExternal
clientZer owd clientZer owd
nmet hod i sError

recei ver| sExt er nal i sSRspAbort ed
reqByt es nmet hod

reqlL2Byt es processi ngTi ne
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AAA_REQUEST AAA_RESPONSE
regPkt s recei verl sgxt ernal
reqRTO roundTri pTi me
sender | sExt er nal rspByt es
server| sExt er nal rspL2Byt es
server Zer oWwhd rspPkts
txld rspRTO

st at usCode

sender | sExt er nal

server | sExt er nal

ser ver Zer oWwhd

txld

reqByt es: Number

The number of L4 request bytes, excluding L4 headers.
reqL2Byt es: Number

The number of L2 request bytes, including L2 headers.
reqPkts: Number

The number of request packets.
reqRTO.  Number

The number of request retransmission timeouts (RTOs).

Access only on AAA_ REQUEST events; otherwise, an error will occur.
reqZer ovwd: Number

The number of zero windows in the request.
roundTri pTi me: Number

The median round trip time (RTT), expressed in milliseconds. An RTT is the time it took for a device
to send a single TCP packet and receive an immediate corresponding acknowledgment (ACK) packet.
The median value is calculated by sampling the RTTs observed since the last AAA REQUEST or

AAA RESPONSE event ran. The value is NaNif there are no RTT samples.

rspBytes: Number

The number of L4 response bytes, excluding L4 protocol overhead, such as ACKs, headers, and
retransmissions.

rspL2Byt es: Number

The number of L2 response bytes, including protocol overhead, such as headers.
rspPkts: Number

The number of response packets.
rspRTO. Number

The number of response retransmission timeouts (RTOs).

Access only on AAA_RESPONSE events; otherwise, an error will occur.
rspZer owd: Number
The number of zero windows in the response.
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st at usCode: String
A string representation of the AVP identifier 268 (Result-Code).

Access only on AAA RESPONSE events; otherwise, an error will occur.
t x| d:  Number
A value that corresponds to the hop-by-hop identifier in Diameter and msg-id in RADIUS.

ActiveMQ

The ActiveMQ class enables you to store metrics and access properties on ACTI VEMQ MESSACE events.
ActiveMQ is an implementation of the Java Messaging Service (JMS).

Events
ACTI VEMQ MESSAGE
Runs on every JMS message processed by the device.

Methods
conmi t Record(): void
Sends a record to the configured recordstore on an ACTI VEMQ MESSAGE event.

To view the default properties committed to the record object, see the r ecor d property below.

For built-in records, each unique record is committed only once, even if the conmi t Recor d()
method is called multiple times for the same unique record.

Properties
correl ationld: String

The JMSCorrelationID field of the message.
excepti onResponse: Object | Null

The JMSException field of the message. If the command of the message is not
Except i onResponse, the value is null. The object contains the following fields:

nessage: String
The exception response message.
cl ass: String
The subclass of the JMSException.
expiration: Number
The JMSExpiration field of the message.
nsqg: Buffer
The message body. For TEXT_MESSAGE format messages, this returns the body of the message as a
UTF-8 string. For all other message formats, this returns the raw bytes.
nsgFor mat :  String
The message format. Possible values are:

e BYTES MESSAGE
e MAP_MESSAGE

e MESSAGE

e OBJECT_MESSAGE
e STREAM MESSAGE
e TEXT MESSAGE

e BLOG MESSAGE
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nsgl d: String

The JMSMessagelD field of the message.
persi stent: Boolean

The value is t r ue if the JMSDeliveryMode is PERSISTENT.
priority: Number

The JMSPriority field of the message.

e Ois the lowest priority.

e  9is the highest priority.

e  0-4 are gradations of normal priority.

e 5-9 are gradations of expedited priority.
properties: Object

Zero or more properties attached to the message. The keys are arbitrary strings and the values may
be booleans, numbers, or strings.

queue: String
The JMSDestination field of the message.
recei ver Byt es: Number
The number of application-level bytes from the receiver.
recei ver | sBroker: Boolean
The value is t r ue if the flow-level receiver of the message is a broker.
recei ver L2Byt es: Number
The number of L2 bytes from the receiver.
recei ver Pkt s:  Number
The number of packets from the receiver.
recei ver RTG. Number
The number of RTOs from the receiver.
recei ver Zer owad: Number
The number of zero windows sent by the receiver.
record: Object
The record object that can be sent to the configured recordstore through a call to
Acti veMQ comm t Recor d() onan ACTI VEMQ MESSAGCE event.
The default record object can contain the following properties:

e clientlsExternal
e correlationld

e expiration

e nsgFor mat

e nsgld

e persistent
e priority
e (ueue

e receiverBytes

e receiverlsBroker

e receiverlsExternal
e receiverL2Bytes

e receiverPkts

e receiverRTO

e receiverZeroWd
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e redeliveryCount

e replyTo

e roundTri pTinme

e senderBytes

e sender | sBroker

e sender| sExt ernal

e senderL2Bytes

e senderPkts

e senderRTO

e sender Zer oWhd

e serverlsExternal

o tinmeStanp

e total MsgLength
redel i veryCount : Number

The number of redeliveries.
repl yTo: String

The JMSReplyTo field of the message, converted to a string.
roundTri pTi me: Number

The median round trip time (RTT), expressed in milliseconds. An RTT is the time it took for a device
to send a single TCP packet and receive an immediate corresponding acknowledgment (ACK) packet.
The median value is calculated by sampling the RTTs observed since the last ACTI VEMQ MESSAGE
event ran. The value is NaNif there are no RTT samples.

sender Byt es: Number
The number of application-level bytes from the sender.
sender | sBroker: Boolean
The value is t r ue if the flow-level sender of the message is a broker.
sender L2Byt es: Number
The number of L2 bytes from the sender.
sender Pkt s: Number
The number of packets from the sender.
sender RTO.  Number
The number of RTOs from the sender.
sender Zer owad: Number
The number of zero windows sent by the sender.
ti mestanp: Number

The time when the message was handed off to a provider to be sent, expressed in GMT. This is the
JMSTimestamp field of the message.

t ot al MsgLengt h: Number
The length of the message, expressed in bytes.

Apache JServ Protocol (AJP) proxies inbound requests from a web server to an application server and is
often applied to load-balanced environments where one or more front-end web servers feed requests
into one or more application servers. The AJP class enables you to store metrics and access properties on
AJP_REQUEST and AJP_RESPONSE events.
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Events
AJP_REQUEST

Runs after the web server sends an AJP Forward Request message to a servlet container, and then
transfers any subsequent request body.

AJP_RESPONSE

Runs after a servlet container sends an AJP End Response message to signal that the servlet
container has finished processing an AJP Forward Request and has sent back the requested
information.

Methods

conmmi t Record(): Void
Sends a record to the configured recordstore on an AJP_RESPONSE event. Record commits on
AJP_REQUEST events are not supported.
To view the default properties committed to the record object, see the r ecor d property below.
For built-in records, each unique record is committed only once, even if the conmi t Recor d()
method is called multiple times for the same unique record.

fi ndHeader s( nane: String) : Array

Accesses AJP header values and returns an array of header objects (with name and value
properties) where the names match the prefix of the specified string. Accesses request headers on
AJP_REQUEST events and response headers on AJP_RESPONSE requests.

Properties

attributes: Object
An array of optional AJP attributes sent with the request, such as remote_user, auth_type,
query_string, jvm_route, ssl_cert, ssl_cipher, and ssl_session.
Access only on AJP_REQUEST events; otherwise, an error will occur.

fwdReqCl i ent Addr: IPAddress

The IPAddress of the HTTP client that made the original request to the server. The value is nul | if
the available information cannot be parsed to an IP address.

f wlReqHost :  String
The HTTP host specified by the HTTP client that made the original request to the server.
fwdReql sEncrypt ed: Boolean

The value is t r ue if TLS encryption was applied by the HTTP client that made the original request to
the server.

f wdReqSer ver Nane: String
The name of the server to which the HTTP client made the original request.
fwdReqServerPort: Number
The TCP port on the server to which the HTTP client made the original request.
headers: Object
When accessed on AJP_REQUEST events, an array of header names and values sent with the
request.
When accessed on AJP_RESPONSE events, an array of headers conveyed in the AJP Send Headers
message by the server to the end user browser.
nmet hod: String
The HTTP method of the request, such as POST or GET, from the server to the servlet container.
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processi ngTi ne: Number
The time between the last byte of the request received and the first byte of the response payload
sent, expressed in milliseconds. The value is NaN on malformed and aborted responses or if the
timing is invalid.
Access only on AJP_RESPONSE events; otherwise, an error will occur.

protocol : String
The protocol of the request from the server to the servlet container. Not set for other message
types.

record: Object

The record object that can be sent to the configured recordstore through a call to
AJP. conmi t Recor d() on an AJP_RESPONSE event.
The default record object can contain the following properties:

e clientlsExternal

e fwdReqC i ent Addr
e fwdReqHost

o fwdReql sEncrypted
o fwdReqServer Nane
e fwdReqServer Port
e et hod

e processingTi ne

e protocol

e receiverlsExternal
e reqSize

e rspSize

e statusCode

e sender| sExt ernal

e serverlsExternal

o uri

Access only on AJP_RESPONSE events; otherwise, an error will occur.
reqByt es: Number
The number of L4 request bytes, excluding L4 headers.

Access only on AJP_RESPONSE events; otherwise, an error will occur.
reqL2Byt es: Number
The number of L2 request bytes, including L2 headers.
reqPkts: Number
The number of request packets.
reqRTO.  Number
The number of request retransmission timeouts (RTOs).
reqSi ze: Number
The number of L7 request bytes, excluding AJP headers.
rspBytes: Number
The number of L4 response bytes, excluding L4 protocol overhead, such as ACKs, headers, and
retransmissions.
Access only on AJP_RESPONSE events; otherwise, an error will occur.
rspL2Byt es: Number
The number of L2 response bytes, including protocol overhead, such as headers.
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Access only on AJP_RESPONSE events; otherwise, an error will occur.
rspPkts: Number
The number of response packets.

Access only on AJP_RESPONSE events; otherwise, an error will occur.
r spRTO. Number
The number of response retransmission timeouts (RTOs).

Access only on AJP_RESPONSE events; otherwise, an error will occur.
rspSi ze: Number
The number of L7 response bytes, excluding AJP headers.

Access only on AJP_RESPONSE events; otherwise, an error will occur.
st at usCode: Number
The HTTP status code returned by the servlet container for responses to AJP Forward Request
messages.
Access only on AJP_RESPONSE events; otherwise, an error will occur.
uri: String
The URI for the request from the server to the servlet container. Not set for non-AJP message types.

BACnet

The Building Automation Control Network (BACnet) class enables you to store metrics and access
properties on BACNET _MESSAGE events.

Events
BACKNET _VESSAGE
Runs on every BACnet message processed by the device.

Methods

conmi t Record(): void
Sends a record to the configured recordstore on a BACNET _MESSAGE event. To view the default
properties committed to the record object, see the record property below.

For built-in records, each unique record is committed only once, even if the conmi t Recor d()
method is called multiple times for the same unique record.

Properties
dst Addr: Buffer | Null

A Buffer object containing the address of the destination device. The value is null if the Network
Protocol Data Unit (NPDU) does not specify a destination address.

dst Net wor k:  Buffer | Null

A buffer object containing the ID of the destination network. The value is null if the NPDU does not
specify a destination network.

hopCount :  Number | Null

A field specified in the network protocol data unit (NPDU) that tracks how many network hops the
BACnet message has passed through. The value starts at 255 and decrements with each network
hop.
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i nvokel d: Number | Null

The ID of the BACnet request message, which correlates the request with the response. The value is
null if the request does not require a response.

pduType: String
The application protocol data unit (APDU) type.
record: Object
The record object that can be sent to the configured recordstore through a call to
BACnet . conmi t Recor d() on a BACNET _NMESSACE event.
The default record object can contain the following properties:

e application

e dst Addr

e dst Network
e flowld

e hopCount

e invokeld

e pduType

e proto

e receiver

e receiverAddr

e receiverlsExternal
e receiverPort

e sender

e sender Addr

e sender| sExternal

e senderPort

e serviceChoice

e srcAddr
e srcNetwork
e vl|an

servi ceChoi ce: Number
The numeric identifier for the requested BACnet service.
srcAddr: Buffer | Null

A Buffer object that contains the address of the source device. The value is null if the NPDU does
not specify a source address.

srcNet wor k:  Buffer | Null

A Buffer object that contains the ID of the source network. The value is null if the NPDU does not
specify a source network.

Cisco Discovery Protocol (CDP) is a proprietary protocol that enables connected Cisco devices to send
information to each other. The CDP class enables you to access properties on CDP_FRANME events.

Events
CDP_FRAME
Runs on every CDP frame processed by the device.
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Properties
destination: String

The destination MAC address. The most common destination is 01: 00: Oc: cc: cc: cc, indicating a
multicast address.

checksum Number

The CDP checksum.
sour ce: Device

The device sending the CDP frame.
ttl: Number

The time to live, expressed in seconds. This is the length of time during which the information in this
frame is valid, starting with when the information is received.

tlvs: Array of Objects

An array containing each type, length, value (TLV) field. A TLV field contains information such as the
device ID, address, and platform. Each field is an object with the following properties:

type: Number
The type of TLV.
val ue: Buffer
The value of the TLV.
ver si on: Number
The CDP protocol version.

CIFS

The ClI FS class enables you to store metrics and access properties on Cl FS_REQUEST and
Cl FS_RESPONSE events.

Events
Cl FS_REQUEST

Runs on every SMB request processed by the device.
Cl FS_RESPONSE

Runs on every SMB response processed by the device.

g Note: The Cl FS_RESPONSE event runs after every Cl FS_REQUEST event, even if the
corresponding response is never observed by the ExtraHop system.

Methods
conmi t Record(): void

Sends a record to the configured recordstore on a Cl FS_RESPONSE event. Record commits on
Cl FS_REQUEST events are not supported.

To view the default properties committed to the record object, see the r ecor d property below.

For built-in records, each unique record is committed only once, even if the conmi t Recor d()
method is called multiple times for the same unique record.

Properties

@ Important: Access time is the time it takes for a SMB server to receive a requested block. There
is no access time for operations that do not access actual block data within a file.
Processing time is the time it takes for a SMB server to respond to the operation
requested by the client, such as a metadata retrieval request.
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There are no access times for SMB2_CREATE commands, which create a file that is
referenced in the response by an SMB2_FILEID command. The referenced file blocks
are then read from or written to the NAS-storage device. These file read and write
operations are calculated as access times.

accessMask: Number
A numeric representation of the hexadecimal number that specifies the access mask for the request.

Access only on Cl FS_REQUEST events; otherwise, an error will occur.
accessTi ne: Number
The amount of time taken by the server to access a file on disk, expressed in milliseconds. For SMB,
this is the time from the first READ command in a SMB flow until the first byte of the response
payload. The value is NaN if the measurement or timing is invalid.
Access only on Cl FS_RESPONSE events; otherwise, an error will occur.
creat eOpti ons: Number
A numeric representation of the hexadecimal number that specifies the options for creating or
opening a file.
Access only on Cl FS_REQUEST events; otherwise, an error will occur.
di al ect: String
The dialect of SMB negotiated between the client and the server.
encrypt edByt es: Number
The number of encrypted bytes in the request or response.
encryptionProtocol : String
The protocol that the transaction is encrypted with.
error: String
The detailed error message recorded by the ExtraHop system.

Access only on Cl FS_RESPONSE events; otherwise, an error will occur.
fil enane: String
The name of the file being transferred.
i sConmandCr eat e:  Boolean
The value is t r ue if the message contains an SMB file creation command.
sConmandCl ose: Boolean

The value is t r ue if the message contains an SMB CLOSE command.
sConmmandDel et e: Boolean

The value is t r ue if the message contains an SMB DELETE command.
sCommandFi | el nf o: Boolean

The value is t r ue if the message contains an SMB file info command.
sCommandLock: Boolean

The value is t r ue if the message contains an SMB locking command.
sCommandRead: Boolean

The value is t r ue if the message contains an SMB READ command.
sCommandRenane: Boolean

The value is t r ue if the message contains an SMB RENAME command.
sConmandW it e: Boolean

The value is t r ue if the message contains an SMB WRITE command.
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i sDecrypt ed: Boolean

The value is true if the ExtraHop system securely decrypted and analyzed the transaction. Decrypted
traffic analysis can expose advanced threats that hide within encrypted traffic.

i sEncrypt ed: Boolean
The value is true if the transaction is encrypted.
i sSRspAborted: Boolean
The value is true if the connection is closed before the SMB response was complete.

Access only on Cl FS_RESPONSE events; otherwise, an error will occur.
i sSRspSi gned: Boolean
The value is true if the response is signed by the SMB server.
net hod: String
The SMB method. Correlates to the methods listed under the SMB metric in the ExtraHop system.
nsgl D:  Number
The SMB transaction identifier.
payl oad: Buffer
The Buffer object containing the payload bytes starting from the READ or WRITE command in the
SMB message.

The buffer contains the N first bytes of the payload, where N is the number of payload bytes
specified by the L7 Payload Bytes to Buffer option when the trigger was configured through the
ExtraHop WebUI. The default number of bytes is 2048. For more information, see Advanced trigger
options.

E Note: The buffer cannot contain more than 4 KB, even if the L7 Payload Bytes to Buffer
option is set to a higher value.

For larger volumes of payload bytes, the payload might be spread across a series of READ or WRITE
commands so that no single trigger event contains the entire requested payload. You can reassemble
the payload into a single, consolidated buffer through the FI ow. st or e and payl oadOf f set
properties.

payl oadMedi aType: String | Null
The type of media contained in the payload. The value is null if there is no payload or the media type
is unknown.

payl oadCf f set : Number
The file offset, expressed in bytes, within the r esour ce property. The payload property is obtained
from the r esour ce property at the offset.

payl oadSHA256: String | Null

The hexadecimal representation of the SHA-256 hash of the payload. The string contains no
delimiters, as shown in the following example:

468c6c84db844821¢c9cch0983c78d1cc05327119b894b5calc6al1318784d3675

If there is no payload, the value is null.
processi ngTi ne: Number
The server processing time, expressed in milliseconds. The value is NaN on malformed and aborted
responses or if the timing is invalid.
Access only on Cl FS_RESPONSE events; otherwise, an error will occur.
record: Object

The record object that can be sent to the configured recordstore through a call to
Cl FS. conmi t Recor d on a Cl FS_RESPONSE event.
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The default record object can contain the following properties:

e accessTine

e clientlsExterna

e clientZerowd

e error
sCommandCr eat e
sCommandDel et e
sComuandFi | el nfo
sCommandLock
sCommandRead
sCommandRenane
sComandWite
sHi ghEnt r opy

e et hod

e processingTinme

e receiverlsExterna
e reqgPayl oadMedi aType
o reqgPayl oadSHA256
e reqSize

e reqgXfer
e resource
e rspBytes

e rspPayl oadMedi aType
e rspPayl cadSHA256

e rspXfer

e sender| sExt ernal

e serverl skxternal

e serverZer oWwd

e share
e statusCode
e user

e warning
Access only on Cl FS_RESPONSE events; otherwise, an error will occur.

reqByt es: Number
The number of L4 request bytes, excluding L4 headers.

Access only on Cl FS_RESPONSE events; otherwise, an error will occur.
reqlL2Byt es: Number

The number of L2 request bytes, including L2 headers.

Access only on Cl FS_RESPONSE events; otherwise, an error will occur.
reqPkts: Number

The number of request packets.

Access only on Cl FS_RESPONSE events; otherwise, an error will occur.
reqRTG. Number

The number of request retransmission timeouts (RTOs).

Access only on CI FS_RESPONSE events; otherwise, an error will occur.
reqSi ze: Number

The number of L7 request bytes, excluding SMB headers.
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reqTransferTi me: Number
The request transfer time, expressed in milliseconds. If the request is contained in a single packet,
the transfer time is zero. If the request spans multiple packets, the value is the amount of time
between detection of the first SMB request packet and detection of the last packet by the ExtraHop
system. A high value might indicate a large SMB request or a network delay. The value is NaNif there
is no valid measurement, or if the timing is invalid.
Access only on Cl FS_REQUEST events; otherwise, an error will occur.

req\Ver si on: String
The version of SMB running on the request.

reqZer owd: Number
The number of zero windows in the request.

resource: String
The share, path, and filename, concatenated together.

roundTri pTi me: Number
The median round trip time (RTT), expressed in milliseconds. An RTT is the time it took for a device
to send a single TCP packet and receive an immediate corresponding acknowledgment (ACK) packet.
The median value is calculated by sampling the RTTs observed since the last Cl FS_RESPONSE event
ran. The value is NaNif there are no RTT samples.
Access only on Cl FS_RESPONSE events; otherwise, an error will occur.

rspBytes: Number
The number of L4 response bytes, excluding L4 protocol overhead, such as ACKs, headers, and
retransmissions.
Access only on Cl FS_RESPONSE events; otherwise, an error will occur.

rspL2Byt es: Number
The number of L2 response bytes, including protocol overhead, such as headers.

Access only on Cl FS_RESPONSE events; otherwise, an error will occur.
rspPkts: Number
The number of response packets.

Access only on Cl FS_RESPONSE events; otherwise, an error will occur.
r spRTO. Number
The number of response retransmission timeouts (RTOs).

Access only on Cl FS_RESPONSE events; otherwise, an error will occur.
rspSi ze: Number
The number of L7 response bytes, excluding SMB headers.

Access only on Cl FS_RESPONSE events; otherwise, an error will occur.
rspTransferTi me: Number

The response transfer time, expressed in milliseconds. If the response is contained in a single
packet, the transfer time is zero. If the response spans multiple packets, the value is the amount of
time between detection of the first SMB response packet and detection of the last packet by the
ExtraHop system. A high value might indicate a large SMB response or a network delay. The value is
NaN if there is no valid measurement, or if the timing is invalid.
Access only on Cl FS_RESPONSE events; otherwise, an error will occur.

rspVersi on: String
The version of SMB running on the response.

Access only on Cl FS_RESPONSE events; otherwise, an error will occur.
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rspZer owd: Number
The number of zero windows in the response.
sessi onl d: Number
The ID of the SMB session.
share: String
The name of the share the user is connected to.
st at usCode: Number
The numeric status code of the response (SMB1 and SMB2 only).

Access only on Cl FS_RESPONSE events; otherwise, an error will occur.
user: String

The username, if available. In some cases, such as when the login event was not visible or the access
was anonymous, the username is not available.

war ni ng: String
The detailed warning message recorded by the ExtraHop system.

Access only on Cl FS_RESPONSE events; otherwise, an error will occur.

Trigger Examples

e Example: Monitor SMB actions on devices

DB

The DB, or database, class enables you to store metrics and access properties on DB REQUEST and
DB RESPONSE events.

Events
DB_REQUEST

Runs on every database request processed by the device.
DB_RESPONSE

Runs on every database response processed by the device.

Methods
conmi t Record(): void
Sends a record to the configured recordstore on a DB RESPONSE event. Record commits on
DB REQUEST events are not supported.
To view the default properties committed to the record object, see the r ecor d property below.

For built-in records, each unique record is committed only once, even if the conmi t Recor d()
method is called multiple times for the same unique record.

Properties
appNane: String

The client application name, which is extracted only for MS SQL connections.
correl ationld: Number

The correlation ID for DB2 applications. The value is nul | for non-DB2 applications.
dat abase: String

The database instance. In some cases, such as when login events are encrypted, the database name
is not available.
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encryptionProtocol : String
The protocol that the transaction is encrypted with.
error: String
The detailed error messages recorded by the ExtraHop system in string format. If there are multiple
errors in one response, the errors are concatenated into one string.
Access only on DB RESPONSE events; otherwise, an error will occur.
errors: Array of strings
The detailed error messages recorded by the ExtraHop system in array format. If there is only a
single error in the response, the error is returned as an array containing one string.
Access only on DB RESPONSE events; otherwise, an error will occur.
i sDecrypt ed: Boolean

The value is true if the ExtraHop system securely decrypted and analyzed the transaction. Decrypted
traffic analysis can expose advanced threats that hide within encrypted traffic.

i sEncrypt ed: Boolean
The value is true if the transaction is encrypted.
i sRegAbort ed: Boolean
The value is t r ue if the connection is closed before the DB request is complete.
i sSRspAborted: Boolean
The value is t r ue if the connection is closed before the DB response is complete.

Access only on DB RESPONSE events; otherwise, an error will occur.
nmet hod: String

The database method that correlates to the methods listed under the Database metric in the
ExtraHop system.

parans: Array
An array of remote procedure call (RPC) parameters that are only available for Microsoft SQL,
PostgreSQL, and DB2 databases.

The array contains each of the following parameters:

nane: String
The optional name of the supplied RPC parameter.

val ue: String | Number
A text, integer, or time and date field. If the value is not a text, integer, or time and date field,
the value is converted into HEX/ASCII form.

The value of the par ans property is the same when accessed on either the DB_REQUEST or the

DB _RESPONSE event.

procedure: String

The stored procedure name. Correlates to the procedures listed under the Database methods in the
ExtraHop system.

processi ngTi ne: Number
The server processing time, expressed in milliseconds (equivalent to r spTi neToFi r st Byt e -
reqTi neToLast Byt e). The value is NaN on malformed and aborted responses or if the timing is
invalid.
Access only on DB RESPONSE events; otherwise, an error will occur.

record: Object

The record object that can be sent to the configured recordstore through a call to
DB. commi t Recor d on a DB_RESPONSE event.
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The default record object can contain the following properties:

e appName

e clientlsExternal
e clientZeroWnd
e correlationld

e database

e error

e isRegAborted

e isRspAborted

e method

e  procedure

e receiverlsExternal

e reqSize
e reqTimeTolastByte
e rspSize

e rspTimeToFirstByte
e rspTimeTolastByte
e processingTime

e senderlsExternal

e serverlsExternal

e serverZeroWnd

e statement

e table

e user

Access only on DB_RESPONSE events; otherwise, an error will occur.
reqByt es: Number
The number of L4 request bytes, excluding L4 headers.

Access only on DB_RESPONSE events; otherwise, an error will occur.
reqlL2Byt es: Number
The number of L2 request bytes, including L2 headers.

Access only on DB_RESPONSE events; otherwise, an error will occur.
reqPkts: Number
The number of request packets.

Access only on DB_RESPONSE events; otherwise, an error will occur.
reqRTG Number
The number of request retransmission timeouts (RTOs).

Access only on DB_RESPONSE events; otherwise, an error will occur.
reqSi ze: Number

The number of L7 request bytes, excluding database protocol headers.
reqTi neToLast Byt e:  Number

The time from the first byte of the request until the last byte of the request, expressed in
milliseconds. Returns NaN on malformed and aborted requests or if the timing is invalid.

reqZer owhd: Number
The number of zero windows in the request.
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roundTri pTi me: Number
The median round trip time (RTT), expressed in milliseconds. An RTT is the time it took for a device
to send a single TCP packet and receive an immediate corresponding acknowledgment (ACK) packet.
The median value is calculated by sampling the RTTs observed since the last DB_ RESPONSE event
ran. The value is NaNif there are no RTT samples.
Access only on DB RESPONSE events; otherwise, an error will occur.

rspBytes: Number
The number of L4 response bytes, excluding L4 protocol overhead, such as ACKs, headers, and
retransmissions.
Access only on DB RESPONSE events; otherwise, an error will occur.

rspL2Byt es: Number
The number of L2 response bytes, including protocol overhead, such as headers.

Access only on DB RESPONSE events; otherwise, an error will occur.
rspPkts: Number
The number of response packets.

Access only on DB RESPONSE events; otherwise, an error will occur.
r spRTO. Number
The number of response retransmission timeouts (RTOs).

Access only on DB RESPONSE events; otherwise, an error will occur.
rspSi ze: Number
The number of L7 response bytes, excluding database protocol headers.

Access only on DB RESPONSE events; otherwise, an error will occur.
rspTi neToFi rst Byt e:  Number
The time from the first byte of the request until the first byte of the response, expressed in
milliseconds. The value is NaN on malformed and aborted responses or if the timing is invalid.
Access only on DB RESPONSE events; otherwise, an error will occur.
rspTi meToLast Byt e: Number
The time from the first byte of the request until the last byte of the response, expressed in
milliseconds. The value is NaN on malformed and aborted responses or if the timing is invalid.
Access only on DB RESPONSE events; otherwise, an error will occur.
rspZer owwd: Number
The number of zero windows in the response.
server \Versi on: String
The MS SQL server version.
st at ement: String
The full SQL statement, which might not be available for all database methods.
t abl e: String
The name of the database table specified in the current statement. The following databases are
supported:
e Sybase
e Sybase I Q
o MWSQL
e PostgreSQ
e |IBMInform x
e M SQ TDS
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e Oacle TNS

e DB2

Returns an empty field if there is no table name in the request.
user: String

The username, if available. In some cases, such as when login events are encrypted, the username is
unavailable.

Trigger Examples

e Example: Collect response metrics on database queries
e Example: Create an application container

DHCP

The DHCP class enables you to store metrics and access properties on DHCP_REQUEST and
DHCP_RESPONSE events.

Events
DHCP_REQUEST

Runs on every DHCP request processed by the device.
DHCP_RESPONSE

Runs on every DHCP response processed by the device.

Methods

conmi t Record(): void
Sends a record to the configured recordstore on either a DHCP_REQUEST or DHCP_ RESPONSE
event.

The event determines which properties are committed to the record object. To view the default
properties committed on each event, see the r ecor d property below.

For built-in records, each unique record is committed only once, even if the conmi t Recor d()
method is called multiple times for the same unique record.
get Opti on(opti onCode: Number): Object
Accepts a DHCP option code integer as input and returns an object containing the following fields:
code: Number
The DHCP option code.
nanme: String
The DHCP option name.
payl oad: Number | String
The type of payload returned will be whatever the type is for that specific option such as an
IP address, an array of IP addresses, or a buffer object.

Returns nul | if the specified option code is not present in the message.

Properties
chaddr: String
The client hardware address of the DHCP client.
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clientReqDel ay: Number
The time elapsed before the client attempts to acquire or renew a DHCP lease, expressed in
seconds.
Access only on DHCP_REQUEST events; otherwise, an error will occur.
error: String
The error message associated with option code 56. The value is nul | if there is no error.

Access only on DHCP_RESPONSE events; otherwise, an error will occur.
gwAddr :  IPAddress

The IP address through which routers relay request and response messages.
ht ype: Number

The hardware type code.
nsgType: String

The DHCP message type. Supported message types are:

e DHCPDI SCOVER

e DHCPOFFER

e DHCPREQUEST

e DHCPDECLI NE

e DHCPACK

e DHCPNAK

e DHCPRELEASE

e DHCPI NFORM

e  DHCPFORCERENEW

e  DHCPLEASEQUERY

e DHCPLEASEUNASSI GNED

o  DHCPLEASEUNKNOMN

e  DHCPLEASEACTI VE

e DHCPBULKLEASEQUERY

e DHCPLEASEQUERYDONE
of f er edAddr : [PAddress

The IP address the DHCP server is offering or assigning to the client.

Access only on DHCP_RESPONSE events; otherwise, an error will occur.
options: Array of Objects
An array of objects with each object containing the following fields:
code: Number
The DHCP option code.
nane: String
The DHCP option name.
payl oad: Number | String

The type of payload returned will be whatever the type is for that specific option such as an

IP address, an array of IP addresses, or a buffer object. IP addresses will be parsed into an

array but if the number of bytes is not divisible by 4, it will instead be returned as a buffer.
par anReqli st: String

A comma-separated list of numbers that represents the DHCP options requested from the server by
the client. For a complete list of DHCP options, see https://www.iana.org/assignments/bootp-dhcp-
parameters/bootp-dhcp-parameters.xhtml. &
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processi ngTi ne: Number
The process time, expressed in milliseconds. The value is NaN on malformed and aborted responses
or if the timing is invalid.
Access only on DHCP_RESPONSE events; otherwise, an error will occur.
record: Object
The record object that can be sent to the configured recordstore through a call to
DHCP. conmi t Recor d on either a DHCP_ REQUEST or DHCP_RESPONSE event.

The event on which the method was called determines which properties the default record object
can contain as displayed in the following table:

DHCP_REQUEST DHCP_RESPONSE
clientlsExternal clientlsExternal
cl i ent ReqDel ay error

gwAddr gwAddr

ht ype ht ype

megType nmsgType

recei ver | sExt er nal of f er edAddr
regByt es processi ngTi e
regL2Bytes rspBytes

reqPkt s rspL2Byt es
sender | sExt er nal rspPkts

server| sExt er nal recei ver| sgxt er nal
txld sender | sExt er nal

server | sExt er nal

txld

reqByt es: Number
The number of L4 request bytes, excluding L4 headers.

Access only on DHCP_RESPONSE events; otherwise, an error will occur.

reqL2Byt es: Number
The number of L2 request bytes, including L2 headers.

Access only on DHCP_RESPONSE events; otherwise, an error will occur.
reqPkts: Number
The number of request packets.
Access only on DHCP_RESPONSE events; otherwise, an error will occur.
rspByt es: Number
The number of L4 response bytes, excluding L4 protocol overhead, such as ACKs, headers, and
retransmissions.
Access only on DHCP_RESPONSE events; otherwise, an error will occur.
rspL2Byt es: Number
The number of L2 response bytes, including protocol overhead, such as headers.

ExtraHop 25.2 Trigger APl Reference 97



EXTRAHOP

Access only on DHCP_RESPONSE events; otherwise, an error will occur.
rspPkts: Number
The number of response packets.

Access only on DHCP_RESPONSE events; otherwise, an error will occur.
txl d: Number
The transaction ID.
vendor : String
The Vendor Class Identifier (VCI) that specifies the vendor running on the client or server.

DI COM

The DICOM (Digital Imaging and Communications in Medicine) class enables you to store metrics and
access properties on DI COM_REQUEST and DI COM_RESPONSE events.

Events
DI COM_REQUEST

Runs on every DICOM request processed by the device.
DI COM_RESPONSE

Runs on every DICOM response processed by the device.

Methods
conmi t Record(): void
Sends a record to the configured recordstore on a DI COM REQUEST or DI COM_RESPONSE event.

The event determines which properties are committed to the record object. To view the default
properties committed on each event, see the r ecor d property below.

For built-in records, each unique record is committed only once, even if the conmi t Recor d()
method is called multiple times for the same unique record.

findEl ement (groupTag: Number, el enent Tag: Number): Buffer
Returns a buffer that contains the DICOM data element specified by the passed group and element
tag numbers.

The data element is represented by a unique ordered pair of integers that represent the group tag
and element tag numbers. For example, the ordered pair "0008, 0008" represents the "image type"
element. A Registry of DICOM Data Elements i and defined tags is available at dicom.nema.org 2.

groupTag: Number
The first number in the unique ordered pair of integers that represent a specific data element.
el ement Tag: Number

The second number in the unique ordered pair or integers that represent a specific data
element.

Properties
cal | edAETi t| e: String

The application entity (AE) title of the destination device or program.
cal l'i ngAETI t| e: String

The application entity (AE) title of the source device or program.
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el enments: Array

An array of presentation data values (PDV) command elements and data elements that comprise a
DICOM message.

error: String
The detailed error message recorded by the ExtraHop system.
i sRegAbort ed: Boolean
The value is t r ue if the connection is closed before the DICOM request is complete.

Access only on DI COM_REQUEST events; otherwise, an error will occur.
i sSRspAborted: Boolean
The value is t r ue if the connection is closed before the DICOM response is complete.

Access only on DI COM_RESPONSE events; otherwise, an error will occur.
i sSubQper ati on: Boolean

The value is t r ue if the timing metric on an L7 protocol message is not available because the
primary request or response is not complete.

met hods: Array of Strings

An array of command fields in the message. Each command field specifies a DIMSE operation name,
such as N-CREATE-RSP.

processi ngTi ne: Number
The server processing time, expressed in milliseconds. The value is NaN on malformed and aborted
responses or if the timing is invalid.
Access only on DI COM_RESPONSE events; otherwise, an error will occur.
record: Object
The record object that can be sent to the configured recordstore through a call to
DI COM conmi t Recor d on either a DI COM_REQUEST or DI COM_RESPONSE event.

The event on which the method was called determines which properties the default record object
can contain as displayed in the following table:

DI COM_REQUEST DI COM_RESPONSE
cal |l edAETi tl e cal |l edAETi tl e
callingAETi tl e cal lingAETi tl e
clientlsExternal clientlsExternal
client Zer owd client Zer owd
error error

i sReqAbort ed i sRspAbort ed

i sSubQOperati on i sSubQperati on
nmet hod met hod

recei ver| sExt er nal processi ngTi ne

r eqPDU recei ver| sExt er nal
reqSi ze r spPDU
reqTransferTinme rspSi ze

sender | sExt er nal rspTransferTi ne
server | sExt er nal sender | sExt er nal
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DI COM_REQUEST DI COM_RESPONSE

server Zer oWwhd server | sExt er nal

version server Zer oWwhd
versi on

reqByt es: Number
The number of L4 request bytes, excluding L4 headers.

Access only on DI COM_REQUEST events; otherwise, an error will occur.
reqlL2Byt es: Number

The number of L2 request bytes, including L2 headers.
reqPDU: String

The Protocol Data Unit (PDU), or message format, of the request.
reqPkts: Number

The number of request packets.
reqRTG. Number

The number of request retransmission timeouts (RTOs).
reqSi ze: Number

The number of L7 request bytes.

Access only on DI COM REQUEST events; otherwise, an error will occur.
reqTransferTi me: Number
The request transfer time, expressed in milliseconds.

Access only on DI COM REQUEST events; otherwise, an error will occur.
reqZer owhd: Number
The number of zero windows in the request.
roundTri pTi me: Number
The median round trip time (RTT), expressed in milliseconds. An RTT is the time it took for a device
to send a single TCP packet and receive an immediate corresponding acknowledgment (ACK) packet.
The median value is calculated by sampling the RTTs observed since the last DI COM_RESPONSE
event ran. The value is NaNif there are no RTT samples.
Access only on DI COM_RESPONSE events; otherwise, an error will occur.
rspByt es: Number
The number of L4 response bytes, excluding L4 protocol overhead, such as ACKs, headers, and
retransmissions.
Access only on DI COM_RESPONSE events; otherwise, an error will occur.
rspL2Byt es: Number
The number of L2 response bytes, including protocol overhead, such as headers.
r spPDU: String
The Protocol Data Unit (PDU), or message format, of the response.
Access only on DI COM_RESPONSE events; otherwise, an error will occur.
rspPkts: Number
The number of response packets.
rspRTG. Number
The number of response retransmission timeouts (RTOs).
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rspSi ze: Number
The number of L7 response bytes.

Access only on DI COM_RESPONSE events; otherwise, an error will occur.
rspTransferTi me: Number
The response transfer time, expressed in milliseconds.

Access only on DI COM_RESPONSE events; otherwise, an error will occur.
rspZer owd: Number

The number of zero windows in the response.
ver si on: Number

The DICOM version number.

DNP3

The Distributed Network Protocol (DNP3) class enables you to store metrics and access properties on
DNP3_REQUEST and DNP3_ RESPONSE events.

Events
DNP3_REQUEST

Runs on every DNP3 request processed by the device.
DNP3_ RESPONSE

Runs on every DNP3 response processed by the device.

Methods
conmi t Record(): void

Sends a record to the configured recordstore on a DNP3_ RESPONSE event. Record commits on
DNP3_REQUEST events are not supported.To view the default properties committed to the record
object, see the record property below.

For built-in records, each unique record is committed only once, even if the conmi t Recor d()
method is called multiple times for the same unique record.

Properties
control : Number

The numeric code that specifies control flags for the request or response.
dst Addr: Number

The address of the station that the request or response is being sent to.
record: Object

The record object that can be sent to the configured recordstore through a call to

DNP3. comnmi t Recor d on a DNP3_ RESPONSE event.

The default record object can contain the following properties:

e application

e client

e clientAddr

e clientlsExternal

e clientPort

e control

e dstAddr
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e flowd

e receiverlskxternal

e sender | sExternal

e server

e serverAddr

e serverl skxternal

e serverPort

e sSrcAddr

e vlan

Access only on DNP3_ RESPONSE events; otherwise, an error will occur.
reqPayl oad: Buffer

A Buffer object that contains the raw payload bytes of the request.
rspPayl oad: Buffer

A Buffer object that contains the raw payload bytes of the response.

Access only on DNP3_ RESPONSE events; otherwise, an error will occur.

srcAddr: Number
The address of the station that the request or response is being sent from.

DNS

The DNS class enables you to store metrics and access properties on DNS_REQUEST and DNS_ RESPONSE
events.

Events
DNS_ REQUEST

Runs on every DNS request processed by the device.
DNS_RESPONSE

Runs on every DNS response processed by the device.

Methods
answer sl ncl ude(term String | IPAddress): Boolean

Returns t r ue if the specified term is present in a DNS response. For string terms, the method checks
both the name and data record in the answer section of the response. For IPAddress terms, the
method checks only the data record in the answer section.

Can be called only on DNS_RESPONSE events.
conmi t Record(): void
Sends a record to the configured recordstore on a DNS_REQUEST or DNS RESPONSE event.

The event determines which properties are committed to the record object. To view the default
properties committed on each event, see the r ecor d property below.

For built-in records, each unique record is committed only once, even if the conmi t Recor d()
method is called multiple times for the same unique record.

Properties
answers: Array
An array of objects that correspond to answer resource records.

Access only on DNS_RESPONSE events; otherwise, an error will occur.
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The objects contain the following properties:

dat a: String | IPAddress

The value of data depends on the type. The value is nul | for unsupported record types.
Supported record types include:

e A

o  AAAA
e NS

e PTR

e CNAME
o WX

e SRV

e SOA

e TXT

nane: String
The record name.
ttl: Number
The time-to-live value.
type: String
The DNS record type.
typeNum Number
The numeric representation of the DNS record type.
error: String
The name of the DNS error code, in accordance with IANA DNS parameters.
Returns OTHER for error codes that are unrecognized by the system; however, er r or Numspecifies
the numeric code value.
Access only on DNS_RESPONSE events; otherwise, an error will occur.
error Num Number
The numeric representation of the DNS error code in accordance with IANA DNS parameters.

Access only on DNS_RESPONSE events; otherwise, an error will occur.
i sAut henti cDat a: Boolean
The value is t r ue if the response was validated through DNSSEC.

Access only on DNS_RESPONSE events; otherwise, an error will occur.
i sAut horitative: Boolean
The value is t r ue if the authoritative answer is set in the response.

Access only on DNS_RESPONSE events; otherwise, an error will occur.
i sChecki ngDi sabl ed: Boolean
The value is t r ue if a response should be returned even though the request could not be
authenticated.
Access only on DNS REQUEST events; otherwise, an error will occur.
i sDGADomai n:  Boolean

The value is t r ue if the domain of the server might have been generated by a domain generation
algorithm (DGA). Some forms of malware produce large numbers of domain names with DGAs to
hide command and control servers. The value is nul | if the domain was not suspicious.

i sRecur si onAvai | abl e: Boolean
The value is t r ue if the name server supports recursive queries.
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Access only on DNS_RESPONSE events; otherwise, an error will occur.
i sRecur si onDesi red: Boolean
The value is t r ue if the name server should perform the query recursively.

Access only on DNS_REQUEST events; otherwise, an error will occur.
i sReqTi neout: Boolean
The value is t r ue if the request timed out.

Access only on DNS_REQUEST events; otherwise, an error will occur.
i sRspTruncat ed: Boolean
The value is t r ue if the response is truncated.

Access only on DNS_RESPONSE events; otherwise, an error will occur.
opcode: String

The name of the DNS operation code in accordance with IANA DNS parameters. The following
codes are recognized by the ExtraHop system:

OpCode Name

Query
| Query (I nverse Query - (bsol ete)

St at us

Unassi gned

Noti fy

Updat e

ol bW |IDN|F-|O

-15 Unassi gned

Returns OTHER for codes that are unrecognized by the system; however, the opcodeNumproperty
specifies the numeric code value.

opcodeNum Number
The numeric representation of the DNS operation code in accordance with IANA DNS parameters.
payl oad: Buffer
The Buffer object that contains the raw payload bytes of the event transaction.
processi ngTi ne: Number
The server processing time, expressed in bytes. The value is NaN on malformed and aborted
responses or if the timing is invalid.
Access only on DNS_RESPONSE events; otherwise, an error will occur.
gnane: String | null
The hostname queried.

This value is nul | if the opcode property is UPDATE.
gt ype: String | null
The name of the DNS request record type in accordance with IANA DNS parameters.
Returns OTHER for types that are unrecognized by the system; however, the qt ypeNumproperty
specifies the numeric type value.
This value is nul | if the opcode property is UPDATE.
gt ypeNum Number | null

The numeric representation of the DNS request record type in accordance with IANA DNS
parameters.
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This value is nul | if the opcode property is UPDATE.

record: Object
The record object that can be sent to the configured recordstore through a call to
DNS. conmmi t Recor d() on either a DNS_REQUEST or DNS_RESPONSE event.

The event on which the method was called determines which properties the default record object
can contain as displayed in the following table:

DNS_REQUEST DNS_RESPONSE
clientlsExternal answer s
clientZer owd clientlsExternal
i sChecki ngDi sabl ed cli ent Zer oWwhd
i sSDGADomai n error
i sRecur si onDesi red i SAut horitative
i sReqTi neout i sChecki ngDi sabl ed
opcode i sDGADonai n
gnane i sRecur si onAvai | abl e
qt ype i sSRspTruncat ed
recei ver| sExt er nal opcode
reqByt es processi ngTi ne
reqlL2Byt es recei ver | sext er nal
regPkt s gnane
sender | sExt er nal qt ype
server | sExt er nal r spByt es
server Zer oWwhd rspL2Bytes

rspPkt s

sender | sExt er nal

server | sExt er nal

server Zer oWwhd

reqByt es: Number

The number of L4 request bytes, excluding L4 headers.

Access only on DNS_REQUEST events; otherwise, an error will occur.
reqlL2Byt es: Number

The number of L2 request bytes, including L2 headers.

Access only on DNS_REQUEST events; otherwise, an error will occur.
reqPkts: Number

The number of request packets.

Access only on DNS_REQUEST events; otherwise, an error will occur.
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FI X

rspBytes: Number
The number of L4 response bytes, excluding L4 protocol overhead, such as ACKs, headers, and
retransmissions.
Access only on DNS_RESPONSE events; otherwise, an error will occur.
reqZer owd: Number
The number of zero windows in the request.
rspL2Byt es: Number
The number of L2 response bytes, including protocol overhead, such as headers.

Access only on DNS_RESPONSE events; otherwise, an error will occur.
rspPkts: Number
The number of application-level response bytes.

Access only on DNS_RESPONSE events; otherwise, an error will occur.
rspZer owwd: Number

The number of zero windows in the response.
txl d: Number

The transaction ID of the DNS request or response.
znane: String | null

The DNS zone being updated.

This value is nul | if the opcode property is not UPDATE.
ztype: String | null
The type of DNS zone being updated. Returns OTHER for types that are unrecognized by the system.

This value is nul | if the opcode property is not UPDATE.
zt ypeNum Number | null
The numeric representation of the DNS zone type.

This value is nul | if the opcode property is not UPDATE.

The FIX class enables you to store metrics and access properties on FI X_REQUEST and FI X RESPONSE
events.

Events
FI X _REQUEST
Runs on every FIX request processed by the device.
FI X _RESPONSE
Runs on every FIX response processed by the device.
Note: The FI X _RESPONSE event is matched with a request based on order ID. There is no one-
to-one correlation between request and response. There might be requests without a
response, and sometimes data is pushed to the client, which limits request data availability

on response event. However, you can invoke the session table to solve complex scenarios
such as submission order id.

Methods
conmi t Record(): void
Sends a record to the configured recordstore on either a FI X _REQUEST or FI X _RESPONSE event.
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The event determines which properties are committed to the record object. To view the default
properties committed for each event see the r ecor d property below.

For built-in records, each unique record is committed only once, even if the conmi t Recor d()
method is called multiple times for the same unique record.

Properties
fields: Array

A list of FIX fields. Because they are text-based, the key-value protocol fields are exposed as an array
of objects with name and value properties containing strings. For example:

8=FI X. 4. 2<SO+>9=233<SOH>35=G<SOH>34=206657. . .

translates to:

{"BeginString": "FIX 4.2", "BodyLength": "233", "MsgType": "G',
"MsgSeqNunt
"206657"}

Key string representation is translated, if possible. With extensions, a numeric representation is used.
For example, it is not possible to determine 9178=0 (as seen in actual captures). The key is instead
translated to "9178". Fields are extracted after message length and version fields are extracted all
the way to the checksum (last field). The checksum is not extracted.

In the following example, the trigger debug( JSON. stringi fy(FI X fi el ds)); shows the
following fields:

:"MsgType", "val ue": " 0"},

:"MsgSegNunmt', "val ue": " 2"},

: " Sender Conpl D', "val ue": "AA"},

: " Sendi ngTi me", "val ue": "20140904- 03: 49: 58. 600"},
: " Tar get Conpl D', "val ue": "GG'}

var fields
for (var i FI X.fields.length; i++) {

fields +=" .fields[i].nane + '" : "' + FIX fields[i].value +
Ill\nl;

} debug(fi el ds);

The following output is display in the trigger's Debug Log:

"MsgType" : "5"
"MsgSeqNunt : " 3"
"Sender Conpl D' : " GRAPE"

"Sendi ngTi ne" : "20140905-00: 10: 23. 814"
"Tar get Conpl D' : "APPLE"

nsgType: String
The value of the MessageComplID key.
processi ngTi ne: Number
The server processing time, expressed in milliseconds. The value is NaN if the timing is invalid.

Access only on FI X _RESPONSE events; otherwise, an error will occur.
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record: Object
The record object that can be sent to the configured recordstore through a call to
FI X. conmi t Recor d on either a FI X _REQUEST or FI X_RESPONSE event.

The event on which the method was called determines which properties the default record object
can contain as displayed in the following table:

FI X_REQUEST FI X_RESPONSE
clientlsExternal clientlsExternal
clientZer owd client Zer owd
nmsgType nmsgType

recei ver| sgxt er nal recei ver| sExt er nal
reqByt es rspBytes
reqlL2Byt es rspL2Byt es
regPkt s rspPkts

regRTO rspRTO

sender sender

sender | sExt er nal sender | sExt er nal
server| sExt er nal server| sExt er nal
server Zer oWwd server Zer oWwhd

t ar get t ar get

ver sion version

reqByt es: Number

The number of L4 request bytes, excluding L4 headers.
reqlL2Byt es: Number

The number of L2 request bytes, including L2 headers.
reqPkts: Number

The number of request packets.
reqRTG. Number

The number of request retransmission timeouts (RTOs).
reqZer owhd: Number

The number of zero windows in the request.
rspByt es: Number

The number of L4 response bytes, excluding L4 protocol overhead, such as ACKs, headers, and
retransmissions.

rspL2Byt es: Number

The number of L2 response bytes, including protocol overhead, such as headers.
rspPkts: Number

The number of response packets.
rspRTG. Number

The number of response retransmission timeouts (RTOs).
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rspZer owd: Number

The number of zero windows in the response.
sender: String

The value of the SenderComplID key.
target: String

The value of the TargetComplID key.
versi on: String

The protocol version.

The FTP class enables you to store metrics and access properties on FTP_REQUEST and FTP_RESPONSE
events.

Events
FTP_REQUEST

Runs on every FTP request processed by the device.
FTP_RESPONSE

Runs on every FTP response processed by the device.

Methods

conmi t Record(): void
Sends a record to the configured recordstore on an FTP_RESPONSE event. Record commits on
FTP_REQUEST events are not supported.
To view the default properties committed to the record object, see the r ecor d property below.

For built-in records, each unique record is committed only once, even if the conmi t Recor d()
method is called multiple times for the same unique record.

Properties
args: String

The arguments to the command.

Access only on FTP_RESPONSE events; otherwise, an error will occur.
cwd: String

In the case of a user at/ , when the client sends "CWD subdir":

e Thevalueis/ when method == "CWD".

e Thevalueis/ subdi r for subsequent commands (rather than CWD becoming the changed to
directory as part of the CWD response trigger).

Includes "..." at the beginning of the path in the event of a resync or the path is truncated.

Includes "..." at the end of the path if the path is too long. Path truncates at 4096 characters.

Access only on FTP_RESPONSE events; otherwise, an error will occur.
error: string
The detailed error message recorded by the ExtraHop system.

Access only on FTP_RESPONSE events; otherwise, an error will occur.
filenane: String
The name of the file being transferred.
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i sRegAbort ed: Boolean
The value is t r ue the connection is closed before the FTP request was complete.
i sSRspAborted: Boolean
The value is t r ue if the connection is closed before the FTP response was complete.

Access only on FTP_RESPONSE events; otherwise, an error will occur.
net hod: String

The FTP method.
pat h: String

The path for FTP commands. Includes "..." at the beginning of the path in the event of a resync or the
path is truncated. Includes "..." at the end of the path if the path is too long. Path truncates at 4096
characters.

Access only on FTP_RESPONSE events; otherwise, an error will occur.

payl oadMedi aType: String | Null
The type of media contained in the payload. The value is null if there is no payload or the media type
is unknown.

processi ngTi ne: Number

The server processing time, expressed in milliseconds (equivalent to r spTi meToFi r st Payl oad
-reqTi meToLast Byt e). The value is NaN on malformed and aborted responses or if the timing is
invalid.

Access only on FTP_RESPONSE events; otherwise, an error will occur.
record: Object

The record object that can be sent to the configured recordstore through a call to
FTP. comm t Recor d() on an FTP_RESPONSE event.

The default record object can contain the following properties:

e args
e clientlsExternal

e clientZerowd

e cwd

e error

e isReqgAborted

e isRspAborted

e nethod

e path

e processingTinme

e receiverlsExternal

e regBytes

e regL2Bytes

e reqPayl oadMedi aType
e reqPayl cadSHA256

e regPkts

e regRTO

e roundTripTime
e rspBytes

e rspL2Bytes

e rspPayl oadMedi aType
e rspPayl cadSHA256

e rspPkts
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e rspRTO

e sender| sExt ernal

e serverlsExternal

e serverZer oWwd

e statusCode

e transferBytes

e user

Access the record object only on FTP_RESPONSE events; otherwise, an error will occur.
reqByt es: Number

The number of L4 request bytes, excluding L4 headers.

Access only on FTP_RESPONSE events; otherwise, an error will occur.
reqlL2Byt es: Number
The number of L2 request bytes, including L2 headers.

Access only on FTP_RESPONSE events; otherwise, an error will occur.
reqPkts: Number
The number of request packets.

Access only on FTP_RESPONSE events; otherwise, an error will occur.
reqRTG. Number
The number of request retransmission timeouts (RTOs).

Access only on FTP_RESPONSE events; otherwise, an error will occur.
reqZer owhd: Number
The number of zero windows in the request.
roundTri pTi me: Number
The median round trip time (RTT), expressed in milliseconds. An RTT is the time it took for a device
to send a single TCP packet and receive an immediate corresponding acknowledgment (ACK) packet.
The median value is calculated by sampling the RTTs observed since the last FTP_RESPONSE event
ran. The value is NaNif there are no RTT samples.
Access only on FTP_RESPONSE events; otherwise, an error will occur.
rspByt es: Number
The number of L4 response bytes, excluding L4 protocol overhead, such as ACKs, headers, and
retransmissions.
Access only on FTP_RESPONSE events; otherwise, an error will occur.
rspL2Byt es: Number
The number of L2 response bytes, including protocol overhead, such as headers.
Access only on FTP_RESPONSE events; otherwise, an error will occur.
rspPkts: Number
The number of response packets.
Access only on FTP_RESPONSE events; otherwise, an error will occur.
rspRTG.  Number
The number of response retransmission timeouts (RTOs).
Access only on FTP_RESPONSE events; otherwise, an error will occur.
rspZer owad: Number
The number of zero windows in the response.
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st at usCode: Number
The FTP status code of the response.

Access only on FTP_RESPONSE events; otherwise, an error will occur.

The following codes are valid:

Code Description

110 Restart marker replay.

120 Service ready in nnn minutes.

125 Data connection already open; transfer starting.
150 File status okay; about to open data connection.
202 Command not implemented, superfluous at this site.
211 System status, or system help reply.

212 Directory status.

213 File status.

214 Help message.

215 NAME system type.

220 Service ready for new user.

221 Service closing control connection.

225 Data connection open; no transfer in progress.
226 Closing data connection. Requested file action successful.
227 Entering Passive Mode.

228 Entering Long Passive Mode.

229 Entering Extended Passive Mode.

230 User logged in, proceed. Logged out if appropriate.
231 User logged out; service terminated.

232 Logout command noted, will complete when transfer done
250 Requested file action okay, completed.

257 "PATHNAME" created.

331 User name okay, need password.

332 Need account for login.

350 Requested file action pending further information.
421 Service not available, closing control connection.
425 Can't open data connection.

426 Connection closed; transfer aborted.

430 Invalid username or password.

434 Requested host unavailable.
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Code Description

450 Requested file action not taken.

451 Requested action aborted. Local error in processing.
452 Requested action not taken.

501 Syntax error in parameters or arguments.

502 Command not implemented.

503 Bad sequence of commands.

504 Command not implemented for that parameter.
530 Not logged in.

532 Need account for storing files.

550 Requested action not taken. File unavailable.

551 Requested action aborted. Page type unknown.

552 Requested file action aborted. Exceeded storage allocation.
553 Requested action not taken. File name not allowed.
631 Integrity protected reply.

632 Confidentiality and integrity protected reply.

633 Confidentiality protected reply.

10054 Connection reset by peer.

10060 Cannot connect to remote server.

10061 Cannot connect to remote server. The connection is active refused.
10066 Directory not empty.

10068 Too many users, server is full.

transferBytes: Number
The number of bytes transferred over the data channel during an FTP_RESPONSE event.

Access only on FTP_RESPONSE events; otherwise, an error will occur.

user: String

The user name, if available. In some cases, such as when login events are encrypted, the user name is
not available.

HL7

The HL7 class enables you to store metrics and access properties on HL7_REQUEST and HL7_RESPONSE
events.

Events
HL7 REQUEST

Runs on every HL7 request processed by the device.
HL7 RESPONSE

Runs on every HL7 response processed by the device.
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Methods

conmi t Record(): void
Sends a record to the configured recordstore on an HL7 _RESPONSE event. Record commits on
HL7 _REQUEST events are not supported.
To view the default properties committed to the record object, see the r ecor d property below.

For built-in records, each unique record is committed only once, even if the conmi t Recor d()
method is called multiple times for the same unique record.

Properties
ackCode: String
The two character acknowledgment code.

Access only on HL7 _RESPONSE events; otherwise, an error will occur.
ackl d: String
The identifier for the message being acknowledged.

Access only on HL7 _RESPONSE events; otherwise, an error will occur.
nsgl d: String
The unique identifier for this message.
nsgType: String
The entire message type field, including the msgld subfield.
processi ngTi ne: Number
The server processing time, expressed in milliseconds. The value is NaN on malformed and aborted
responses or if the timing is invalid.
Access only on HL7 _RESPONSE events; otherwise, an error will occur.
record: Object
The record object that can be sent to the configured recordstore through a call to
HL7. conmi t Recor d() onan HL7_RESPONSE event.
The default record object can contain the following properties:

e ackCode

e ackld

e clientlsExterna
e clientZerowd

e nsgld

e nsgType

e receiverlsEkxterna
e roundTripTimnme

e processingTine
e senderl sExterna
e serverlsEkxterna
e serverZeroWwd

e version

Access the record object only on HL7 _RESPONSE events; otherwise, an error will occur.
reqZer owhd: Number

The number of zero windows in the request.
roundTri pTi me: Number

The median round trip time (RTT), expressed in milliseconds. An RTT is the time it took for a device
to send a single TCP packet and receive an immediate corresponding acknowledgment (ACK) packet.
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The median value is calculated by sampling the RTTs observed since the last HL7 _RESPONSE event
ran. The value is NaNif there are no RTT samples.
Access only on HL7 _RESPONSE events; otherwise, an error will occur.
rspZer owd: Number
The number of zero windows in the response.
segnents: Array
An array of segment objects with the following fields:
nanme: String
The name of the segment.
fiel ds: Array of Strings

The segment field values. Because the indices of the array start at 0, and HL7 field numbers
start at 1, the index is the HL7 field number minus 1. For example, to select field 16 of a PRT
segment (the participation device ID), specify 15, as shown in the following example code:

HL7. segnent s[ 5] . fi el ds[ 15]

E Note: If a segment is blank, the array contains an empty string at the segment
index.

subfieldDelimter: String
Supports non-standard field delimiters.
ver si on: String
The version advertised in the MSH segment.

E Note: The amount of buffered data is limited by the following capture option:
("nessage_| engt h_max": nunber)

HTTP

The HTTP class enables you to store metrics and access properties on HTTP_REQUEST and
HTTP_RESPONSE events.

Events
HTTP_REQUEST

Runs on every HTTP request processed by the device.
HTTP_RESPONSE

Runs on every HTTP response processed by the device.

Additional payload options are available when you create a trigger that runs on either of these events. See
Advanced trigger options for more information.

Methods

conmi t Record(): void
Sends a record to the configured recordstore on an HTTP_REQUEST or HTTP_RESPONSE event. To
view the default properties committed to the record object, see the r ecor d property below.

If the conmi t Recor d() method is called on an HTTP_REQUEST event, the record is not created
until the HTTP_RESPONSE event runs. If the conm t Recor d() method is called on both the
HTTP_REQUEST and the corresponding HTTP_RESPONSE, only one record is created for request and
response, even if the conmi t Recor d() method is called multiple times on the same trigger events.
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fi ndHeader s(nane: String) : Array

Enables access to HTTP header values and returns an array of header objects (with name and value
properties) where the names match the prefix of the string value. See Example: Access HTTP header
attributes for more information.

parseQuery(String): Object

Accepts a query string and returns an object with names and values corresponding to those in the
query string as shown in the following example:

var query = HTTP. parseQuery(HTTP. query);

debug("user id: " + query.userid);

Note: If the query string contains repeated keys, the corresponding
values are returned in an array. For example, the query string
event type=status_update_event &vent type=api _post event
returns the following object:

"event type": ["status_update event", "api_post_event"]

}

Properties
age: Number

For HTTP_REQUEST events, the time from the first byte of the request until the last seen byte of the
request. For HTTP_RESPONSE events, the time from the first byte of the request until the last seen
byte of the response. The time is expressed in milliseconds. Specifies a valid value on malformed and
aborted requests. The value is NaN on expired requests and responses, or if the timing is invalid.

cont ent Type: String
The value of the content-type HTTP header.
cooki es: Array
An array of objects that represents cookies and contains properties such as "domain" and "expires."
The properties correspond to the attributes of each cookie as shown in the following example:
var cooki es = HITP. cooki es,
pooki e,

| 1
for (i = 0; i < cookies.length; i++) {
cooki e = cookies[i];

i f (cookie.domain) {
debug("donmai n: " + cooki e. domain);

encryptionProtocol : String
The protocol that the transaction is encrypted with.
fil ename: String | Null

The name of the file being transferred. If the HTTP request or response did not transfer a file, the
value is null.

headers: Object

An array-like object that enables access to HTTP header names and values. Header information is
available through one of the following properties:

I engt h: Number
The number of headers.
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string property:
The name of the header, accessible in a dictionary-like fashion, as shown in the following
example:

var headers HTTP. header s;
sessi on header s[ " X- Sessi on-1d"];
accept = headers. accept;

nuneric property:
Corresponds to the order in which the headers appear on the wire. The returned object has
a name and a value property. Numeric properties are useful for iterating over all the headers
and disambiguating headers with duplicate names as shown in the following example:

var headers = HITP. headers;

for (i =0; i < headers.length; i++) {
hdr = headers[i];
debug("headers[" + i
debug("headers[" + i

"

"1. nane: + hdr. nane);
"].value: " + hdr.val ue);

+
+

Note: Saving HTTP. header s to the Flow store does not save all of the individual
header values. It is a best practice to save the individual header values to the
Flow store. Refer to the Flow class section for details.

header sRaw. String

The unmodified block of HTTP headers, expressed as a string.
host: String

The value in the HTTP host header.
i sCient Reset: Boolean

The valueist r ue if the HTTP/2 stream is reset by the client. If the protocol is HTTP1.1, the value is
fal se.

i sConti nued: Boolean

The value is t r ue if the client sent an initial HTTP/1.1 request with an Expect: 100- conti nue
header and received a 100 status code from the server as part of the transaction. If the protocol is
HTTP/2, the valueis f al se

i sDesync: Boolean

The value is t r ue if the protocol parser became desynchronized due to missing packets.
i sEncrypt ed: Boolean

The value is t r ue if the transaction is over secure HTTP.
i sDecrypt ed: Boolean

The value is t r ue if the ExtraHop system securely decrypted and analyzed the transaction.
Decrypted traffic analysis can expose advanced threats that hide within encrypted traffic.

i sPi pel i ned: Boolean
The value is t r ue if the transaction is pipelined.
i sReqAbort ed: Boolean
The value is t r ue if the connection is closed before the HTTP request was complete.
i sSRspAborted: Boolean
The value is t r ue if the connection is closed before the HTTP response was complete.

Access only on HTTP_RESPONSE events; otherwise, an error will occur.
i sRspChunked: Boolean
The value is t r ue if the response is chunked.
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Access only on HTTP_RESPONSE events; otherwise, an error will occur.
i sSRspConpr essed: Boolean
The value is t r ue if the response is compressed.

Access only on HTTP_RESPONSE events; otherwise, an error will occur.
i sServer Push: Boolean
The value is t r ue if the transaction is the result of a server push.
i sServer Reset: Boolean
The valueis t r ue if the HTTP/2 stream is reset by the server.
i sSQLi : Boolean
The value is true if the request included one or more suspicious SQL fragments. These fragments

indicate a potential SQL injection (SQLi). SQLi is a technique where an attacker can access and
tamper with data by inserting malicious SQL statements into a SQL query.

i SXSS: Boolean

The value is true if the HTTP request included potential cross-site scripting (XSS) attempts. A
successful XSS attempt can inject a malicious client-side script or payload into a trusted website or
application. When a victim visits the website, the malicious script is then injected into the victim's
browser.

nmet hod: String
The HTTP method of the transaction such as POST and GET.
oaut hBear er Token: String
The OAuth token sent by the client to the server for authorization.
ori gi n: IPAddress | String
The value in the X-Forwarded-For or the true-client-ip header.
pat h: String
The path portion of the URI: / pat h/ .
payl oad: Buffer | Null
The Buffer object that contains the raw payload bytes of the event transaction. If the payload was
compressed, the decompressed content is returned.

The buffer contains the N first bytes of the payload, where N is the number of payload bytes
specified by the Bytes to Buffer field when the trigger was configured through the ExtraHop WebUIL.
The default number of bytes is 2048. For more information, see Advanced trigger options.

The following script is an example of HTTP payload analysis:

/1 Extract the user name based on a pattern "user=*&" from payl oad
/1 of alogin URI that has "auth/login" as a URl substring.

if (HTTP. payl oad && /auth\/login/i.test(HTTP.uri)) {
var user = /user=(.*?)\ & i.exec(HTTP. payl oad) ;

if (user !'== null) {
debug("user: " + user[1]);

Note: If two HTTP payload buffering triggers are assigned to the same device, the higher
value is selected and the value of HTTP. payl oad is the same for both triggers.

payl oadParts: Array of Objects | Null

An array of objects that contain the individual payloads of a multipart HTTP request or response. The
value is null if the content type is not multipart. Each object contains the following fields:
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headers: Object
A header object that specifies HTTP headers. For more information, see the description of the
HTTP. header s property.

payl oadSHA256: String
The hexadecimal representation of the SHA-256 hash of the payload. The string contains no
delimiters.

payl oadMedi aType: String | Null
The media type of the payload. The value is null if the media type is unknown.

payl oad: Buffer
The Buffer object containing the raw payload bytes.

si ze: Number
The size of the payload, expressed in bytes.

fil enane: String
The filename specified in the Content-Disposition header.

processi ngTi ne: Number
The server processing time, expressed in milliseconds (equivalent to r spTi meToFi r st Payl oad

-reqTi meToLast Byt e). The value is NaN on malformed and aborted responses or if the timing is
invalid.

Access only on HTTP_RESPONSE events; otherwise, an error will occur.

query: String
The query string portion of the URI : quer y=st ri ng. This typically follows the URL and is
separated from it by a question mark. Multiple query strings are separated by an ampersand (&) or
semicolon (;) delimiter.

record: Object

The record object that can be sent to the configured recordstore through a call to
HTTP. commi t Record().

The default record object can contain the following properties:

e clientlsExternal
e clientZerowd

e contentType

e host

e isPipelined

e isReqgAborted

e isRspAborted

e isRspChunked

e isRspConpressed
e et hod

e oaut hAl gorithm
e oaut hAudi ence

e oauthCientld

e oaut hl ssuer

e oauthJWIid

e origin

e query

e receiverlsExternal
o referer

e regBytes

e regL2Bytes
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e reqgPayl oadMedi aType

e reqPayl cadSHA256

e reqPkts

e regRTO

e regSize

e reqTineTolLastByte

e roundTripTime

e rspBytes

e rspL2Bytes

e rspPayl oadMedi aType

e rspPayl cadSHA256

e rspPkts

e rspRTO

e rspSize

e rspTimeToFirst Header

e rspTineToFirstPayl oad

e rspTineTolLastByte

e rspVersion

e sanl RspAudi ence

e sam RspCertificateSubject
e sam RspDi gest Met hodAl gorithm
e sam Rspl ssuer

e sanl RspNanel D

e saml RspSi gnat ur eMet hodAl gorit hm
e sam RspSt at usCode

e sender | sExternal

e serverl sExternal

e serverZeroWd

e statusCode

e thinkTine

o title
e processingTi ne
o uri

e userAgent

Access the record object only on HTTP_RESPONSE events; otherwise, an error will occur.
referer: String

The value in the HTTP referrer header.
reqByt es: Number

The number of L4 request bytes, excluding L4 headers.

Access only on HTTP_RESPONSE events; otherwise, an error will occur.
reqL2Byt es: Number
The number of L2 request bytes, including L2 headers.

Access only on HTTP_RESPONSE events; otherwise, an error will occur.
reqPkts: Number
The number of request packets.

Access only on HTTP_RESPONSE events; otherwise, an error will occur.
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reqRTO.  Number
The number of request retransmission timeouts (RTOs).

Access only on HTTP_RESPONSE events; otherwise, an error will occur.
reqSi ze: Number

The number of L7 request bytes, excluding HTTP headers.
reqTi meToLast Byt e: Number

The time from the first byte of the request until the last byte of the request, expressed in
milliseconds. The value is NaN on expired requests and responses, or if the timing is invalid.

reqZer owd: Number
The number of zero windows in the request.

roundTri pTi me: Number
The median round trip time (RTT), expressed in milliseconds. An RTT is the time it took for a device
to send a single TCP packet and receive an immediate corresponding acknowledgment (ACK) packet.
The median value is calculated by sampling the RTTs observed since the last HTTP_RESPONSE event
ran. The value is NaNif there are no RTT samples.
Access only on HTTP_RESPONSE events; otherwise, an error will occur.

rspBytes: Number
The number of L4 response bytes, excluding L4 protocol overhead, such as ACKs, headers, and
retransmissions.
Access only on HTTP_RESPONSE events; otherwise, an error will occur.

rspL2Byt es: Number
The number of L2 response bytes, including protocol overhead, such as headers.

Access only on HTTP_RESPONSE events; otherwise, an error will occur.
rspPkts: Number
The number of response packets.

Access only on HTTP_RESPONSE events; otherwise, an error will occur.
r spRTO. Number
The number of response retransmission timeouts (RTOs).

Access only on HTTP_RESPONSE events; otherwise, an error will occur.
rspSi ze: Number
The number of L7 response bytes, excluding HTTP headers.

Access only on HTTP_RESPONSE events; otherwise, an error will occur.

rspTi meToFi r st Header: Number
The time from the first byte of the request until the status line that precedes the response headers,
expressed in milliseconds. The value is NaN on malformed and aborted responses, or if the timing is
invalid.
Access only on HTTP_RESPONSE events; otherwise, an error will occur.

rspTi meToFi r st Payl oad: Number
The time from the first byte of the request until the first payload byte of the response, expressed in
milliseconds. Returns zero value when the response does not contain payload. The value is NaN on
malformed and aborted responses, or if the timing is invalid.
Access only on HTTP_RESPONSE events; otherwise, an error will occur.

rspTi meToLast Byt e: Number

The time from the first byte of the request until the last byte of the response, expressed in
milliseconds. The value is NaN on malformed and aborted responses, or if the timing is invalid.
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Access only on HTTP_RESPONSE events; otherwise, an error will occur.
rspVersi on: String
The HTTP version of the response.

Access only on HTTP_RESPONSE events; otherwise, an error will occur.
rspZer owd: Number

The number of zero windows in the response.
sanm Request XML: Buffer | Null

The Buffer object that contains the raw XML bytes of the SAML request. If the HTTP request or
response did not contain a SAML request, the value is nul | .

sanl ResponseXM.: Buffer | Null

The Buffer object that contains the raw XML bytes of the SAML response. If the HTTP request or
response did not contain a SAML response, the value is nul | .

sql i : Array of Strings

An array of suspicious SQL fragments included in the request. These fragments might contain a
potential SQL injection (SQLi). SQLi is a technique where an attacker can access and tamper with
data by inserting malicious SQL statements into a SQL query.

st at usCode: Number
The HTTP status code of the response.

Access only on HTTP_RESPONSE events; otherwise, an error will occur.

E Note: Returns a status code of O if no valid HTTP_RESPONSE is received.

streanml d: Number

The ID of the stream that transferred the resource. Because responses might be returned out of
order, this property is required for HTTP/2 transactions to match requests with responses. The value
is 1 for the HTTP/1.1 upgrade request and nul | for previous HTTP versions.

title: String

The value in the title element of the HTML content, if present. If the title was compressed, the
decompressed content is returned.

t hi nkTi me: Number

The time elapsed between the server having transferred the response to the client and the client
transferring a new request to the server, expressed in milliseconds. The value is NaNif there is no
valid measurement.

uri: String

The URI without a query string: f. q. d. n/ pat h/.
user Agent : String

The value in the HTTP user-agent header.
Xss: Array of Strings

An array of suspicious HTTP request fragments included in the request. These fragments might inject
a malicious client-side script or payload into a trusted website or application. When a victim visits the
website, the malicious script is then injected into the victim's browser.

Trigger Examples

e Example: Track 500-level HTTP responses by customer ID and URI
e Example: Track SOAP requests

e Example: Access HTTP header attributes

e Example: Record data to a session table

e Example: Create an application container
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| BMVQ
The IBMMQ class enables you to store metrics and access properties on | BVMMQ REQUEST and
| BMMQ RESPONSE events.

E Note: The IBMMQ protocol supports EBCDIC encoding.

Events
| BMWWRQ REQUEST
Runs on every IBMMQ request processed by the device.
| BMVMQ RESPONSE
Runs on every IBMMQ response processed by the device.

Methods

conmmi t Record(): void
Sends a record to the configured recordstore on either an | BMMQ REQUEST or | BMVQ RESPONSE
event.

The event determines which properties are committed to the record object. To view the default
properties committed for each event, see the r ecor d property below.

For built-in records, each unique record is committed only once, even if the conmi t Recor d()
method is called multiple times for the same unique record.

Properties
channel : String
The communication channel name.
conversationl d: Number
The identifier for the MQ conversation.
correl ationld: String
The IBMMQ correlation ID.
error: String
The error string that corresponds to the error code on the wire.
net hod: String
The wire protocol request or response method name.

The following ExtraHop method names differ from the Wireshark method names:

ExtraHop Wireshark

ASYNC_MsSG V7 ASYNC_MESSAGE

MQCLCSEvV7 SOCKET_ACTI ON

MQGETV7 REQUEST_MBGS

MOGETV7_REPLY NOTI FI CATI ON
nsqg: Buffer

A Buffer object containing MQPUT, MQPUT1, MQGET_REPLY, ASYNC_MSG_V7, and
MESSAGE_DATA messages.
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Queue messages that are greater than 32K might be broken into more than one segment. A trigger is
run for each segment and only the first segment has a non-null message.

Buffer data can be converted to a printable string through the t oSt ri ng() function or formatted
through unpack commands.
nsgFor mat : String
The message format.
nsgl d: String
The IBMMQ message ID.
pcf Error: String

The error string that corresponds to the error code on the wire for the programmable command
formats (PCF) channel.

pcf Met hod: String

The wire protocol request or response method name for the programmable command formats (PCF)
channel.

pcf Var ni ng: String
The warning string that corresponds to the warning string on the wire for the programmable
command formats (PCF) channel.

put AppNane: String
The application name associated with the MQPUT message.

queue: String

The local queue name. The value is nul | if there is no MQOPEN, MQOPEN_REPLY, MQSP1( Open), or
MJXSP1_ REPLY message.

queueMgr: String
The local queue manager. The value is nul | if thereis no | NI TI AL_DATA message at the start of
the connection.

record: Object
The record object that can be sent to the configured recordstore through a call to
| BMMQ. conmi t Recor d() on either an | BMMQ REQUEST or | BMMQ RESPONSE event.

The event on which the method was called determines which properties the default record object
can contain as displayed in the following table:

IBMMQ_REQUEST IBMMQ_RESPONSE
channel channel
clientlsExternal clientlsExternal
clientZerownd clientZerownd
correlationld correlationld
msgld error

method msgld
msgFormat method
msgSize msgFormat
queue msgSize
queueMgr queue
receiverlsExternal queueMgr
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IBMMQ_REQUEST IBMMQ_RESPONSE
reqBytes receiverlsExternal
reqL2Bytes resolvedQueue
reqPkts resolvedQueueMgr
reqRTO roundTripTime
resolvedQueue rspBytes
resolvedQueueMgr rspL2Bytes
senderlsExternal rspPkts
serverlsExternal rspRTO
serverZeroWnd senderlsExternal

serverlsExternal

serverZeroWnd

warning

reqByt es: Number

The number of application-level request bytes.
reqL2Byt es: Number

The number of L2 request bytes.
reqPkts: Number

The number of request packets.
reqRTO.  Number

The number of request retransmission timeouts (RTOs).
reqZer ovwd: Number

The number of zero windows in the request.
resol vedQueue: String

The resolved queue name from MQGET_REPLY, MOPUT _REPLY, or MOPUT1_REPLY messages. If the
gueue is remote, the value is different than the value returned by | BMMQ. queue.

resol vedQueueMyr : String

The resolved queue manager from MQGET _REPLY, MQPUT_REPLY, or MQPUT1_REPLY. If the queue
is remote, the value is different than the value returned by | BMMQ. queueMr .

rf h: Array of Strings

An array of strings located in the optional rules and formatting header (RFH). If there is no RFH
header or the header is empty, the array is empty.

roundTri pTi me: Number

The median round trip time (RTT), expressed in milliseconds. An RTT is the time it took for a device
to send a single TCP packet and receive an immediate corresponding acknowledgment (ACK) packet.
The median value is calculated by sampling the RTTs observed since the last | BMMQ REQUEST or

| BMMQ_ RESPONSE event ran. The value is NaNif there are no RTT samples.

rspByt es: Number

The number of application-level response bytes.
rspL2Byt es: Number

The number of L2 response bytes.
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rspPkts: Number
The number of request packets.
r spRTO. Number
The number of response retransmission timeouts (RTOs).
rspZer owd: Number
The number of zero windows in the response.
t ot al MsgLengt h: Number
The total length of the message, expressed in bytes.
war ni ng: String
The warning string that corresponds to the warning string on the wire.

Trigger Examples

e Example: Collect IBMMQ metrics

The ICA class enables you to store metrics and access properties on | CA_OPEN, | CA_AUTH, | CA TI CK,
and | CA_CLCSE events.

Events
| CA_AUTH
Runs when the ICA authentication is complete.
| CA CLCSE
Runs when the ICA session is closed.
| CA_OPEN
Runs immediately after the ICA application is initially loaded.
| CA Tl CK
Runs periodically while the user interacts with the ICA application.

After the | CA_OPEN event has run at least once, the | CA_TI CK event is run any time latency is
reported and returned by the cl i ent Lat ency or net wor kLat ency properties described below.

Methods

conmmi t Record(): void
Sends a record to the configured recordstore on either an | CA_OPEN, | CA TI CK, or | CA_CLCSE
event. Record commits on | CA_AUTH events are not supported.

The event determines which properties are committed to the record object. To view the default
properties committed for each event, see the r ecor d property below.

For built-in records, each unique record is committed only once, even if the conmi t Recor d()
method is called multiple times for the same unique record.

Properties
application: String
The name of the application being launched.
aut hDomai n: String
The Windows authentication domain to which the user belongs.
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channel s: Array
An array of objects containing information about virtual channels observed since the last | CA Tl CK
event.
Access only on | CA_TI CKevents; otherwise, an error will occur.

Each object contains the following properties:

nane: String

The name of the virtual channel.
descri ption: String

The friendly description of the channel name.
clientBytes: Number

The total number of bytes sent by the client for the channel since the last | CA_ Tl CK event
ran.

server Byt es: Number

The total number of bytes sent by the server for the channel since the last | CA_TI CK event
ran.

cl i ent Machi ne: String

The name of the client machine. The name is displayed by the ICA client and is typically the
hostname of the client machine.

clientBytes: Number
The total number of bytes sent by the client since the last | CA_TI CK event ran. Note that this
property does not return the total number of bytes for the entire ICA session.
Access only on | CA_CLCSE or | CA_TI CK events; otherwise, an error will occur.
cl i ent CGPMsgCount : Number
The number of client CGP messages since the last | CA_ Tl CK event.

Access only on | CA_TI CK events; otherwise, an error will occur.

clientLatency: Number
The latency of the client, expressed in milliseconds, as reported by the End User Experience
Management (EUEM) beacon.

Client latency is reported when a packet from the client on the EUEM channel reports the result of a
single ICA round trip measurement.
Access only on | CA_TI CK events; otherwise, an error will occur.
clientL2Bytes: Number
The total number of L2 client bytes observed since the last | CA_TI CK event ran. Note that this
property does not return the total number of bytes for the entire ICA session.
Access only on | CA_CLCSE or | CA_TI CK events; otherwise, an error will occur.
client MsgCount: Number
The number of client messages since the last | CA_TI CK event.

Access only on | CA_TI CK events; otherwise, an error will occur.
clientPkts: Number

The total number of packets sent by the client since the last | CA_TI CK event ran. Note that this
property does not return the total number of packets for the entire ICA session.

Access only on | CA_CLCSE or | CA_TI CK events; otherwise, an error will occur.
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client RTO Number
The total number of client retransmission timeouts (RTOs) observed since the last | CA_ Tl CK event
ran. Note that this property does not return the total number of client RTOs for the entire ICA
session.
Access only on | CA_CLCSE or | CA_TI CK events; otherwise, an error will occur.

client Zerowd: Number
The total number of zero windows sent by the client since the last | CA_ Tl CK event ran. Note that
this property does not return the total number of zero windows for the entire ICA session.
Access only on | CA_CLCSE or | CA_TI CK events; otherwise, an error will occur.

client Type: String
The type of ICA client, which is the user-agent equivalent to ICA.

cl i pboar dDat a: Buffer
A Buffer object containing raw data from the clipboard transfer.

The value is nul | if the | CA_TI CK event did not result from a clipboard data transfer, or if the
channel specified by the t i ckChannel property is not a clipboard channel.

The maximum number of bytes in the buffer is specified by the Clipboard Bytes to Buffer field when
the trigger was configured through the ExtraHop system. The default maximum object size is 1024
bytes. For more information, see the Advanced trigger options.

To determine the direction of the clipboard data transfer, access this property through
Fl ow. sender, Fl ow. recei ver, Fl ow. cl i ent, or Fl ow. server.
Access only on | CA_TI CK events; otherwise, an error will occur.
cl i pboar dDat aType: String
The type of data on the clipboard transfer. The following clipboard types are supported:

o TEXT

e BITMVAP

e ETAFI LEPI CT
e SYM.I NK
e DF

e TIFF

e CEMIEXT
e DB

e PALLETTE
e PENDATA
e RIFF

e WAVE

e  UNI CODETEXT

e EHNVETAFI LE

e OMNERDI SPLAY

e DSPTEXT

e DSPBI TMAP

e DSPMETAFI LEPI CT
e DSPENHVETAFI LE

The value is nul | if the | CA_TI CK event did not result from a clipboard data transfer, or if the
channel specified by the t i ckChannel property is not a clipboard channel.

Access only on | CA_TI CK events; otherwise, an error will occur.

ExtraHop 25.2 Trigger APl Reference 128



EXTRAHOP

franmeCut Dur ati on: Number
The frame cut duration, as reported by the EUEM beacon.

Access only on | CA_TI CK events; otherwise, an error will occur.
f ranmeSendDur ati on: Number
The frame send duration, as reported by the EUEM beacon.

Access only on | CA_TI CK events; otherwise, an error will occur.
host: String

The host name of the Citrix server.
i sAborted: Boolean

The value is t r ue if the application fails to launch successfully.

Access only on | CA_CLCSE events; otherwise, an error will occur.
i sCl eanShut down: Boolean
The value is t r ue if the application shuts down cleanly.

Access only on | CA_CLCSE events; otherwise, an error will occur.
i sdient D skRead: Boolean
The value is t r ue if a file was read from the client disk to the Citrix server. The value is nul | if the
command is not a file operation, or if the channel specified by the t i ckChannel property is not a
file channel.
Access only on | CA_TI CK events; otherwise, an error will occur.
isClientD skWite: Boolean
The value is t r ue if a file was written from the Citrix server to the client disk. The value is nul | if
the command is not a file operation, or if the channel specified by the t i ckChannel property is not
a file channel.
Access only on | CA_TI CK events; otherwise, an error will occur.
i sEncrypt ed: Boolean
The value is t r ue if the application is encrypted with RC5 encryption.
i sShar edSessi on: Boolean
The value is t r ue if the application is launched over an existing connection.
| aunchPar ans: String
The string that represents the parameters.
| oadTi me: Number
The load time of the given application, expressed in milliseconds.
E Note: The load time is recorded only for the initial application load. The ExtraHop system
does not measure load time for applications launched over existing sessions and
instead reports the initial load time on subsequent application loads. Choose

| CA. i sShar edSessi on to distinguish between initial and subsequent application
loads.

| ogi nTi ne: Number
The user login time, expressed in milliseconds.

Access only on | CA_OPEN, | CA CLOSE, or | CA_TI CK events; otherwise, an error will occur.

E Note: The login time is recorded only for the initial application load. The ExtraHop system
does not measure login time for applications launched over existing sessions and
instead reports the initial login time on subsequent application loads. Choose
| CA. i sShar edSessi on to distinguish between initial and subsequent application
loads.
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net wor kLat ency: Number
The current latency advertised by the client, expressed in milliseconds.

Network latency is reported when a specific ICA packet from the client contains latency information.

Access only on | CA_TI CK events; otherwise, an error will occur.

payl oad: Buffer
The Buffer object that contains the raw payload bytes of the file that was read or written on the
event.

The buffer contains the N first bytes of the payload, where N is the number of payload bytes
specified by the Bytes to Buffer field when the trigger was configured through the ExtraHop WebUI.
The default number of bytes is 2048. For more information, see Advanced trigger options.

The value is nul | if the channel specified by the t i ckChannel property is not a file channel.

Access only on | CA_TI CK events; otherwise, an error will occur.
printerNane: String
The name of the printer driver.

Access only on | CA_TI CK events; otherwise, an error will occur.
program String
The name of the program, or application, that is being launched.
record: Object
The record object that can be sent to the configured recordstore through a call to
| CA. conmi t Recor d() oneitheran| CA OPEN, | CA Tl CK, or | CA CLCSE event.

The event on which the method was called determines which properties the default record object
can contain as displayed in the following table:

| CA_CLOSE | CA_OPEN | CA_TI CK
aut hDomai n aut hDomai n aut hDomai n
clientBytes clientlsExternal clientlskxternal
clientl| sExternal cl i ent Machi ne clientBytes
clientL2Bytes clientType cl i ent CGPMsgCount
cli ent Machi ne cli ent Zer oWhd clientL2Bytes
clientPkts host clientLatency
clientRTO i SEncrypt ed cl i ent Machi ne
client Type i sShar edSessi on cl i ent MsgCount
client Zer owd | aunchPar anms clientPkts

host | oadTi ne client RTO

i sAborted | ogi nTi ne client Type

i sCl eanShut down program cl i ent Zer oWhd

i sEncypt ed recei verl sext ernal f rameCut Dur at i on

i sShar edSessi on sender | sExt er nal frameSendDur at i on
| aunchPar anms server| sExt er nal host

| oadTi me server Zer owd i sC i ent Di skRead
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| CA_CLOSE | CA_OPEN | CA TICK

| ogi nTi nme user isClientD skWite
program i sEncrypted

recei ver| sExt er nal i sShar edSessi on
roundTri pTi me | aunchPar ans
sender | sExt er nal | oadTi e
serverBytes | ogi nTi ne

server | sExt er nal net wor kLat ency
server L2Byt es program

server Pkts recei ver| sExt er nal
server RTO resource

server Zer oWwhd roundTri pTi me
user sender | sExt er nal

server Byt es

server CGPMsgCount

server | sExt er nal

server L2Byt es

server MsgCount

server Pkt s

server RTO

server Zer oWwd

ti ckChannel

user

Access the record object only on | CA OPEN, | CA_CLOSE, and | CA_TI CK events; otherwise, an
error will occur.

resource: String
The path of the file that was read or written on the event, if known. The value is nul | if the channel
specified by the t i ckChannel property is not a file channel.
Access only on | CA_TI CK events; otherwise, an error will occur.

resourceO fset: Number
The offset of the file that was read or written on the event, if known. The value is nul | if the
channel specified by the t i ckChannel property is not a file channel.
Access only on | CA_TI CK events; otherwise, an error will occur.

roundTri pTi me: Number

The median round trip time (RTT), expressed in milliseconds. An RTT is the time it took for a device
to send a single TCP packet and receive an immediate corresponding acknowledgment (ACK)
packet. The median value is calculated by sampling the RTTs observed since the last | CA_ CLOSE or
| CA_TI CK event ran. The value is NaNif there are no RTT samples.

Access only on | CA_CLCSE or | CA_TI CK events; otherwise, an error will occur.
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server Byt es: Number

The total number of bytes sent by the client since the last | CA_TI CK event ran. Note that this
property does not return the total number of bytes for the entire ICA session.

Access only on | CA_CLCSE or | CA_TI CK events; otherwise, an error will occur.
server CGPMsgCount :  Number

The number of CGP server messages since the last | CA_TI CK event.

Access only on | CA_TI CK events; otherwise, an error will occur.
server L2Byt es: Number

The total number of L2 server bytes observed since the last | CA_TI CK event ran. Note that this
property does not return the total number of bytes for the entire ICA session.

Access only on | CA_CLCSE or | CA_TI CK events; otherwise, an error will occur.
server MsgCount : Number

The number of server messages since the last | CA_ Tl CK event.

Access only on | CA_TI CK events; otherwise, an error will occur.
server Pkt s: Number

The total number of packets sent by the server since the last | CA_TI CK event ran. Note that this
property does not return the total number of packets for the entire ICA session.

Access only on | CA_CLCSE or | CA_TI CK events; otherwise, an error will occur.
server RTO. Number

The total number of server retransmission timeouts (RTOs) observed since the last | CA_TI CK event

ran. Note that this property does not return the total number of server RTOs for the entire ICA
session.

Access only on | CA_CLCSE or | CA_TI CK events; otherwise, an error will occur.
server Zer owhd: Number

The total number of zero windows sent by the server since the last | CA_TI CK event ran. Note that
this property does not return the total number of zero windows for the entire ICA session.

Access only on | CA_CLCSE or | CA_TI CK events; otherwise, an error will occur.
ti ckChannel : String

The name of the virtual channel that resulted in the current | CA_TI CK event. The following
channels are supported:

e CTXCLI: Clipboard
e CTXCDM: File
e CTXEUE: End user experience monitoring

Access only on | CA_TI CK events; otherwise, an error will occur.
user: String
The name of the user, if available.

ICMP

The ICMP class enables you to store metrics and access properties on | CMP_ MESSAGE events.

Events
| CMP_NVESSAGE
Runs on every ICMP message processed by the device.
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Methods
conmi t Record(): void
Sends a record to the configured recordstore on an | CMP_MESSACE event.

To view the default properties committed to the record object, see the r ecor d property below.

For built-in records, each unique record is committed only once, even if the conmi t Recor d()
method is called multiple times for the same unique record.

Properties
gwAddr :  IPAddress

For a redirect message, returns the address of the gateway to which traffic for the network specified
in the internet destination network field of the original datagram's data should be sent. Returns null
for all other messages.

Message ICMPVv4 Type ICMPvé6 Type

Redi rect Message 5 n/ a

hopLi m t: Number
The ICMP packet time to live or hop count.
i sError: Boolean
The value is t r ue for message types in the following table.

Message ICMPv4 Type ICMPv6 Type
Destinati on Unreachabl e 3 1

Redi r ect 5 n/ a

Source Quench 4 n/ a

Ti me Exceeded 11 3

Par anet er Probl em 12 4

Packet Too Big n/ a 2

i sQuery: Boolean
The value is t r ue for message types in the following table.

Message ICMPv4 Type ICMPv6 Type
Echo Request 8 128
I nf or mati on Request 15 n/ a
Ti mest anp request 13 n/ a
Addr ess Mask Request 17 n/ a
Rout er Di scovery 10 151
Mul ticast Listener Query n/ a 130
Router Solicitation (NDP) n/ a 133
Nei ghbor Solicitation n/ a 135
| CMP Node I nformation Query n/ a 139
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Message ICMPv4 Type ICMPv6 Type
I nver se Nei ghbor Di scovery n/ a 141
Solicitation

Hone Agent Address Discovery n/ a 144
Solicitation

Mobil e Prefix Solicitation n/ a 146
Certification Path Solicitation n/ a 148

i sRepl y: Boolean
The value is t r ue for message types in the following table.

Message ICMPv4 Type ICMPvé6 Type
Echo Reply 0 129
I nformation Reply 16 n/ a
Ti mrestanp Reply 14 n/ a
Address Mask Reply 18 n/ a
Mul ti cast Listener Done n/ a 132
Mul ticast Listener Report n/ a 131
Rout er Advertisenent (NDP) n/ a 134
Nei ghbor Adverti senent n/ a 136
| CMP Node I nformation Response n/ a 140
I nverse Nei ghbor Di scovery n/ a 142
Adverti sement
Hone Agent Address Discovery Reply n/a 145
Message
Mobi l e Prefix Advertisenent n/ a 147
Certification Path Advertisenment n/ a 149
nsg: Buffer

A buffer object containing up to nessage_| engt h_max bytes of the ICMP message. The
nessage | engt h_nax option is configured in the ICMP profile in the running config.

The following running config example changes the ICMP nessage_| engt h_nax from its default of
4096 bytes to 1234 bytes:

"capture": {
"app_proto": {
"Towet: {
"message | ength_max": 1234
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Tip: You can convert the buffer object to a string through the String.fromCharCode
method. To view the string in the runtime log, run the JSON.stringify method, as
shown in the following example code:

const icnp_nmsg = String.fronChar Code. appl y(Stri ng,
| CVP. n8Q) ;

debug(' | CWP nessage text: ' + JSON.stringify(icnp_nsg,
null, 4));

You can also search the ICMP message strings with the includes and test methods,
as shown in the following example code:

const substring _search = 'search terni;

const regex_search = '“search terns';

const icnp_nmsg = String.fronChar Code. appl y(Stri ng,
| CVP. msg) ;

if (icnp_nsg.includes(substring_search){

debug(' | CMP nessage i ncl udes substring');

if (regex_search.test(icnp_nsg)){
debug(' | CVMP nessage matches regex');

nsgCode: Number
The ICMP message code.
nsgl d: Number

The ICMP message identifier for Echo Request, Echo Reply, Timestamp Request, Timestamp Reply,
Information Request, and Information Reply messages. The value is nul | for all other message
types.

The following table displays type IDs for the ICMP messages:

Message ICMPv4 Type ICMPvé6 Type
Echo Request 8 128
Echo Reply 0 129
Ti nmest anp Request 13 n/ a
Ti mestanp Reply 14 n/ a
I nf ormati on Request 15 n/ a
I nformation Reply 16 n/ a

nsgLengt h: Number

The length of the ICMP message, expressed in bytes.
nsgText: String

The descriptive text for the message (for example, echo request or port unreachable).
nsgType: Number

The ICMP message type.

The following table displays the ICMPv4 message types available:

Type Message
0 Echo Reply
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Type Message

1 and 2 Unassi gned

3 Desti nati on Unreachabl e

4 Source Quench

5 Redi rect Message

6 Al ternate Host Address (deprecated)

7 Unassi gned

8 Echo Request

9 Rout er Adverti senent

10 Router Solicitation

11 Ti me Exceeded

12 Paramet er Problem Bad | P header

13 Ti nest anp

14 Ti mestanp Reply

15 I nformati on Request (deprecated)

16 Informati on Reply (deprecated)

17 Address Mask Request (deprecated)

18 Address Mask Reply (deprecated)

19 Reserved

20- 29 Reserved

30 Traceroute (deprecated)

31 Dat agr am Conver si on Error (deprecated)

32 Mobi | e Host Redirect (deprecated)

33 Where Are You (deprecated)

34 Here | Am (deprecat ed)

35 Mobi | e Regi strati on Request (deprecated)

36 Mobi | e Regi stration Reply (deprecated)

37 Domai n Nanme Request (deprecated)

38 Domai n Name Reply (deprecated)

39 Si mpl e Key- Managenent for |nternet Protoco
(deprecat ed)

40 Phot uri s (deprecated)

41 | CVP experi nent a

42 Ext ended Echo Request

43 Ext ended Echo Reply
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Type Message
44- 255 Unassi gned

The following table displays the ICMPv6 message types available:

Type Message

1 Desti nati on Unreachabl e

2 Packet Too Big

3 Ti me Exceeded

4 Par amet er Probl em

100 Private Experinmentation

101 Private Experinentation

127 Reserved for expansion of |CVMPv6 error nessages
128 Echo Request

129 Echo Reply

130 Mul ticast Listener Query

131 Mul ti cast Listener Report

132 Mul ti cast Listener Done

133 Router Solicitation

134 Rout er Adverti senent

135 Nei ghbor Solicitation

136 Nei ghbor Adverti senent

137 Redi rect Message

138 Rout er Renunberi ng

139 | CVP Node I nformation Query

140 | CMP Node I nformation Response

141 I nverse Nei ghbor Di scovery Solicitation Message
142 I nverse Nei ghbor Discovery Advertisenment Message
143 Mul ti cast Listener Discovery (MDv2) reports
144 Hone Agent Address Di scovery Request Message
145 Hone Agent Address Di scovery Reply Message

146 Mobil e Prefix Solicitation

147 Mobi |l e Prefix Advertisenent

148 Certification Path Solicitation

149 Certification Path Advertisenment

150 | CVMP nessages utilized by experinental nobility

protocol s such as Seanpby
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Type Message

151 Mul ticast Router Advertisenent

152 Mul ticast Router Solicitation

153 Mul ti cast Router Termination

155 RPL Control Message

156 | LNPv6 Locat or Update Message

157 Dupl i cate Address Request

158 Dupl i cate Address Confirmation

159 MPL Control Message

160 Ext ended Echo Request - No Error

161 Ext ended Echo Reply

200 Private Experinmentation

201 Private Experinentation

255 Reserved for expansion of |CVMPv6 informational
nessages

next HopMTU: Number

An ICMPv4 Dest i nati on Unreachabl e oran ICMPv6 Packet Too Bi g message, the
maximum transmission unit of the next-hop link. The value is nul | for all other messages.

Message ICMPVv4 Type ICMPv6 Type
Destination Unreachabl e 3 n/ a
Packet Too Big n/ a 2

original: Object
An object containing the following elements from the IP datagram that caused the ICMP message to
be sent:

i pproto: String

The IP protocol of the datagram, such as TCP, UDP, ICMP, or ICMPvé.
i pver: String

The IP version of the datagram, such as IPv4 or IPvé.
srcAddr: [IPAddress

The IPAddress of the datagram sender.
srcPort: Number

The port number of the datagram sender.
dst Addr : IPAddress

The IPAddress of the datagram receiver.
dst Port: Number

The port number of the datagram receiver.

The value is nul | if the internet header and 64 bits of the Original Data datagram is not present in
the message or if the IP protocol is not TCP or UDP.

Access only on | CVP_MESSAGE events; otherwise, an error will occur.
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poi nt er: Number

For a Parameter Problem message, the octet of the original datagram's header where the error was
detected. The value is nul | for all other messages.

Message ICMPVv4 Type ICMPv6 Type

Par anet er Probl em 12 4

record: Object

The record object that can be sent to the configured recordstore through a call to
| CVP. commi t Recor d() onan | CVP_MESSAGE event.

The default record object can contain the following properties:

e clientlsExternal

e gwAddr
e hopLimt
e msgCode
e qsgld

e nsglLength
e nsgText
e nsgType
e next HopMru
e pointer
e receiverlsExternal
e sender| sExt ernal
e serverl skxternal
e segNum
e version
segNum Number

The ICMP sequence number for Echo Request, Echo Reply, Timestamp Request, Timestamp Reply,
Information Request, and Information Reply messages. The value is nul | for all other messages.

ver si on: Number
The version of the ICMP message type, which can be ICMPv4 or ICMPVé.

Ker ber os

The Kerberos class enables you to store metrics and access properties on KERBEROS REQUEST and
KERBERCS RESPONSE events.

Events
KERBEROS REQUEST

Runs on every Kerberos AS-REQ and TGS-REQ message type processed by the device.
KERBERCS RESPONSE

Runs on every Kerberos AS-REP and TGS-REP message type processed by the device.

Methods
conmi t Record(): void

Sends a record to the configured recordstore on either a KERBEROCS REQUEST or
KERBERCS RESPONSE event.
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The event determines which properties are committed to the record object. To view the default
properties committed for each event, see the r ecor d property below.

For built-in records, each unique record is committed only once, even if the conmi t Recor d()
method is called multiple times for the same unique record.

Properties
addr esses: Array of Objects
The addresses from which the requested ticket is valid.

Access only on KERBEROS REQUEST events; otherwise, an error will occur.
apQOptions: Object
An object containing boolean values for each option flag in AP_REQ messages.
Access only on KERBEROS REQUEST events; otherwise, an error will occur.
clientPrincipal Nane: String
The client principal name.
cNanes: Array of Strings
The name portions of the principal identifier.
cNaneType: String
The type for the cNames field.
cReal m String
The client realm.
eDat a: Buffer
Additional information about the error returned in the response.

Access only on KERBEROS RESPONSE events; otherwise, an error will occur.
error: String
The error returned.

Access only on KERBEROS RESPONSE events; otherwise, an error will occur.
from String
In AS_REQ and TGS_REQ message types, the time when the requested ticket is to be postdated to.
Access only on KERBEROS REQUEST events; otherwise, an error will occur.
i sAccount Privil eged: Boolean
The value is true if the account specified in the cl i ent Pri nci pal Nane property is privileged.
kdcOpti ons: Object
An object containing boolean values for each option flag in AS_REQ and TGS_REQ messages.
Access only on KERBEROS REQUEST events; otherwise, an error will occur.
nsgType: String
The message type. Possible values are:

e AP REP
e AP REQ
e AS REP

e AS_REQAUTHENTI CATOR
e ENC _AS REP_PART

e ENC _KRB_CRED PART

e ENC KRB PRI V_PART

e ENC _P_REP_PART

e ENC TGS REP_PART
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e ENC_TI CKET_PART

e KRB_CRED
e KRB_ERRCR
e KRB PRV
e KRB_SAFE
e TGS REP

e TGS REQ

e TICKET

paDat a: Array of Objects
The pre-authentication data.
processi ngTi me: Number
The processing time, expressed in milliseconds.

Access only on KERBEROS RESPONSE events; otherwise, an error will occur.
real m String
The server realm. In an AS_REQ message type, this is the client realm.
record: Object
The record object that can be sent to the configured recordstore through a call to
Ker ber os. conmi t Recor d() on either a KERBEROS REQUEST or KERBERCS RESPONSE event.

The event on which the method was called determines which properties the default record object
can contain as displayed in the following table:

KERBEROS REQUEST KERBERCS RESPONSE
clientlsExternal clientlsExternal
cNanes cNanes

cNanmeType cNanmeType

cReal m cReal m

client Zer owd cl i ent Zer owd
encrypt edTi cket Lengt h encrypt edTi cket Lengt h
eType error

from nsgType

i sAccount Privil eged i sAccount Privil eged
nmsgType processi ngTi ne
realm real m

recei ver| sgxt er nal recei ver| sExt er nal
regByt es roundTri pTi me
reqlL2Byt es rspBytes

regPkt s rspL2Byt es

reqRTO rspPkt s

sender | sExt er nal rspRTO

server Zer owd sender | sExt er nal
sNanes server | sExt er nal
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KERBEROS_REQUEST KERBEROS_RESPONSE
sNaneType sNanes

ti cket ETypeNane sNaneType

till ti cket ETypeNane

server Zer oWwhd

reqETypes: Array of Numbers
An array of numbers that correspond to preferred encryption methods.

Encryption method Number
nt | m hash -150
aes256- ct s- hmac- shal- 96-pl ain -149
aesl128-cts-hmac-shal-96-pl ain -148
rc4-pl ai n-exp -141
rc4-plain - 140
rc4-pl ai n- ol d- exp -136
rc4- hmac- ol d- exp -135
rc4-plain-old -134
rcr-hmac-old -133
des-plain -132
rc4-sha -131
rc4-1m -130
rc4-pl ai n2 -129
rcd-ml4 -128
nul | 0
des-chc-crc 1
des-cbc-nd4 2
des-cbc- nd5 3
des3- cbc- md5 5
des3-cbc-shal 7
dsaWt hSHA1- CnsQ D 9
md5W t hRSAEncr ypti on- CnsQO D 10
shalW t hRSAEncrypti on- CnsQO D 11
rc2CBC- Enva D 12
rsaEncrypti on- EnvO D 13

r saES- OAEP- ENV- O D 14
des- ede3- cbc- Env- A D 15
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Encryption method Number
des3-cbc-shal-kd 16
aes128-cts-hnmac-shal- 96 17
aes256-ct s- hmac- shal- 96 18
aes128-cts- hmac- sha256- 128 19
aes256-ct s- hnac- sha384- 192 20
rc4- hmac 23
rc4- hmac- exp 24
canel | i a128-cts-cnac 25
canel | i a256- ct s-cnac 26
subkey- keymat eri al 65

reqETypeNanes: Array of Strings

An array of the preferred encryption methods.
reqZer owhd: Number

The number of zero windows in the request.
rspZer owhd: Number

The number of zero windows in the response.
server Princi pal Nane: String

The server principal name (SPN).
sNanes: Array of Strings

The name portions of the server principal identifier.
sNaneType: String

The type for the sNames field.
ticket: Object

A newly generated ticket in an AP_REP message or a ticket to authenticate the client to the server in
an AP_REQ message.

till: String
The expiration date requested by the client in a ticket request.

Access only on KERBEROS REQUEST events; otherwise, an error will occur.

LDAP

The LDAP class enables you to store metrics and access properties on LDAP_REQUEST and
LDAP_RESPONSE events.

Events
LDAP_REQUEST

Runs on every LDAP request processed by the device.
LDAP_RESPONSE

Runs on every LDAP response processed by the device.
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Methods

conmi t Record(): void
Sends a record to the configured recordstore on either an LDAP_REQUEST or LDAP_RESPONSE
event.

The event determines which properties are committed to the record object. To view the default
properties committed for each event, see the r ecor d property below.

For built-in records, each unique record is committed only once, even if the conmi t Recor d()
method is called multiple times for the same unique record.

Properties
bi ndDN: String
The bind DN of the LDAP request.

Access only on LDAP_REQUEST events; otherwise, an error will occur.
cont rol s: Array of Objects

An array of objects containing the LDAP controls of the LDAP request. Each object contains the
following properties:

control Type: String
The OID of the LDAP control.
criticality: Boolean

Indicates whether the control is required. If cri ti cal i ty issettotrue, the server should
process the control or fail the operation.

control Val ue: Buffer
The optional control value, which specifies additional information about how the control
should be processed.
Access only on LDAP_REQUEST events; otherwise, an error will occur.
dn: String
The LDAP distinguished name (DN). If no DN is set, <ROOT> will be returned instead.
encryptionProtocol : String
The protocol that the transaction is encrypted with.
error: String
The LDAP short error string as defined in the protocol (for example, noSuchObiject).

Access only on LDAP_RESPONSE events; otherwise, an error will occur.

Result Code Result String

1 operationsError

2 protocol Error

3 timeLi m t Exceeded

4 si zeLi m t Exceeded

7 aut hiet hodNot Support ed

8 st ronger Aut hRequi r ed

11 admi nLi m t Exceeded

12 unavai | abl eCri ti cal Ext ensi on
13 confidentialityRequired
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Result Code Result String

16 noSuchAttri bute

17 undefi nedAttri but eType
18 i nappropri at eMat chi ng

19 constraintViolation

20 attri buteO Val ueExi sts
21 i nval i dAttri but eSynt ax
32 NoSuchhj ect

33 al i asProbl em

34 i nval i dDNSSynt ax

36 al i asDef er enci ngPr obl em
48 i nappr opri at eAut henti cati on
49 i nval i dCredenti al s

50 i nsufficient AccessRi ghts
51 busy

52 unavai | abl e

53 unwi | I'i ngToPerform

54 | oopDet ect

64 nam ngVi ol ati on

65 obj ect d assViol ati on

66 not Al | owedOnNonLeaf

67 not Al | owedOnRDN

68 entryAl readyExi sts

69 obj ect d assMbdsPr ohi bi t ed
71 af fectsMul ti pl eDSAs

80 ot her

errorDetail: String
The LDAP error detail, if available for the error type. For example, "protocolError : historical protocol
version requested, use LDAPv3 instead."
Access only on LDAP_RESPONSE events; otherwise, an error will occur.
i sEncrypt ed: Boolean
The value is true if the transaction is encrypted with TLS.
i sDecrypt ed: Boolean

The value is true if the ExtraHop system securely decrypted and analyzed the transaction. Decrypted
traffic analysis can expose advanced threats that hide within encrypted traffic.

i sPasswor dEnpty: Boolean
The value is true if the request does not specify a password for authentication.
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Access only on LDAP_REQUEST events; otherwise, an error will occur.
i sSi gned: Boolean
The value is true if the LDAP transaction has been signed by the source machine.
net hod: String
The LDAP method.
nsgl d: Number
The LDAP message ID, which correlates LDAP requests and responses.
nsgSi ze: Number
The size of the LDAP message, expressed in bytes.
processi ngTi ne: Number
The server processing time, expressed in milliseconds. The value is NaN on malformed and aborted
responses, if the timing is invalid, or if the timing is not available. Available for the following:

e Bi ndRequest

e Sear chRequest

e MdifyRequest

e AddRequest

e Del Request

e Mdi f yDNRequest
e Conpar eRequest
e ExtendedRequest

Applies only to LDAP_RESPONSE events.
record: Object

The record object that can be sent to the configured recordstore through a call to
LDAP. commi t Recor d() on either an LDAP_REQUEST or LDAP_RESPONSE event.

The event on which the method was called determines which properties the default record object
can contain as displayed in the following table:

LDAP_REQUEST LDAP_RESPONSE

bi ndDN clientlsExternal
clientlsExternal clientZerowd
clientZer owd dn

dn error

i sSi gned i sSi gned

met hod errorDetail
nsgSi ze nmet hod

recei verl sext er nal nsgSi ze

regByt es processi ngTi e
reqL2Byt es recei ver| sExt er nal
reqPkt s roundTri pTi me
regRTO rspBytes

sasl Mechani sm rspL2Byt es
searchFilter rspPkts
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LDAP_REQUEST LDAP_RESPONSE
sear chScope rspRTO

sender | sExt er nal sasl Mechani sm
server| sExt er nal sender | sExt er nal
server Zer oWwd server| sExt er nal

server Zer oWwhd

reqByt es: Number

The number of L4 request bytes, excluding L4 headers.
reqL2Byt es: Number

The number of L2 request bytes, including L2 headers.
reqPkts: Number

The number of request packets.
reqRTO.  Number

The number of request retransmission timeouts (RTOs).
reqZer ovwd: Number

The number of zero windows in the request.
roundTri pTi me: Number

The median round trip time (RTT), expressed in milliseconds. An RTT is the time it took for a device
to send a single TCP packet and receive an immediate corresponding acknowledgment (ACK) packet.
The median value is calculated by sampling the RTTs observed since the last LDAP_REQUEST or
LDAP_RESPONSE event ran. The value is NaNif there are no RTT samples.

rspBytes: Number

The number of L4 response bytes, excluding L4 protocol overhead, such as ACKs, headers, and
retransmissions.

rspL2Byt es: Number

The number of L2 response bytes, including protocol overhead, such as headers.
rspPkts: Number

The number of response packets.
rspRTO. Number

The number of response retransmission timeouts (RTOs).
rspZer owd: Number

The number of zero windows in the response.
sasl Mechani sm String

The string that defines the SASL mechanism that identifies and authenticates a user to a server.
searchAttri butes: Array

The attributes to return from objects that match the filter criteria.

Access only on LDAP_REQUEST events; otherwise, an error will occur.
searchFilter: String
The mechanism to allow certain entries in the subtree and exclude others.

Access only on LDAP_REQUEST events; otherwise, an error will occur.
sear chResul t s: Array of Objects

An array of objects containing the search results returned in an LDAP response. Each object contains
the following properties:
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type: String
The type of search result.
val ues: Array of Buffers
An array of Buffer objects containing the search result values.

Access only on LDAP_REQUEST events; otherwise, an error will occur.
sear chScope: String
The depth of a search within the search base.

Access only on LDAP_REQUEST events; otherwise, an error will occur.

LLDP
The LLDP class enables you to access properties on LLDP_FRANME events.

Events
LLDP_FRANE
Runs on every LLDP frame processed by the device.

Properties
chassi sl d: Buffer
The chassis ID, obtained from the chassisld data field, or type-length-value (TLV).
chassi sl dSubt ype: Number
The chassis ID subtype, obtained from the chassisID TLV.
destination: String
The destination MAC address. The destination MAC address. The most common destinations are
01- 80- C2- 00- 00- 00, 01- 80- C2- 00- 00- 03 and 01- 80- C2- 00- 00- O, indicating multicast
addresses.
opt TLVs: Array
An array containing the optional TLVs. Each TLV is an object with the following properties:
cust onubt ype: Number
The subtype of an organizationally specific TLV.
i sCust om Boolean
Returns true if the object is an organizationally specific TLV.
oui : Number
The organizationally unique identifier for organizationally specific TLVs.
type: Number
The type of TLV.
val ue: String
The value of the TLV.
portld: Buffer
The port ID, obtained from the portld TLV.
port | dSubtype: Number
The port ID subtype, obtained from the portld TLV.
source: Device
The device sending the LLDP frame.
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ttl: Number

The time to live, expressed in seconds. This is the length of time during which the information in this
frame is valid, starting with when the information is received.

LLM\R

The LLMNR class enables you to store metrics and access properties on LLMNR_REQUEST and
LLMNR_RESPONSE events.

Events
LLMNR_REQUEST

Runs on every LLMNR request processed by the device.
LLMNR_RESPONSE

Runs on every LLMNR response processed by the device.

Methods
conmi t Record(): void
Sends a record to the configured recordstore on an LLMNR_REQUEST or LLMNR_RESPONSE event.

The event determines which properties are committed to the record object. To view the default
properties committed to the record object, see the r ecor d property below.

For built-in records, each unique record is committed only once, even if the conmi t Recor d()
method is called multiple times for the same unique record.

Properties
answer : Object
An object that corresponds to an answer resource record.

Access only on LLMNR _RESPONSE events; otherwise, an error will occur.

The objects contain the following properties:

dat a: String | IPAddress

The value of data depends on the type. The value is nul | for unsupported record types.
Supported record types include:

e A

o  AAAA
e NS

e PTR

e CNAME
o WX

e SRV

e SOA

e TXT

nane: String

The record name.
ttl: Number

The time-to-live value.
type: String

The LLMNR record type.
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error: String
The name of the LLMNR error code, in accordance with IANA LLMNR parameters.

Returns OTHER for error codes that are unrecognized by the system; however, er r or Numspecifies
the numeric code value.

Access only on LLMNR _RESPONSE events; otherwise, an error will occur.
error Num Number
The numeric representation of the LLMNR error code in accordance with IANA LLMNR parameters.

Access only on LLMNR _RESPONSE events; otherwise, an error will occur.
opcode: String

The name of the LLMNR operation code in accordance with IANA LLMNR parameters. The following
codes are recognized by the ExtraHop system:

OpCode Name

Query
| Query (I nverse Query - (bsol ete)

St at us

Unassi gned

Noti fy

Updat e

ol bW |IDN|F-|O

-15 Unassi gned

Returns OTHER for codes that are unrecognized by the system; however, the opcodeNumproperty
specifies the numeric code value.

opcodeNum Number

The numeric representation of the LLMNR operation code in accordance with IANA LLMNR
parameters.

gnane: String
The hostname queried.

qtype: String
The name of the LLMNR request record type in accordance with IANA LLMNR parameters.
Returns OTHER for types that are unrecognized by the system; however, the qt ypeNumproperty
specifies the numeric type value.

gt ypeNum Number

The numeric representation of the LLMNR request record type in accordance with IANA LLMNR
parameters.

record: Object
The record object that can be sent to the configured recordstore through a call to
LLMNR. conmi t Recor d() on either an LLMNR_REQUEST or LLMNR RESPONSE event.

The default record object can contain the following properties:

LLMNR_REQUEST LLMNR_RESPONSE
clientl sExternal answer

opcode clientlsExternal
gnane error
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LLMNR_REQUEST LLMNR_RESPONSE

qt ype opcode

recei ver| sExt er nal gnamne

regByt es qt ype

regL2Byt es recei ver| sExt er nal
reqPkt s r spByt es

sender | sExt er nal rspL2Byt es
server | sExt er nal rspPkts

sender | sExt er nal

server | sExt er nal

reqByt es: Number
The number of L4 request bytes, excluding L4 headers.

Access only on LLMNR_REQUEST events; otherwise, an error will occur.
reqlL2Byt es: Number
The number of L2 request bytes, including L2 headers.

Access only on LLMNR_REQUEST events; otherwise, an error will occur.
reqPkts: Number
The number of request packets.

Access only on LLMNR_REQUEST events; otherwise, an error will occur.
rspByt es: Number
The number of L4 response bytes, excluding L4 protocol overhead, such as ACKs, headers, and
retransmissions.
Access only on LLIMNR _RESPONSE events; otherwise, an error will occur.
rspL2Byt es: Number
The number of L2 response bytes, including protocol overhead, such as headers.

Access only on LLIMNR_RESPONSE events; otherwise, an error will occur.
rspPkts: Number
The number of application-level response bytes.

Access only on LLMNR_RESPONSE events; otherwise, an error will occur.

Mentache

The Memcache class enables you to store metrics and access properties on MEMCACHE REQUEST and
MEMCACHE_RESPONSE events.

Events
MEMCACHE REQUEST

Runs on every memcache request processed by the device.
VEMCACHE RESPONSE

Runs on every memcache response processed by the device.
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Methods

conmi t Record(): void
Sends a record to the configured recordstore on either a NEMCACHE REQUEST or
MEMCACHE _RESPONSE event.

The event determines which properties are committed to the record object. To view the default
properties committed for each event, see the r ecor d property below.

For built-in records, each unique record is committed only once, even if the conmi t Recor d()
method is called multiple times for the same unique record.

Properties
accessTi me: Number
The access time, expressed in milliseconds. Available only if the first key that was requested
produced a hit.
Access only on MEMCACHE_RESPONSE events; otherwise, an error will occur.
error: String
The detailed error message recorded by the ExtraHop system.

Access only on MEMCACHE RESPONSE events; otherwise, an error will occur.
hits: Array
An array of objects containing the Memcache key and key size.

Access only on MEMCACHE RESPONSE events; otherwise, an error will occur.

key: String | null
The Memcache key for which this was a hit, if available.
si ze: Number
The size of the value returned for the key, expressed in bytes.
i sBi naryProt ocol : Boolean

The valueis t r ue if the request/response corresponds to the binary version of the memcache
protocol.

i sNoRepl y: Boolean
The value is t r ue if the request has the "noreply" keyword and therefore should never receive a
response (text protocol only).
Access only on MEMCACHE REQUEST events; otherwise, an error will occur.
i sRsplnplicit: Boolean
The value is t r ue if the response was implied by a subsequent response from the server (binary
protocol only).
Access only on MEMCACHE RESPONSE events; otherwise, an error will occur.
net hod: String
The Memcache method as recorded in Metrics section of the ExtraHop system.
m sses: Array
An array of objects containing the Memcache key.

Access only on MEMCACHE RESPONSE events; otherwise, an error will occur.

key: String | null
The Memcache key for which this was a miss, if available.
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record: Object
The record object that can be sent to the configured recordstore through a call to
Mentache. commi t Recor d() on either a MEMCACHE REQUEST or MEMCACHE RESPONSE event.

The event on which the method was called determines which properties the default record object
can contain as displayed in the following table:

MEMCACHE_REQUEST MEMCACHE_RESPONSE
clientlsExternal accessTi ne
clientZer owd clientlsExternal

i sBi naryPr ot ocol cli ent Zer oWwhd

i sNoRepl y error

net hod hits

recei ver | sext er nal i sBi naryPr ot ocol
regByt es i sRsplnplicit
reqL2Byt es nmet hod

reqPkt s m sses

regRTO recei ver| sExt er nal
reqSi ze roundTri pTi me
sender | sExt er nal rspByt es

server | sExt er nal rspL2Byt es

server Zer oWwhd rspPkts

vbucket rspRTO

sender | sExt er nal

server | sExt er nal

server Zer owhd

st at usCode

vbucket

reqByt es: Number
The number of L4 request bytes, excluding L4 headers.
reqKeys: Array
An array containing the Memcache key strings sent with the request.
The value of the r eqKeys property is the same when accessed on either the MEMCACHE REQUEST
or the VEMCACHE _RESPONSE event.
reqlL2Byt es: Number
The number of L2 request bytes, including L2 headers.
reqPkts: Number
The number of request packets.
reqRTG. Number
The number of request retransmission timeouts (RTOs).
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Access only on MEMCACHE REQUEST events; otherwise, an error will occur.
reqSi ze: Number

The number of L7 request bytes, excluding Memcache headers. The value is NaN for requests with
no payload, such as GET and DELETE.

reqZer owd: Number
The number of zero windows in the request.
roundTri pTi me: Number

The median round trip time (RTT), expressed in milliseconds. An RTT is the time it took for a device
to send a single TCP packet and receive an immediate corresponding acknowledgment (ACK) packet.
The median value is calculated by sampling the RTTs observed since the last VEMCACHE REQUEST
or VEMCACHE RESPONSE event ran. The value is NaNif there are no RTT samples.

rspBytes: Number

The number of L4 response bytes, excluding L4 protocol overhead, such as ACKs, headers, and
retransmissions.

rspL2Byt es: Number

The number of L2 response bytes, including protocol overhead, such as headers.
rspPkts: Number

The number of response packets.
r spRTO. Number

The number of response retransmission timeouts (RTOs).

Access only on MEMCACHE RESPONSE events; otherwise, an error will occur.
rspZer owd: Number

The number of zero windows in the response.
st at usCode: String

The Memcache status code. For the binary protocol, the ExtraHop system metrics prepend the
method to status codes other than NO_ERROR, but the statusCode property does not. Refer to the
examples for code that matches the behavior of the ExtraHop system metrics.

Access only on MEMCACHE RESPONSE events; otherwise, an error will occur.
vbucket: Number
The Memcache vbucket, if available (binary protocol only).

Trigger Examples

e Example: Record Memcache hits and misses
e Example: Parse memcache keys

Modbus

The Modbus class enables you to access properties from MODBUS REQUEST and MODBUS RESPONSE
events. Modbus is a serial communications protocol that enables connections between multiple devices on
the same network.

Events
MODBUS REQUEST

Runs on every request sent by a Modbus client. A Modbus client in the ExtraHop system is the
Modbus master device.
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MODBUS_RESPONSE

Runs on every response sent by a Modbus server. A Modbus server in the ExtraHop system is the
Modbus slave device.

Methods

conmmi t Record(): void
Sends a record to the configured recordstore on a MODBUS RESPONSE event. Record commits on
MODBUS REQUEST events are not supported.
To view the default properties committed to the record object, see the r ecor d property below.

For built-in records, each unique record is committed only once, even if the conmi t Recor d()
method is called multiple times for the same unique record.

Properties
error: String
The detailed error message recorded by the ExtraHop system.

Access only on MODBUS RESPONSE events; otherwise, an error will occur.
functionl d: Number
The Modbus function code contained in the request or response.

Function ID Function name

Read Coi |

Read Di screte Inputs

Read Hol di ng Regi sters

Wite Single Coil

1
2
3
4 Read | nput Registers
5
6

Wite Single Holding Register

15 Wite Multiple Coils

16 Wite Multiple Holding Registers

functi onNane: String
The name of the Modbus function code contained in the request or response.
i sRegAbort ed: Boolean
The value is t r ue if the connection is closed before the request was complete.
i sSRspAborted: Boolean
The value is t r ue if the connection is closed before the response was complete.

Access only on MODBUS RESPONSE events; otherwise, an error will occur.
payl oad: Buffer

The Buffer object containing the body of the request or response.
payl oadCf f set : Number

The file offset, expressed in bytes, within the r esour ce property. The payload property is obtained
from the r esour ce property at the offset.

processi ngTi ne: Number

The processing time of the Modbus server, expressed in milliseconds. The value is NaN on malformed
and aborted responses or if the timing is invalid.
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Access only on MODBUS RESPONSE events; otherwise, an error will occur.
record: Object

The record object that can be sent to the configured recordstore through a call to
Modbus. conmmi t Recor d on a MODBUS _RESPONSE event.

The default record object can contain the following properties:

e clientlsExternal

e error

e functionld

e functionNane

e protocolld

e reqgL2Bytes

e rspL2Bytes

e receiverlsExternal

e regPkts
e rspPkts
e regBytes
e rspBytes
e regRTO
e rspRTO

e roundTripTinme

e clientZerowd

e sender| sExt ernal

e serverl skxternal

e serverZer oWwd

e statusCode

e txld

e unitld

Access only on MODBUS RESPONSE events; otherwise, an error will occur.
reqByt es: Number

The number of L4 request bytes, excluding L4 headers.

Access only on MODBUS RESPONSE events; otherwise, an error will occur.
reqL2Byt es: Number
The number of L2 request bytes, including L2 headers.

Access only on MODBUS RESPONSE events; otherwise, an error will occur.
reqPkts: Number
The number of packets in the request.

Access only on MODBUS RESPONSE events; otherwise, an error will occur.
reqRTO Number
The number of retransmission timeouts (RTOs) in the request.

Access only on MODBUS RESPONSE events; otherwise, an error will occur.
reqSi ze: Number

The number of L7 request bytes, excluding Modbus headers.
reqTransferTi me: Number

The transfer time of the request, expressed in milliseconds. If the request is contained in a single
packet, the transfer time is zero. If the request spans multiple packets, the value is the amount of
time between detection of the first request packet and detection of the last packet by the ExtraHop
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system. A high value might indicate a large request or a network delay. The value is NaNif there is no
valid measurement, or if the timing is invalid.

reqZer owd: Number
The number of zero windows in the request.

Access only on MODBUS RESPONSE events; otherwise, an error will occur.

roundTri pTi me: Number
The median round trip time (RTT), expressed in milliseconds. An RTT is the time it took for a device
to send a single TCP packet and receive an immediate corresponding acknowledgment (ACK) packet.
The median value is calculated by sampling the RTTs observed since the last MODBUS RESPONSE
event ran. The value is NaNif there are no RTT samples.
Access only on MODBUS RESPONSE events; otherwise, an error will occur.

rspBytes: Number

The number of L4 response bytes, excluding L4 protocol overhead, such as ACKs, headers, and
retransmissions.

rspL2Byt es: Number
The number of L2 response bytes, including protocol overhead, such as headers.

Access only on MODBUS RESPONSE events; otherwise, an error will occur.
rspPkts: Number
The number of packets in the response.

Access only on MODBUS RESPONSE events; otherwise, an error will occur.
r spRTO. Number
The number of retransmission timeouts (RTOs) in the response.

Access only on MODBUS RESPONSE events; otherwise, an error will occur.
rspSi ze: Number
The number of L7 response bytes, excluding Modbus protocol headers.

Access only on MODBUS RESPONSE events; otherwise, an error will occur.
rspTransferTi me: Number

The transfer time of the response, expressed in milliseconds. If the response is contained in a single
packet, the transfer time is zero. If the response spans multiple packets, the value is the amount
of time between detection of the first response packet and detection of the last packet by the
ExtraHop system. A high value might indicate a large response or a network delay. The value is NaN
if there is no valid measurement, or if the timing is invalid.
Access only on MODBUS RESPONSE events; otherwise, an error will occur.

rspZer owd: Number

The number of zero windows in the response.

Access only on MODBUS RESPONSE events; otherwise, an error will occur.
st at usCode: Number
The numeric status code of the response.

Status code number Status description

1 Il egal Function

2 Il egal Data Address
3 Il egal Data Val ue

4 Sl ave Device Failure
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Status code number Status description

5 Acknow edge

6 Sl ave Devi ce Busy

7 Negati ve Acknow edge

8 Menory Parity Error

10 Gat eway Pat h Unavail abl e

11 Gat eway Target Device Failed to Respond

Access only on MODBUS RESPONSE events; otherwise, an error will occur.
t xlI d: Number

The transaction identifier of the request or response.
uni t1d: Number

The unit identifier of the Modbus server responding to the Modbus client.

MongoDB

The MongoDB class enables you to store metrics and access properties on MONGODB_REQUEST and
MONGODB_RESPONSE events.

Events
MONGODB_ REQUEST

Runs on every MongoDB request processed by the device.
MONGODB_ RESPONSE

Runs on every MongoDB response processed by the device.

Methods

conmi t Record(): void
Sends a record to the configured recordstore on either a MONGODB_REQUEST or
MONGODB _RESPONSE event.

The event determines which properties are committed to the record object. To view the default
properties committed for each event, see the r ecor d property below.

For built-in records, each unique record is committed only once, even if the conmi t Recor d()
method is called multiple times for the same unique record.

Properties
col | ection: String

The name of the database collection specified in the current request.
dat abase: String

The MongoDB database instance. In some cases, such as when login events are encrypted, the
database name is not available.

error: String
The detailed error message recorded by the ExtraHop system.
Access only on MONGODB RESPONSE events; otherwise, an error will occur.
i sReqAborted: Boolean
The value is t r ue if the connection is closed before the MongoDB request was complete.
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i sReqTruncat ed: Boolean

The value is t r ue if the request document(s) size is greater than the maximum payload document
size.

i sSRspAborted: Boolean
The value is t r ue if the connection is closed before the MongoDB response was complete.

Access only on MONGODB_ RESPONSE events; otherwise, an error will occur.
net hod: String

The MongoDB database method (appears under Methods in the user interface).
opcode: String

The MongoDB operational code on the wire protocol, which might differ from the MongoDB
method used.

processi ngTi ne: Number
The time to process the request, expressed in milliseconds (equivalent to r spTi meToFi r st Byt e
-reqTi neToLast Byt e). The value is NaN on malformed and aborted responses or if the timing is
invalid.
Access only on MONGODB_ RESPONSE events; otherwise, an error will occur.

record: Object
The record object that can be sent to the configured recordstore through a call to
MongoDB. conmi t Recor d() on either a MONGODB_REQUEST or MONGODB  RESPONSE event.

The event on which the method was called determines which properties the default record object
can contain as displayed in the following table:

MONGCDB_REQUEST

MONGCDB_ RESPONSE

clientl sExternal

clientl sExternal

cli ent Zer oWwhd

cli ent Zer oWwhd

col l ection

col l ection

dat abase dat abase

i sReqAbort ed error

i sReqTruncat ed i sRspAbort ed
nmet hod met hod
opcode opcode

recei ver | sExt er nal

processi ngTi ne

reqByt es

recei ver | sExt er nal

regL2Byt es

roundTri pTi me

reqPkt s rspByt es
reqRTO rspL2Byt es
reqSi ze rspPkts
reqTi mneToLast Byt e rspRTO
sender | sExt er nal rspSi ze

server | sExt er nal

rspTi meToFi r st Byte

server Zer owd

rspTi meToLast Byt e
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MONGCDB_REQUEST MONGCDB_ RESPONSE

user sender | sExt er nal

server | sExt er nal

ser ver Zer oWwhd

user

reqByt es: Number

The number of L4 request bytes, excluding L4 headers.
reqlL2Byt es: Number

The number of L2 request bytes, including L2 headers.
reqPkts: Number

The number of request packets.
reqRTO  Number

The number of request retransmission timeouts (RTOs).
reqSi ze: Number

The number of L7 request bytes, excluding MongoDB headers.
reqTi neToLast Byt e: Number

The time from the first byte of the request until the last byte of the request, expressed in
milliseconds.

reqZer owid: Number
The number of zero windows in the request.

request: Array
An array of JS objects parsed from MongoDB request payload documents. Total document size is
limited to 4K.

If BSON documents are truncated, i sReqTr uncat ed flag is set. Truncated values are represented
as follows:

e Primitive string values like code, code with scope, and binary data are partially extracted.

e Objects and Arrays are partially extracted.

e All other primitive values like Numbers, Dates, RegExp, etc., are substituted with nul | .

If no documents are included in the request, an empty array is returned.
The value of the r equest property is the same when accessed on either the MONGODB_ REQUEST or
the MONGODB _RESPONSE event.

roundTri pTi me: Number

The median round trip time (RTT), expressed in milliseconds. An RTT is the time it took for a device
to send a single TCP packet and receive an immediate corresponding acknowledgment (ACK) packet.
The median value is calculated by sampling the RTTs observed since the last MONGODB_REQUEST or
MONGODB _RESPONSE event ran. The value is NaNif there are no RTT samples.

rspBytes: Number

The number of L4 response bytes, excluding L4 protocol overhead, such as ACKs, headers, and
retransmissions.

rspL2Byt es: Number

The number of L2 response bytes, including protocol overhead, such as headers.
rspPkts: Number

The number of response packets.
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r spRTO. Number
The number of response retransmission timeouts (RTOs).
rspSi ze: Number
The number of L7 response bytes, excluding MongoDB headers.

Access only on MONGODB_ RESPONSE events; otherwise, an error will occur.

rspTi neToFi rst Byt e:  Number
The time from the first byte of the request until the first byte of the response, expressed in
milliseconds. The value is NaN on malformed and aborted responses, or if the timing is invalid.
Access only on MONGODB_ RESPONSE events; otherwise, an error will occur.

rspTi meToLast Byt e: Number
The time from the first byte of the request until the last by of the response, expressed in
milliseconds. The value is NaN on malformed and aborted responses, or if the timing is invalid.
Access only on MONGODB_ RESPONSE events; otherwise, an error will occur.

rspZer owwd: Number
The number of zero windows in the response.

user: String

The user name, if available. In some cases, such as when login events are encrypted, the user name is
not available.

MEMQ
The MSMQ class enables you to store metrics and access properties on MSMQ MESSAGE events.

Events
VBMQ MESSAGE
Runs on every MSMQ user message processed by the device.

Methods
conmi t Record(): void
Sends a record to the configured recordstore on an NBMQ MESSACE event.

To view the default properties committed to the record object, see the r ecor d property below.

For built-in records, each unique record is committed only once, even if the conmi t Recor d()
method is called multiple times for the same unique record.

Properties
adm nQueue: String

The name of the administration queue of the message.
correl ationld: Buffer

The application-generated correlation ID of the message.
dst QueueMyr: String

The destination message broker of the message.
i sEncrypt ed: Boolean

The valueis t r ue if the payload is encrypted.
| abel : String

The label or description of the message.
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nmsgC ass: String
The message class of the message. The following values are valid:
e MOVBG CLASS NORMAL
e MOVBG CLASS ACK REACH QUEUE
e MOVBG CLASS NACK ACCESS DEN ED
e MOVBG CLASS NACK BAD DST Q
e MOVBG CLASS NACK BAD ENCRYPTI ON
e MQJVBG CLASS NACK BAD SI GNATURE
e MUVBG CLASS NACK_COULD NOT_ENCRYPT
e MOVBG CLASS NACK HOP_COUNT_EXCEEDED
e MOVBG CLASS NACK NOT_ TRANSACTI ONAL MSG
e MOVBG CLASS NACK NOT_ TRANSACTI ONAL_Q
e MOVBG CLASS NACK PURGED
e MOVBG CLASS NACK Q EXCEEDED QUOTA
e MOVBG CLASS NACK REACH QUEUE TI MEQUT
e MOVBG CLASS NACK SOURCE COVMPUTER GUI D CHANGED
e MAVBG CLASS NACK UNSUPPORTED CRYPTO PROVI DER
e MOVBG CLASS ACK RECEI VE
e MOVBG CLASS NACK Q DELETED
e MUVBG CLASS NACK Q PURGED
e MUVBG CLASS_ NACK_RECEI VE_TI MEOUT
e MQVBG CLASS NACK_RECEI VE_TI MEOUT AT _SENDER
e MOVBG CLASS REPORT
nsgl d: Number
The MSMQ message id of the message.
payl oad: Buffer
The body of the MSMQ message.
priority: Number
The priority of the message. This can be a number between 0 and 7.
queue: String
The name of the destination queue of the message.
recei ver Byt es: Number
The number of L4 receiver bytes.
recei ver L2Byt es: Number
The number of L2 receiver bytes.
recei ver Pkt s: Number
The number of receiver packets.
recei ver RTO.  Number
The number of retransmission timeouts (RTOs) from the receiver.
recei ver Zer owhd: Number
The number of zero windows sent by the receiver.
record: Object
The record object that can be sent to the configured recordstore through a call to
MSMQ. conmmi t Recor d() on an MSMQ MESSAGE event.
The default record object can contain the following properties:

e adm nQueue
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e clientlsExternal

e dst QueueMyr
e isEncrypted

e | abel
e 1m8QgC ass
e nsgld
e priority
e Queue

e receiverBytes

e receiverlsExternal

e receiverL2Bytes

e receiverPkts

e receiverRTO

e receiverZeroWd

e responseQueue

e roundTripTinme

e senderBytes

e sender| sExt ernal

e serverlsExternal

e senderL2Bytes

e senderPkts

e senderRTO

e serverZer oWwd

e srcQueueMyr
responseQueue: String

The name of the response queue of the message.
roundTri pTi me: Number

The median round trip time (RTT), expressed in milliseconds. An RTT is the time it took for a device
to send a single TCP packet and receive an immediate corresponding acknowledgment (ACK) packet.
The median value is calculated by sampling the RTTs observed since the last MSMQ MESSAGE event
ran. The value is NaNif there are no RTT samples.

sender Byt es: Number

The number of sender L4 bytes.
sender L2Byt es: Number

The number of sender L2 bytes.
sender Pkt s: Number

The number of sender packets.
sender RTO.  Number

The number of retransmission timeouts (RTOs) from the sender.
sender Zer owid: Number

The number of zero windows sent by the sender.
srcQueueMr: String

The source message broker of the message.

Net FI ow

The Net Fl ow class object enables you to store metrics and access properties on NETFLOW RECORD events.
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Events
NETFLOW RECORD
Runs upon receipt of a flow record from a flow network.

Methods

conmmi t Record(): void
Sends a record to the configured recordstore on a NETFLOW RECORD event.
To view the default properties committed to the record object, see the r ecor d property below.
For built-in records, each unique record is committed only once, even if the conmi t Recor d()

method is called multiple times for the same unique record.

findField(field: Number, enterpriseld: Number): String | Number | IPAddress | Buffer
| Boolean

Searches the NetFlow record and returns the specified field. Returns a null value if the field is not in
the record. If the optional ent er pri sel d argument is included, the specified field is returned only if
the enterprise ID is a match, otherwise the method returns a null value.

hasFi el d(fi el d: Number): Boolean
Determines whether the specified field is in the NetFlow record.

Properties
age: Number

The amount of time elapsed, expressed in seconds, between the fi r st and | ast property values
reported in the NetFlow record.

del t aByt es: Number
The number of L3 bytes in the flow since the last NETFLOW RECORD event.
del t aPkt s: Number
The number of packets in the flow since the last NETFLOW RECORD event.
dscp: Number
The number representing the last differentiated services code point (DSCP) value of the flow packet.
dscpNane: String

The name associated with the DSCP value of the flow packet. The following table displays well-
known DSCP names:

Number Name
8 Cs1

10 AF11
12 AF12
14 AF13
16 CS2

18 AF21
20 AF22
22 AF23
24 Cs3

26 AF31
28 AF32

ExtraHop 25.2 Trigger APl Reference 164



EXTRAHOP

Number Name
30 AF33
32 Cs4
34 AF41
36 AF42
38 AF43
40 CSs5
44 VA
46 EF
48 CSé
56 CS7

egressinterface: Flowinterface
The FlowlInterface object that identifies the output device.
fields: Array

An array of objects that contain information fields found in the flow packets. Each object can contain
the following properties:

fieldID: Number
The ID number that represents the field type.
enterpriselD: Number
The ID number that represents enterprise-specific information.
first: Number

The amount of time elapsed, expressed in milliseconds, since the epoch of the first packet in the
flow.

format: String
The format of the NetFlow record. Valid values are Net Fl ow v5, Net Fl ow v9, and | PFI X.
ingressinterface: FlowInterface
The FlowlInterface object that identifies the input device.
ipPrecedence: Number
The value of the IP precedence field associated with the DSCP of the flow packet.
ipproto: String
The IP protocol associated with the flow, such as TCP or UDP.
last: Number
The amount of time elapsed, expressed in milliseconds, since the epoch of the last packet in the flow.
network: FlowNetwork
An object that identifies the FlowNetwork and contains the following properties:
id: String
The identifier of the FlowNetwork.
ipaddr: IPAddress
The IP address of the FlowNetwork.
nextHop: IPAddress
The IP address of the next hop router.
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observationDomain: Number
The ID of the observation domain for the template.
receiver: Object
An object that identifies the receiver and contains the following properties:
asn: Number
The autonomous system number (ASN) of the destination device.
ipaddr: IPAddress
The IP address of the destination device.
prefixLength: Number
The number of bits in the prefix of the destination address.
port: Number
The TCP or UDP port number of the destination device.
record: Object
The record object that can be sent to the configured recordstore through a call to
Net FI ow. commi t Recor d() on a NETFLOW RECORD event.
The default record object can contain the following properties:

e age
o clientlsExternal
e dscpName
e deltaBytes

e deltaPkts

e egressinterface
o first

e format

e ingressinterface
o Jast

e network
e networkAddr
e nextHop
e proto
e receiverAddr
e receiverAsn
e receiverlsExternal
e receiverPort
e receiverPrefixLength
e senderAddr
e senderAsn
e senderlsExternal
e serverlsExternal
e senderPort
e senderPrefixLength
e tcpFlagName
e tcpFlags
sender: Object
An object that identifies the sender and contains the following properties:
asn: Number

The autonomous system number (ASN) of the source device.
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ipaddr: IPAddress
The IP address of the source device.
prefixLength: Number
The number of bits in the prefix of the source address.
port: Number
The TCP or UDP port number of the source device.
tcpFlagNames: Array
A string array of TCP flag names, such as SYN or ACK, found in the flow packets.
tcpFlags: Number
The bitwise OR of all TCP flags set on the flow.
templateld: Number

The ID of the template that is referred to by the record. Template IDs are applicable only to IPFIX
and NetFlow v9 records.

tos: Number
The type of service (ToS) number defined in the IP header.

NFS

The NFS class enables you to store metrics and access properties on NFS_REQUEST and NFS_RESPONSE
events.

Events
NFS REQUEST

Runs on every NFS request processed by the device.
NFS_RESPONSE

Runs on every NFS response processed by the device.

g Note: The NFS_RESPONSE event runs after every NFS_REQUEST event, even if the
corresponding response is never observed by the ExtraHop system.

Methods

conmi t Record(): void
Sends a record to the configured recordstore on an NFS_RESPONSE event. Record commits on
NFS_REQUEST events are not supported.
To view the default properties committed to the record object, see the r ecor d property below.

For built-in records, each unique record is committed only once, even if the conmi t Recor d()
method is called multiple times for the same unique record.

Properties
accessTi ne: Number

The amount of time taken by the server to access a file on disk, expressed in milliseconds. For NFS,
it is the time from every non-pipelined READ and WRITE command in an NFS flow until the payload
containing the response is recorded by the ExtraHop system. The value is NaN on malformed and
aborted responses, or if the timing is invalid or is not applicable.
Access only on NFS_RESPONSE events; otherwise, an error will occur.

aut hMet hod: String

The method for authenticating users.

ExtraHop 25.2 Trigger APl Reference 167



EXTRAHOP

error: String
The detailed error message recorded by the ExtraHop system.

Access only on NFS_RESPONSE events; otherwise, an error will occur.
fil eHandl e: Buffer

The file handle returned by the server on LOOKUP, CREATE, SYMLINK, MKNOD, LINK, or
READDIRPLUS operations.

i sConmandFi | el nf o: Boolean
The value is t r ue for file info commands.
i sConmandRead: Boolean
The value is t r ue for READ commands.
i sCommandW it e: Boolean
The value is t r ue for WRITE commands.
i sSRspAborted: Boolean
The value is true if the connection is closed before the response was complete.

Access only on NFS_RESPONSE events; otherwise, an error will occur.
nmet hod: String

The NFS method. Valid methods are listed under the NFS metric in the ExtraHop system.
of f set: Number

The file offset associated with NFS READ and WRITE commands.

Access only on NFS_REQUEST events; otherwise, an error will occur.
processi ngTi ne: Number

The server processing time, expressed in milliseconds. The value is NaN on malformed and aborted
responses or if the timing is invalid.

Access only on NFS_RESPONSE events; otherwise, an error will occur.
record: Object

The record object that can be sent to the configured recordstore through a call to
NFS. commi t Recor d() on a NFS_RESPONSE event.

The default record object can contain the following properties:

e accessTine

e aut hMvet hod

e clientlsExternal

e clientZerowd

e error

e isCommandFilelnfo
e isComandRead

o isComandWite

e isRspAborted

e et hod

o offset

e processingTi ne

e receiverlsExternal
e renaneDi r Changed
e reqSize

e reqgXfer

e resource

e rspSize
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o rspXfer

e sender| sExt ernal

e serverlsExternal

e serverZer oWwd

e statusCode

e tXxID

e user

e version

Access the record object only on NFS_RESPONSE events; otherwise, an error will occur.
renanmeDi r Changed: Boolean

The value is t r ue if a resource rename request includes a directory move.

Access only on NFS_REQUEST events; otherwise, an error will occur.
reqByt es: Number
The number of L4 request bytes, excluding L4 headers.

Access only on NFS_RESPONSE events; otherwise, an error will occur.
reqL2Byt es: Number
The number of L2 request bytes, including L2 headers.

Access only on NFS_RESPONSE events; otherwise, an error will occur.
reqPkts: Number
The number of request packets.

Access only on NFS_RESPONSE events; otherwise, an error will occur.
reqRTO.  Number
The number of request retransmission timeouts (RTOs).

Access only on NFS_REQUEST events; otherwise, an error will occur.

reqSi ze: Number
The number of L7 request bytes, excluding NFS headers.

reqTransferTi me: Number
The request transfer time, expressed in milliseconds. If the request is contained in a single packet,
the transfer time is zero. If the request spans multiple packets, the value is the amount of time
between detection of the first NFS request packet and detection of the last packet by the ExtraHop
system. A high value might indicate a large NFS request or a network delay. The value is NaNif there
is no valid measurement, or if the timing is invalid.
Access only on NFS_REQUEST events; otherwise, an error will occur.

reqZer owd: Number
The number of zero windows in the request.

resource: String
The path and filename, concatenated together.

roundTri pTi me: Number

The median round trip time (RTT), expressed in milliseconds. An RTT is the time it took for a device
to send a single TCP packet and receive an immediate corresponding acknowledgment (ACK) packet.
The median value is calculated by sampling the RTTs observed since the last NFS_RESPONSE event
ran. The value is NaNif there are no RTT samples.
Access only on NFS_RESPONSE events; otherwise, an error will occur.

rspBytes: Number

The number of L4 response bytes, excluding L4 protocol overhead, such as ACKs, headers, and
retransmissions.
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Access only on NFS_RESPONSE events; otherwise, an error will occur.
rspL2Byt es: Number
The number of L2 response bytes, including protocol overhead, such as headers.

Access only on NFS_RESPONSE events; otherwise, an error will occur.
rspPkts: Number
The number of response packets.

Access only on NFS_RESPONSE events; otherwise, an error will occur.
r spRTO. Number
The number of request retransmission timeouts (RTOs).

Access only on NFS_RESPONSE events; otherwise, an error will occur.
rspSi ze: Number
The number of L7 response bytes, excluding NFS headers.

Access only on NFS_RESPONSE events; otherwise, an error will occur.

rspTransferTi me: Number
The response transfer time, expressed in milliseconds. If the response is contained in a single
packet, the transfer time is zero. If the response spans multiple packets, the value is the amount of
time between detection of the first NFS response packet and detection of the last packet by the
ExtraHop system. A high value might indicate a large NFS response or a network delay. The value is
NaN if there is no valid measurement, or if the timing is invalid.
Access only on NFS_RESPONSE events; otherwise, an error will occur.

rspZer owd: Number
The number of zero windows in the response.

st at usCode: String
The NFS status code of the request or response.

syl i nk: Buffer | null
The argument specified in an NFS SYMLINK request.
The value is null if this property is accessed on an event other than NFS_REQUEST or if the
NFS. nmet hod is not SYMLI NK.

txl d: Number
The transaction ID.

user: String
The ID of the Linux user, formatted as ui d: xxxX.

verifierMethod: String
The method for verifying the sender of the request.

ver si on: Number
The NFS version.

NMF

The NET Message Framing Protocol (NMF) class enables you to store metrics and access properties on
NVF_RECORD events.

Events
NMF_RECORD
Runs on every NMF record processed by the device.
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Methods

conmi t Record(): void
Sends a record to the configured recordstore on an NMF_RECORD event. To view the default
properties committed to the record object, see the record property below.

For built-in records, each unique record is committed only once, even if the conmi t Recor d()
method is called multiple times for the same unique record.

Properties
envel ope: Buffer

The Buffer object that contains the payload bytes of the message.
wi reSi ze: Number

The length of the raw record as it was observed, expressed in bytes. If the record is compressed, this
property reflects the length of the compressed record.

node: Number
The numeric code for the communication mode. The following codes are valid:

Code Description

1 Singleton-Unsized
2 Duplex

3 Simplex

4 Singleton-Sized

vi a: String

The URI that subsequent messages will be sent to.
versi on: String

The version of the NMF protocol.

NTLM

The NTLMclass enables you to store metrics and access properties on NTLM_MESSAGE events.

Events
NTLM_ MESSAGE
Runs on every NTLM message processed by the device.

Methods
conmi t Record(): void
Sends a record to the configured recordstore on an NTLM_MESSAGE event.
To view the default properties committed to the record object, see the r ecor d property below.

For built-in records, each unique record is committed only once, even if the conmi t Recor d()
method is called multiple times for the same unique record.

Properties
cont ai nsM C. Boolean

The value is true if the message includes a Message Integrity Code (MIC) that ensures that the
message has not been tampered with.
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chal | enge: String

The hexadecimal-encoded challenge hash string.
domai n: String

The client domain name included in the challenge hash calculation.
flags: Number

The bitwise OR of the NTLM negotiate flags. For more information, see the NTLM documentation &=
on the Microsoft website.

nmsgType: String
The type of NTLM message. The following message types are valid:
e NTLM AUTH

e NTLM CHALLENCE
e NTLM NEGOTI ATE

nt| n2RspAVPai rs: Array

An array of objects that contain NTLM attribute-value pairs. For more information, see the NTLM
documentation @ on the Microsoft website.

record: Object
The record object that can be sent to the configured recordstore through a call to
NTLM conmmi t Recor d() on a NTLM MESSAGE event.
The default record object can contain the following properties:

e chall enge
e clientlsExternal

e domain
e flags

e |7proto
e nsgType
e proto

e receiverAddr

e receiverlsExternal
e receiverPort

e sender Addr

e sender| sExt ernal

e sender Port

e serverlsExternal

e user

e Wi ndowsVer si on

e workstation

rspVer si on: String

The version of NTLM implemented in the NTLM_AUTH response. The value is nul | for non-
authentication messages. The following versions are valid:

e | M
e NTLM/1
e NTLM/2

user: String
The client username included in the challenge hash calculation.
wi ndowsVer si on: String
The version of Windows running on the client included in the challenge hash calculation.
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wor kst ati on: String
The name of the client workstation included in the challenge hash calculation.

NTP

The Network Time Protocol (NTP) class enables you to store metrics and access properties on
NTP_IMESSAGE events.

Events
NTP_MESSAGE
Runs on every NTP message processed by the device.

Methods

conmi t Record(): void
Sends a record to the configured recordstore on an NTP_VESSAGE event. To view the default
properties committed to the record object, see the r ecor d property below.

For built-in records, each unique record is committed only once, even if the conmi t Recor d()
method is called multiple times for the same unique record.

Properties
flags: Number

The decimal representation of the byte that contains information about the NTP flags. The leap
indicator is contained in the first two bits of the byte, the NTP version is contained in the next three
bits, and the NTP protocol operation mode is contained in the last three bits.

| eapl ndi cat or: Number

Indicates whether an extra second will be added to or removed from the last minute of the day on
the system clock. The following values are valid:

Value Description
0 An extra second will not be added or removed.
1 An extra second will be added to the last minute

of the day. The last minute will have 61 seconds.

2 An extra second will be removed from the last
minute of the day. The last minute will have 59
seconds.

3 Unknown. Clocks are not currently

synchronized.

node: Number
The numeric ID of the NTP protocol operation mode.
nodeNane: String
The name of the NTP protocol operation mode. The following values are valid:

Value Numeric ID
reserved 0
symmetric active 1
symretric passive 2
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Value Numeric ID
client 3
server 4
br oadcast 5
NTP control nessage 6
reserved for private use 7

ori gi nTi mest anp: Number
The local time of the client when the client sent the request to the server, expressed in fractional
seconds since the NTP epoch.

payl oad: Buffer
The Buffer object that contains the raw payload bytes of the NTP message.

pol | :  Number
The maximum amount of time the system waits between NTP messages, expressed in fractional
seconds.

preci si on: Number
The precision of the system clock, expressed in fractional seconds.

recei veTi nest anp: Number
The local time of the server when the server received the request from the client, expressed in
fractional seconds since the NTP epoch.

record: Object

The record object that can be sent to the configured recordstore through a call to
NTP. comm t Recor d() on an NTP_MESSAGE event.

The default record object can contain the following properties:

e application

e extensionCount

e flowd

e nodeNane

e originTinmestanp

e poll

e precision

e receiver

e receiverAddr

e receiverlsEkxterna
e receiverPort

e receiveTi nestanp
o referenceld

o referencel dCode

e referenceTi nestanp
e rootDel ay

e stratum

e sender

e sender Addr

e senderlsExterna

e senderPort

e transnmtTinestanp
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e version
e vl|an

referencel d: Number

The numerical ID of the server or reference clock.
ref erencel dCode: String | Null

The string ID of the server or reference clock.
ref erenceTi nest anp: Number

The last time the system clock was set or corrected, expressed in fractional seconds since the NTP
epoch.

r oot Del ay: Number

The round-trip time delay to the reference clock, expressed in seconds.
root Di spersion: Number

The maximum error relative to the reference clock, expressed in seconds.
stratum Number

The NTP stratum of the system clock.
transm t Ti nest anp: Number

The local time of the server when the server sent the response to the client, expressed in fractional
seconds since the NTP epoch.

ver si on: Number
The version of the NTP protocol.

POP3

The POP3 class enables you to store metrics and access properties on POP3_REQUEST and
POP3_ RESPONSE events.

Events
POP3_REQUEST

Runs on every POP3 request processed by the device.
POP3_RESPONSE

Runs on every POP3 response processed by the device.

Methods

conmi t Record(): void
Sends a record to the configured recordstore on a POP3_RESPONSE event. Record commits on
POP3_REQUEST events are not supported.
To view the default properties committed to the record object, see the r ecor d property below.

For built-in records, each unique record is committed only once, even if the conmi t Recor d()
method is called multiple times for the same unique record.

Properties
dat aSi ze: Number
The size of the message, expressed in bytes.

Access only on POP3_RESPONSE events; otherwise, an error will occur.
error: String
The detailed error message recorded by the ExtraHop system.
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Access only on POP3_RESPONSE events; otherwise, an error will occur.
i sEncrypt ed: Boolean
The value is t r ue if the transaction is over a secure POP3 server.
i sRegAbort ed: Boolean
The value is t r ue if the connection is closed before the POP3 request was complete.
i sSRspAborted: Boolean
The value is t r ue if the connection is closed before the POP3 response was complete.

Access only on POP3_RESPONSE events; otherwise, an error will occur.
net hod: String

The POP3 method such as RETR or DELE.
processi ngTi ne: Number

The server processing time, expressed in milliseconds. The value is NaN on malformed and aborted
responses or if the timing is invalid.

Access only on POP3_RESPONSE events; otherwise, an error will occur.
reci pi entList: Array
An array that contains a list of recipient addresses.

Access only on POP3_RESPONSE events; otherwise, an error will occur.
record: Object

The record object that can be sent to the configured recordstore through a call to
POP3. conmmi t Recor d() on a POP3_RESPONSE event.

The default record object can contain the following properties:

e clientlsExternal

e clientZerowd

e (dataSize

e error

e isEncrypted

e isReqgAborted

e isRspAborted

e et hod

e processingTi ne

e receiverlsExternal
e recipientlList

e reqSize

e reqTineToLastByte
e rspSize

e rspTineToFirstByte
e rspTinmeTolLastByte
e sender

e sender| sExt ernal

e serverlsExternal

e serverZer oWwd

e statusCode

Access the record object only on POP3_ RESPONSE events; otherwise, an error will occur.
reqByt es: Number
The number of L4 request bytes, excluding L4 headers.
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reqL2Byt es: Number

The number of L2 request bytes, including L2 headers.
reqPkts: Number

The number of request packets.
reqRTO.  Number

The number of request retransmission timeouts (RTOs).
reqSi ze: Number

The number of L7 request bytes, excluding POP3 headers.
reqTi meToLast Byt e: Number

The time from the first byte of the request until the last byte of the request, expressed in
milliseconds. The value is NaN on expired requests and responses, or if the timing is invalid.

reqZer owd: Number
The number of zero windows in the request.

roundTri pTi me: Number
The median TCP round trip time (RTT), expressed in milliseconds. An RTT is the time it took for
a device to send a single TCP packet and receive an immediate corresponding acknowledgment
(ACK) packet. The median value is calculated by sampling the RTTs observed since the last
POP3_RESPONSE event ran. The value is NaNif there are no RTT samples.
Access only on POP3_RESPONSE events; otherwise, an error will occur.

rspBytes: Number
The number of L4 response bytes, excluding L4 protocol overhead, such as ACKs, headers, and
retransmissions.
Access only on POP3_RESPONSE events; otherwise, an error will occur.

rspL2Byt es: Number
The number of L2 response bytes, including protocol overhead, such as headers.

Access only on POP3_RESPONSE events; otherwise, an error will occur.
rspPkts: Number
The number of response packets.

Access only on POP3_RESPONSE events; otherwise, an error will occur.
r spRTO. Number
The number of response retransmission timeouts (RTOs).

Access only on POP3_RESPONSE events; otherwise, an error will occur.
rspSi ze: Number
The number of L7 response bytes, excluding POP3 headers.

Access only on POP3_RESPONSE events; otherwise, an error will occur.

rspTi neToFi rst Byt e:  Number
The time from the first byte of the request until the furst byte of the response, expressed in
milliseconds. The value is NaN on malformed and aborted responses, or if the timing is invalid.
Access only on POP3_RESPONSE events; otherwise, an error will occur.

rspTi meToLast Byt e: Number
The time from the first byte of the request until the last byte of the response, expressed in
milliseconds. The value is NaN on malformed and aborted responses, or if the timing is invalid.
Access only on POP3_RESPONSE events; otherwise, an error will occur.

rspZer owd: Number
The number of zero windows in the response.
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sender: String
The address of the sender of the message.

Access only on POP3_RESPONSE events; otherwise, an error will occur.
status: String
The POP3 status message of the response which can be OK, ERR or NULL.

Access only on POP3_RESPONSE events; otherwise, an error will occur.

QicC

The QUI Cclass enables you to store metrics and access properties on QUI C_ OPENand QUI C_CLCSE
events.

Events
QUI C_CLCsE

Runs when a QUIC connection is closed.
QUI C_OPEN

Runs when a QUIC connection is opened.

Methods
conmi t Record(): void

Sends a record to the configured recordstore on either a QUI C_OPENor QUI C_CLCSE event. To
view the default properties committed to the record object, see the r ecor d property below.

For built-in records, each unique record is committed only once, even if the conmi t Recor d()
method is called multiple times for the same unique record.

Properties
record: Object

The record object that can be sent to the configured recordstore through a call to
QUI C. conmi t Recor d() on either a QUI C_OPENor QUI C_CLOSE event.

The default record object can contain the following properties:

e clientAddr

e clientlsExternal

e clientPort

e proto

e receiverlskxternal
e senderl| sExt ernal

e serverAddr

e serverl skxternal

e serverPort

e sni

e version

e vlan
sni : String

The Server Name Indication (SNI), which identifies the name of the server the client is connecting to.
ver sion: String
The version of the QUIC protocol.
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RDP

RDP (Remote Desktop Protocol) is a proprietary protocol created by Microsoft that enables a Windows
computer to connect to another Windows computer on the same network or over the Internet. The RDP
class enables you to store metrics and access properties on RDP_OPEN, RDP_CLGSE, or RDP_TI CK events.

Events
RDP_CLGCSE
Runs when an RDP connection is closed.
RDP_CPEN
Runs when a new RDP connection is opened.
RDP_TI CK
Runs periodically while the user interacts with the RDP application.

Methods
conmi t Record(): void
Sends a record to the configured recordstore on an RDP_OPEN, RDP_CLGSE, or RDP_TI CK event.

The event determines which properties are committed to the record object. To view the default
properties committed to the record object, see the r ecor d property below.

For built-in records, each unique record is committed only once, even if the conmi t Recor d()
method is called multiple times for the same unique record.

Properties
clientBuild: String

The build number of the RDP client. This property is not available if the RDP connection is
encrypted.

client Nane: String

The name of the client computer. This property is not available if the RDP connection is encrypted.
cooki e: String

The auto-connect cookie stored by the RDP client.
deskt opHei ght :  Number

The height of the desktop, expressed in pixels. This property is not available if the RDP connection is
encrypted.

deskt opW dt h:  Number

The width of the desktop, expressed in pixels. This property is not available if the RDP connection is
encrypted.

encryptionProtocol : String

The protocol that the transaction is encrypted with.
error: String

The detailed error message recorded by the ExtraHop system.
i sDecrypt ed: Boolean

The value is true if the ExtraHop system securely decrypted and analyzed the transaction. Decrypted
traffic analysis can expose advanced threats that hide within encrypted traffic.

i sEncrypt ed: Boolean
The value is t r ue if the RDP connection is encrypted.
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The valueis t r ue if an error occurred on the event.

keyboar dLayout : String

The keyboard layout, which indicates the arrangement of keys and the input language. This property

is not available if the RDP connection is encrypted.

record: Object

The record object that can be sent to the configured recordstore through a call to
RDP. conmi t Recor d() on either an RDP_OPEN, RDP_CLCSE, or RDP_TI CK event.

The default record object can contain the following properties:

RDP_OPENand RDP_CLOSE

RDP_TI CK

clientBuild

clientBuild

clientl sExternal

clientBytes

cl i ent Nanme

clientl sExternal

cooki e

clientL2Bytes

deskt opHei ght

cli ent Nane

deskt opW dt h

clientPkts

error

client RTO

i sEncrypted

cli ent Zer oWwhd

keyboar dLayout

cooki e

recei ver | sExt er nal

deskt opHei ght

request edCol or Dept h

deskt opW dt h

request edProt ocol s

error

sel ect edPr ot ocol

i SEncrypt ed

sender | sExt er nal

keyboar dLayout

server | sExt er nal

recei ver | sExt er nal

request edCol or Dept h

request edProt ocol s

roundTri pTi me

sel ect edPr ot ocol

sender | sExt er nal

server Bytes

server | sExt er nal

server L2Byt es

server Pkt s

server RTO

server Zer oWwhd
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request edCol or Dept h: String

The color depth requested by the RDP client. This property is not available if the RDP connection is
encrypted.

request edPr ot ocol s: Array of Strings
The list of supported security protocols.
reqByt es: Number
The number of L4 bytes in the request.

Access only on RDP_TI CK events; otherwise, an error will occur.
reqL2Byt es: Number
The number of L2 bytes in the request.

Access only on RDP_TI CK events; otherwise, an error will occur.
reqPkts: Number
The number of packets in the request.

Access only on RDP_TI CK events; otherwise, an error will occur.
reqRTO.  Number
The number of retransmission timeouts (RTOs) in the request.

Access only on RDP_TI CK events; otherwise, an error will occur.
reqZer owd: Number
The number of zero windows in the request.

Access only on RDP_TI CK events; otherwise, an error will occur.

roundTri pTi me: Number
The median round trip time (RTT), expressed in milliseconds. An RTT is the time it took for a device
to send a single TCP packet and receive an immediate corresponding acknowledgment (ACK) packet.
The median value is calculated by sampling the RTTs observed since the last RDP_TI CK event ran.
The value is NaNif there are no RTT samples.
Access only on RDP_TI CK events; otherwise, an error will occur.

rspBytes: Number
The number of L4 response bytes, excluding L4 protocol overhead, such as ACKs, headers, and
retransmissions.
Access only on RDP_TI CK events; otherwise, an error will occur.

rspL2Byt es: Number
The number of L2 response bytes, including protocol overhead, such as headers.

Access only on RDP_TI CK events; otherwise, an error will occur.
rspPkts: Number

The number of packets in the response.

Access only on RDP_TI CK events; otherwise, an error will occur.
r spRTO. Number

The number of retransmission timeouts (RTOs) in the response.

Access only on RDP_TI CK events; otherwise, an error will occur.
rspZer owwd: Number

The number of zero windows in the response.

Access only on RDP_TI CK events; otherwise, an error will occur.
sel ect edPr ot ocol : String

The selected security protocol.

ExtraHop 25.2 Trigger APl Reference 181



EXTRAHOP

user: String

The username, if available. In some cases, such as when login events are encrypted and the sensor
has not been configured to decrypt the traffic i, the username is unavailable.

Redi s

Remote Dictionary Server (Redis) is an open-source, in-memory data structure server. The Redi s class
enables you to store metrics and access properties on REDI S REQUEST and REDI S RESPONSE events.

Events
REDI S REQUEST

Runs on every Redis request processed by the device.
REDI S_RESPONSE

Runs on every Redis response processed by the device.

Methods

conmi t Record(): void
Sends a record to the configured recordstore on either a REDI S REQUEST or REDI S_ RESPONSE
event.

The event determines which properties are committed to the record object. To view the default
properties committed for each event, see the r ecor d property below.

For built-in records, each unique record is committed only once, even if the conmi t Recor d()
method is called multiple times for the same unique record.

Properties
errors: Array
An array of detailed error messages recorded by the ExtraHop system.

Access only on REDI S RESPONSE events; otherwise, an error will occur.
i sReqAborted: Boolean
The value is t r ue if the connection is closed before the Redis request was complete.
i sRspAborted: Boolean
The value is t r ue if the connection is closed before the Redis response was complete.

Access only on REDI S RESPONSE events; otherwise, an error will occur.
nmet hod: String
The Redis method such as GET or KEYS.
payl oad: Buffer
The body of the response or request.
processi ngTi me: Number
The server processing time, expressed in milliseconds. The value is NaN on malformed and aborted
responses or if the timing is invalid.
Access only on REDI S RESPONSE events; otherwise, an error will occur.
record: Object
The record object that can be sent to the configured recordstore through a call to
Redi s. conmi t Recor d() on eithera REDI S REQUEST or REDI S_RESPONSE event.

The event on which the method was called determines which properties the default record object
can contain as displayed in the following table:
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REDI S_REQUEST REDI S_RESPONSE
clientlsExternal clientlsExternal
clientZer owd client Zer owd
met hod error

recei ver| sgxt er nal met hod

r eqKey processi ngTi ne
reqSi ze recei ver | sext er nal
regTransferTi ne r egKey

i sReqAbort ed rspSi ze

sender | sExt er nal rspTransferTi ne
server Zer oWwhd i sSRspAbort ed

rspTi meToFi r st Byte

rspTi meToLast Byt e

sender | sExt er nal

server | sExt er nal

ser ver Zer oWwd

regKey: Array

An array containing the Redis key strings sent with the request.
reqByt es: Number

The number of L4 request bytes, excluding L4 headers.
reqlL2Byt es: Number

The number of L2 request bytes, including L2 headers.
reqPkts: Number

The number of request packets.
reqRTG. Number

The number of request retransmission timeouts (RTOs).
reqSi ze: Number

The number of L7 request bytes, excluding Redis headers.
reqTransferTi me: Number

The request transfer time, expressed in milliseconds. If the request is contained in a single packet,
the transfer time is zero. If the request spans multiple packets, the value is the amount of time
between detection of the first Redis request packet and detection of the last packet by the ExtraHop
system. A high value might indicate a large Redis request or a network delay. The value is NaN if
there is no valid measurement, or if the timing is invalid.

reqZer owhd: Number
The number of zero windows in the request.
roundTri pTi me: Number

The median TCP round trip time (RTT), expressed in milliseconds. An RTT is the time it took for
a device to send a single TCP packet and receive an immediate corresponding acknowledgment
(ACK) packet. The median value is calculated by sampling the RTTs observed since the last

REDI S_REQUEST or REDI S_RESPONSE event ran. The value is NaNif there are no RTT samples.
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rspBytes: Number

The number of L4 response bytes, excluding L4 protocol overhead, such as ACKs, headers, and
retransmissions.

rspL2Byt es: Number
The number of L2 response bytes, including protocol overhead, such as headers.
rspPkts: Number
The number of response packets.
r spRTO. Number
The number of response retransmission timeouts (RTOs).
rspTransferTi me: Number

The response transfer time, expressed in milliseconds. If the response is contained in a single
packet, the transfer time is zero. If the response spans multiple packets, the value is the amount of
time between detection of the first Redis response packet and detection of the last packet by the
ExtraHop system. A high value might indicate a large Redis response or a network delay. The value is
NaN if there is no valid measurement, or if the timing is invalid.
Access only on REDI S RESPONSE events; otherwise, an error will occur.

rspSi ze: Number

The number of L7 response bytes, excluding Redis headers.

Access only on REDI S RESPONSE events; otherwise, an error will occur.

rspTi neToFi rst Byt e:  Number
The time from the first byte of the request until the furst byte of the response, expressed in
milliseconds. The value is NaN on malformed and aborted responses, or if the timing is invalid.
Access only on REDI S RESPONSE events; otherwise, an error will occur.

rspTi meToLast Byt e: Number
The time from the first byte of the request until the last byte of the response, expressed in
milliseconds. The value is NaN on malformed and aborted responses, or if the timing is invalid.
Access only on REDI S RESPONSE events; otherwise, an error will occur.

rspZer owd: Number
The number of zero windows in the response.

RFB

The RFB class enables you to store metrics and access properties on RFB_OPEN, RFB_CLCSE, and
RFB_TI CK events.

Events
RFB_CLGCSE

Runs when an RFB connection is closed.
RFB_COPEN

Runs when a new RFB connection is opened.
RFB_TI CK

Runs periodically on RFB flows.
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Methods

conmi t Record(): void
Commits a record object to the recordstore. To view the default properties committed to the record
object, see the r ecor d property below.

For built-in records, each unique record is committed only once, even if the conmi t Recor d()
method is called multiple times for the same unique record.

Properties
aut hType: Number
The number that corresponds to the security type negotiated by the client and server.

Access only on RFB_OPEN events; otherwise, an error will occur.

Security type Number
| nval i d 0

None 1

VNC Aut henti cati on 2

Real VNC 3-15

Ti ght 16
Utra 17

TLS 18
VeNCr ypt 19

GI'K- VNC SASL 20

MD5 hash aut henti cation 21
Colin Dean xvp 22

Real VNC 128- 255

aut hResul t: Number
Indicates whether authentication was successful.

Value Description
0 Succeeded
1 Fai | ed

duration: Number
The duration of the RFB session, expressed in seconds.

Access only on RFB_CLCSE events; otherwise, an error will occur.
error: String
The detailed error message recorded by the ExtraHop system.

Access only on RFB_OPEN events; otherwise, an error will occur.
record: Object
The record object committed to the recordstore through a call to RFB. conmi t Recor d() .
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The event on which the method was called determines which properties the default record object
can contain as displayed in the following table:

RFB_OPEN RFB_TI CK RFB_CLCSE
aut hType clientlsExternal clientlskxternal
aut hResul t reqByt es duration
clientl| sExternal recei ver| sExt er nal recei ver| sExt er nal
error regL2Byt es sender | sExt er nal
recei ver | sext er nal reqPkt s server | sExt er nal
sender | sExt er nal reqRTO
server | sExt er nal reqZer oWwhd
version roundTri pTi me

rspBytes

rspL2Byt es

rspPkts

rspRTO
rspZer owhd

sender | sExt er nal

server | sExt er nal

reqByt es: Number
The number of L4 request bytes, excluding L4 headers.

Access only on RFB_TI CK events; otherwise, an error will occur.
reqlL2Byt es: Number
The number of L2 request bytes, including L2 headers.

Access only on RFB_TI CK events; otherwise, an error will occur.
reqPkts: Number
The number of request packets.

Access only on RFB_TI CK events; otherwise, an error will occur.
reqRTG Number
The number of request retransmission timeouts (RTOs).

Access only on RFB_TI CK events; otherwise, an error will occur.
reqZer owhd: Number
The number of zero windows in the request.

Access only on RFB_TI CK events; otherwise, an error will occur.
roundTri pTi me: Number

The median TCP round trip time (RTT), expressed in milliseconds. An RTT is the time it took for a
device to send a single TCP packet and receive an immediate corresponding acknowledgment (ACK)
packet. The median value is calculated by sampling the RTTs observed since the last RFB_TI CK
event ran. The value is NaNif there are no RTT samples.

Access only on RFB_TI CK events; otherwise, an error will occur.
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RPC

rspBytes: Number
The number of L4 response bytes, excluding L4 protocol overhead, such as ACKs, headers, and
retransmissions.
Access only on RFB_TI CK events; otherwise, an error will occur.
rspL2Byt es: Number
The number of L2 response bytes, including protocol overhead, such as headers.

Access only on RFB_TI CK events; otherwise, an error will occur.
rspPkts: Number
The number of response packets.

Access only on RFB_TI CK events; otherwise, an error will occur.
r spRTO. Number
The number of response retransmission timeouts (RTOs).

Access only on RFB_TI CK events; otherwise, an error will occur.
rspZer owwd: Number
The number of zero windows in the response.

Access only on RFB_TI CK events; otherwise, an error will occur.
versi on: String
The version of the RFB protocol negotiated by the client and server.

Access only on RFB_OPEN events; otherwise, an error will occur.

The RPCclass enables you to store metrics and access properties from Microsoft Remote Procedure Call
(MSRPC) activity on RPC_REQUEST and RPC_RESPONSE events.

Events
RPC_REQUEST

Runs on every RPC request processed by the device.
RPC_RESPONSE

Runs on every RPC response processed by the device.

Methods
conmi t Record(): void
Sends a record to the configured recordstore on an RPC_REQUEST or RPC_RESPONSE event.

To view the default properties committed to the record object, see the r ecor d property below.

For built-in records, each unique record is committed only once, even if the conmi t Recor d()
method is called multiple times for the same unique record.

Properties

aut hType: String
The security type negotiated by the client and server. The following types are valid:
e DI GEST
o DPA

e GSS_KERBERCS
e GSS_SCHANNEL
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e KRB5

e BN

e M

o NONE

e NTLMSSP
e SEC CHAN
e SPNEGO

Access only on RPC_RESPONSE events; otherwise, an error will occur.
conmmandLi ne: String | Null
The full command line specified in the RPC request for the following operations:

Interface Operation

Service Control Manager e RCreateServiceW
e RCreateServiceA
e RCreateServi ceWOW4A
e RCreateServi ceWOW4W

| WbenSSer vi ces e ExecMet hod
e ExecMet hodAsync

| Di spat ch e | nvoke

| TaskSchedul er Servi ce e RegisterTask

If the operation is not included in the table above, or the request did not specify a command line, the
valueis nul | .

encryptionProtocol : String

The protocol that the transaction is encrypted with.
i nterface: String

The name of the RPC interface, such as dr suapi and epmapper.
interfaceGUl D:. String

The GUID of the RPC interface. The format of the GUID includes hyphens, as shown in the following
example:

367abb81- 9844- 35f 2- ad32- 98f 038001004

i sEncrypt ed: Boolean
The value is true if the payload is encrypted.
i sDecrypt ed: Boolean

The value is true if the ExtraHop system securely decrypted and analyzed the transaction. Decrypted
traffic analysis can expose advanced threats that hide within encrypted traffic.

i SNDR64: Boolean | null

Indicates whether the request or response was transmitted with the NDR64 transfer syntax. If the
pduType property is not request or response, the value is null.

operation: String
The name of the RPC operation, such as DRSGet NCChanges and ept _nap.
opnum Number
The opnum of the RPC operation. The opnum is the numerical ID of the RPC operation.
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payl oad: Buffer | null

The Buffer object containing the body of the request or response. If the pduType property is not
request or response, the value is null.

pduType: String
The PDU type, which indicates the purpose of the RPC message. The following values are valid:
e ack

e alter context
e alter_context _resp

e auth
e bind
e bind ack
e bind_nak

e cancel _ack
e cl _cancel
e co_cancel

e fack

e fault

e nocall

e orphaned
e ping

e response
e request
e reject
e shut down
e working
record: Object

The record object that can be sent to the configured recordstore through a call to
RPC. commi t Recor d() on an RPC_REQUEST or RPC_RESPONSE event.

The default record object can contain the following properties:

e clientAddr

e clientBytes

e clientlsExternal
e clientL2Bytes

e clientPkts

e clientPort

e clientRTO

e clientZerowd

e interface

e operation

e proto

e receiverlsExternal
e roundTripTinme

e sender| sExt ernal
e serverAddr

e serverBytes

e serverl skxternal
e serverlL2Bytes

e serverPkts
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e serverPort

e serverRTO

e serverZer oWwd
e user

regi stryKey: String | Null
The Windows registry key specified in the RPC request for the following operations:

Interface Operation

W nReg e BaseRegC oseKey
e BaseRegCreat eKey
e BaseRegOpenKey
e BaseRegQueryVal ue
e BaseRegSet Val ue

If the operation is not included in the table above, or the request did not specify a registry key, the
valueisnul | .

reqByt es: Number

The number of L4 request bytes, excluding L4 headers.
reqlL2Byt es: Number

The number of L2 request bytes, including L2 headers.
reqPkts: Number

The number of request packets.
reqRTO  Number

The number of request retransmission timeouts (RTOs).
reqZer owid: Number

The number of zero windows in the request.
roundTri pTi me: Number

The median TCP round trip time (RTT), expressed in milliseconds. An RTT is the time it took for a
device to send a single TCP packet and receive an immediate corresponding acknowledgment (ACK)
packet. The median value is calculated by sampling the RTTs observed since the last RPC_REQUEST
or RPC_RESPONSE event ran. The value is NaNif there are no RTT samples.

rspBytes: Number

The number of L4 response bytes, excluding L4 protocol overhead, such as ACKs, headers, and
retransmissions.

rspL2Byt es: Number
The number of L2 response bytes, including protocol overhead, such as headers.
rspPkts: Number
The number of response packets.
r spRTO. Number
The number of response retransmission timeouts (RTOs).
rspZer owid: Number
The number of zero windows in the response.
sessi onl d: Number
The ID of the associated SMB session.
servi ceName: String | Null
The name of the Windows service specified in the RPC request for the following operations:
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Interface Operation

Servi ce Control Manager e RCreateServiceW

e RCreateServiceA
e RCreateServi ceWOW4A
e RCreateServi ceWOW4W

If the operation is not included in the table above, or the request did not specify a service, the value
isnul | .

user: String

The user name, if available. In some cases, such as when login events are encrypted, the user name is
not available.

RTCP

The RTCP class enables you to store metrics and access properties on RTCP_MESSAGE events.

Events
RTCP_NMESSAGE
Runs on every RTCP UDP packet processed by the device.

Methods
conmi t Record(): void
Sends a record to the configured recordstore on an RTCP_MESSACE event.

To view the default properties committed to the record object, see the r ecor d property below.

For built-in records, each unique record is committed only once, even if the conmi t Recor d()
method is called multiple times for the same unique record.

Properties
cal I I d: String

The Call ID for associating with a SIP flow.
packets: Array

An array of RTCP packet objects where each object represents a packet and contains a packetType
field. Each object has different fields based on the message type, as described below.

packet Type: String

The type of packet. If the packet type is not recognizable, then the packet Type will be
"Unknown N" where N is the RTP control packet type value.

Value Type Name

194 SMPTETC SMPTE ti me- code mappi ng

195 1J Extended inter-arrival jitter
r eport

200 SR sender report

201 RR recei ver report

202 SDES source description

203 BYE goodbye
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Value Type Name

204 APP appl i cation-defi ned

205 RTPFB Generic RTP Feedback

206 PSFB Payl oad- specific

207 XR ext ended report

208 AVB AVB RTCP packet

209 RSI Recei ver Sunmmary | nformation
210 TOKEN Port Mappi ng

211 | DVB | DVMS Settings

The following list describes the fields for each type of packet object:
APP

nane: String

The name chosen by the person defining the set of APP packets to be unique.
Interpreted as four case-sensitive ASCII characters.

ssrc: Number
The SSRC of the sender.
val ue: Buffer
The optional application-dependent data.
BYE

packet Type: Number
Contains the number 203 to identify this as an RTCP BYE packet.
SR

nt pTi nest anp: Number

The NTP timestamp, converted to milliseconds since the epoch (January 1,
1970).

report Bl ocks: Array
An array of report objects which contain:
fractionLost: Number

The 8-bit number indicating the number of packets lost divided by the
number of packets expected.

jitter: Number

An estimate of the statistical variance of the RTP data packet interarrival
time, expressed in milliseconds.

| ast SR Number
The middle 32 bits of the ntp_Timestamp received as part of the most

recent RTCP sender report (SR) packet from the source SSRC. If no SR
has been received yet, this field is set to zero.

| ast SRDel ay: Number

The delay between receiving the last SR packet from the source SSRC
and sending this reception block, expressed in units of 1/65536 seconds.
If no SR packet has been received yet, this field is set to zero.
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packet sLost: Number

The total number of RTP data packets from the source SSRC that have
been lost since the beginning of reception.

seqNum  Number
The highest sequence number received from the source SSRC.
ssrc: Number
The SSRC of the sender.
rtpTi mest anp: Number

The RTP timestamp, converted to milliseconds since the epoch (January 1,
1970).

sender Cct et s: Number
The sender octet count.
sender Pkt s: Number

The sender packet count.
RR

report Bl ocks: Array
An array of report objects which contain:
fractionLost: Number

The 8-bit number indicating the number of packets last divided by the
number of packets expected.

jitter: Number
An estimate of the statistical variance of the RTP data packet interarrival,
expressed in milliseconds.

| ast SR Number
The middle 32 bits of the ntp_Timestamp received as part of the most

recent RTCP sender report (SR) packet from the source SSRC. If no SR
has been received yet, this field is set to zero.

| ast SRDel ay: Number
The delay between receiving the last SR packet from the source SSRC

and sending this reception report block, expressed in units of 1/65536
seconds. If no SR packet has been received yet, this field is set to zero.

packet sLost: Number

The total number of RTP data packets from the source SSRC that have
been lost since the beginning of reception.

seqNum  Number
The highest sequence number received from the source SSRC.
ssrc: Number
The SSRC of the sender.
ssrc: Number
The SSRC of the sender.
SDES

descri pti onBl ocks: Array
An array of objects that contain:
type: Number
The SDES type.
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SDES Type Abbrev. Name

0 END end of SDES |i st

1 CNAMVE canoni cal nane

2 NANVE user name

3 EMAI L user's el ectronic
mai | addr ess

4 PHONE user's phone nunber

5 LOC geogr aphi c user
| ocation

6 TOOL name of application
or tool

7 NOTE noti ce about the
sour ce

8 PRI V private extensions

9 H323- C ADDR H. 323 cal | abl e
addr ess

10 APS] Application Specific
I dentifier

val ue: Buffer
A buffer containing the text portion of the SDES packet.
ssrc: Number
The SSRC of the sender.
XR

ssrc: Number
The SSRC of the sender.
xr Bl ocks: Array
An array of report blocks which contain:
st at Summary: Object
Type 6 only. The st at Summar y object contains the following properties:
begi nSeq: Number
The beginning sequence number for the interval.
devJitter: Number

The standard deviation of the relative transit time between each
two packet series in the sequence interval.

devTTLOr HL:  Number

The standard deviation of TTL or Hop Limit values of data packets
in the sequence number range.

dupPacket s: Number

The number of duplicate packets in the sequence number interval.
endSeq: Number

The ending sequence number for the interval.

ExtraHop 25.2 Trigger APl Reference 194



EXTRAHOP

| ost Packets: Number
The number of lost packets in the sequence number interval.
maxJitter: Number

The maximum relative transmit time between two packets in the
sequence interval, expressed in milliseconds.

nmaxTTLO  HL: Number

The maximum TTL or Hop Limit value of data packets in the
sequence number range.

neandJitter: Number

The mean relative transit time between two packet series in the
sequence interval, rounded to the nearest value expressible as an
RTP timestamp, expressed in milliseconds.

nmeanTTLOr HL:  Number

The mean TTL or Hop Limit value of data packets in the sequence
number range.

m nJitter: Number

The minimum relative transmit time between two packets in the
sequence interval, expressed in milliseconds.

m NnTTLO  HL:  Number

The minimum TTL or Hop Limit value of data packets in the
sequence number range.

ssrc: Number

The SSRC of the sender.
type: Number

The XR block type.

Block Type Name

1 Loss RTE Report Bl ock

2 Duplicate RLE Report Bl ock

3 Packet Receipt Tines Report Bl ock

4 Recei ver Reference Tine Report
Bl ock

5 DLRR Report Bl ock

6 Statistics Summary Report Bl ock

7 Vol P Metrics Report Bl ock

8 RTCP XP

9 Texas I nstruments Extended Vol P
Qual ity Bl ock

10 Post-repair Loss RLE Report Bl ock

11 Mul ticast Acquisition Report
Bl ock

12 | BVB Report Bl ock

13 ECN Summary Report
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Block Type Name

14 Measur enent | nfornmation Bl ock

15 Packet Delay Variation Metrics
Bl ock

16 Del ay Metrics Bl ock

17 Burst/ Gap Loss Summary Statistics
Bl ock

18 Burst/ Gap Di scard Sumary
Statistics Block

19 Frame | npairnent Statistics
Summary

20 Burst/ Gap Loss Metrics Bl ock

21 Burst/ Gap Di scard Metrics Bl ock

22 MPE& Transport Stream PSI -
| ndependent
Decodability Statistics Metrics
Bl ock

23 De-Jitter Buffer Metrics Bl ock

24 Di scard Count Metrics Bl ock

25 DRLE (Di scard RLE Report)

26 BDR (Bytes Di scarded Report)

27 RFI SD (RTP Flows Initi al
Synchroni zati on Del ay)

28 RFSO (RTP Fl ows Synchroni zati on
O fset Metrics Bl ock)

29 MOS Metrics Bl ock

30 LCB (Loss Conceal nent Metrics
Bl ock)

31 CSB (Conceal ed Seconds Metrics
Bl ock)

32 MPE& Transport Stream PSI

Decodability Statistics Bl ock

t ypeSpeci fic: Number
The contents of this field depend on the block type.
val ue: Buffer
The contents of this field depend on the block type.
voi pMetrics: Object
Type 7 only. The voi pMet ri cs object contains the following properties:
bur st Densi ty: Number

The fraction of RTP data packets within burst periods since the
beginning of reception that were either lost or discarded.
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bur st Durati on: Number

The mean duration, expressed in milliseconds, of the burst periods
that have occurred since the beginning of reception.

di scar dRat e:  Number

The fraction of RTP data packets from the source that have been
discarded since the beginning of reception, due to late or early
arrival, under-run or overflow at the receiving jitter buffer.

endSyst enDel ay: Number

The most recently estimated end system delay, expressed in
milliseconds.

ext RFact or: Number

The external R factor quality metric. A value of 127 indicates this
parameter is unavailable.

gapDensity: Number
The fraction of RTP data packets within inter-burst gaps since the
beginning of reception that were either lost or discarded.

gapDur ati on: Number

The mean duration of the gap periods that have occurred since the
beginning of reception, expressed in milliseconds.

gm n: Number
The gap threshold.
j bAbsMax: Number

The absolute maximum delay, expressed in milliseconds, that the
adaptive jitter buffer can reach under worst case conditions.

j bMaxi mum Number

The current maximum jitter buffer delay, which corresponds to the
earliest arriving packet that would not be discarded, expressed in
milliseconds.

j bNom nal : Number

The current nominal jitter buffer delay, which corresponds to the
nominal jitter buffer delay for packets that arrive exactly on time,
expressed in milliseconds.

| ossRat e: Number

The fraction of RTP data packets from the source lost since the
beginning of reception.

nosCQ  Number

The estimated mean opinion score for conversational quality
(MOS-CQ). A value of 127 indicates this parameter is unavailable.

nosLQ  Number

The estimated mean opinion score for listening quality (MOS-LQ).
A value of 127 indicates this parameter is unavailable.

noi seLevel : Number

The noise level, expressed in decibels.
rerl: Number

The residual echo return loss value, expressed in decibels.
r Fact or: Number

The R factor quality metric. A value of 127 indicates this
parameter is unavailable.
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roundTri pDel ay: Number

The most recently calculated round trip time (RTT) between RTP
interfaces, expressed in milliseconds.

rxConfig: Number
The receiver configuration byte.
si gnal Level : Number
The voice signal relative level, expressed in decibels.
ssrc: Number
The SSRC of the sender.
record: Object
The record object that can be sent to the configured recordstore through a call to
RTCP. commi t Recor d() on an RTCP_MESSAGE event.

The default record object can contain the following properties:

e callld

e clientlsExternal
e cNane

e flowd

e receiverlsExternal
e sender| sExt ernal
e serverlsExternal
e signalingFlowd

The ID of the corresponding SIP or SCCP flow, which negotiates the VolIP call monitored by the
RTCP flow.

RTP

The RTP class enables you to store metrics and access properties on RTP_OPEN, RTP_CLOSE, and
RTP_TI CK events.

Events
RTP_CLOSE

Runs when an RTP connection is closed.
RTP_OPEN

Runs when a new RTP connection is opened.
RTP_TI CK

Runs periodically on RTP flows.

Methods
commi t Record(): void

Sends a record to the configured recordstore on an RTP_TI CK event. Record commits on RTP_OPEN
and RTP_CLOSE events are not supported.

To view the default properties committed to the record object, see the r ecor d property below.

For built-in records, each unique record is committed only once, even if the conmi t Recor d()
method is called multiple times for the same unique record.
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byt es: Number
The number of bytes sent.

Access only on RTP_TI CK events; otherwise, an error will occur.
cal I 1 d: String

The call ID associated with the SIP or SCCP flow.
dr ops: Number

The number of dropped packets detected.

Access only on RTP_TI CK events; otherwise, an error will occur.
dups: Number
The number of duplicate packets detected.

Access only on RTP_TI CK events; otherwise, an error will occur.
jitter: Number

EXTRAHOP

An estimate of the statistical variance of the data packet interarrival time.

Access only on RTP_TI CK events; otherwise, an error will occur.
| 2Byt es: Number

The number of L2 bytes.

Access only on RTP_TI CK events; otherwise, an error will occur.
nos: Number

The estimated mean opinion score for quality.

Access only on RTP_TI CK events; otherwise, an error will occur.
out Of Order: Number

The number of out-of-order messaged detected.

Access only on RTP_TI CK events; otherwise, an error will occur.
payl oadType: String

The type of RTP payload.

Access only on RTP_TI CK events; otherwise, an error will occur.

payl oadTypel d payl oadType

0 ITUT G 711 PCMJ Audi o
3 GSM 6. 10 Audi o

4 ITUT G 723.1 Audio

5 | MA ADPCM 32kbi t Audi o
6 | MA ADPCM 64kbi t Audi o
7 LPC Audi o

8 ITUT G 711 PCVA Audi o
9 ITUT G 722 Audio

10 Li near PCM Stereo Audio
11 Li near PCM Audi o

12 QCELP
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payl oadTypel d payl oadType

13 Confort Noi se

14 MPEG Audi o

15 I TUT G 728 Audio

16 | MA ADPCM 44kbi t Audi o
17 | MA ADPCM 88kbi t Audi o
18 ITUT G 729 Audio

25 Sun Cel I B Vi deo

26 JPEG Vi deo

28 Xer ox PARC Networ k Vi deo
31 I TUT H 261 Video

32 MPEG Vi deo

33 MPEG- 2 Transport Stream
34 I TUT H 263-1996 Vi deo

payl oadTypel d: Number
The numeric value of the payload type. See table under payl oadType.

Access only on RTP_TI CK events; otherwise, an error will occur.
pkts: Number
The number of packets sent.

Access only on RTP_TI CK events; otherwise, an error will occur.

record: Object
The record object that can be sent to the configured recordstore through a call to
RTP. commi t Recor d() onan RTP_TI CK event.

The default record object can contain the following properties:

e hytes

e callld

e clientlsExternal
e drops

e dups

e flowd

o jitter

e | 2Bytes

e noS

e outOOrder

e payl oadType

e payl oadTypeld

e pkts

e receiverlskxternal
e rFactor

e senderl| sExt ernal

e serverl skxternal
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e signalingFlowd

The ID of the corresponding SIP or SCCP flow, which negotiates the VolIP call streamed by the
RTP flow.

e ssrc

e version

Access record objects only on RTP_TI CK events; otherwise, an error will occur.
r Fact or: Number

The R factor quality metric.

Access only on RTP_TI CK events; otherwise, an error will occur.
ssrc: Number

The SSRC of sender.
ver si on: Number

The RTP version number.

SCCP

Skinny Client Control Protocol (SCCP) is a Cisco proprietary protocol for communicating with VolP devices.
The SCCP class enables you to store metrics and access properties on SCCP_ MESSAGE events.

Events
SCCP_MESSAGE
Runs on every SCCP message processed by the device.

Methods
conmmi t Record(): void
Sends a record to the configured recordstore on an SCCP_MESSAGE event.

To view the default properties committed to the record object, see the r ecor d property below.

For built-in records, each unique record is committed only once, even if the conmi t Recor d()
method is called multiple times for the same unique record.

Properties
cal I 1 d: String

The call ID associated with the RTP flow.
cal I I nfo: Object

An object containing information about the current SCCP called. The object contains the following
fields:

cal | Ref erence: Number

The unique identifier of the call.
cal | Type: Number

The ID of the call type.

ID Call Type
1 | nbound
2 Qut bound
3 Forward
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cal | edPart yNane: String
The name of the recipient of the call.
cal | edPart yNunber: String
The phone number of the recipient of the call.
cal I i ngPartyNane: String
The name of the caller.
cal I'i ngPart yNunber: String
The phone number of the caller.
I'i nel nstance: Number
The unique identifier of the line.
cal | Stats: Object

An object containing statistics for the SCCP call, as reported and calculated by the client. The object
contains the following fields:

reportedBytesl n: Number
The number of L7 bytes received.
reportedByt esQut: Number
The number of L7 bytes sent.
reportedJitter: Number
The level of packet jitter, or variation in latency, during the call.
reportedLat ency: Number
The level of packet latency, expressed in milliseconds, during the call.
reportedPktsln: Number
The number of packets received.
report edPkt sLost: Number
The number of packets lost during the call.
reportedPkt sQut: Number
The number of packets sent.
nmsgType: String
The decoded SCCP message type.
recei ver Byt es: Number
The number of L4 bytes from the receiver.
recei ver L2Byt es: Number
The number of L2 bytes from the receiver.
recei ver Pkt s: Number
The number of packets from the receiver.
recei ver RTO.  Number
The number of retransmission timeouts (RTOs) from the receiver.
recei ver Zer owhd: Number
The number of zero windows from the receiver.
record: Object
The record object that can be sent to the configured recordstore through a call to
SCCP. conmi t Recor d() on an SCCP_MESSACE event.
The default record object can contain the following properties:

e clientlsExternal
e nsgType
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e receiverBytes

e receiverlsEkxterna

e receiverL2Bytes

e receiverPkts

e receiverRTO

e receiverZeroWd

e roundTripTime

e senderBytes

e senderl sExt erna

e senderL2Bytes

e senderPkts

e senderRTO

e sender Zer oWhd

e serverl sEkxterna
roundTri pTi me: Number

The median round trip time (RTT), expressed in milliseconds. An RTT is the time it took for a device
to send a single TCP packet and receive an immediate corresponding acknowledgment (ACK) packet.
The median value is calculated by sampling the RTTs observed since the last SCCP_ MESSAGE event
ran. The value is NaNif there are no RTT samples.

sender Byt es: Number
The number of L4 bytes from the sender.
sender L2Byt es: Number
The number of L2 bytes from the sender.
sender Pkt s: Number
The number of packets from the sender.
sender RTO.  Number
The number of retransmission timeouts (RTOs) from the sender.
sender Zer owid: Number
The number of zero windows from the sender.

The SDP class enables you to access properties on SI P REQUEST and SI P_ RESPONSE events.
The SI P_REQUEST and S| P_RESPONSE events are defined in the SIP section.

Properties
medi aDescri ptions: Array
An array of objects that contain the following fields:
attributes: Array of Strings
The optional session attributes.
bandwi dt h: Array of Strings

The optional proposed bandwidth type and bandwidth to be consumed by the session or
media.

connecti onl nfo: String

The connection data, including network type, address type and connection adddress. May also
contain optional sub-fields, depending on the address type.
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descri ption: String

The session description which may contain one or more media descriptions. Each media
description consists of media, port and transport protocol fields.

encryptionKey: String
The optional encryption method and key for the session.
nmedi aTi tl e: String
The title of the media stream.
sessi onDescri ption: Object
An object that contains the following fields:
attributes: Array of Strings
The optional session attributes.
bandwi dt h: Array of Strings

The optional proposed bandwidth type and bandwidth to be consumed by the session or
media.

connectionl nfo: String

The connection data, including network type, address type and connection address. May also
contain optional sub-fields, depending on the address type.

emai | . String
The optional email address. If present, this can contain multiple email addresses.
encryptionKey: String
The optional encryption method and key for the session.
origin: String
The originator of the session, including username, address of the user's host, a session
identifier, and a version number.
phoneNunber : String
The optional phone number. If present, this can contain multiple phone numbers.
sessi onl nfo: String
The session description.
sessi onNane: String
The session name.
ti mezoneAdj ust nent s: String
The adjustment time and offset for a scheduled session.
uri: String
The optional URI intended to provide more information about the session.
version: String
The version number. This should be 0.
timeDescriptions: Array
An array of objects that contain the following fields:
repeat Ti me: String
The session repeat time, including interval, active duration, and offsets from start time.
time: String
The start time and stop times for a session.
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SFI ow

The SFI owclass object enables you to store metrics and access properties on SFLOW RECORD events.
sFlow is a sampling technology for monitoring traffic in data networks. sFlow samples every nth packet
and sends it to the collector whereas NetFlow sends data from every flow to the collector. The primary
difference between sFlow and NetFlow is that sFlow is network layer independent and can sample
anything.

Events
SFLOW RECORD
Runs upon receipt of an SFlow sample exported from a flow network.

Methods

conmi t Record(): void
Sends a flow record object, which indicates the sFlow format, to the configured recordstore on an
SFLOW RECORD event.
To view the default properties committed to the record object, see the record property below.

For built-in records, each unique record is committed only once, even if . conm t Recor d is called
multiple times for the same unique record.

Properties
del t aByt es: Number
The number of L3 bytes in the flow packet.
dscp: Number
The number representing the last differentiated services code point (DSCP) value of the flow packet.
dscpNane: String

The name associated with the DSCP value transmitted by a device in the flow. The following table
displays well-known DSCP names:

Number Name
8 Cs1

10 AF11
12 AF12
14 AF13
16 Cs2

18 AF21
20 AF22
22 AF23
24 Cs3

26 AF31
28 AF32
30 AF33
32 C4
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Number Name
34 AF41
36 AF42
38 AF43
40 CS5
44 VA
46 EF
48 CS6
56 Cs7

egressinterface: FlowlInterface
The FlowlInterface object that identifies the output interface.
format: String
The format of the SFlow record. Valid value is “sFlow v5”.
header Dat a: Buffer
The Buffer object containing the raw bytes of the entire flow packet header.
i ngresslnterface: FlowlInterface
The FlowlInterface object that identifies the input interface.
i pPrecedence: Number
The value of the IP precedence field associated with the DSCP of the flow packet.
i pproto: String
The IP protocol associated with the flow, such as TCP or UDP.
net wor k: FlowNetwork
Returns a FlowNetwork object that identifies the exporter and contains the following properties:
i d: String
The identifier of the FlowNetwork.
i paddr: IPAddress
The IP address of the FlowNetwork.
record: Object
The flow record object that can be sent to the configured recordstore through a call to
SFI ow. commi t Recor d() on an SFLOW RECORD event.
The default record object can contain the following properties:

e clientlsExternal
e deltaBytes

e dscpNane
e egressinterface
e format

e ingressinterface
e |pPrecedence

e ipproto

e network

e networ kAddr

e receiverlsExternal
e sender| sExt ernal
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e serverl skxternal

e tcpFl agNane

e tcpFlags
t cpFl agNanes: Array

A string array of TCP flag names, such as SYN or ACK, found in the flow packets.
t cpFl ags: Number

The bitwise OR of all TCP flags set on the flow.
t os: Number

The type of service (ToS) number defined in the IP header.

SIP

The SIP class enables you to store metrics and access properties on SI P REQUEST and SI P_ RESPONSE
events.

Events
S| P_REQUEST

Runs on every SIP request processed by the device.
S| P_RESPONSE

Runs on every SIP response processed by the device.

Methods
conmmi t Record(): void
Sends a record to the configured recordstore on either a SI P_REQUEST or SI P_RESPONSE event.

The event determines which properties are committed to the record object. To view the default
properties committed for each event, see the r ecor d property below.

For built-in records, each unique record is committed only once, even if the conmi t Recor d()
method is called multiple times for the same unique record.
fi ndHeader s( nanme: String) : Array

Enables access to SIP header values. The result is an array of header objects (with name and value
properties) where the names match the prefix of the string passed to f i ndHeader s.

Properties
cal I 1 d: String
The call ID for this message.
from String
The contents of the From header.
hasSDP: Boolean
The value is t r ue if this event includes SDP information.
headers: Object

An array-like object that enables access to SIP header names and values. Access a specific header
with one of the following methods:

string property:
The name of the header, accessible in a dictionary-like fashion. For example:

var headers = Sl P. headers;

sessi on = headers["X-Session-1d"];
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accept = headers. accept;

numeric property:
The order in which headers appear on the wire. The returned object has a name and a value

property. Numeric properties are useful for iterating over all the headers and disambiguating
headers with duplicate names. For example:

for (i = 0; i < headers.length; i++) {
hdr = headers[i];

debug("headers[" + i + "].nane:

+ "].val ue:

+ hdr. nane) ;
+ hdr. val ue);

debug("headers[" + i

}

Note: Saving S| P. header s to the Flow store does not save all of the individual
header values. It is best practice to save the individual header values to the

Flow store.
nmet hod: String
The SIP method.

Method Name Description

ACK Confirms the client has received a final response to an INVITE
request.

BYE Terminates a call. Can be sent by either the caller or the callee.

CANCEL Cancels any pending request

I NFO Sends mid-session information that doesn't change the session
state.

I NVI TE Invites a client to participate in a call session.

MVESSAGE Transports instant messages using SIP.

NOTI FY Notify the subscriber of a new event.

OPTI ONS Queries the capabilities of servers.

PRACK Provisional acknowledgment.

PUBLI SH Publish an event to the server.

REFER Ask recipient to issue a SIP request (call transfer).

REG STER Registers the address listed in the To header field with a SIP
server.

SUBSCRI BE Subscribes for an event of Notification from the Notifier.

UPDATE Modifies the state of a session without changing the state of
the dialog.

payl oad: Buffer | null
The Buffer object that contains the raw payload bytes of the event transaction. If the payload was
compressed, the decompressed content is returned.

The buffer contains the N first bytes of the payload, where N is the number of payload bytes
specified by the Bytes to Buffer field when the trigger was configured through the ExtraHop WebUI.
The default number of bytes is 2048. For more information, see Advanced trigger options.
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processi ngTi ne: Number
The time between the request and the first response, expressed in milliseconds. The value is NaN on
malformed and aborted responses or if the timing is invalid.
Access only on SI P_RESPONSE events; otherwise, an error will occur.
record: Object
The record object that can be sent to the configured recordstore through a call to
SI P. comi t Recor d() on either a SI P_REQUEST or S| P_RESPONSE event.

The event on which the method was called determines which properties the default record object
can contain as displayed in the following table:

SI P_REQUEST SI P_RESPONSE
callld callld
clientlsExternal clientlsExternal
client Zer owd client Zer owd
from from
has SDP hasSDP
met hod processi ngTi ne
recei verl sgxt ernal recei verl sExt ernal
reqByt es roundTri pTi me
regL2Byt es r spByt es
reqPkts rspL2Byt es
reqRTO rspPkts
reqSi ze rspRTO
sender | sExt er nal rspSize
server | sExt er nal sender | sExt er nal
server Zer owd server| sExt er nal
to server Zer owd
uri st at usCode

to

reqByt es: Number

The number of L4 request bytes, excluding L4 headers.
reqL2Byt es: Number

The number of L2 request bytes, including L2 headers.
reqPkts: Number

The number of request packets.
reqRTO.  Number

The number of request retransmission timeouts (RTOs).
reqSi ze: Number

The number of L7 request bytes, excluding SIP headers.

Access only on SI P_REQUEST events; otherwise, an error will occur.
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reqZer owd: Number
The number of zero windows in the request.
roundTri pTi me: Number

The median round trip time (RTT), expressed in milliseconds. An RTT is the time it took for a device
to send a single TCP packet and receive an immediate corresponding acknowledgment (ACK) packet.
The median value is calculated by sampling the RTTs observed since the last SI P_ REQUEST or

SI P_RESPONSE event ran. The value is NaNif there are no RTT samples.

rspBytes: Number

The number of L4 response bytes, excluding L4 protocol overhead, such as ACKs, headers, and
retransmissions.

rspL2Byt es: Number

The number of L2 response bytes, including protocol overhead, such as headers.
rspPkts: Number

The number of response packets.
r spRTO. Number

The number of response retransmission timeouts (RTOs).
rspSi ze: Number

The number of L7 response bytes, excluding SIP headers.

Access only on SI P_RESPONSE events; otherwise, an error will occur.
rspZer owd: Number

The number of zero windows in the response.
st at usCode: Number

The SIP response status code.

Access only on SI P_RESPONSE events; otherwise, an error will occur.

The following table displays provisional responses:

Number Response

100 Tryi ng

180 Ri ngi ng

181 Call is Being Forwarded
182 Queued

183 Session I n Progress

199 Early Dial og Terni nated

The following table displays successful responses:

Number Response

200 XK

202 Accept ed

204 No Notification

The following table displays redirection responses:
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Number Response

300 Mul ti pl e Choice

301 Moved Permanently
302 Moved Tenporarily
305 Use Proxy

380 Al ternative Service

The following table displays client failure responses:

Number Response

400 Bad Request

401 Unaut hori zed

402 Payment Required

403 For bi dden

404 Not Found

405 Met hod Not Al | owed

406 Not Acceptabl e

407 Proxy Aut hentication Required
408 Request Ti neout

409 Conflict

410 Gone

411 Length Required

412 Condi tional Request Failed
413 Request Entity Too Large
414 Request URI Too Long

415 Unsupported Media Type
416 Unsupported UR Schene
417 Unknown Resource Priority
420 Bad Extensi on

421 Ext ensi on Requi red

422 Session Interval Too Snal
423 I nterval Too Brief

424 Bad Location Information
428 Use ldentity Header

429 Provi de Referrer ldentity
430 FI ow Fai | ed

433 Anonymi ty Disal | owed
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Number Response

436 Bad Identity Info

437 Unsupported Certificate

438 Invalid Identity Header

439 First Hop Lacks Qutbound Support
470 Consent Needed

480 Tenporarily Unavail abl e

481 Cal I / Transacti on Does Not EXxi st
482 Loop Detected

483 Too Many Hops

484 Address | nconpl ete

485 Anbi guous

486 Busy Here

487 Request Ter m nat ed

488 Not Acceptable Here

489 Bad Event

491 Request Pendi ng

493 Undeci pher abl e

494 Security Agreenent Required

The following table displays server failure responses:

Number Response

500 Server Internal Error
501 Not | npl enment ed

502 Bad CGat eway

503 Servi ce Unavail abl e
504 Server Ti meout

505 Ver si on Not Supported
513 Message Too Large
580 Precondi tion Failure

The following table displays global failure responses:

Name Response

600 Busy Everywhere

603 Decl i ne

604 Does Not Exist Anywhere
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Name Response
606 Not Acceptabl e
t o: String

The contents of the To header.
uri: String
The URI for SIP request or response.

SLP

The SLP class enables you to store metrics and access properties on SLP_MESSACE events.

Events
SLP_MESSAGE
Runs on every SLP message processed by the device.

Methods
conmi t Record(): void
Sends a record to the configured recordstore on an SLP_MESSAGE event.

To view the default properties committed, see the r ecor d property below.

For built-in records, each unique record is committed only once, even if the conmi t Recor d()
method is called multiple times for the same record.

Properties
attrList: String|null
The attributes for the SLP message, in a comma-separated list.
functionld: Number
The numeric function ID of the SLP message, which corresponds to the message type string.
nsgType: String

The SLP message type string, which corresponds to the numeric function ID as shown in the
following table:

Message Type Function ID

Servi ce Request

Service Reply

Service Registration

Servi ce Deregister

Servi ce Acknow edge

Attribute Request

Attribute Reply

DA Adverti senent

O 0| Nl |0 | Bl W[IDN|PF

Servi ce Type Request

=
o

Servi ce Type Reply
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Message Type Function ID

SA Adverti senent 11

record: Object

The record object that can be sent to the configured recordstore through a call to
SLP. comi t Recor d() on an SLP_MESSAGE event. The default record object can contain the
following properties:

e clientlsExternal

e functionld

e nsgType

e receiverlsExternal

e scopeli st

e sender| sExt ernal

e serverl skxternal
scopeli st: String | null

The scope for the SLP message, in a comma-separated list.

SVPP

The SMPP class enables you to store metrics and access properties on SMPP_REQUEST and
SMPP_RESPONSE events.

Note: The ndn, short code, and er r or properties may be nul | , depending on availability and
relevance.

Events
SVPP_REQUEST

Runs on every SMPP request processed by the device.
SVPP_RESPONSE

Runs on every SMPP response processed by the device.

Methods

conmmi t Record(): void
Sends a record to the configured recordstore on a SMPP_RESPONSE event. Record commits on
SMPP_REQUEST events are not supported.
To view the default properties committed to the record object, see the r ecor d property below.

For built-in records, each unique record is committed only once, even if the conmi t Recor d()
method is called multiple times for the same unique record.

Properties
command: String

The SMPP command ID.
destination: String

The destination address as specified in the SMPP_REQUEST. The value is nul | if this is not available
for the current command type.

error: String
The error code corresponding to command_status. If the command status is ROK, the value is nul | .
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Access only on SMPP_RESPONSE events; otherwise, an error will occur.
nmessage: Buffer
The contents of the short_message field on DELIVER_SM and SUBMIT_SM messages. The value is
nul | if unavailable or not applicable.
Access only on SMPP_REQUEST events; otherwise, an error will occur.
processi ngTi ne: Number

The server processing time, expressed in milliseconds. Equivalent to r spTi neToFi r st Byt e -
reqTi neToLast Byt e. The value is NaN on malformed and aborted responses or if the timing is
invalid.

Access only on SMPP_RESPONSE events; otherwise, an error will occur.
record: Object
The record object that can be sent to the configured recordstore through a call to
SMPP. conmi t Recor d() on a SMPP_RESPONSE event.
The default record object can contain the following properties:

e clientlsExternal

e clientZerowd

e command

e destination

e error

e receiverlsExternal

e reqSize

e reqTineToLastByte

e rspSize

e rspTineToFirstByte

e rspTineTolLastByte

e senderl| sExt ernal

e serverl skxternal

e serverZeroWd

e source

e processingTi ne
reqSi ze: Number

The number of L7 request bytes, excluding SMPP headers.
reqTi meToLast Byt e: Number

The time from the first byte of the request until the last byte of the request, expressed in

milliseconds. The value is NaN on malformed and aborted requests, or if the timing is invalid.
rspSi ze: Number

The number of L7 response bytes, excluding SMPP headers.

Access only on SMPP_RESPONSE events; otherwise, an error will occur.
rspTi meToFi r st Byt e:  Number

The time from the first byte of the request until the first byte of the response, expressed in
milliseconds. The value is NaN on malformed and aborted responses, or if the timing is invalid.

Access only on SMPP_RESPONSE events; otherwise, an error will occur.
rspTi meToLast Byt e: Number

The time from the first byte of the request until the last byte of the response, expressed in
milliseconds. The value is NaN on malformed and aborted responses, or if the timing is invalid.

Access only on SMPP_RESPONSE events; otherwise, an error will occur.
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sour ce: String

The source address as specified in the SMPP_REQUEST. The value is nul | if this is not available for
the current command type.

SMIP

The SMTP class enables you to store metrics and access properties on SMIP_REQUEST and
SMI'P_RESPONSE events.

Events
SMTP_COPEN

Runs on every SMTP greeting processed by the device.
SMIP_REQUEST

Runs on every SMTP request processed by the device.
SMTP_RESPONSE

Runs on every SMTP response processed by the device.

Methods

conmi t Record(): void
Sends a record to the configured recordstore on a SMIP_RESPONSE event. Record commits on
SMTIP_REQUEST events are not supported.
To view the default properties committed to the record object, see the r ecor d property below.

For built-in records, each unique record is committed only once, even if the conmi t Recor d()
method is called multiple times for the same unique record.

Properties
dat aSi ze: Number
The size of the attachment, expressed in bytes.
domai n: String
The domain of the address the message is coming from.
error: String
The error code corresponding to status code.

Access only on SMI'P_RESPONSE events; otherwise, an error will occur.
headers: Object
An object that enables access to SMTP header names and values.
The value of the header s property is the same when accessed on either the SMIP_REQUEST or the
SMI'P_RESPONSE event.
i sEncrypt ed: Boolean
The value is t r ue if the application is encrypted with STARTTLS.
i sReqAborted: Boolean
The value is t r ue if the connection is closed before the SMTP request is complete.
i sRspAborted: Boolean
The value is t r ue if the connection is closed before the SMTP response is complete.

Access only on SMI'P_RESPONSE events; otherwise, an error will occur.
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met hod: String
The SMTP method.
processi ngTi ne: Number
The server processing time, expressed in milliseconds. Equivalent to r spTi meToFi r st Byt e -

reqTi neToLast Byt e. The value is NaN on malformed and aborted responses or if the timing is
invalid.

Access only on SMTP_RESPONSE events; otherwise, an error will occur.
reci pi ent Li st: Array of Strings
A list of recipient addresses.

The value of the r eci pi ent Li st property is the same when accessed on either the
SMI'P_REQUEST or the SMI'P_RESPONSE event.
record: Object

The record object that can be sent to the configured recordstore through a call to
SMIP. conmi t Recor d() on a SMIP_RESPONSE event.

The default record object can contain the following properties:

e clientlsExternal
e clientZerowd

e (dataSize

e domain

e error

e isEncrypted

e isReqgAborted

e |sRspAborted

e et hod

e processingTinme
e receiverlsExternal
e recipient

e recipientlList

e regBytes

e regL2Bytes
e regPkts

e regRTO

e reqSize
e reqTineToLastByte
e roundTripTinme

e rspBytes

e rsplL2Bytes
e rspPkts

e rsSpRTO

e rspSize

e rspTineToFirstByte
e rspTineTolLastByte
e sender

e sender| sExt ernal

e serverl skxternal

e serverZer oWwd

e statusCode

e statusText
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Access the record object only on SMTP_RESPONSE events; otherwise, an error will occur.
reqByt es: Number

The number of L4 request bytes, excluding L4 headers.
reqL2Byt es: Number

The number of L2 request bytes, including L2 headers.
reqPkts: Number

The number of request packets.
reqRTO.  Number

The number of request retransmission timeouts (RTOs).
reqSi ze: Number

The number of L7 request bytes, excluding SMTP headers.
reqTi meToLast Byt e: Number

The time from the first byte of the request until the last byte of the request, expressed in
milliseconds. The value is NaN on malformed and aborted requests, or if the timing is invalid.

reqZer owd: Number
The number of zero windows in the request.

roundTri pTi me: Number
The median TCP round trip time (RTT), expressed in milliseconds. An RTT is the time it took for
a device to send a single TCP packet and receive an immediate corresponding acknowledgment
(ACK) packet. The median value is calculated by sampling the RTTs observed since the last
SMTP_RESPONSE event ran. The value is NaN if there are no RTT samples.
Access only on SMTP_RESPONSE events; otherwise, an error will occur.

rspBytes: Number

The number of L4 response bytes, excluding L4 protocol overhead, such as ACKs, headers, and
retransmissions.

rspL2Byt es: Number
The number of L2 response bytes, including protocol overhead, such as headers.
rspPkts: Number
The number of response packets.
r spRTO. Number
The number of response retransmission timeouts (RTOs).
rspSi ze: Number
The number of L7 response bytes, excluding SMTP headers.

Access only on SMITP_RESPONSE events; otherwise, an error will occur.

rspTi neToFi rst Byt e:  Number
The time from the first byte of the request until the first byte of the response, expressed in
milliseconds. The value is NaN on malformed and aborted responses, or if the timing is invalid.
Access only on SMTP_RESPONSE events; otherwise, an error will occur.

rspTi meToLast Byt e: Number
The time from the first byte of the request until the last byte of the response, expressed in
milliseconds. The value is NaN on malformed and aborted responses, or if the timing is invalid.
Access only on SMTP_RESPONSE events; otherwise, an error will occur.

rspZer owd: Number
The number of zero windows in the response.

sender: String
The sender of the message.
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st at usCode: Number
The SMTP status code of the response or greeting.

Access only on SMITP_RESPONSE or SMTP_OPEN events; otherwise, an error will occur.
st at usText: String
The multi-line response or greeting string.

Access only on SMITP_RESPONSE or SMTP_OPEN events; otherwise, an error will occur.

SNMP

The SNMP class enables you to store metrics and access properties on SNVP_REQUEST, SNVP_ RESPONSE,
and SNVP_ MESSAGE events.

Events
SNVP_REQUEST

Runs on every SNMP request processed by the device.
SNVP_ RESPONSE

Runs on every SNMP response processed by the device.
SNVP_MVESSAGE

Runs on SNMP messages that do not adhere to typical request and response behavior. Neither the
SNVP_REQUEST event nor the SNMP_ RESPONSE event runs on these messages. These messages
include requests sent from a server to a client and responses sent from a client to a server. These
messages also include SNMP traps, which are messages sent from the server that do not prompt a
response.

Methods
conmi t Record(): void

Sends a record to the configured recordstore on an SNMP_REQUEST, SNVP_ RESPONSE, or
SNIVP_MESSAGE event. To view the default properties committed to the record object, see the
record property below.

If the conmi t Recor d() method is called on an SNMP_REQUEST event, the record is not created
until the SNMP_ RESPONSE event runs. If the comm t Recor d() method is called on both the
SNWVP_REQUEST and the corresponding SNMP_ RESPONSE, only one record is created for request and
response, even if the commi t Recor d() method is called multiple times on the same trigger events.

Properties
error: String

The SNMP error message.
communi ty: String

The SNMP community string.
payl oad: Buffer

The Buffer object that contains the raw payload bytes of the event transaction. The buffer contains
the first 1024 bytes of the payload.

pduType: String
The protocol data unit (PDU) type.
record: Object

The record object that can be sent to the configured recordstore through a call to
SNMP.commitRecord() on either an SNMP_REQUEST, SNVP_ RESPONSE, or SNVP_ VESSAGE event.
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The event on which the method was called determines which properties the default record object
can contain as displayed in the following table:

SNVP_REQUEST SNMP_RESPONSE SNVP_MESSACE
client client comunity

cl i ent Addr cl i ent Addr error
clientlsExternal clientlsExternal flowd
clientPort clientPort pduType
comuni ty comuni ty receiver
flowd error recei ver Addr
pduType flowd recei ver Port
server pduType recei ver | skxt er nal
server Addr server sender
server| sExt er nal server Addr sender Addr

server Port

server | sExt er nal

sender Por t

version server Port sender | sExt er nal
vl an ver sion ver sion
vl an vl an

ver si on: String
The version of SNMP protocol.

SOCKS

The SOCKet Secure (SOCKS) class enables you to store metrics and access properties on SOCKS REQUEST
and SOCKS RESPONSE events.

Events
SOCKS REQUEST

Runs on every SOCKS message processed by the device.
SOCKS RESPONSE

Runs on every SOCKS message processed by the device.

Methods
conmi t Record(): void

Sends a record to the configured recordstore on a SOCKS RESPONSE event. Record commits on
SOCKS REQUEST events are not supported. To view the default properties committed to the record
object, see the record property below.

For built-in records, each unique record is committed only once, even if the conmi t Recor d()
method is called multiple times for the same unique record.
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Properties
aut hResul t :  Number
Indicates whether authentication was successful. The following values are valid.

Value Description
0 Succeeded
1 Failed

E Note: If the protocol is SOCKS4, the value is always 0 because SOCKS4 does not support
authentication.

aut hType: Number
The authentication method that was negotiated between the server and the client.
command: Number
The numeric code for the SOCKS command that the client requested. The following command codes

are valid.
Code Description
1 Connect TCP stream
2 Bind TCP port
3 Associate UDP port

record: Object

The record object that can be sent to the configured recordstore through a call to
SOCKS. conmmi t Recor d() on an SOCKS RESPONSE event.

e application

e authResult

e authType

e client

e clientAddr

e clientlsExterna
e clientPort

e comand

e flowd

e requestAddress
e requestPort

e responseAddress
e responsePort

e result

e server

e serverAddr

e serverl skxterna
e serverPort

e usernane

e version

e vlan

Access the record object only on SOCKS RESPONSE events; otherwise, an error will occur.
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request Addr ess: IPAddress
The IPAddress object for the address specified by the client in the request.
request Port: Number
The port number specified by the client in the request.
responseAddr ess: IPAddress
The IPAddress object for the address specified by the server in the response.
responsePort: Number
The port number specified by the server in the response.
resul t: Number
The status code specified by the server in the response.
user nane: String
The name of the user specified by the client for authentication.
ver si on: Number
The SOCKS protocol version.

SSH

Secure Socket Shell (SSH) is a network protocol that provides a secure method for remote login and other
network services over an unsecured network. The SSH class object enables you to store metrics and access
properties on SSH CLOSE, SSH OPENand SSH_TI CK events.

Events
SSH CLCSE

Runs when the SSH connection is shut down by being closed, expired, or aborted.
SSH OPEN

Runs when the SSH connection is first fully established after negotiating session information. If the
negotiation fails because the key exchange is invalid, the SSH_OPEN event runs when there is an
invalid exchange, and then the SSH_TI CK and SSH_CLOSE events run in immediate succession.

If a connection closes before SSH OPEN runs, SSH _OPEN, SSH_TI CK, and SSH CLOSE run in
immediate succession.

SSH TI CK
Runs periodically on SSH flows.

Methods

conmi t Record(): void
Sends a record to the configured recordstore on either an SSH_OPEN, SSH CLGCSE, or SSH Tl CK
event.

The event determines which properties are committed to the record object. To view the properties
committed for each event, see the r ecor d property below.

For built-in records, each unique record is committed only once, even if . conm t Recor d is called
multiple times for the same unique record.

Properties
clientBytes: Number

The total number of bytes sent by the client since the last SSH event ran. For SSH_OPEN events, this
property is the number of bytes sent by the client since the start of the flow.
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client G pher Al gorithm String

The encryption cipher algorithm on the SSH client.
cl i ent Conpr essi onAl gorithm String

The compression algorithm applied to data transferred over the connection by the SSH client.
cl i ent Conpr essi onAl gorithnsC i ent ToServer: String

The compression algorithms that the SSH client supports for client to server communications.
cl i ent Conpr essi onAl gorithnmsServer ToCl i ent: String

The compression algorithms that the SSH client supports for server to client communications.
clientEncryptionAl gorithnsC ientToServer: String

The encryption algorithms that the SSH client supports for client to server communications.
clientEncryptionAl gorithnsServer Tod ient: String

The encryption algorithms that the SSH client supports for server to client communications.
clientlnplenentation: String

The SSH implementation installed on the client, such as OpenSSH or PUTTY.
client KexAl gorithns: String

The SSH key exchange algorithms that the client supports.
clientL2Bytes: Number

The total number of L2 client bytes observed since the last SSH event ran. For SSH _OPEN events,
this property is the number of L2 client bytes observed since the start of the flow. Note that this
property does not return the total number of bytes for the entire SSH session.

client MacAl gorithm String
The Method Authentication Code (MAC) algorithm on the SSH client.
client MacAl gorithnsC ient ToServer: String

The Method Authentication Code (MAC) algorithms that the SSH client supports for client to server
communications.

client MacAl gorithnmsServer ToCl i ent: String

The Method Authentication Code (MAC) algorithms that the SSH client supports for server to client
communications.

client Pkts: Number

The total number of packets sent by the client since the last SSH event ran. For SSH_OPEN events,
this property is the number of packets sent by the client since the start of the flow. Note that this
property does not return the total number of packets for the entire SSH session.

client RTO Number

The total number of client retransmission timeouts (RTOs) observed since the last SSH event ran. For
SSH_OPEN events, this property is the number of client RTOs observed since the start of the flow.
Note that this property does not return the total number of client RTOs for the entire SSH session.

client Version: String
The version of SSH on the client.
clientZerowhd: Number

The total number of zero windows sent by the client since the last SSH event ran. For SSH_OPEN
events, this property is the number of zero windows sent by the client since the start of the flow.
Note that this property does not return the total number of zero windows for the entire SSH session.

duration: Number
The duration, expressed in milliseconds, of the SSH connection.

Access only on SSH_CLCSE events; otherwise, an error will occur.
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hasshAl gori t hns: String

A string containing the SSH key exchange, encryption, message authentication, and compression
algorithms that the client supports for SSH communications. These algorithms are communicated in
the SSH_MSG_KEXINIT packet sent at the start of an SSH connection.

hassh: String
An MD5 hash of the hasshAlgorithms string.
hasshServer Al gorithns: String

A string containing the SSH key exchange, encryption, message authentication, and compression
algorithms that the server supports for SSH communications. These algorithms are communicated in
the SSH_MSG_KEXINIT packet sent at the start of an SSH connection.

hasshServer: String
An MD5 hash of the hasshServerAlgorithms string.
kexAl gorithm String
The Key Exchange (Kex) algorithm on the SSH connection.
nmessageNunber s: Array of Numbers
The numeric IDs of the SSH messages exchanged, listed in chronological order. The array cannot
contain more than 50 entries. If more than 50 messages are exchanged, the array contains the 50
most recent IDs.
Access only on SSH_OPEN events; otherwise, an error will occur.
record: Object
The record object that can be sent to the configured recordstore through a call to
SSH. comi t Recor d() on either an SSH_OPEN, SSH CLGSE, or SSH_TI CK event.

The event on which the method was called determines which properties the default record object
can contain as displayed in the following table:

SSH_TI CK SSH_OPEN SSH_CLOSE

client G pherAl gorithm client G pherAl gorithm clientC pherAl gorithm

cl i ent Conpr essi onAl gori t lrhi ent Conpr essi onAl gori t hohi ent Conpr essi onAl gorit hm

clientlnplenentation clientlnplenentation clientlnplenmentation
clientl| sExternal clientl sExternal clientl sExternal
client MacAl gorithm client MacAl gorithm client MacAl gorithm
clientVersion clientVersion clientVersion

cl i ent Zer oWhd cl i ent Zer oWhd cl i ent Zer oWhd

kexAl gorithm kexAl gorithm kexAl gorithm

recei ver| sExt er nal recei ver| sExt er nal recei ver| sExt er nal
sender | sExt er nal sender | sExt er nal sender | sExt er nal

server G pher Al gorithm server G pher Al gorithm server C pher Al gorithm

server Conpr essi onAl gori t lear ver Conpr essi onAl gori t heer ver Conpr essi onAl gorithm

server | nmpl ement ati on server | nmpl ement ati on server | nmpl ement ati on
server | sExt er nal server | sExt er nal server | sExt er nal
server MacAl gorithm server MacAl gorithm server MacAl gorithm
server Version server Version server Version
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SSH TI CK SSH OPEN SSH CLOSE
server Zer oWwhd server Zer oWwhd server Zer oWwhd
duration

roundTri pTi me: Number

The median round trip time (RTT), expressed in milliseconds. An RTT is the time it took for a device
to send a single TCP packet and receive an immediate corresponding acknowledgment (ACK) packet.
The median value is calculated by sampling the RTTs observed since the last SSH event ran; for
SSH_OPEN events, the sample begins at the start of the flow. The value is NaNif there are no RTT
samples.

server Byt es: Number

The total number of bytes sent by the server since the last SSH event ran. For SSH_OPEN events,
this property is the number of bytes sent by the server since the start of the flow.

server Ci pher Al gorithm String

The encryption cipher algorithm on the SSH server.
server Conpr essi onAl gorithm String

Returns the type of compression applied to data transferred over the connection by the SSH server.
server Conpr essi onAl gorithnsC i ent ToServer: String

The compression algorithms that the SSH server supports for client to server communications.
server Conpr essi onAl gori t hnsServer Tod i ent: String

The compression algorithms that the SSH server supports for server to client communications.
server Encrypti onAl gorithnsC i ent ToServer: String

The encryption algorithms that the SSH server supports for client to server communications.
server Encrypti onAl gorithnsServer Tod i ent: String

The encryption algorithms that the SSH server supports for server to client communications.
server Host Key: String

The baseé64 encoding of the public SSH key sent from the server to the client.
server Host KeyType: String

The type of public SSH key sent from the server to the client, such as ssh-rsa or ssh-ed25519.
server | npl enent ati on: String

The SSH implementation installed on the server, such as OpenSSH or PUTTY.
server KexAl gorithns: String

The SSH key exchange algorithms that the server supports.
server L2Byt es: Number

The total number of L2 server bytes observed since the last SSH event ran. For SSH_OPEN events,
this property is the number of L2 server bytes observed since the start of the flow. Note that this
property does not return the total number of bytes for the entire SSH session.

server MacAl gorithm String
The Method Authentication Code (MAC) algorithm on the SSH server.
server MacAl gorithnsC i ent ToServer: String

The Method Authentication Code (MAC) algorithms that the SSH server supports for client to server
communications.

server MacAl gorithnsServer Tod i ent: String

The Method Authentication Code (MAC) algorithms that the SSH server supports for server to client
communications.
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server Pkts: Number

The total number of packets sent by the server since the last SSH event ran. For SSH_OPEN events,
this property is the number of packets sent by the server since the start of the flow. Note that this
property does not return the total number of packets for the entire SSH session.

server RTO  Number

The total number of server retransmission timeouts (RTOs) observed since the last SSH event ran.
For SSH_OPEN events, this property is the number of server RTOs observed since the start of the
flow. Note that this property does not return the total number of server RTOs for the entire SSH
session.

server \Versi on: String
The version of SSH on the server.
server Zer owhd: Number

The total number of packets sent by the server since the last SSH event ran. For SSH_OPEN events,
this property is the number of packets sent by the server since the start of the flow. Note that this
property does not return the total number of zero windows for the entire SSH session.

SSL

The SSL class enables you to store metrics and access properties on SSL_OPEN, SSL_CLOSE, SSL_ALERT,
SSL__RECORD, SSL__HEARTBEAT, and SSL_RENEGOT| ATE events.

Events
SSL_ALERT
Runs when an TLS alert record is exchanged.
SSL_CLCSE
Runs when the TLS connection is shut down.
SSL_HEARTBEAT
Runs when an TLS heartbeat record is exchanged.
SSL_OPEN
Runs when the TLS connection is first established.
SSL_PAYLQAD
Runs when the decrypted TLS payload matches the criteria configured in the associated trigger.
Depending on the flow, the payload can be found in the following properties:
e Fl ow payl oadl
e Fl ow. payl oad2
e Flowclient. payl oad
e Flow server. payl oad

e Fl ow. sender. payl oad
e Flow receiver. payl oad

Additional payload options are available when you create a trigger that runs on this event. See
Advanced trigger options for more information.
SSL_RECORD
Runs when an TLS record is exchanged.
SSL_RENEGOTI ATE
Runs on TLS renegotiation.
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Methods
addAppl i cation(nane: String): void
Associates an TLS session with the named application to collect TLS metric data about the session.

For example, you might call SSL. addAppl i cat i on() to associate TLS certificate data in an
application.

After an TLS session is associated with an application, that pairing is permanent for the lifetime of
the session.
Call only on SSL_ OPEN events; otherwise, an error will occur.

conmi t Record(): void

Sends a record to the configured recordstore only on SSL_ALERT, SSL_CLGCSE, SSL_ HEARTBEAT,
SSL_OPEN, or SSL_RENEGOT| ATE events. Record commits on SSL_PAYLOAD and SSL_ RECORD
events are not supported.

To view the default properties committed to the record object, see the r ecor d property below.
For built-in records, each unique record is committed only once, even if the conmi t Recor d()
method is called multiple times for the same unique record.

get d i ent Ext ensi onDat a( ext ensi on_nanme | extension_id): Buffer|Null
Returns the data for the specified extension if the extension was passed as part of the Hello message
from the client. Returns nul | if the message does not contain data.
Call only on SSL_OPEN and SSL_RENEGOTI ATE events; otherwise, an error will occur.

get Ser ver Ext ensi onDat a( ext ensi on_nanme | extension_id): Buffer|Null
Returns data for the specified extension if the extension was passed as part of the Hel | 0 message
from the server. Returns nul | if the message does not contain data.
Call only on SSL_OPEN and SSL_RENEGOTI ATE events; otherwise, an error will occur.

hasd i ent Ext ensi on(ext ensi on_nane | extension_id): boolean
Returns t r ue for the specified extension if the extension was passed as part of the Hel | 0 message
from the client.
Call only on SSL_OPENand SSL_RENEGOTI ATE events; otherwise, an error will occur.

hasSer ver Ext ensi on( ext ensi on_nane | extension_id): boolean
Returns t r ue for the specified extension if the extension was passed as part of the Hel | 0 message
from the server.
Call only on SSL_OPENand SSL_RENEGOTI ATE events; otherwise, an error will occur.

The following table provides a list of known TLS extensions.

o

Name

server_nane

mex_fragnment | ength

client certificate url

trusted _ca keys

truncat ed_hnac

st at us_request

user _nappi ng

client_authz

o | N0l W|IDN|FL|O

server _aut hz
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ID Name

9 cert_type

10 supported_groups

11 ec_point_formats

12 srp

13 signature_al gorithns

14 use_srtp

15 heart beat

16 application_| ayer_protocol negotiation
17 status_request_v2

18 signed_certificate_ tinmestanp
19 client _certificate type
20 server_certificate_ type
27 conpress_certificate

28 record size limt

29 pwd_pr ot ect

30 pwd_cl ear

31 password_sal t

35 session_ticket

41 pre_shared_key

42 early data

43 supported_versions

44 cooki e

45 psk_key exchange_nodes
47 certificate authorities
48 oid filters

49 post _handshake_auth

50 signature_al gorithnms_cert
51 key share

65281 renegotiation_info
65486 encrypted_server _nane

The following extensions are sent out by applications to test whether servers can handle unknown
extensions. For more information about these extensions, see Applying GREASE to TLS Extensibility 2.

e 2570
e 6682
e 10794
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e 14906
e 19018
e 23130
o 27242
e 31354
e 35466
e 39578
e 43690
e 47802
e 51914
e 56026
e 60138
e 64250
Properties

al ert Code: Number

The numeric representation of the TLS alert. The following table displays the possible TLS alerts,
which are defined in the Al ert Descri pti on data structure in RFC 2246:

Alert Number
close_notify 0
unexpect ed_nessage 10
bad record_nac 20
decryption _failed 21
record_overfl ow 22
deconpression_failure 30
handshake fail ure 40
bad certificate 42
unsupported certificate 43
certificate revoked 44
certificate_expired 45
certificate_unknown 46
i1l egal paraneter 47
unknown_ca 48
access_deni ed 49
decode_error 50
decrypt _error 51
export_restriction 60
pr ot ocol _version 70
i nsufficient_security 71
i nternal _error 80
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Alert Number
user _cancel ed 90
no_renegoti ation 100

If the session is opaque, the value is SSL. ALERT_CODE_UNKNOWN (nul ).

Access only on SSL_ ALERT events; otherwise, an error will occur.
al ert CodeNane: String

The name of the TLS alert associated with the alert code. See the al ert Code property for alert

names associated with alert codes. The value is nul | if no name is available for the associated alert
code.

Access only on SSL_ ALERT events; otherwise, an error will occur.
al ert Level : Number

The numeric representation of the TLS alert level. The following possible alert levels are defined in
the Al ert Level data structure in RFC 2246:

e warning (1)
e fatal (2)
If the session is opaque, the value is SSL. ALERT _LEVEL UNKNOWN (nul I).

Access only on SSL_ALERT events; otherwise, an error will occur.
certificate: SSLCert

The TLS server certificate object associated with the communication. Each object contains the
following properties:

aut horityl nf oAccess: Object

An object that contains information from the Authority Information Access extension, which

specifies information about the certificate authority (CA). The object contains the following
fields:

| ocati on: String

The URL of the Online Certificate Status Protocol (OCSP) Responder that can verify
whether the certificate is valid.

net hod: String

The OID of the method that the certificate issuer can be accessed with.
aut horityKeyl dentifier: String|Null

The identifier for the public key of the certificate authority (CA), expressed as an octet string.

E Note: This field does not contain the authority certification issuer or serial number.

basi cConstrai nts: Object

An object that contains information from the Basic Constraints extension, which specifies the
type of certificate subject. The object contains the following fields:

ca: Boolean

Indicates whether the subject of the certificate is a CA.
pat hl en: Number

The maximum number of certificates that can appear in the certificate chain after this
certificate.

certificatePolicies: ArrayofStrings

An array of OIDs for the policies specified in the Certificate Policies extension. Qualifiers are
not included in this array.
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crl Di stributionPoints: Array of Strings

An array of objects that contain information about servers that host certificate revocation lists
(CRLs) for the server certificate. The servers are specified in the CRL distribution point (CDP)
extension. Each object contains the following fields:

crlissuer: Array of Strings

An array of locations where the certificate of the CRL issuer can be retrieved.
di st Poi nt: Array of Strings

An array of locations where the CRL can be retrieved.
reasons: Array of Strings

An array of reason codes that indicate the reasons that the certificate could be revoked
by the CRL distribution point.

ext ensi onO Ds: Array of Strings
An array of OIDs for the X509 extensions specified in the certificate.
ext endedKeyUsage: Array of Strings
An array of uses for the public key of the server certificate specified in the Extended Key
Usage extension. The array can contain the following strings:
e serverAuth
e clientAuth
e enmuilProtection
e codeSigning
e (OCSPSi gni ng
e tineStanping
e anyExt endedKeyUsage
e nsSCC
fingerprint: String
The hexadecimal representation of the SHA-1 hash of the certificate. The string contains no
delimiters, as shown in the following example:

55F30E6D49E19145CF680E8B7E3DC8FC7041DC81

The SHA-1 certificate hash appears in the server certificate dialog box of most browsers.
fingerprint SHA256: String

The hexadecimal representation of the SHA-256 hash of the certificate. The string contains
no delimiters, as shown in the following example:

468C6C84DB844821COCCB0983C78D1CC05327119B894B5CA1C6A1318784D3675

The SHA-256 certificate hash appears in the server certificate dialog box of most browsers.
get Ext ensi onDat aByO D( ext ensi on_oi d) : Buffer

Method that returns a buffer object containing the value of the specified extension, expressed
as an octet string. Returns null if the OID does not exist or the server certificate does not
contain the extension.

i nhi bi t AnyPol i cy: Number
The number specified in the Inhibit anyPolicy extension, which limits the number of

certificates that the anyPolicy extension is applied to. The number specifies how many
additional, non-self-issued certificates in the chain are affected by the anyPolicy extension.

i sSel f Si gned: Boolean
The value is t r ue if the server certificate is self-signed.
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i ssuer: String

The common name of the server certificate issuer. The value is nul | if the issuer is not
available.

i ssuer Al t ernati veNanes: Array of Strings
An array of Issuer Alternative Names (IANs) specified in the server certificate.
i ssuer Di stingui shedNanme: Object

An object that contains information about the distinguished name of the certificate issuer.
Each object contains the following properties:

commonNane: String
The common name (CN).
country: Array of Strings
The country name (C).
emai | Addr ess: String
The email address.
organi zati on: Array of Strings
The organization name (O).
organi zati onal Uni t: Array of Strings
The organizational unit name (OU).
| ocal ity: Array of Strings
The locality name (L).
stat eOr Provi nce: Array of Strings
The state or province name (ST).
keySi ze: Number
The key size of the server certificate.
keyUsage: Array of Strings
An array of uses for the public key of the server certificate specified in the Key Usage
extension. The array can contain the following strings:

e digital Signature
e nonRepudi ati on
e keyEnci pher nent
e dat aEnci pher nent
e keyAgreenent
e KkeyCert Sign
e CRLSign
e enci pherOnly
e deci pherOnly
not Aft er: Number
The expiration time of the server certificate, expressed in UTC.
not Bef ore: Number
The start time of the server certificate, expressed in UTC. The server certificate is not valid
before this time.
nsComent : String
The comment specified in the Netscape Comment extension. This comment is sometimes
displayed in browsers when users view the server certificate.
ocspNoCheck: Boolean

Indicates whether the signing certificate can be trusted without verification from the OCSP
responder.
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payl oad: Buffer
The Buffer object that contains the raw payload bytes of the server certificate.
pol i cyConstraints: Object

An object that contains information from the Policy Constraints extension, which specifies
validation constraints for CA certificates.

requi reExplicitPolicy: Number
Specifies the maximum number of adjacent certificates in the chain that do not need to
specify an explicit policy.

i nhi bi t Pol i cyMappi ng: Number
Specifies the maximum number of adjacent certificates in the certificate chain before
policy mappings are ignored.

pol i cyMappi ngs: Array of Objects
An array of objects that contains information from the Policy Mappings extension, which
indicates policies that are equivalent to each other. Each object contains the following fields.

i ssuer Donmi nPol i cy: String
The OID of the issuer policy.
subj ect Donmmai nPol i cy: String
The OID of the subject policy.
publ i cKeyCur veNane: String

The name of the standard elliptic curve that the cryptography of the public key is based on.
This value is determined by the OID or explicit curve parameters specified in the certificate.

publ i cKeyExponent : String | Null

A string hex representation of the public key exponent. The string is shown in the client
certificate dialog box of most browsers, but without spaces.

publ i cKeyHasExplicitCurve: Boolean | Null

Indicates whether the certificate specifies explicit parameters for the elliptic curve of the
public key.

publ i cKeyMbdul us: String | Null

A string hex representation of the public key modulus. The string is shown in the client
certificate dialog box of most browsers, but without space, such as 010001

serial : String | Null
The serial number assigned to the certificate by the Certificate Authority (CA).
si gnat ur eAl gorithm String | Null

The algorithm applied to sign the server certificate. The following table displays some of the
possible values:

RFC Algorithm

RFC 3279 e md2W t hRSAEncrypti on
e md5W t hRSAENncrypti on
e shalWthRSAEncryption

RFC 4055 e sha224W t hRSAEncrypti on
e sha256W t hRSAEncryption\
e sha384Wt hRSAEncrypti on
e shab12Wt hRSAEncrypti on

RFC 4491 e jd-CostR3411-94-wth-
Cost 3410- 94
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RFC Algorithm
e id-CostR3411-94-with-
Gost 3410- 2001

subj ect: String
The subject common name (CN) of the server certificate.
subj ect Al t ernati veNanmes: Array

An array of strings that correspond to Subject Alternative Names (SANs) included in the
server certificate. Supported SANs are DNS names, email addresses, URIs, and IP addresses.

subj ect Di sti ngui shedNane: Object

An object that contains information about the distinguished name of the certificate subject.
Each object contains the following properties:

commonNane: String
The common name (CN).

country: Array of Strings
The country name (C).

enmmi | Addr ess: String
The email address.

organi zati on: Array of Strings
The organization name (O).

organi zati onal Uni t: Array of Strings
The organizational unit name (OU).

| ocal ity: Array of Strings
The locality name (L).

stat eOr Provi nce: Array of Strings
The state or province name (ST).

subj ect Keyl denti fier: String
The identifier for the public key of the certificate subject, expressed as an octet string.
certificates: Arrayof Objects

An array of certificate objects for each intermediate TLS certificate. The end-entity certificate,
also known as the leaf certificate, is the first object in the array; this object is also returned by the
certificate property.

ci pher Sui te: String
A string representing the cryptographic cipher suite negotiated between the server and the client.
ci pher Sui t esHex: String

A hexadecimal representation of the cryptographic cipher suite negotiated between the server and
the client.

ci pher Sui t esSupport ed: Array of Objects | Null

An array of objects with the following properties that specify the cipher suites supported by the TLS
client:

nane: String

The name of cipher suite.
type: Number

The cipher suite number.

Access only on SSL_OPENor SSL_ RENEGOTI ATE events; otherwise, an error will occur.
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ci pher Sui t eType: Number

The numeric value that represents the cryptographic cipher suite negotiated between the server and
the client. Possible values are defined by the IANA TLS Cipher Suite Registry.

clientBytes: Number
The total number of bytes sent by the client since the last SSL_ RECORD event ran. Note that this
property does not return the total number of bytes for the entire SSL session.
Access only on SSL__RECORD or SSL_ CLOSE events; otherwise, an error will occur.
clientCertificate: SSLCert

The TLS client certificate object associated with the communication. Each object contains the
following properties:

aut horityl nfoAccess: Object

An object that contains information from the Authority Information Access extension, which
specifies information about the certificate authority (CA). The object contains the following
fields:

| ocation: String

The URL of the Online Certificate Status Protocol (OCSP) Responder that can verify
whether the certificate is valid.

nmet hod: String
The OID of the method that the certificate issuer can be accessed with.
aut horityKeyldentifier: String|Null
The identifier for the public key of the certificate authority (CA), expressed as an octet string.

E Note: This field does not contain the authority certification issuer or serial number.

basi cConstrai nts: Object

An object that contains information from the Basic Constraints extension, which specifies the
type of certificate subject. The object contains the following fields:

ca: Boolean
Indicates whether the subject of the certificate is a CA.
pat hl en: Number

The maximum number of certificates that can appear in the certificate chain after this
certificate.

certificatePolicies: ArrayofStrings

An array of OIDs for the policies specified in the Certificate Policies extension. Qualifiers are
not included in this array.

crl Di stributionPoints: Array of Strings

An array of objects that contain information about servers that host certificate revocation lists
(CRLs) for the client certificate. The servers are specified in the CRL distribution point (CDP)
extension. Each object contains the following fields:

crlissuer: Array of Strings

An array of locations where the certificate of the CRL issuer can be retrieved.
di st Poi nt: Array of Strings

An array of locations where the CRL can be retrieved.
reasons: Array of Strings

An array of reason codes that indicate the reasons that the certificate could be revoked
by the CRL distribution point.

ext ensi onO Ds: Array of Strings
An array of OIDs for the X509 extensions specified in the client certificate.
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ext endedKeyUsage: Array of Strings

An array of uses for the public key of the client certificate specified in the Extended Key
Usage extension. The array can contain the following strings:

e serverAuth
e clientAuth
e enmuilProtection
e codeSigning
e (OCSPSi gni ng
e tineStanping
e anyExt endedKeyUsage
e nsSCC
fingerprint: String
The hexadecimal representation of the SHA-1 hash of the client certificate. The string
contains no delimiters, as shown in the following example:

55F30E6D49E19145CF680E8B7E3DC8FC7041DC81

fingerprint SHA256: String

The hexadecimal representation of the SHA-256 hash of the client certificate. The string
contains no delimiters, as shown in the following example:

468C6C84DB844821COCCB0983C78D1CC05327119B894B5CA1C6A1318784D3675

get Ext ensi onDat aByO D( ext ensi on_oi d) : Buffer

Method that returns a buffer object containing the value of the specified extension, expressed
as an octet string. Returns null if the OID does not exist or the client certificate does not
contain the extension.

keySi ze: Number
The key size of the client certificate.

keyUsage: Array of Strings
An array of uses for the public key of the client certificate specified in the Key Usage
extension. The array can contain the following strings:

e digital Signature
e nonRepudi ation
e keyEnci pher nent
e dat aEnci pher nent
e keyAgreenent
e keyCertSign
e CRLSign
e enci pherOnly
e deci pherOnly
i nhi bi t AnyPol i cy: Number
The number specified in the Inhibit anyPolicy extension, which limits the number of
certificates that the anyPolicy extension is applied to. The number specifies how many
additional, non-self-issued certificates in the chain are affected by the anyPolicy extension.
i sSel f Si gned: Boolean
The value is t r ue if the client certificate is self-signed.
i ssuer: String | Null

The common name of the client certificate issuer. The value is nul | if the issuer is not
available.
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i ssuer Di stingui shedNanme: Object

An object that contains information about the distinguished name of the certificate issuer.
Each object contains the following properties:

commonNane: String
The common name (CN).
country: Array of Strings
The country name (C).
emui | Addr ess: String
The email address.
organi zati on: Array of Strings
The organization name (O).
organi zati onal Uni t: Array of Strings
The organizational unit name (OU).
| ocal ity: Array of Strings
The locality name (L).
stat eOr Provi nce: Array of Strings
The state or province name (ST).
i ssuer Al t ernati veNames: Array of Strings
An array of Issuer Alternative Names (IANs) specified in the client certificate.
not Aft er: Number
The expiration time of the client certificate, expressed in UTC.
not Bef ore: Number

The start time of the client certificate, expressed in UTC. The client certificate is not valid
before this time.

nsComent : String

The comment specified in the Netscape Comment extension. This comment is sometimes
displayed in browsers when users view the client certificate.

ocspNoCheck: Boolean

Indicates whether the signing certificate can be trusted without verification from the OCSP
responder.

payl oad: Buffer
The Buffer object that contains the raw payload bytes of the client certificate.
pol i cyConstraints: Object

An object that contains information from the Policy Constraints extension, which specifies
validation constraints for CA certificates.

requi reExplicitPolicy: Number
Specifies the maximum number of adjacent certificates in the chain that do not need to
specify an explicit policy.
i nhi bi t Pol i cyMappi ng: Number
Specifies the maximum number of adjacent certificates in the certificate chain before
policy mappings are ignored.
publ i cKeyCur veNane: String

The name of the standard elliptic curve that the cryptography of the public key is based on.
This value is determined by the OID or explicit curve parameters specified in the certificate.

publ i cKeyExponent : String | Null
A string hex representation of the public key exponent.
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publ i cKeyHasExplicitCurve: Boolean | Null

Indicates whether the certificate specifies explicit parameters for the elliptic curve of the
public key.

publ i cKeyMbdul us: String | Null
A string hex representation of the public key modulus, such as 010001.
pol i cyMappi ngs: Array of Objects

An array of objects that contains information from the Policy Mappings extension, which
indicates policies that are equivalent to each other. Each object contains the following fields.

i ssuer Donmi nPol i cy: String
The OID of the issuer policy.
subj ect Donmmai nPol i cy: String
The OID of the subject policy.
si gnat ur eAl gorithm String | Null

The algorithm applied to sign the client certificate. The following table displays some of the
possible values:

RFC Algorithm

RFC 3279 e nd2W t hRSAEncrypti on
e md5W t hRSAENncrypti on
e shalWthRSAEncryption

RFC 4055 e sha224W t hRSAEncrypti on
e sha256W t hRSAEncrypti on
e sha384W t hRSAEncrypti on
e sha512W t hRSAEncrypti on

RFC 4491 e id-CostR3411-94-with-
Gost 3410- 94

e id-CostR3411-94-wit h-
Gost 3410- 2001

subj ect: String
The subject common name (CN) of the client certificate.
subj ect Al ternati veNanes: Array

An array of strings that correspond to Subject Alternative Names (SANs) included in the client
certificate. Supported SANs are DNS names, email addresses, URIs, and IP addresses.

subj ect Di sti ngui shedNane: Object

An object that contains information about the distinguished name of the certificate subject.
Each object contains the following properties:

commonNane: String
The common name (CN).
country: Array of Strings
The country name (C).
enmi | Addr ess: String
The email address.
organi zati on: Array of Strings
The organization name (O).
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organi zati onal Uni t: Array of Strings
The organizational unit name (OU).
| ocal ity: Array of Strings
The locality name (L).
stat eOr Provi nce: Array of Strings
The state or province name (ST).
subj ect Keyl denti fier: String
The identifier for the public key of the client certificate subject, expressed as an octet string.
clientCertificates: Arrayof Objects

An array of certificate objects for each intermediate TLS client certificate. The end-entity certificate,
also known as the leaf certificate, is the first object in the array; this object is also returned by the
clientCertificate property.

clientCertificateRequested: Boolean
The value is t r ue if the TLS server requested a client certificate.
Access only on SSL_OPEN, SSL_ALERT, or SSL_ RENEGOT| ATE events; otherwise, an error will
occur.
cl i ent Ext ensi ons: Array | Null
An array of client extension objects that contain the following properties:
i d: Number
The ID number of the TLS client extension.
| engt h:  Number
The full length of the TLS client extension, expressed in bytes.
E Note: An extension might be truncated if the length exceeds the maximum
size. The default is 512 bytes. Truncation has occurred if the

value of this property is smaller than the buffer returned by the
get d i ent Ext ensi onDat a() method.

nane: String
The name of the TLS client extension, if known. Otherwise, the value indicates that the
extension is unknown. See the table of known TLS extensions in the Methods section.
Access only on SSL_OPEN or SSL_ RENEGOTI ATE events; otherwise, an error will occur.
cl i ent Ext ensi onsHex: String
A hexadecimal representation of the sorted list of client extensions.
E Note: The Generate Random Extensions And Sustain Extensibility (GREASE) values are
removed from the list before encoding.
Access only on SSL_OPENand SSL_ RENEGOTI ATE events; otherwise, an error will occur.
clientHelloVersion: Number
The version of TLS specified by the client in the client hello packet.
clientL2Bytes: Number
The total number of L2 client bytes observed since the last SSL_ RECORD event ran. Note that this
property does not return the total number of bytes for the entire SSL session.
Access only on SSL__RECORD or SSL_ CLOSE events; otherwise, an error will occur.
clientPkts: Number
The total number of packets sent by the client since the last SSL__ RECORD event ran. Note that this
property does not return the total number of packets for the entire SSL session.

Access only on SSL__RECORD or SSL_ CLOSE events; otherwise, an error will occur.
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client Sessionld: String
The client session ID as a byte array encoded as a string.

client Zerowd: Number
The total number of zero windows sent by the client since the last SSL_ RECORD event ran. Note
that this property does not return the total number of zero windows for the entire SSL session.
Access only on SSL__RECORD or SSL_ CLOSE events; otherwise, an error will occur.

cont ent Type: String
The content type for the current record.

Access only on SSL_RECORD events; otherwise, an error will occur.
ecPoi nt For mat sHex: String
A hexadecimal representation of the elliptic-curve point formats that the client can parse.

Access only on SSL_OPENand SSL_ RENEGOTI| ATE events; otherwise, an error will occur.
encryptionProtocol : String
The TLS protocol version that the transaction is encrypted with.
handshakeTi ne: Number
The amount of time required to negotiate the TLS connection, expressed in milliseconds. Specifically,
the amount of time between when the client sends a C i ent Hel | o message and the server sends
ChangeCi pher Spec values as specified in RFC 2246.
Access only on SSL_OPENor SSL_ RENEGOTI ATE events; otherwise, an error will occur.
hear t beat Payl oadLengt h: Number
The value of the payload length field of the HeartbeatMessage data structure as specified in RFC
6520.
Access only on SSL_ HEARTBEAT events; otherwise, an error will occur.
heart beat Type: Number
The numeric representation of the HeartbeatMessageType field of the HeartbeartMessage data
structure as specified in RFC 6520. Valid values are SSL. HEARTBEAT _TYPE _REQUEST (1),
SSL. HEARTBEAT _TYPE_RESPONSE ( 2), or SSL. HEARTBEAT_TYPE_UNKNOM ( 255) .
Access only on SSL_ HEARTBEAT events; otherwise, an error will occur.
host : String | Null
The TLS Server Name Indication (SNI), if available.

Access only on SSL_OPENor SSL_ RENEGOTI ATE events; otherwise, an error will occur.
i sAborted: Boolean
The value is t r ue if the TLS session is aborted.
Access only on SSL_CLCSE, SSL__OPEN, and SSL_ RENEGOT| ATE events; otherwise, an error will
occur.
i sConpressed: Boolean
The value is t r ue if the TLS record is compressed.
i sDecrypt ed: Boolean

The value is t r ue if the ExtraHop system securely decrypted and analyzed the transaction.
Decrypted traffic analysis can expose advanced threats that hide within encrypted traffic.

i sEncrypt ed: Boolean
The value is t r ue if the TLS connection is encrypted.
i sPost Quant unKeyAgr eenent : Boolean

Indicates whether the TLS session was encrypted with a post-quantum cryptography (PQC)
algorithm. PQC is designed to resist attacks from quantum computers.
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i sResuned: Boolean
The value is t r ue if the connection is resumed from an existing TLS session and is not a new TLS
session.
Access only on SSL_OPEN, SSL_CLOSE, SSL_ALERT, SSL_HEARTBEAT, or SSL_ RENEGOT| ATE
events; otherwise, an error will occur.

i sStart TLS: Boolean
The value is t r ue if negotiation of the TLS session was initiated by the STARTTLS mechanism of the
protocol.
Access only on SSL__OPEN, SSL_CLOSE, SSL_ALERT, SSL_HEARTBEAT, or SSL_ RENEGOT| ATE
events; otherwise, an error will occur.

i sV2Cl i ent Hel | o: Boolean
The value is t r ue if the Hello record corresponds to SSLv2.

i sWeakCi pher Sui t e: Boolean

The value is t r ue if the cipher suite encrypting the TLS session is considered weak. NULL,
anonymous, and EXPORT cipher suites are considered weak, as are suites that encrypt with CBC,
DES, 3DES, MD5, or RC4.

Access only on SSL__OPEN, SSL_CLOSE, SSL_ALERT, SSL_HEARTBEAT, or SSL_ RENEGOT| ATE
events; otherwise, an error will occur.
j a3Text: String | Null

The complete JAS3 string for the client, including the client hello TLS version, accepted ciphers, SSL
extensions, elliptic curves, and elliptic curve formats.

j a3Hash: String | Null
The MD5 hash of the JA3 string for the client.
j a3sText : String | Null
The complete JA3S string for the server, including the server hello SSL version, accepted ciphers, and
TLS extensions.
j a3sHash: String | Null
The MD5 hash of the JA3S string for the server.
j a4Fi ngerprint: String| Null
The complete JA4 fingerprint for the client, which includes the following information:

e The transport layer (L4) protocol
e The TLS version
e Whether the Server Name Indicator (SNI) extension was specified
e  The number of cipher suites
e  The number of extensions
e The first Application Layer Protocol Negotiation (ALPN) value listed
e The truncated SHA256 hash of cipher suites
e The truncated SHA256 hash of extensions

keyAgreenent: String
The details of the key agreement or exchange algorithm established for the TLS session. For the
RSA algorithm, the property specifies the key size (RSA- 2048). For the Elliptic-Curve Diffe-Hellman
Ephemeral (ECDHE) algorithm, the property specifies the key-exchange group (ECDHE- secp256r 1).
For post-quantum cryptography (PQC) algorithms, the property specifies that the algorithm includes
PQC (PQC- ECDHE- Kyber - 768- X25519).

privat eKeyl d: String | Null
The string ID associated with the private key if the ExtraHop system is decrypting TLS traffic. The
value is nul | if the ExtraHop system is not decrypting SSL traffic.
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To find the private key ID in the Administration settings, click Capture from the System
Configuration section, click SSL Decryption, and then click a certificate. The pop-up window displays
all identifiers for the certificate.

record: Object

The record object that can be sent to the configured recordstore through a call to
SSL. conmi t Recor d() on either an SSL_OPEN, SSL_ CLOSE, SSL_ALERT, SSL_ HEARTBEAT, or
SSL_RENEGOTI ATE event.

The event on which the method was called determines which properties the default record object
can contain as displayed in the following table:

Event Available properties

e alertLevel

e certificateFingerprint
e certificatelsSelfSigned
e certificatel ssuer

e certificateKeySize

e certificateNotAfter

e certificateNotBefore

e certificateSignatureAl gorithm
e certificateSubject

e cipherSuite

e clientAddr

e clientBytes

e clientCertificateRequested
e clientlsExternal

e clientL2Bytes

e clientPkts

e clientPort

e clientRTO

e clientZeroWwd

e |sConpressed

e |sWakCipherSuite

e proto

e receiverlsExternal

e regBytes

e reglL2Bytes

e regPkts

e r1egRTO

e rspBytes

e rsplL2Bytes

e rspPkts

e [sSpRTO

e sender | sExternal

e serverAddr

e serverBytes

e serverlsExternal

e sServerlL2Bytes

e serverPkts

e serverPort
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Event Available properties
e serverRTO
e server Zer oWwd
e version

SSL CLOSE

certificatel sSel fSigned

certificatel ssuer

certificateFingerprint

certificateKeySize
certificateNotAfter
certificateNotBefore

certificateSi gnatureAl gorithm

certificateSubject
ci pherSuite
client Addr
clientBytes
clientlsExternal
clientL2Bytes
clientPkts
clientPort
clientRTO
client Zer oWhd

i sAborted

i sConpr essed

i sWweakCi pher Sui te
proto

recei verl sext er nal
regByt es

regPkt s

reqL2Byt es
regRTO

rspBytes
rspL2Bytes
rspPkts

rspRTO

sender | sExt er nal
server Addr
server Bytes
server | sExt er nal
server L2Byt es
server Pkts
server Port
server RTO
server Zer oWwhd
ver si on

SSL_HEARTBEAT

certificateFingerprint

certificatel ssuer
certificateKeySize
certificateNotAfter
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Event Available properties

e certificateNotBefore

e certificateSi gnatureAl gorithm
e certificateSubject

e cipherSuite

e clientlsExterna

e clientZerowd

e heartbeat Payl oadLengt h
e heartbeat Type

e |sConpressed

e receiverlsExterna

e senderl sExterna

e serverlsExterna

e serverZeroWd

e version

SSL_OPEN e certificateFingerprint
e certificatelsSelfSigned
e certificatel ssuer
e certificateKeySize
e certificateNotAfter
e certificateNotBefore
e certificateSignatureAl gorithm
e certificateSubject
e certificateSubjectAlternativeNanes
e cipherSuite
e clientAddr
e clientAlpn
e clientBytes
e clientCertificateRequested
e clientlsExterna
e clientL2Bytes
e clientPkts
e clientPort
e clientRTO
e clientZerowd
e handshakeTi ne
e host
e jsAborted
e |sConpressed
e | sPost Quant unKeyAgr eenent
e isRenegotiate
e |isWakCi pherSuite
e ja3Hash
e ja3sHash
e jadFingerprint
e KkeyAgreenent

e proto
e receiverlsExterna
e regBytes
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Event Available properties

e reglL2Bytes

e reqgPkts

e regRTO

e rspBytes

e rsplL2Bytes

e rspPkts

e TrspRTO

e senderl skxterna
e serverAddr

e serverAlpn

e serverBytes

e serverlsExterna
e serverlL2Bytes

e serverPkts

e serverPort

e serverRTO

e serverZeroWd

e version

SSL_RENEGOTI ATE e certificateFingerprint

g Note: The SSL_OPENrecordcertificat eKeySi ze
formatis appliedte certificateNot After
records committedson certi fi cat eNot Bef or e
this event. e certificateSignatureAl gorithm

e certificateSubject
e cipherSuite

e clientAlpn

e clientlsExternal

e handshakeTi ne

e host

e |sAborted

e |sConpressed

e receiverlskxternal
e senderl| skxternal

e serverAlpn

e serverlsExternal

e version

recordLengt h: Number
The value of the length field of the TLSPI ai nt ext, TLSConpr essed, and TLSCi phert ext data
structures as specified in RFC 5246.
Access only on SSL_RECORD, SSL_ALERT, or SSL_ HEARTBEAT events; otherwise, an error will
occur.

recordType: Number
The numeric representation of the type field of the TLSPI ai nt ext, TLSConpr essed, and
TLSCi phert ext data structures as specified in RFC 5246.

Access only on SSL_RECORD, SSL_ALERT, and SSL_ HEARTBEAT events; otherwise, an error will
occur.
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roundTri pTi me: Number
The median round trip time (RTT), expressed in milliseconds. An RTT is the time it took for a device
to send a single TCP packet and receive an immediate corresponding acknowledgment (ACK)
packet. The median value is calculated by sampling the RTTs observed since the last SSL_ALERT,
SSL_CLOSE, SSL_HEARTBEAT, SSL_ OPEN, SSL_PAYLOAD, SSL_ RECORD, or SSL_ RENEGOTI ATE
event ran. The value is NaNif there are no RTT samples.
Access only on SSL__RECORD or SSL_ CLOSE events; otherwise, an error will occur.
server Ext ensi ons: Array | Null
An array of server extension objects that contain the following properties:
i d: Number
The ID number of the SSL server extension.
| engt h:  Number
The full length of the SSL server extension, expressed in bytes.
E Note: An extension might be truncated if the length exceeds the maximum
size. The default is 512 bytes. Truncation has occurred if the

value of this property is smaller than the buffer returned by the
get d i ent Ext ensi onDat a() method.

nane: String
The name of the TLS server extension, if known. Otherwise, the value indicates that the
extension is unknown. See the table of known TLS extensions in the Methods section.
Access only on SSL_OPENor SSL_ RENEGOTI ATE events; otherwise, an error will occur.
server Ext ensi onsHex: String
A hexadecimal representation of the sorted list of server extensions.

E Note: The Generate Random Extensions And Sustain Extensibility (GREASE) values are
removed from the list before encoding.

Access only on SSL_OPENand SSL_RENEGOTI ATE events; otherwise, an error will occur.
server Byt es: Number
The total number of bytes sent by the server since the last SSL_ RECORD event ran. Note that this
property does not return the total number of bytes for the entire SSL session.
Access only on SSL__RECORD or SSL_ CLOSE events; otherwise, an error will occur.
server Hel | oVer si on: Number
The version of TLS specified by the server in the server hello packet.
server L2Byt es: Number
The total number of L2 server bytes observed since the last SSL_ RECORD event ran.Note that this
property does not return the total number of bytes for the entire SSL session.
Access only on SSL__RECORD or SSL_ CLOSE events; otherwise, an error will occur.
server Pkts: Number
The total number of packets sent by the server since the last SSL_ RECORD event ran. Note that this
property does not return the total number of packets for the entire SSL session.
Access only on SSL__RECORD or SSL_ CLOSE events; otherwise, an error will occur.
server Sessi onl d: String
The server session ID byte array, encoded as a string.
server Zer owd: Number
The total number of zero windows sent by the server since the last SSL_ RECORD event ran. Note
that this property does not return the total number of zero windows for the entire SSL session.

Access only on SSL__RECORD or SSL_ CLOSE events; otherwise, an error will occur.
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start TLSPr ot ocol : String | Null
The protocol from which the client sent a STARTTLS command.
suppor t edG oupsHex: String
A hexadecimal representation of the elliptic-curve Diffie-Hellman (ECDH) groups that the client
supports.
Access only on SSL_OPEN and SSL_ RENEGOTI| ATE events; otherwise, an error will occur.
ver si on: Number
The SSL protocol version with the RFC hexadecimal version number, expressed as a decimal.

Version Hex Decimal
SSLv2 0x200 2
SSLv3 0x300 768
TLS 1.0 0x301 769
TLS 1.1 0x302 770
TLS 1.2 0x303 771
TLS 1.3 0x304 772

TCP

The TCP class enables you to access properties and retrieve metrics from TCP events and from FLOW Tl CK
and FLOW TURN events.

The FLOW Tl CK and FLOW _TURN events are defined in the Flow section.

Events
TCP_CLGCSE

Runs when the TCP connection is shut down by being closed, expired or aborted.
TCP_OPEN

Runs when the TCP connection is first fully established.

The FLOW CLASSI FY event runs after the TCP_OPEN event to determine the L7 protocol of the
TCP flow.

E Note: If a TCP connection stalls for a long period of time, the TCP_OPEN event runs
again when the connection resumes. The following TCP properties and methods
are null when the event runs for a resumed connection:

e getOption

e handshakeTi ne

e hasECNEcho

e hasECNEchol

e hasECNEcho2

ni t RevWwdsSi ze
ni t RevWwhdSi zel
ni t RevWwhdsSi ze2
ni t SeqNum

ni t SeqNuni

i
i
i
i
i
i ni t SeqNun®
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e options
e optionsl
e options2
TCP_PAYLQAD
Runs when the payload matches the criteria configured in the associated trigger.

Depending on the Flow, the TCP payload can be found in the following properties:

e Flowclient. payl oad

e Fl ow payl oadl

e Fl ow payl oad2

e Flow receiver. payl oad
e Fl ow. sender. payl oad

e Flow server. payl oad

Additional payload options are available when you create a trigger that runs on this event. See
Advanced trigger options for more information.

Methods
get Opti on(ki nd: Number): Object | Null
Returns a TCP option object that matches the specified option kind. For a list of valid option

kinds, see TCP options. Specify the TCP client or the TCP server in the syntax—for example,
TCP.client.getOption(1l) or TCP. server.getOption(1l).

Applies only to TCP_OPEN events.

Properties
handshakeTi ne: Number
The amount of time required to negotiate the TCP connection, expressed in milliseconds.

Access only on TCP_OPEN events; otherwise, an error will occur.

hasECNEcho: Boolean
The value is t r ue if the ECN flag is set on a device during the three-way handshake. Specify
the TCP client or the TCP server in the syntax—for example, TCP. ¢l i ent . hasECNEcho or
TCP. server . hasECNEcho.
Access only on TCP_OPEN events; otherwise, an error will occur.

hasECNEchol: Boolean
The value is t r ue if the ECN flag is set during the three-way handshake associated with one of
two devices in the connection; the other device is represented by hasECNEcho?2. The device
represented by hasECNEcho1 remains consistent for the connection.
Access only on TCP_OPEN events; otherwise, an error will occur.

hasECNEcho2: Boolean
The value is t r ue if the ECN flag is set during the three-way handshake associated with one of
two devices in the connection; the other device is represented by hasECNEchol. The device
represented by hasECNEcho2 remains consistent for the connection.
Access only on TCP_OPEN events; otherwise, an error will occur.

i ni t RevWdSi ze: Number

The initial size of the TCP sliding window on a device negotiated during the three-
way handshake. Specify the TCP client or the TCP server in the syntax—for example,
TCP.client.initRcvWdSi ze or TCP. server. i nit RevWwdSi ze.

Access only on TCP_OPEN events; otherwise, an error will occur.
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i ni t RevWhdSi zel: Number

The initial size of the TCP sliding window negotiated during the three-way handshake associated
with one of two devices in the connection; the other device is represented by i ni t RevWwhdSi ze2.
The device represented by i ni t RevWhdSi zel remains consistent for the connection.

Access only on TCP_OPEN events; otherwise, an error will occur.
i ni t RevWhdSi ze2: Number

The initial size of the TCP sliding window negotiated during the three-way handshake associated
with one of two devices in the connection; the other device is represented by i ni t RevWwhdSi zel.
The device represented by i ni t RevWhdSi ze2 remains consistent for the connection.

Access only on TCP_OPEN events; otherwise, an error will occur.
i ni t SeqNum Number

The initial sequence number sent from a device during the three-way handshake. Specify
the TCP client or the TCP server in the syntax—for example, TCP. cl i ent . i ni t SeqNumor
TCP. server.initSegNum

Access only on TCP_OPEN events; otherwise, an error will occur.
i ni t SeqNuni: Number
The initial sequence number during the three-way handshake associated with one of two devices

in the connection; the other device is represented by i ni t SeqNun®. The device represented by
i ni t SegNuml remains consistent for the connection.

Access only on TCP_OPEN events; otherwise, an error will occur.
i ni t SeqNun®: Number
The initial sequence number during the three-way handshake associated with one of two devices

in the connection; the other device is represented by i ni t SeqNunil. The device represented by
i ni t SegNun® remains consistent for the connection.

Access only on TCP_OPEN events; otherwise, an error will occur.
i sAborted: Boolean
The value is t r ue if a TCP flow has been aborted through a TCP reset (RST) before the connection is

shut down. The flow can be aborted by a device. If applicable, specify the device role in the syntax—
for example, TCP. cl i ent . i sAborted or TCP. server. i sAbort ed.

This condition may be detected in any TCP event and in any impacted L7 events (for example,
HTTP_REQUEST or DB_RESPONSE).

E Note: e An L4 abort occurs when a TCP connection is closed with a RST instead of a
graceful shutdown.

e An L7 response abort occurs when a connection closes while in the middle of a
response. This can be due to a RST, a graceful FIN shutdown, or an expiration.

e An L7 request abort occurs when a connection closes in the middle of a
request. This can also be due to a RST, a graceful FIN shutdown, or an
expiration.

i sExpi red: Boolean
The value is t r ue if the TCP connection expired at the time of the event. If applicable, specify
TCP client or the TCP server in the syntax—for example, TCP. cl i ent . i sExpi red or
TCP. server. i sExpired.
Access only on TCP_CLCSE events; otherwise, an error will occur.
i sReset: Boolean

The value ist r ue if a TCP reset (RST) was seen while the connection was in the process of being
shut down.

ExtraHop 25.2 Trigger APl Reference 249



EXTRAHOP

nagl eDel ay: Number
The number of Nagle delays associated with a device in the flow. Specify the TCP client or the TCP
server in the syntax—for example, TCP. cl i ent . nagl eDel ay or TCP. ser ver . nagl eDel ay.
Access only on FLOW Tl CK and FLOW TURN events; otherwise, an error will occur.

nagl eDel ayl: Number
The number of Nagle delays associated with one of two devices in the flow; the other device is
represented by nagl eDel ay1. The device represented by nagl eDel ay2 remains consistent for the
connection.
Access only on FLOW Tl CK and FLOW TURN events; otherwise, an error will occur.

nagl eDel ayl: Number
The number of Nagle delays associated with one of two devices in the flow; the other device is
represented by nagl eDel ay2. The device represented by nagl eDel ay1 remains consistent for the
connection.
Access only on FLOW Tl CK and FLOW TURN events; otherwise, an error will occur.

options: Array
An array of objects representing the TCP options of a device in the initial handshake packets.
Specify the TCP client or the TCP server in the syntax—for example, TCP. cl i ent . opti ons or
TCP. server. opti ons. For more information, see the TCP options section below.
Access only on TCP_OPEN events; otherwise, an error will occur.

optionsl: Array
An array of options representing the TCP options in the initial handshake packets associated with
one of two devices in the connection; the other device is represented by opt i ons2. The device
represented by opt i ons1 remains consistent for the connection. For more information, For more
information, see the TCP options section below.
Access only on TCP_OPEN events; otherwise, an error will occur.

options2: Array
An array of options representing the TCP options in the initial handshake packets associated with
one of two devices in the connection; the other device is represented by opt i ons1. The device
represented by opt i ons2 remains consistent for the connection. For more information, For more
information, see the TCP options section below.
Access only on TCP_OPEN events; otherwise, an error will occur.

over |l apSegnents: Number

The number of non-identical TCP segments, transmitted by a device in the flow, where two or more
TCP segments contain data for the same part of the flow. Specify the TCP client or the TCP server in
the syntax—for example, TCP. cl i ent . over | apSegnent s or TCP. server. over | apSegnent s.

Access only on FLOW Tl CK or FLOW TURN events; otherwise, an error will occur.
over |l apSegnment s1: Number

The number of non-identical TCP segments where two or more segments contain data for the same
part of the flow. The TCP segments are transmitted by one of two devices in the flow; the other
device is represented by over | apSegnent s2. The device represented by over | apSegnment s1
remains consistent for the flow.

Access only on FLOW Tl CK or FLOW TURN events; otherwise, an error will occur.
over | apSegnment s2: Number

The number of non-identical TCP segments where two or more segments contain data for the same
part of the flow. The TCP segments are transmitted by one of two devices in the flow; the other
device is represented by over | apSegnent s1. The device represented by over | apSegnent s2
remains consistent for the flow.
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Access only on FLOW Tl CK or FLOW TURN events; otherwise, an error will occur.
rcvWhdThrott| e: Number
The number of receive window throttles sent from a device in the flow. Specify the TCP
client or the TCP server in the syntax—for example, TCP. cl i ent . rcvWhdThrott! e or
TCP. server.rcvWidThrottl e.
Access only on FLOW Tl CK and FLOW TURN events; otherwise, an error will occur.
rcvWhdThrott| el: Number
The number of receive window throttles sent from one of two devices in the flow; the other device
is represented by r cvWhdThr ot t | e2. The device represented by r cvWhdThr ot t | el remains
consistent for the connection.
Access only on FLOW Tl CK or FLOW TURN events; otherwise, an error will occur.
rcvWhdThrott| e2: Number
The number of receive window throttles sent from one of two devices in the flow; the other device
is represented by r cvWhdThr ot t | el. The device represented by r cvWhdThr ot t | €2 remains
consistent for the connection.
Access only on FLOW Tl CK or FLOW TURN events; otherwise, an error will occur.
retransBytes: Number
The number of bytes retransmitted over TCP by a client or server device in the flow. Specify
the TCP client or the TCP server in the syntax—for example, TCP. cl i ent . r et r ansByt es or
TCP. server.retransBytes.
Access only on FLOW Tl CK or FLOW TURN events; otherwise, an error will occur.
retransBytesl: Number
The number of bytes retransmitted over TCP by one of two devices in the flow; the other device is
represented by r et r ansByt es2. The device represented by r et r ansByt es1 remains consistent
for the connection.
Access only on FLOW Tl CK or FLOW TURN events; otherwise, an error will occur.
retransBytes2: Number
The number of bytes retransmitted over TCP by one of two devices in the flow; the other device is
represented by r et r ansByt es1. The device represented by r et r ansByt es2 remains consistent
for the connection.
Access only on FLOW Tl CK or FLOW TURN events; otherwise, an error will occur.
zer owhd: Number
The number of zero windows sent from a device in the flow. Specify the TCP client or the TCP server
in the syntax—for example, TCP. cl i ent . zer oWwhd or TCP. ser ver. zer oWd.
Access only on FLOW Tl CK and FLOW TURN events; otherwise, an error will occur.
zeroWwhdl: Number
The number of zero windows sent from one of two devices in the flow; the other device is
represented by zer oWhd2. The device represented by zer oWwhd1 remains consistent for the
connection.
Access only on FLOW Tl CK and FLOW TURN events; otherwise, an error will occur.
zer owhd2: Number

The number of zero windows sent from one of two devices in the flow; the other device is
represented by zer oWhd1. The device represented by zer oWhd2 remains consistent for the
connection.

Access only on FLOW Tl CK and FLOW TURN events; otherwise, an error will occur.
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All TCP Options objects have the following properties:

ki nd: Number

The TCP option kind number.

Kind Number Meaning

0 End of Option List

1 No- Oper ati on

2 Maxi nrum Segnent Si ze

3 W ndow Scal e

4 SACK Pernitted

5 SACK

6 Echo (obsol eted by option 8)

7 Echo Reply (obsol eted by option 8)

8 Ti mest anps

9 Partial Order Connection Permitted (obsolete)

10 Partial Order Service Profile (obsolete)

11 CC (obsol ete)

12 CC. NEW (obsol et e)

13 CC. ECHO (obsol et e)

14 TCP Alternate Checksum Request (obsol ete)

15 TCP Alternate Checksum Data (obsol ete)

16 Skeet er

17 Bubba

18 Trail er Checksum Option

19 MD5 Signature Option (obsol eted by option 29)

20 SCPS Capabilities

21 Sel ective Negative acknow edgments

22 Record Boundari es

23 Corruption experienced

24 SNAP

25 Unassi gned (rel eased 2000-12-18)

26 TCP Conpression Filter

27 Qui ck-Start Response

28 User Timeout Option (also, other known authorized
use)

29 TCP Aut hentication Option (TCP-AOQ
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Kind Number Meaning

30 Mul tipath TCP ( MPTCP)

31 Reserved (known authorized used w t hout proper
| ANA assi gnnent)

32 Reserved (known authorized used wi t hout proper
I ANA assi gnnent)

33 Reserved (known authorized used w t hout proper
| ANA assi gnnent)

34 TCP Fast Open Cooki e

35-75 Reserved

76 Reserved (known authorized used w t hout proper
| ANA assi gnnent)

77 Reserved (known authorized used w t hout proper
| ANA assi gnnent)

78 Reserved (known authorized used w t hout proper
I ANA assi gnnent)

79- 252 Reserved

253 RFC3692-styl e Experinment 1 (also inproperly used

for shipping products)

254 RFC3692-styl e Experinment 2 (also inproperly used
for shipping products)

nanme: String
The name of the TCP option.

The following list contains the names of common TCP options and their specific properties:

Maximum Segment Size (name 'mss', option kind 2)

val ue: Number
The maximum segment size.
Window Scale (hame 'wscale', kind 3)

val ue: Number
The window scale factor.
Selective acknowledgment Permitted (name 'sack-permitted’, kind 4)

No additional properties. Its presence indicates that the selective acknowledgment option was
included in the SYN.

Timestamp (name 'timestamp', kind 8)

tsval : Number
The TSVal field for the option.
tsecr: Number
The TSecr field for the option.
Quickstart Response (name 'quickstart-rsp’, kind 27)
rate-request: Number
The requested rate for transport, expressed in bytes per second.
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ttl-diff: Number
The TTLDIf.
gs-nonce: Number
The QS Nonce.
Akamai Address (name 'akamai-addr’, kind 28)

val ue: IPAddr
The IP Address of the Akamai server.
User Timeout (name 'user-timeout', kind 28)

val ue: Number
The user timeout.
Authentication (name 'tcp-ao', kind 29)
keyl d property: Number
The key id for the key in use.
r Next Keyl d: Number
The key id for the "receive next" key id.
mac: Buffer
The message authentication code.
Multipath (name 'mptcp’, kind 30)
val ue: Buffer
The multipath value.

Note: The Akamai address and user timeout options are differentiated by the
length of the option.

The following is an example of TCP options:
if (TCP.client.options != null) {
var opt MSS = TCP. client. get Opti on(2)

if (opt MSS && (opt MSS. val ue > 1460)) {
Net wor k. netri cAddCount (' | arge_nss', 1);

Net wor k. net ri cAddDet ai | Count (' | arge_nss_by client _ip',
Flow. client.ipaddr + " " + opt MSS. val ue,

Tel net

The Tel net class enables you to store metrics and access properties on TELNET NMESSAGE events.

Events
TELNET_MESSAGE
Runs on a telnet command or line of data from the telnet client or server.

Methods
conmi t Record(): void
Sends a record to the configured recordstore on an TELNET _MESSACGE event.
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To view the default properties committed to the record object, see the r ecor d property below.

For built-in records, each unique record is committed only once, even if the conmi t Recor d()
method is called multiple times for the same unique record.

Properties
conmmand: String
The command type. The value is nul | if the event was run due to a line of data being sent.

The following values are valid:

e Abort
e Abort Cutput
e Are You There

e Break

e Data Mark
e DO

e DONT

e End of File

e End of Record
e FErase Character
e FErase Line

e (o Ahead
e Interrupt Process
e NOP
e SB
e SE
e Suspend
e WLL
e WONT
| i ne: String

A line of the data sent by the client or server. Terminal escape sequences and special characters are
filtered out. Cursor movement and line editing are not simulated except for backspace characters.

option: String
The option being negotiated. The value is nul | if the option is invalid. The following values are valid:

e 3270- REG ME

e AARD

e ATCP

e  AUTHENTI CATI ON
e BM

e CHARSET

e COM PORT- OPTI ON
e DET

e ECHO

e ENCRYPT

e END- OF- RECORD
e ENVI RON

o EXPOPL

e EXTEND- ASCI |
e FORWARD- X
e GMCP
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e KERMT

e LI NEMODE
e LOGOUT

e NACCRD

e NACFFD

e NACHTD

e NACHTS

e NACL

e NACLFD

e NACP

e NAOVTD

o NAOVTS

o NAWS

e NEW ENVI RON
e QOUTMRK

o PRAGVA- HEARTBEAT

e PRAGVA- LOGON

e RCTE

e RECONNECT

e REMOTE- SERI AL- PORT
e SEND- LOCATI ON

e SEND- URL

e SSPI - LOGON
e STATUS

e  SUPDUP

e  SUPDUP- QUTPUT

e  SUPPRESS- GO- AHEAD

e TERM NAL- SPEED

e TERM NAL- TYPE

e TIM NG MARK

e TN3270E

e TOGGE.E- FLOW CONTRCOL
e TRANSM T- Bl NARY

e TTYLCC

e TUD

e X-DI SPLAY- LOCATI ON
e X 3-PAD

e XAUTH

optionDat a: Buffer

For option subnegotiations (the SB command), the raw, option-specific data sent. The value is nul |
if the command is not SB.

record: Object
The record object that can be sent to the configured recordstore through a call to
Tel net. conmi t Record() onan TELNET MESSAGE event.
The default record object can contain the following properties:

e clientlsExternal
e conmand

e option

e receiverBytes
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e receiverlsExternal

e receiverlL2Bytes

e recieverPkts

e receiverRTO

e receiverZeroWd

e roundTripTime

e senderBytes

e sender| sExt ernal

e senderL2Bytes

e senderPkts

e sender RTO

e sender Zer oWwhd

e serverl skxternal
recei ver Byt es: Number

The number of application-level bytes from the receiver.
recei ver L2Byt es: Number

The number of L2 bytes from the receiver.
recei ver Pkt s: Number

The number of packets from the receiver.
recei ver RTO.  Number

The number of retransmission timeouts (RTOs) from the receiver.
recei ver Zer owhd: Number

The number of zero windows sent by the receiver.
roundTri pTi me: Number

The median round trip time (RTT), expressed in milliseconds. An RTT is the time it took for a device
to send a single TCP packet and receive an immediate corresponding acknowledgment (ACK) packet.
The median value is calculated by sampling the RTTs observed since the last TELNET _MESSAGE
event ran. The value is NaNif there are no RTT samples.

sender Byt es: Number
The number of application-level bytes from the sender.
sender L2Byt es: Number
The number of L2 bytes from the sender.
sender Pkt s: Number
The number of packets from the sender.
sender RTO.  Number
The number of retransmission timeouts (RTOs) from the sender.
sender Zer owad: Number
The number of zero windows sent by the sender.

TFTP
The TFTP (Trivial File Transfer Protocol) class enables you to store metrics and access properties on
TFTP_REQUEST and TFTP_RESPONSE events.

Events
TFTP_REQUESTS
Runs on every TFTP request processed by the device.
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TFTP_RESPONSE
Runs on every TFTP response processed by the device.

Methods

conmmi t Record(): void
Sends a record to the configured recordstore on a TFTP_RESPONSE event. Record commits on
TFTP_REQUEST events are not supported.
To view the default properties committed to the record object, see the r ecor d property below.

For built-in records, each unique record is committed only once, even if the conmi t Recor d()
method is called multiple times for the same unique record.

Properties
bl ocks: Number
The number of data blocks written or read.

Access only on TFTP_RESPONSE events; otherwise, an error will occur.
error: String| null
The detailed error message recorded by the ExtraHop system.

Access only on TFTP_RESPONSE events; otherwise, an error will occur.
fil eConpl ete: Boolean
If the value is f al se, only part of the file was transferred, either because the client timed out during
a write operation or the server timed out during a read operation.
Access only on TFTP_RESPONSE events; otherwise, an error will occur.
fil enane: String
The name of the file transferred.

node: String
The mode that the file was transferred with. The following values are valid:
e netascii
e octet
e nuil

operation: String
The TFTP operation. The following values are valid:
e READ
e WRITE

payl oad: Buffer

The Buffer object that contains the raw payload bytes of the first data block transferred. The
maximum size of a block is 512 bytes.

payl oadMedi aType: String

The type of file transferred.

Access only on TFTP_RESPONSE events; otherwise, an error will occur.
payl oadSHA256: String

The hexadecimal representation of the SHA-256 hash of the payload. The string contains no
delimiters, as shown in the following example:

468c6c84db844821¢c9cch0983c78d1cc05327119b894b5calc6a1318784d3675

Access only on TFTP_RESPONSE events; otherwise, an error will occur.

ExtraHop 25.2 Trigger APl Reference 258



EXTRAHOP

si ze: Number
The size of the file transferred, expressed in bytes.

Access only on TFTP_RESPONSE events; otherwise, an error will occur.

Turn
Tur n is a class that enables you to store metrics and access properties available on FLOWN TURN events.
The FLOW TURN event is defined in the Flow section.

Properties
clientBytes: Number
The total number of bytes sent by the client since the last FLOW TURN event ran.
clientTransferTi me: Number
The client transfer time, expressed in milliseconds.
processi ngTi me: Number

The time elapsed between when the client transfers the request to the server and when the server
begins to transfer the response back to the client, expressed in milliseconds.

reqSi ze: Number
The size of the request payload, expressed in bytes.
reqTransferTi me: Number

The request transfer time, expressed in milliseconds. If the request is contained in a single packet,
the transfer time is zero. If the request spans multiple packets, the value is the amount of time
between detection of the first request packet and detection of the last packet by the ExtraHop
system. A high value might indicate a large request or a network delay. The value is NaN if there is no
valid measurement, or if the timing is invalid.

rspSi ze: Number
The size of the response payload, expressed in bytes.
rspTransferTi me: Number

The response transfer time, expressed in milliseconds. If the response is contained in a single packet,
the transfer time is zero. If the response spans multiple packets, the value is the amount of time
between detection of the first response packet and detection of the last packet by the ExtraHop
system. A high value might indicate a large response or a network delay. The value is NaNif there is
no valid measurement, or if the timing is invalid.

server Byt es: Number
The total number of bytes sent by the server since the last SSL_ RECORD event ran.
server Transfer Ti me: Number
The server transfer time, expressed in milliseconds.
sour ceDevi ce: Device
The source device object. See the Device class for more information.
t hi nkTi me: Number

The time elapsed between the server having transferred the response to the client and the client
transferring a new request to the server, expressed in milliseconds. The value is NaNif there is no
valid measurement.
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UbP

The UDP class enables you to access properties and retrieve metrics from UDP events and from
FLOW Tl CK and FLOW TURN events.

The FLOW Tl CK and FLOW TURN events are defined in the Flow section.

Events
UDP_PAYLOAD
Runs when the payload matches the criteria configured in the associated trigger.

Depending on the Flow, the UDP payload can be found in the following properties:

e Flowclient.payl oad

e Fl ow payl oadl

e Fl ow. payl oad2

e Flow receiver. payl oad
e Fl ow. sender. payl oad

e Flow server. payl oad

Additional payload options are available when you create a trigger that runs on this event. See
Advanced trigger options for more information.

WebSocket

The WebSocket class enables you to access properties on WEBSOCKET _ OPEN, WEBSOCKET _CLOSE, and
WEBSOCKET _MESSAGE events.

Events
WEBSOCKET _OPEN
Runs when a successful handshake has been observed.
WEBSOCKET _CLOSE
Runs when both close frames are observed, or when the underlying TCP connection is closed.
WEBSOCKET _MESSACGE
Runs when all frames of a text or binary message have been observed.

Properties
clientBytes: Number
The total number of bytes sent by the client during the entire WebSockets session.
Access only on WEBSOCKET _MESSAGE events; otherwise, an error will occur.
clientL2Bytes: Number
The total number of L2 client bytes observed during the entire WebSockets session.
Access only on WEBSOCKET _MESSAGE events; otherwise, an error will occur.
client Pkts: Number
The total number of packets sent by the client during the entire WebSockets session.
Access only on WEBSOCKET _MESSAGE events; otherwise, an error will occur.
client RTO Number

The total number of client retransmission timeouts (RTOs) observed during the WebSockets session.

Access only on WEBSOCKET _MESSAGE events; otherwise, an error will occur.
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client Zerowd: Number
The total number of zero windows sent by the client during the entire WebSockets session.

Access only on WEBSOCKET MESSAGE events; otherwise, an error will occur.
cl oseReason: String
The text message included in the first observed close frame that describes the reason the connection
was closed. The value is nul | if the frame does not contain this information.
Access only on WEBSOCKET _CLOSE events; otherwise, an error will occur.
host: String
The host provided in the handshake request from the client. The value is nul | if no host is provided.

Access only on WEBSOCKET _OPEN events; otherwise, an error will occur.
i sClientCl ose: Boolean
The value is t r ue if the initial close frame was sent by the client.

Access only on WEBSOCKET _CLOSE events; otherwise, an error will occur.
i sEncrypt ed: Boolean

The value is t r ue if the WebSocket connection is TLS-encrypted.
i sMasked: Bool ean

The value is true if the frames of the WebSocket message are masked.

Access only on WEBSOCKET MESSAGE events; otherwise, an error will occur.

i sServer Cl ose: Boolean
The value is t r ue if the initial close frame was sent by the server. The valueis f al se if the
connection was terminated abnormally.
Access only on WEBSOCKET _CLOSE events; otherwise, an error will occur.

nsg: Buffer
The Buffer object containing the WebSocket message. If the message is compressed, the buffer
contains the decompressed message. The buffer is nul | if the contents exceed the maximum length.
Access only on WEBSOCKET MESSAGE events; otherwise, an error will occur.

nmsgLengt h:  Number
The length of the message, expressed in bytes. If the message is compressed, the length reflects the
total length of the decompressed message, even if the message exceeds the maximum length.
Access only on WEBSOCKET MESSAGE events; otherwise, an error will occur.

nsgType: String
The type of WebSocket message frame. Valid values are TEXT or Bl NARY.
Access only on WEBSOCKET MESSAGE events; otherwise, an error will occur.

origin: String
The origin URL provided in the handshake request initiated by the client.
Access only on WEBSOCKET _OPEN events; otherwise, an error will occur.

rawmvsgLengt h:  Number
The length of the raw message as it was observed, expressed in bytes. If the message is compressed,
this property reflects the length of the compressed message.
Access only on WEBSOCKET MESSAGE events; otherwise, an error will occur.

server Byt es: Number
The total number of bytes sent by the server during the entire WebSockets session.

Access only on WEBSOCKET MESSAGE events; otherwise, an error will occur.
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server L2Byt es: Number
The total number of L2 server bytes observed during the entire WebSockets session.

Access only on WEBSOCKET MESSAGE events; otherwise, an error will occur.
server Pkt s: Number
The total number of packets sent by the server during the entire WebSockets session.

Access only on WEBSOCKET MESSAGE events; otherwise, an error will occur.
server RTO.  Number
The total number of server retransmission timeouts (RTOs) observed during the WebSockets
session.
Access only on WEBSOCKET MESSAGE events; otherwise, an error will occur.
server Zer owd: Number
The total number of zero windows sent by the server during the entire WebSockets session.

Access only on WEBSOCKET MESSAGE events; otherwise, an error will occur.
st at usCode: Number
The status code that represents the reason the connection was closed, as defined in RFC 6455.
The value is NO_STATUS RECVD (1005) if the initial close frame does not include a status code. The
value is NaNif connection was terminated abnormally.
Access only on WEBSOCKET _CLOSE events; otherwise, an error will occur.
uri: String
The URI provided in the handshake request initiated by the client.

Access only on WEBSOCKET _OPEN events; otherwise, an error will occur.

WSIVAN

The WBMAN class enables you to store metrics and access properties on WSMAN_REQUEST and

WSMAN RESPONSE events. Web Services-Management (WSMAN) and the Microsoft implementation
Windows Remote Management (WinRM) are protocols that enable devices to exchange management
information on a network.

Events
WSVAN REQUEST

Runs on every WBMAN REQUEST processed by the device.
WSVAN RESPONSE

Runs on every WBMAN RESPONSE processed by the device.

Methods
conmi t Recor d() : void

Sends a record to the configured recordstore on either a WBMAN_REQUEST or WBMAN RESPONSE
event. To view the default properties committed on each event, see the record property below.

If the conmi t Recor d() method is called on an WBMAN_REQUEST event, the record is not created
until the WBMAN_RESPONSE event runs. If the conm t Recor d() method is called on both the
WBVAN REQUEST and the corresponding WBMAN _RESPONSE, only one record is created for request
and response, even if the commi t Recor d() method is called multiple times on the same trigger
events.
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Properties
comandLi ne: String | Null

The full command line specified in the WSMAN request. If the WSMAN request did not specify a
command line, the value is null.

encryptionProtocol : String

The protocol that the transaction is encrypted with.
i sEncrypt ed: Boolean

The value is t r ue if the transaction is over secure HTTP.
i sDecrypt ed: Boolean

The value is t r ue if the ExtraHop system securely decrypted and analyzed the transaction.
Decrypted traffic analysis can expose advanced threats that hide within encrypted traffic.

operationld: String
The unique identifier of the operation.
payl oad: Buffer

A buffer object containing the XML message envelope. Messages longer than the maximum size

are truncated. The maximum size is configured in the WSMAN profile in the running config. The
following running config example changes the maximum message size from its default of 1024 bytes
to 4096:

"capture": {
"app_proto": {
"wsman": {
"payl oad_nax_si ze": 4096

record: Object

The record object that can be sent to the configured recordstore through a call to
WSMAN. commi t Recor d() .

The default record object can contain the following properties:

client Addr
clientl sExternal
clientPort
server Addr
server Port

proto

ti nmestanp

user

vl an
operationld
recei ver| sExt erna
regAction
reqResour ceUR
rspAction
rspResour ceURI
sender | sExt er na
sequencel d
server | sExt er nal

Access the record object only on WBMAN RESPONSE events; otherwise, an error will occur.
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reqAction: String
The action requested by the client to be performed by the resource specified in the resourceURI.

Access only on WBMAN REQUEST events; otherwise, an error will occur.
reqCommand: String | null

The command specified in the request. If no command is specified, the value is null.
reqResour ceURI : String

The Uniform Resource Identifier (URI) of the resource that performs an action.
rspAction: String

The server response to the action requested by the client.

Access only on WBMAN RESPONSE events; otherwise, an error will occur.
rspResour ceURl : String

The Uniform Resource Identifier (URI) of the resource that performs an action.
sequencel d: String

The string representation of a 64-bit integer that identifies a message in an operation.
user: String

The username of the account that sent the request.
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Open data stream classes

The Trigger API classes in this section enable you to send data to a third-party syslog, database, or server
through an open data stream (ODS) you have configured in the Administration settings.

Class Description

Remote.HTTP Enables you to submit HTTP request data to a
remote server through REST API endpoints.

Remote.Kafka Enables you to submit message data to remote a
Kafka server.

Remote.MongoDB Enables you to insert, remove, and update
document collections to a remote MongoDB
database.

Remote.Raw Enables you to submit raw data to a remote server

through a TCP or UDP port.

Remote.Syslog Enables you to send syslog data to a remote server.

Renot e. HTTP

The Renot e. HTTP class enables you to submit HTTP request data to an HTTP open data stream (ODS)
target and provides access to HTTP REST API endpoints.

You must first configure an HTTP ODS target from the Administration settings, which requires system and
access administration privileges. For configuration information, see the Open Data Streams & section in the
Sensor Administration Guide .

Methods
del ete
Submits an HTTP REST delete request to a configured HTTP open data stream.
Syntax:
Renot e. HTTP(" nane") . del et e({pat h: "path", headers: {header:

"header"},
payl oad: "payl oad"})

Renot e. HTTP. del et e({pat h: "path", headers: {header: "header"},
payl oad: "payl oad"})

Parameters:

nane: String

The name of the ODS target that requests are sent to. If this field is not specified, the
name is set todef aul t.

options: Object
The options object has the following properties:
pat h: String
The string specifying the request path.
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headers: Object

The optional object specifying the request headers. The following headers are
restricted and will result in an error if specified:

e Connection

e Authorization

e Proxy-Connection
e Content-Length

e X-Forwarded- For

e Transfer-Encoding

Note: Authorization headers must be specified by either a built-
in authentication method, such as Amazon Web Services, or
through the Additional HTTP Header field in the Open Data
Streams configuration window in the Administration settings.

Headers configured in a trigger take precedence over an entry in the Additional
HTTP Header field, which is located in the Open Data Streams configuration
window in the Administration settings. For example, if the Additional HTTP
Header field specifies Cont ent - Type: text/ pl ai n, but a trigger script on
the same ODS target specifies Cont ent - Type: appl i cation/j son,then
Cont ent - Type: application/jsonisincluded in the HTTP request.

You can compress the outgoing HTTP requests with the Content- Encoding
header.

' Cont ent - Encodi ng' : ' gzi p'

The following values are supported for this compression header:
e 0zip
e deflate
payl oad: String | Buffer
The optional string or Buffer specifying the request payload.
Return Values:
Returns t r ue if the request is queued, otherwise returns f al se.

get
Submits an HTTP REST get request to a configured HTTP open data stream.
Syntax:

Renot e. HTTP( " nanme") . get ({path: "path", headers: {header:
"header"},

payl oad: "payl oad", enabl eResponseEvent: "enabl eResponseEvent",
context: "context"})

Renot e. HTTP. get ({ pat h: "path", headers: {header: "header"},
payl oad: "payl oad", enabl eResponseEvent: "enabl eResponseEvent",
context: "context"})

Parameters:

nanme: String

The name of the ODS target that requests are sent to. If this field is not specified, the
name is set to def aul t.

options: Object
The options object has the following properties:
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pat h: String
The string specifying the request path.
headers: Object

The optional object specifying the request headers. The following headers are
restricted and will result in an error if specified:

e Connection
e Authorization
e Proxy-Connection
e Content-Length
e X-Forwar ded- For
e Transfer-Encoding

Note: Authorization headers must be specified by either a built-

in authentication method, such as Amazon Web Services, or

through the Additional HTTP Header field in the Open Data
Streams configuration window in the Administration settings.

Headers configured in a trigger take precedence over an entry in the Additional
HTTP Header field, which is located in the Open Data Streams configuration
window in the Administration settings. For example, if the Additional HTTP
Header field specifies Cont ent - Type: text/ pl ai n, but a trigger script on
the same ODS target specifies Cont ent - Type: appl i cati on/j son,then
Content - Type: application/json isincludedinthe HTTP request.

You can compress the outgoing HTTP requests with the Content- Encoding
header.

' Cont ent - Encodi ng' : 'gzip'

The following values are supported for this compression header:
e 0zip
e deflate
payl oad: String | Buffer
The optional string or Buffer specifying the request payload.
enabl eResponseEvent : Boolean
Enables a trigger to run on the HTTP response that is sent by the ODS target by
creating a REMOTE_RESPONSE event.

@ Important: Processing a large number of HTTP responses can affect
trigger performance and efficiency. We recommend that
you enable this option only if necessary.

cont ext: Object | String | Number | Boolean | null

An optional object that is sent to the trigger that is running on the HTTP
response from the ODS target. You can access information stored in the object
by specifying the Renot e. r esponse. cont ext property.

Return Values:
Returns t r ue if the request is queued, otherwise returns f al se.
pat ch
Submits an HTTP REST patch request to a configured HTTP open data stream.
Syntax:

Renmot e. HTTP( " nane") . patch({path: "path", headers: {header:

"header"},
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payl oad: "payl oad", enabl eResponseEvent: "enabl eResponseEvent",

context: "context"})

Renot e. HTTP. pat ch({pat h: "path", headers: {header: "header"},
payl oad: "payl oad", enabl eResponseEvent: "enabl eResponseEvent",
context: "context"})

Parameters:

nanme: String
The name of the ODS target that requests are sent to. If this field is not specified, the
name is set to def aul t.
options: Object
The options object has the following properties:
pat h: String
The string specifying the request path.
headers: Object

The optional object specifying the request headers. The following headers are
restricted and will result in an error if specified:

e Connection

e Authorization

e Proxy-Connection
e Content-Length

e X-Forwarded- For

e Transfer-Encoding

Note: Authorization headers must be specified by either a built-
in authentication method, such as Amazon Web Services, or
through the Additional HTTP Header field in the Open Data
Streams configuration window in the Administration settings.

Headers configured in a trigger take precedence over an entry in the Additional
HTTP Header field, which is located in the Open Data Streams configuration
window in the Administration settings. For example, if the Additional HTTP
Header field specifies Cont ent - Type: text/ pl ai n, but a trigger script on
the same ODS target specifies Cont ent - Type: appl i cation/json,then
Cont ent - Type: application/jsonisincludedinthe HTTP request.

You can compress the outgoing HTTP requests with the Content- Encoding
header.

' Cont ent - Encodi ng' : ' gzi p'

The following values are supported for this compression header:
e 0zip
e deflate
payl oad: String | Buffer
The optional string or Buffer specifying the request payload.
enabl eResponseEvent : Boolean
Enables a trigger to run on the HTTP response that is sent by the ODS target by
creating a REMOTE_RESPONSE event.

@ Important: Processing a large number of HTTP responses can affect
trigger performance and efficiency. We recommend that
you enable this option only if necessary.
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cont ext: Object | String | Number | Boolean | null
An optional object that is sent to the trigger that is running on the HTTP
response from the ODS target. You can access information stored in the object
by specifying the Renpt e. r esponse. cont ext property.
Return Values:
Returns t r ue if the request is queued, otherwise returns f al se.
post
Submits an HTTP REST post request to a configured HTTP open data stream.
Syntax:
Renot e. HTTP(" nane") . post ({path: "path", headers: {header:
"header"},

payl oad: "payl oad", enabl eResponseEvent: "enabl eResponseEvent",
context: "context"})

Renot e. HTTP. post ({ pat h: "path", headers: {header: "header"},
payl oad: "payl oad", enabl eResponseEvent: "enabl eResponseEvent",
context: "context"})

Parameters:

nane: String
The name of the ODS target that requests are sent to. If this field is not specified, the
name is set todef aul t.
options: Object
The options object has the following properties:
pat h: String
The string specifying the request path.
headers: Object

The optional object specifying the request headers. The following headers are
restricted and will result in an error if specified:

e Connection

e Authorization

e Proxy-Connection
e Content-Length

e X- Forwar ded- For

e Transfer-Encoding

Note: Authorization headers must be specified by either a built-
in authentication method, such as Amazon Web Services, or
through the Additional HTTP Header field in the Open Data
Streams configuration window in the Administration settings.

Headers configured in a trigger take precedence over an entry in the Additional
HTTP Header field, which is located in the Open Data Streams configuration
window in the Administration settings. For example, if the Additional HTTP
Header field specifies Cont ent - Type: text/ pl ai n, but a trigger script on
the same ODS target specifies Cont ent - Type: appl i cati on/j son,then
Cont ent - Type: application/jsonisincluded in the HTTP request.

You can compress the outgoing HTTP requests with the Content- Encoding
header.

' Cont ent - Encodi ng' : ' gzi p'
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The following values are supported for this compression header:
e Qzip
e deflate
payl oad: String | Buffer
The optional string or Buffer specifying the request payload.
enabl eResponseEvent : Boolean
Enables a trigger to run on the HTTP response that is sent by the ODS target by
creating a REMOTE_RESPONSE event.

@ Important: Processing a large number of HTTP responses can affect
trigger performance and efficiency. We recommend that
you enable this option only if necessary.

cont ext: Object | String | Number | Boolean | null

An optional object that is sent to the trigger that is running on the HTTP
response from the ODS target. You can access information stored in the object
by specifying the Renbt e. r esponse. cont ext property.

Return Values:
Returns t r ue if the request is queued, otherwise returns f al se.

put
Submits an HTTP REST put request to a configured HTTP open data stream.
Syntax:
Renot e. HTTP(" nanme") . put ({ pat h: "path", headers: {header:
"header"},
payl oad: "payl oad", enabl eResponseEvent: "enabl eResponseEvent",
context: "context"})
Renot e. HTTP. put ({ pat h: "path", headers: {header: "header"},
payl oad: "payl oad", enabl eResponseEvent: "enabl eResponseEvent",
context: "context"})
Parameters:

nane: String

The name of the ODS target that requests are sent to. If this field is not specified, the
name is set todef aul t.

options: Object
The options object has the following properties:
pat h: String
The string specifying the request path.
headers: Object
The optional object specifying the request headers. The following headers are
restricted and will result in an error if specified:
e Connection
e Authorization
e Proxy-Connection
e Content-Length
e X-Forwarded- For
e Transfer-Encoding

Note: Authorization headers must be specified by either a built-
in authentication method, such as Amazon Web Services, or
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through the Additional HTTP Header field in the Open Data
Streams configuration window in the Administration settings.

Headers configured in a trigger take precedence over an entry in the Additional
HTTP Header field, which is located in the Open Data Streams configuration
window in the Administration settings. For example, if the Additional HTTP
Header field specifies Cont ent - Type: text/ pl ai n, but a trigger script on
the same ODS target specifies Cont ent - Type: appl i cation/json,then
Cont ent - Type: application/jsonisincluded in the HTTP request.

You can compress the outgoing HTTP requests with the Content- Encoding
header.

' Cont ent - Encodi ng' : ' gzi p'

The following values are supported for this compression header:
e Qzip
e deflate
payl oad: String | Buffer
The optional string or Buffer specifying the request payload.
enabl eResponseEvent : Boolean
Enables a trigger to run on the HTTP response that is sent by the ODS target by
creating a REMOTE_RESPONSE event.

@ Important: Processing a large number of HTTP responses can affect
trigger performance and efficiency. We recommend that
you enable this option only if necessary.

cont ext: Object | String | Number | Boolean | null

An optional object that is sent to the trigger that is running on the HTTP
response from the ODS target. You can access information stored in the object
by specifying the Renpt e. r esponse. cont ext property.
Return Values:
Returns t r ue if the request is queued, otherwise returns f al se.
request
Submits an HTTP REST request to a configured HTTP open data stream.

Syntax:

Renot e. HTTP(" nane") . request (" net hod", {path: "path", headers:

{header: "header"},
payl oad: "payl oad", enabl eResponseEvent: "enabl eResponseEvent",

context: "context"})

Renot e. HTTP. request (" net hod", {path: "path", headers: {header:

"header"},
payl oad: "payl oad", enabl eResponseEvent: "enabl eResponseEvent",

context: "context"})

Parameters:

nanme: String
The name of the ODS target that requests are sent to. If this field is not specified, the
name is set to def aul t.

net hod: String
String that specifies the HTTP method.
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o CET

e HEAD

e POST

e PUT

e DELETE

e TRACE

e OPTI ONS
o CONNECT
e PATCH

options: Object
The options object has the following properties:
pat h: String
The string specifying the request path.
headers: Object

The optional object specifying the request headers. The following headers are
restricted and will result in an error if specified:

e Connection

e Authorization

e Proxy-Connection
e Content-Length

e X-Forwar ded- For

e Transfer-Encoding

Note: Authorization headers must be specified by either a built-
in authentication method, such as Amazon Web Services, or
through the Additional HTTP Header field in the Open Data
Streams configuration window in the Administration settings.

Headers configured in a trigger take precedence over an entry in the Additional
HTTP Header field, which is located in the Open Data Streams configuration
window in the Administration settings. For example, if the Additional HTTP
Header field specifies Cont ent - Type: text/ pl ai n, but a trigger script on
the same ODS target specifies Cont ent - Type: applicati on/j son,then
Content - Type: application/json isincludedinthe HTTP request.

You can compress the outgoing HTTP requests with the Content- Encoding
header.

' Cont ent - Encodi ng' : ' gzip'

The following values are supported for this compression header:
e 0zip
e deflate
payl oad: String | Buffer
The optional string or Buffer specifying the request payload.
enabl eResponseEvent : Boolean
Enables a trigger to run on the HTTP response that is sent by the ODS target by
creating a REMOTE_RESPONSE event.

@ Important: Processing a large number of HTTP responses can affect
trigger performance and efficiency. We recommend that
you enable this option only if necessary.

ExtraHop 25.2 Trigger APl Reference 272



EXTRAHOP

cont ext: Object | String | Number | Boolean | null

An optional object that is sent to the trigger that is running on the HTTP
response from the ODS target. You can access information stored in the object
by specifying the Renpt e. r esponse. cont ext property.

Return Values:
Returns t r ue if the request is queued, otherwise returns f al se.

Helper methods
The following helper methods are available for common HTTP methods.

Renot e. HTTP. del et e
Renot e. HTTP. get
Renot e. HTTP. pat ch
Renot e. HTTP. post
Renot e. HTTP. put

e o o o o

Syntax:

Renot e. HTTP("nane") . del et e({pat h: "path", headers: {header: "header"},
payl oad: "payl oad", enabl eResponseEvent: "enabl eResponseEvent",
context: "context"})

Renot e. HTTP. del et e({path: "path", headers: {header: "header"}, payl oad:
"payl oad", enabl eResponseEvent: "enabl eResponseEvent", context:
"“context"})

Renot e. HTTP("nane") . get ({ path: "path", headers: {header: "header"},
payl oad: "payl oad", enabl eResponseEvent: "enabl eResponseEvent",
context: "context"})

Renot e. HTTP. get ({ pat h: "pat h", headers: {header: "header"}, payl oad:
"payl oad", enabl eResponseEvent: "enabl eResponseEvent", context:
"“context"})

Renot e. HTTP( " nane") . patch({path: "path", headers: {header: "header"},
payl oad: "payl oad", enabl eResponseEvent: "enabl eResponseEvent",
context: "context"})

Renot e. HTTP. pat ch({pat h: "path", headers: {header: "header"}, payl oad:
"payl oad", enabl eResponseEvent: "enabl eResponseEvent", context:
“context"})

Renot e. HTTP( " nane") . post ({pat h: "path", headers: {header: "header"},
payl oad: "payl oad", enabl eResponseEvent: "enabl eResponseEvent",
context: "context"})

Renot e. HTTP. post ({pat h: "path", headers: {header: "header"}, payl oad:
"payl oad", enabl eResponseEvent: "enabl eResponseEvent", context:
“context"})

Renot e. HTTP( " nane") . put ({ pat h: "path", headers: {header: "header"},
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payl oad: "payl oad", enabl eResponseEvent: "enabl eResponseEvent",

context: "context"})

Renot e. HTTP. put ({ pat h: "pat h", headers: {header: "header"}, payl oad:
"payl oad", enabl eResponseEvent: "enabl eResponseEvent", context:
"context"})

Return values:
Returns t r ue if the request is queued, otherwise returns f al se.

Examples
HTTP GET
The following example will issue an HTTP GET request to the HTTP configuration called

"my_destination" and a path that is the URI, including query string variables, that you want the
request to be sent to.

Renot e. HTTP("ny_destinati on").get( { path: "/?
exanpl e=exanpl el&xanpl e2=ny_data" } );

HTTP POST

The following example will issue an HTTP POST request to the HTTP configuration called
"my_destination", the path that is the URI you want the request to be sent to and a payload. The
payload can be data similar to what an HTTP client would send, a JSON blob, XML, or whatever else
you want to send.

Renot e. HTTP(" my_destination").post( { path: "/", payload: "data | want
to
send" } );

Custom HTTP Headers

The following example defines a Javascript object with keys to represent the header names and their
corresponding values and provide that in a call as the value for the headers key.

var my_json = { exanple: "ny_data", exanplel: 42, exanple2: false };
var headers = { "Content-Type": "application/json" };
Renot e. HTTP("ny_destinati on").post( { path: "/", headers: headers,

payl oad:
JSON. stringify(my_json) });

Trigger Examples

e  Example: Send data to Elasticsearch with Remote.HTTP
e  Example: Send data to Azure with Remote.HTTP

Renot e. Kaf ka

The Renot e. Kaf ka class enables you to submit message data to a Kafka server through a Kafka open data
stream (ODS).

You must first configure a Kafka ODS target from the Administration settings, which requires system and
access administration privileges. For configuration information, see the Open Data Streams & section in the
Sensor Administration Guide .
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Methods
send

Sends an array of messages to a single topic with an option to indicate which Kafka partition the
messages will be sent to.

Syntax:

Renot e. Kaf ka. send({"topic": "topic", "messages":[nessages],
"partition": partition})

Renot e. Kaf ka("nane").send({"topic": "topic", "nmessages":
[ ressages],

"partition": partition})

Parameters:
nanme: String

The name of the ODS target that requests are sent to. If this field is not specified, the
name is set to def aul t.

topi c: String
A string corresponding to the topic associated with the Kafka send method. The topic
string has the following restrictions:
e  The string length must be between 1 and 249 characters.
e The string supports only alphanumeric characters and the following symbols: "-"

’
[Tl nn

,or"."
e  The string cannot be "." or "..".
nmessages: Array

An optional array of messages to be sent. An element in this array cannot be an array
itself.

partition: Number

An optional non-negative integer corresponding to the Kafka partition the messages
will be sent to. The send action will fail silently if the number provided exceeds the
number of partitions on the Kafka cluster associated with the given target. This value
is ignored unless Manual Partitioning is selected as the partitioning strategy when you
configured the open data stream in the Administration settings.

Return values:

None
Examples:

Renot e. Kaf ka. send({"topic": "my_topic", "nessages": ["hello
wor | d", 42,

DHCP. nsgType], "partition": 2});

Renot e. Kaf ka("my-target").send({"topic": "ny_topic", "nessages":
[ HTTP. query,
HTTP. uri]});

send
Sends messages to a single topic.
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Syntax:

Renot e. Kaf ka. send("t opi c", nmessagel, nessage2, etc...

Renot e. Kaf ka("my-target").send("topic", nessagel, nessagez,
etc...)

Parameters:
If Renot e. Kaf ka. send is called with multiple arguments, the following fields are required:
topi c: String

A string corresponding to the topic associated with the Kafka send method. The topic
string has the following restrictions:

e The string length must be between 1 and 249 characters.

e The string supports only alphanumeric characters and the following symbols: "-"

,or"",
e The string cannot be "." or "..".

nessages: String | Number
The messages to be sent. This cannot be an array.
Return values:
None.
Examples:

’

Renot e. Kaf ka. send("my_t opi c", HITP. query,

Renot e. Kaf ka("my-target").send("my_topic", HITP.query, HITP.uri);

Renot e. MongoDB

The Renpt e. MongoDB class enables you to insert, remove, and update MongoDB document collections
through a MongoDB open data stream (ODS).

You must first configure a MongoDB ODS target from the Administration settings, which requires system

and access administration privileges. For configuration information, see the Open Data Streams & section in
the Sensor Administration Guide &.

Methods
i nsert

Inserts a document or array of documents into a collection, and handles both add and modify
operations.

Syntax:

Renot e. MongoDB. i nsert (" db. col | ecti on", docunent);

Renot e. MongoDB( " nane").insert("db. col | ecti on", docunent);

Parameters:

nane: String

The name of the ODS target that requests are sent to. If this field is not specified, the
name is set to def aul t.

col l ection: String
The name of a group of MongoDB documents.
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docunent : Object
The JSON-formatted document to insert into the collection.
Return Values:
Returns t r ue if the request is queued, otherwise returns f al se.
Examples:

Renot e. MongoDB. i nsert (' sessi ons. sess_ww/
{
'session_id : "100",
"path': "/index.htm",
"host' : "www. extrahop. cont,
‘status': "500",
"src_ip': "10.10.1.120",
‘dst_ip': "10.10.1.100"
}

)
var X = Renote.MngoDB.insert('test.tbc', {exanple: 1});

if(x) {
Net wor k. net ri cAddCount (' perf _trigger_success', 1);

el se {
Net wor k. net ri cAddCount (' perf _trigger_error', 1);
}

Refer to http://docs.mongodb.org/manual/reference/method/db.collection.insert/
#db.collection.insert & for more information.

renove
Removes documents from a collection.
Syntax:

Renot e. MongoDB. renove( " col | ecti on", docunment, justOnce);

Renot e. MongoDB( " nane") . renmove("col | ection", docunent, justOnce]);

Parameters:

nane: String

The optional name of the host specified when you configured the open data stream in
the Administration settings. If no host is specified, the value is the default host.

col | ection: String

The name of a group of MongoDB documents.
docunent : Object

The JSON-formatted document to remove from the collection.
j ust Once: Boolean

An optional boolean parameter that limits the removal to just one document. Set to
t r ue to limit the deletion. The default value is f al se.

Return Values:
Returns t r ue if the request is queued, otherwise returns f al se.
Examples:

var x = Renote. MongoDB. renove('test.tbc', {qty: 100000}, false);
ifo(x) {

}

el se {

Net wor k. net ri cAddCount (' perf _trigger_success', 1);
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Net wor k. net ri cAddCount (' perf _trigger_error', 1);

Refer to http://docs.mongodb.org/manual/reference/method/db.collection.remove/
#db.collection.remove & for more information.

updat e
Modifies an existing document or documents in a collection.
Syntax:
Renot e. MongoDB. updat e("col | ecti on", docunment, update,

{"upsert":true,
"mul ti":true});

Renot e. MongoDB( " nane") . updat e("col | ecti on", document, update,
{"upsert":true, "multi":true});

Parameters:

col | ection: String
The name of a group of MongoDB documents.
docunent : Object

The JSON-formatted document that specifies which documents to update or insert, if
upsert option is set to true.

updat e: Object
The JSON-formatted document that specifies how to update the specified documents.
nane: String

The name of the host specified when you configured the open data stream in the
Administration settings. If no host was specified, the value is the default host.

options:
Optional flags that indicate the following additional update options:
upsert: Boolean

An optional boolean parameter that creates a new document when no
document matches the query data. Set to t r ue to create a new document. The
default value is f al se.

mul ti: Boolean

An optional boolean parameter that updates all documents that match the query
data. Set to t r ue to update multiple documents. The default value is f al se,
which updates only the first document returned.

Return Values:
The value is t r ue if the request is queued, otherwise returns FALSE.
Examples:

var x = Renobte. MongoDB. update('test.tbc', { id: 1}, {$set:
{exanpl e: 2} },
{"upsert':true, 'multi':false} );
it (x) {
Net wor k. net ri cAddCount (' perf _trigger_success', 1);

el se {
Net wor k. net ri cAddCount (' perf _trigger_error', 1);
}

Refer to http://docs.mongodb.org/manual/reference/method/db.collection.update/
#db.collection.update &= for more information.
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Trigger Examples

e Example: Parse syslog over TCP with universal payload analysis

Renot e. Raw

The Renot e. Rawclass enables you to submit raw data to a Raw open data stream (ODS) target through a
TCP or UDP port.

You must first configure a raw ODS target from the Administration settings, which requires system and
access administration privileges. For configuration information, see the Open Data Streams & section in the
Sensor Administration Guide .

Note: If the Gzip feature is enabled for the raw data stream in the Administration settings, the
Remote.Raw class will automatically compress the data with Gzip.

Methods
send

Sends raw data to a Raw open data stream (ODS) target through a TCP or UDP port.
Syntax:

Renot e. Raw. send( " dat a")

Renot e. Rawm " nane") . send("dat a")

Parameters:

name: String

The name of the ODS target that requests are sent to. If this field is not specified, the
name is set to def aul t.

dat a: String
The JavaScript string representing the bytes to send.
Return Values:
None
Examples

Renot e. Raw. send("data over the wire");

Renpote. Rawm( "ny-target").send("extra data for ny-target");

Renot e. Sysl og

The Renot e. Sysl og class enables you to create remote syslog messages and send message data to a
Syslog open data stream (ODS).

You must first configure a syslog ODS target from the Administration settings, which requires system and
access administration privileges. For configuration information, see the Open Data Streams & section in the
Sensor Administration Guide .

Note: If submitting an rsyslog message succeeds, the APIs will return true. In the case of either
success or failure, the trigger will continue to execute as a failure to submit an rsyslog
message is a "soft" failure. Incorrect usage of the APIs, in other words, calling them with the
wrong number or type of arguments, will still result in trigger execution stopping.
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Methods

enmer g( message: String) : void
Sends a message to the remote syslog server with an emergency severity level.
Syntax:

Renot e. Sysl og. energ("eh_event=web uri=" + HITP.uri + " req_size="
+ HTTP.reqSi ze + "

rsp_size=" + HITP.rspSize + " processingTi me=" +
HTTP. pr ocessi ngTi ne) ;

Renot e. Sysl og( " nane") . energ("eh_event=web uri=" + HITP.uri + "
req_size=" +

HTTP.reqSi ze + " rsp_size=" + HITP.rspSize + " processingTi ne=" +
HTTP. pr ocessi ngTi ne) ;

Parameters

nane: String

The name of the ODS target that requests are sent to. If this field is not specified, the
name is set to def aul t.

al ert (nessage: String) : void
Sends a message to the remote syslog server with an alert severity level.
Syntax:

Renot e. Sysl og. al ert ("eh_event=web uri=" + HITP.uri + " req_size="
+ HITP.reqSi ze + "
rsp_size=" + HITP.rspSize + " processingTi me=" +

HTTP. pr ocessi ngTi ne) ;

Renot e. Sysl og("nane") . al ert ("eh_event=web uri=" + HITP.uri + "
req_size=" +

HTTP.reqSi ze + " rsp_size=" + HITP.rspSize + " processingTi ne=" +
HTTP. pr ocessi ngTi ne) ;

Parameters

name: String

The name of the ODS target that requests are sent to. If this field is not specified, the
name is set to def aul t.

crit(nessage: String) : void
Sends a message to the remote syslog server with a critical severity level.
Syntax:
Renot e. Sysl og.crit("eh_event=web uri=" + HITP.uri + " reqg_size=" +
HTTP.reqSi ze + "

rsp_size=" + HITP.rspSize + " processingTi mne=" +
HTTP. pr ocessi ngTi ne) ;

Renot e. Sysl og("nane").crit("eh_event=web uri=" + HTTP.uri + "
req_size=" +

HTTP.reqSi ze + " rsp_size=" + HITP.rspSize + " processingTi me=" +
HTTP. pr ocessi ngTi ne) ;
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Parameters

nane: String

The name of the ODS target that requests are sent to. If this field is not specified, the
name is set to def aul t.

error (nmessage: String) : void
Sends a message to the remote syslog server with an error severity level.
Syntax:

Renot e. Sysl og. error ("eh_event=web uri=" + HITP.uri + " req_size="
+ HTTP.reqSi ze + "

rsp_size=" + HITP.rspSize + " processingTi mne=" +
HTTP. pr ocessi ngTi ne) ;

Renot e. Sysl og( " nane") . error("eh_event=web uri=" + HITP.uri + "
req_size=" +

HTTP.reqSi ze + " rsp_size=" + HITP.rspSize + " processingTi ne=" +
HTTP. pr ocessi ngTi ne) ;

Parameters

nane: String

The name of the ODS target that requests are sent to. If this field is not specified, the
name is set to def aul t.

war n( message: String) : void
Sends a message to the remote syslog server with a warning severity level.
Syntax:

Renot e. Sysl og. war n("eh_event=web uri =" + HITTP.uri + " req_size=" +
HTTP.reqSi ze + "

rsp_size=" + HITP.rspSize + " processingTi me=" +

HTTP. pr ocessi ngTi ne) ;

Renot e. Sysl og( " nane") . warn("eh_event=web uri=" + HTTP.uri + "
req_size=" +

HTTP.reqSi ze + " rsp_size=" + HITP.rspSize + " processingTi ne=" +
HTTP. pr ocessi ngTi ne) ;

Parameters

name: String

The name of the ODS target that requests are sent to. If this field is not specified, the
name is set to def aul t.
not i ce( nessage: String) : void
Sends a message to the remote syslog server with a notice severity level.
Syntax:

Renot e. Sysl og. noti ce("eh_event=web uri=" + HITP.uri + " reqg_size="
+ HITP.reqSi ze + "

rsp_size=" + HITP.rspSize + " processingTi me=" +
HTTP. pr ocessi ngTi ne) ;

Renot e. Sysl og("nane") . noti ce("eh_event=web uri=" + HTTP.uri + "
req_size=" +

HTTP.reqSi ze + " rsp_size=" + HITP.rspSize + " processingTi me=" +
HTTP. pr ocessi ngTi ne) ;
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Parameters

nane: String

The name of the ODS target that requests are sent to. If this field is not specified, the
name is set to def aul t.

i nf o( message: String) : void
Sends a message to the remote syslog server with an info severity level.
Syntax:

Renot e. Sysl og. i nfo("eh_event=web uri=" + HITP.uri + " req_size=" +
HTTP.reqSi ze + "

rsp_size=" + HITP.rspSize + " processingTi mne=" +
HTTP. pr ocessi ngTi ne) ;

Renot e. Sysl og("name").info("eh_event=web uri=" + HITP. uri +
req_size=" +

HTTP.reqSi ze + " rsp_size=" + HITP.rspSize + " processingTi me=" +
HTTP. pr ocessi ngTi ne) ;

Parameters

nane: String

The name of the ODS target that requests are sent to. If this field is not specified, the
name is set to def aul t.

debug( nessage: String) : void
Sends a message to the remote syslog server with a debug severity level.
Syntax:
Renot e. Sysl og. debug("eh_event=web uri=" + HITP.uri + " req_size="
+ HITP.reqSi ze + "

rsp_size=" + HITP.rspSize + " processingTi ne=" +
HTTP. pr ocessi ngTi ne) ;

Renot e. Sysl og( " nane") . debug("eh_event =web uri =" + HITP.uri + "
req_size=" +

HTTP.reqSi ze + " rsp_size=" + HITP.rspSize + " processingTi ne=" +
HTTP. pr ocessi ngTi ne) ;

Parameters

name: String

The name of the ODS target that requests are sent to. If this field is not specified, the
name is set to def aul t.

Message size

By default, the message sent to the remote server is limited to 1024 bytes, including the message header
and trailer (if necessary). The message header always includes the priority and timestamp, which together
are up to 30 bytes.

If you have system and access administration privileges, you can increase the default message size

in the Administration settings. Click Running Config from the Appliance Settings section, and then

click Edit config. Go to the "remote" section, and under the ODS target name, such as "rsyslog", add
"message_length_max" as shown in the example below. The "message_length_max" setting applies only to
the message passed to the Remote.Syslog APIs; the message header does not count against the maximum.

"remote": {
"rsyslog": {
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"host": "host nanme",

"port": 54322,
"“ipproto": "tcp",
"message_| engt h_nmax": 4000

}

Timestamp

The default timestamp format for rsyslog messages is UTC. You can change the timestamp to local time
when you configure the open data stream in the Administration settings.

Trigger Examples

e Example: Send discovered device data to a remote syslog server
e Example: Parse syslog over TCP with universal payload analysis
e  Example: Matching topnset keys

Renot e

The Renot e class enables you to send data to a third-party syslog, database, or server through an open
data stream (ODS) and access responses returned by HTTP ODS targets.

Events
REMOTE_RESPONSE
Runs when the ExtraHop system receives a response from an HTTP ODS target.

Note: A trigger runs on the REMOTE_RESPONSE event only if the trigger created the
ODS request that caused the response.

Properties
response: Object

An object that contains information from the HTTP response returned by the ODS target. The
response object has the following properties:

st at usCode: Number

The status code returned by the ODS target.
body: Buffer

The body of the HTTP response sent by the ODS target.
headers: Object

An object that contains the headers of the HTTP response sent by the ODS target. If the
response contains multiple headers with the same name, the value for the header is an array.
For example, if Set - Cooki e is specified multiple times in the response, you can access the
first cookie by specifying Renot e. r esponse. header s[ " Set - Cooki e"][ 0] .

cont ext: Object | String | Number | Boolean | null

The context information specified in the Remote.HTTP cont ext parameter when the ODS
request was sent. For more information see Remote. HTTP.
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Datastore classes

The Trigger API classes in this section enable you to access datastore, or bridge, metrics.

Class Description

AlertRecord Enables you to access alert information on
ALERT_RECORD COWM T events.

Dataset Enables you to access raw dataset values and
provides an interface for computing percentiles.

MetricCycle Enables you to retrieve metrics published during
a metric cycle interval represented by the
METRI C_CYCLE BEGQ N, METRI C_CYCLE_END,
and METRI C_RECORD _COWM T events.

MetricRecord Enables access to the current set of metrics on
METRI C_RECORD COWM T events.

Sampleset Enables you to retrieve summary data about
metrics.

Topnset Enables you to access data from a collection of
metrics grouped by a key such as a URI or a client IP
address.

Al ert Record
The AlertRecord class enables you to access alert information on ALERT _RECORD COWM T events.

Events
ALERT RECORD COMM T
Runs when an alert occurs. Provides access to information about the alert.

Additional datastore options are available when you create a trigger that runs on this event. See
Advanced trigger options for more information.

g Note: You cannot assign triggers that run only on this event to specific devices or device
groups. Triggers that run on this event will run whenever this event occurs.

@ Important: This event runs only if the NPM module is enabled on the ExtraHop system.
If your user account has not been granted NPM module access, you cannot
configure a trigger to run on this event.

Properties
descri ption: String
The description of the alert as it appears in the ExtraHop system.
i d: String
The ID of the alert record. Alert record IDs are named according to the following format:

ext rahop. <obj ect >. <al ert _type>
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<obj ect > is the type of object that the alert applies to. For network objects, the <obj ect > value is
capture. If the alert is for a detail topnset metric, the <al ert _type>isal ert _det ai | ; otherwise,
the <al ert _type>isal ert. The following alert record IDs are valid:

e extrahop.
e extrahop.
e extrahop.
e extrahop.
e extrahop.
e extrahop.
e extrahop.

capture.alert

capture.alert_detail

devi ce. al ert
device. al ert_detaill
application.alert

application.alert_detail

fl ow_network. al ert

e extrahop.flow network. al ert_detail
e extrahop.flow_ interface.alert
e extrahop.flow interface.alert_detail

g Note: You can restrict the trigger to only run for specified alert record types. Type a
comma-separated list of alert record IDs in the Metric types field of the Advanced
trigger options.

nane: String
The name of the alert.
obj ect: Object
The object the alert applies to. For device, application, capture, flow interface, or flow network

alerts, this property will contain a Device, Application, Network, FlowInterface, or FlowNetwork
object, respectively.

time: Number
The time that the alert record will be published with.
severityNane: String
The name of the alert severity level. The following severity levels are supported:

Value Description
energ Emergency
al ert Alert

crit Critical

err Error

war n Warning
notice Notice
info Info

debug Debug

severitylLevel : Number
The numeric alert severity level. The following severity levels are supported:

Value Description
0 Emergency
1 Alert

2 Critical

3 Error
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Value Description
4 Warning

5 Notice

6 Info

7 Debug

Dat aset

The dataset class enables you to access raw dataset values and provides an interface for computing
percentiles.

Instance Methods
percentile(...): Array | Number

Accepts a list of percentiles (either as an array or as multiple arguments) to compute and returns
the computed percentile values for the dataset. If passed a single numeric argument, a number
is returned. Otherwise an array is returned. The arguments must be in ascending order with no
duplicates. Floating point values, such as 99.99, are allowed.

Instance Properties
entries: Array

An array of objects with frequency and value attributes. This is analogous to a frequency table where
there is a set of values and the number of times each value was observed.

MetricCycle

The Met ri cCycl e class represents an interval during which metrics are published. The MetricCycle class is
valid on METRI C_CYCLE _BEGQ N, METRI C_CYCLE END, and METRI C_RECORD COWM T events.

The VETRI C_RECORD COMM T event is defined in the MetricRecord section.

Events
METRI C_CYCLE BEG N
Runs when a metric interval begins.
E Note: You cannot assign triggers that run only on this event to specific devices or device
groups. Triggers that run on this event will run whenever this event occurs.
METRI C_CYCLE_END
Runs when a metric interval ends.

E Note: You cannot assign triggers that run only on this event to specific devices or device
groups. Triggers that run on this event will run whenever this event occurs.

Additional datastore options are available when you create a trigger that runs on either of these events. See
Advanced trigger options for more information.

Properties

i d: String
A string representing the metric cycle. The only possible value is 30sec.
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i nterval : Object
An object containing from and until properties, expressed in milliseconds since the epoch.
store: Object

An object that retains information across all the METRI C_RECORD COMM T events that occur during
a metric cycle, that is, from the METRI C_CYCLE _BEGQ Nevent to the METRI C_CYCLE _END event.
This object is analogous to the Fl ow. st or e object. The st or e object is shared among triggers for
METRI C_* event s. Itis cleared at the end of a metric cycle.

Trigger Examples

e Example: Add metrics to the metric cycle store

Metri cRecord

The Met ri cRecor d class enables you to access to the current set of metrics on
MVETRI C_RECORD_COWM T events.

Events

METRI C_ RECORD COWM T
Runs when a metric record is committed to the datastore and provides access to various metric
properties.

Additional datastore options are available when you create a trigger that runs on this event. See
Advanced trigger options for more information.

@ Note: You cannot assign triggers that run only on this event to specific devices or device
groups. Triggers that run on this event will run whenever this event occurs.

Properties
fields: Object

An object containing metric values. The properties are the field names and the values can be
numbers, Topnset, Dataset or Sampleset.

i d: String
The metric type, such as ext r ahop. devi ce. http_server.

obj ect: Object
The object the metric applies to. For device, application, or VLAN alerts, this property contains a
Device object, an Application object, or a VLAN instance, respectively. For capture metrics, such as

ext rahop. capt ur e. net, the property contains a Network object. The following example code
stores the ID of an application in a variable:

var app_id = MetricRecord. object.id;

@ Note: The example code above always generates the following warning in the trigger
editor:

Property 'id" does not exist on type 'Device | Application
| VLAN | Network'. ts(2339) [2, 33]

Property 'id" does not exist on type 'Network'.

The warning indicates that assigning the trigger to a network is not supported. You
can ignore this warning when the trigger is assigned to an application.

time: Number
The publish time of the metric record.
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Trigger Examples

e Example: Matching topnset keys
e Example: Add metrics to the metric cycle store

Sanpl eset

The Sampleset class enables you to retrieve summary data about metrics.

Properties
count: Number
The number of samples in the sampleset.
nmean: Number
The average value of the samples.
si gma: Number
The standard deviation.
sum Number
The sum of the samples.
sun2: Number
The sum of the squares of the samples.

Topnset

The Topnset class represents a collection of metrics grouped by a key such as a URI or a client IP address.

For custom metrics, keys in the topnset corresponds to the keys passed into net ri cAddDet ai | * ()
methods. Key values can be a number, string, Dataset, Sampleset, or another topnset.

Met hods
findEntries(key: IPAddress | String | Object): Array
Returns all entries with matching keys.
findKeys(key: IPAddress | String | Object): Array
Returns all matching keys.
| ookup(key: IPAddress | String | Object): *
Look up an item in the topnset and retrieves the first matching entry.

Properties
entries: Array

An array of the topnset entries. The array contains at most N objects with key and value properties
where Nis currently set to 1000.

Keys in the ent ri es array adhere to the following structure, or key pattern:

type: String
The type of the topnset key. The following key types are supported:

e int

e string

e device id
e | paddr

e addr_pair
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e ether

val ue: *

The key value, which varies depending on the key type.

e Forint,string,anddevi ce_i d keys, the value is a number, string, and device ID,
respectively.

e Fori paddr keys, the value is an object containing the following properties:

e addr
e proto
e port
e device_ id
e origin
e Foraddr _pai r keys, the value is an object containing the following properties:
e addril
e addr2
e portl
e port2
e proto

e Foret her keys, the value is an object containing the following properties:

e ethertype
e hwaddr
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Deprecated API elements

The API elements listed in this section have been deprecated. Each element includes an alternative and the
version in which the element was deprecated.

If your trigger script contains a deprecated element, the syntax validator in the trigger editor lets you know
which element is deprecated and suggests a replacement element, if available. You cannot save the trigger
until you fix your code or you disable syntax validation. For better trigger performance, replace deprecated
elements.

Deprecated advanced trigger options

Option Replacement Version

5m n, 1hr, and 24hr metric cycles There is no replacement for 5 minute, 1 hour, 9.6
and 24 hour metric cycles. However, 30
second metric cycles are still supported.

Deprecated global functions

Function Replacement Version
exit(): Void The return statement 4.0
get Ti mest anpMSec(): Number get Ti mest anp(): Number 4.0

Deprecated global function parameters

Function Property Replacement Version

conmi t Det ecti on() cat egori es You can specify detection categories in 9.3
the Detection Catalog 2.

Deprecated events

Event Replacement Version

NEW VLAN No replacement 6.1

Deprecated classes

Class Replacement Version
Renot eSysl og Remote.Syslog 4.0
XML Regular expressions 6.0
Troubl eGroup No replacement 6.0

Deprecated methods by class

Class Method Replacement Version

Flow get Application(): String get Applications(): String 5.3

set Appl i cation(nane: String, addApplication(nane: String, 5.3
turnTi m ng: Boolean): void turnTi m ng: Boolean): void
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Class Method Replacement Version

Session updat e( key: String, val ue: repl ace(key: String, value: 3.9
*  options: Object)* *, options: Object): *

SSL set Appl i cati on(nane: addAppl i cat i on( nane: 5.3
String) : void String) : void

Deprecated properties by class

Class Property Replacement Version

AAA error: String i sError: Boolean 5.0
t process: Number processi ngTi me: Number 5.2

DB t process: Number processi ngTi ne: Number 5.2

Detection partici pants. obj ect _type: instanceof operator 7.8
String

Discover vl an: VLAN No replacement 6.1

DNS t process: Number processi ngTi ne: Number 5.2

Flow i sCl i ent Aborted: Boolean i SAborted: Boolean 3.10
i sServer Aborted: Boolean i sAborted: Boolean 3.10
turnl nfo: String Top-level Turn object with 3.9

attributes for the turn

FTP t process: Number processi ngTi ne: Number 5.2

HL7 tprocess: Number processingTime: Number 52

HTTP payl oadText : String payl oad: Buffer 4.0
t process: Number processi ngTi me: Number 5.2

IBMMQ nessagel D: String nsgl D. Buffer 5.2
nsgSi ze: Number t ot al MsgLengt h:  Number 5.2
obj ect Handl e: String No replacement 5.0
payl oad: Buffer nsqg: Buffer 5.2

ICA aut hTi cket : String user: String 3.7
application: String program String 5.2
client: String client Machi ne: String 6.0

LDAP t process: Number processi ngTi ne: Number 5.2

MongoDB roundTri pTi me: Number onthe No replacement 25.2
MONGODB_REQUEST event.
t process: Number processi ngTi ne: Number 5.2

Netflow t os: Number dscp: Number 6.1

dscp: String
NTLM nt | nRspVer si on: String rspVersion: String 8.2
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Class Property Replacement Version
QuUIC cyuFi ngerprint: String No replacement 9.6
t ags: Array of Objects No replacement 9.6
record. cyuFi ngerprint: No replacement 9.6
String
SMPP t process: Number processi ngTi ne: Number 5.2
SMTP reci pi ent: String reci pi entLi st: Array of Strings 7.5
roundTri pTi me: Number on the No replacement 25.2
SMIP_REQUEST event.
t process: Number processi ngTi me: Number 5.2
SSL SSL. record. j a3Hash: String SSL. j a3Hash: String 9.7
SSL. record. ja3sHash: String  SSL. j a3sHash String 9.7
reqByt es: Number clientBytes: Number 6.1
reqL2Byt es: Number clientL2Bytes: Number 6.1
reqPkts: Number clientPkts: Number 6.1
rspByt es: Number server Bytes: Number 6.1
rspL2Byt es: Number server L2Byt es: Number 6.1
rspPkts: Number server Pkts: Number 6.1
TCP wndSi ze: Number i ni t RevwWhdSi ze: Number 6.2
wndSi zel: Number i ni t RevWhdSi zel: Number 6.2
wndSi ze2: Number i ni t RevwWhdSi ze2: Number 6.2
Turn reqSi ze: Number clientBytes: Number 4.0
regxfer: Number clientTransferTi me: Number 4.0
respSi ze: Number server Byt es: Number 4.0
rspXfer: Number server Transfer Ti me: Number 4.0
t process: Number processi ngTi ne: Number 4.0
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You can configure advanced options for some events when you create a trigger.

The following table describes available advanced options and applicable events.

Option Description

Supported events

Bytes Per Packet to Capture

capture.

A value of O specifies that the
capture should collect all bytes in

each packet.

Specifies the number of bytes to
capture per packet. The capture
starts with the first byte in the
packet. Specify this option only if
the trigger script performs packet

All events are supported except
the following list:

ALERT _RECORD COWMM T

METRI C_CYCLE_BEG N

METRI C_CYCLE_END
FLOW REPORT
NEW APPLI| CATI ON

NEW DEVI CE

SESSI ON_EXPI RE

L7 Payload Bytes to Buffer

Note:

Specifies the maximum number of o
payload bytes to buffer.

Cl FS_REQUEST

If multiple triggers ruft on NeR=Sl==S =6 /=
the same event, the trigge:

with the highest L7 Paylo@Z i gy=R==0 U =53¢
Bytes to Buffer value

determines the maxintum
payload for that event fo

HTTP_RESPONSE

the raw metric name, such as
ext rahop. devi ce. htt p_servers

each trigger. ° | CA_TI CK
M | DAP_RESPONSE
Clipboard Bytes Specifies the number of bytes °
to buffer on a Citrix clipboard I CA_TICK
transfer.
Metric cycle Specifies the length of the metric o
cycle, expressed in seconds. The METRI C_CYCLE_BEG N
only valid value is 30sec. °
VETRI C_CYCLE_END
M VETR C_RECORD COMM T
Metric types Specifies the metric type by ° _

ALERT_RECORD_COMM T

METRI C_RECORD COMWM T

ExtraHop 25.2 Trigger APl Reference 293



EXTRAHOP

Option Description Supported events

Specify multiple metric types in a
comma-delimited list.

Run trigger on each flow turn Enables packet capture on each
flow turn.

SSL_PAYLOAD

Per-turn analysis continuously °

analyzes communication between
two endpoints to extract a single
payload data point from the flow.

TCP_PAYLOAD

If this option is enabled, any
values specified for the Client
matching string and Server
matching string options are
ignored.

Client Port Range Specifies the client port range. °

Valid values are O to 65535.

SSL_PAYLOAD
TCP_PAYLOAD

UDP_PAYLOAD

Client Bytes to Buffer Specifies the number of client °

bytes to buffer. SSL_PAYLQOAD

The value of this option cannot be ©

set to O if the value of the Server
bytes to buffer option is also set

TCP_PAYLOAD

to 0.

Client Buffer Search String Specifies the format string that °
indicates when to begin buffering SSL_PAYLOAD
client data. Returns the entire °

packet upon a string match. TCP_PAYLOAD

You can specify the string as °
text or hexidecimal numbers. For
example, both Ext r aHop and

\ x45\ x78\ x74\ x72\ x61\ x48\ x6F
\ X70 are equivalent. Hexidecimal
numbers are not case sensitive.

UDP_PAYLOAD

Any value specified for this option
is ignored if the Per Turn or Run
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Option Description Supported events
trigger on all UDP packets option
is enabled.

Server Port Range Specifies the server port range. °

SSL_PAYLOAD
Valid values are O to 65535.

TCP_PAYLOAD

UDP_PAYLOAD

Server Bytes to Buffer Specifies the number of server °

bytes to buffer. SSL_PAYLOAD

The value of this option cannot be ©

set to O if the value of the Client
bytes to buffer option is also set

TCP_PAYLOAD

to 0.

Server Buffer Search String Specifies the format string that °
indicates when to begin buffering SSL_PAYLQAD
server data. °

TCP_PAYLQAD
You can specify the string as

text or hexidecimal numbers. For ®
example, both Ext r aHop and

\ x45\ x78\ x74\ x72\ x61\ x48\ x6F
\ Xx70 are equivalent. Hexidecimal
numbers are not case sensitive.

UDP_PAYLOAD

Any value specified for this option
is ignored if the Per Turn or
Run trigger on all UDP option is

enabled.
Run trigger on all UDP packets Enables capture of all UDP °

datagrams. UDP_PAYLOAD
Run FLOW_CLASSIFY on Enables running the event upon °
expiring, unclassified flows expiration to accumulate metrics FLON CLASSI FY

for flows that were not classified
before expiring.

External types Specifies the types of external 1.
data the trigger processes. The
trigger only runs if the payload
contains a type field with one
of the specified values. Specify
multiple types in a comma-
separated list.

EXTERNAL _DATA

ExtraHop 25.2 Trigger APl Reference 295



EXTRAHOP

Examples

The following examples are available:

Example: Collect ActiveMQ metrics

Example: Send data to Azure with Remote. HTTP

Example: Monitor SMB actions on devices

Example: Track 500-level HTTP responses by customer ID and URI
Example: Collect response metrics on database queries

Example: Send discovered device data to a remote syslog server
Example: Send data to Elasticsearch with Remote. HTTP

Example: Access HTTP header attributes

Example: Collect IBMMQ metrics

Example: Record Memcache hits and misses

Example: Parse memcache keys

Example: Add metrics to the metric cycle store

Example: Parse NTP with universal payload analysis

Example: Parse custom PoS messages with universal payload analysis
Example: Parse syslog over TCP with universal payload analysis
Example: Record data to a session table

Example: Track SOAP requests

Example: Matching topnset keys

Example: Create an application container

Example: Collect ActiveMQ metrics

The trigger in this example records destination information from the Java Messaging Service (JMS). The
trigger creates an application and collects custom metrics that include the whether the broker of an event is
the sender or receiver and the JMS destination field specified on that event.

Run the trigger on the following events: ACTI VEMQ MESSACE

var app = Application("ActiveMQ Sanpl e");
if (ActiveM) senderl| sBroker) {
if (ActiveMQ receiverlsBroker) {
app. netri cAddCount ("anqg_broker", 1);
app. netri cAddDet ai | Count (" ang_br oker", ActiveMQ queue, 1);

el se {
app. netri cAddCount ("ang_nsg_out", 1);

app. metri cAddDet ai | Count ("ang_nsg_out", ActiveMQ queue, 1);

el se {
app. netri cAddCount ("ang_nsg_i n", 1);
app. netri cAddDet ai | Count ("ang_nsg_i n", ActiveMQ queue, 1);

Related classes

e ActiveMQ
e Application
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Example: Send data to Azure with Remote.HTTP

The trigger in this example sends data to the Microsoft Azure Table storage service through an HTTP open
data stream (ODS).

You must first configure an HTTP open data stream from the Administration settings before you create
the trigger. The ODS configuration contains the authentication information required to sign in to your
Microsoft Azure service. For configuration information, see Configure an HTTP target for an open data
stream 2 in the ExtraHop Admin Ul Guide .

Run the trigger on the following events: HTTP_RESPONSE

[/ The name of the HITP destination defined in the ODS config
var REST DEST = "my_tabl e_storage";

/1l The nane of the table within Azure Tabl e storage
var TABLE NAME = "Test Tabl e";

[* If the header is not set to this value, Azure expects to receive XM;

* however, it is easier for a trigger to send JSON.

* The ODS config enables you to specify the datatype of fields; in this
case

* the tinestanp (TS) field is a datetine even though it is serialized from
a

* Date to a String.

*/

var headers = { "Content-Type": "application/json; odata=n ni mal net adat a" };

var now = new Dat e(get Ti nestanp());
var msg = {
" RowKey" : now. get Ti me().toString(), // must be a string
"PartitionKey": "my_key", // nust be a string
"HTTPMet hod" : HTTP. net hod,
" Dest Addr " : Fl ow. server. i paddr,
" SrcAddr": Fl ow. cl i ent.i paddr,
"SrcPort": Fl ow. cli ent. port,
"Dest Port": Fl ow. server. port,
"TS@dat a. type": "Edm DateTime", // nmetadata to describe format of TS
field
"TS": now. t ol SCStri ng(),
" ServerTi ne": HTTP. pr ocessi ngTi ne,
"RspTTLB": HTTP. r spTi meToLast Byt e,
"RspCode": HTTP. st at usCode. toStri ng(),
"URI": "http://" + HITP. host + HTTP. pat h,

s

/1 debug(JSON. stringify(nsg));

Renot e. HTTP( REST_DEST) . post ( { path: "/" + TABLE NAME, headers: headers,
payl oad:

JSON. stringify(nmsg) } );

Related classes

e Remote.HTTP
e Flow
e HTTP
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Example: Monitor SMB actions on devices

The trigger in this example monitors the SMB actions performed on devices, and then creates custom
device metrics that collect the total number of bytes read and written, and the number of bytes written by
SMB users that are not authorized to access a sensitive resource.

Run the trigger on the following events: Cl FS_RESPONSE

var client = Flow client. devi ce,
server = Fl ow. server. devi ce,
client Address = Flow. client.i paddr,
server Address = Fl ow. server. i paddr,
file = CIFS.resource,
user = Cl FS. user,
resour ce,
per m ssi ons,
writeBytes,
r eadByt es;

/1l Resource to nonitor

resource = "\\dients\\Confidential\\";

I/ Users of interest and their pernissions

per m ssions = {
"\\\\ EXTRAHOP\\t onf" : {read: false, wite: false},
"\\\\ Anonynous" : {read: true, wite: false},
"\\\\WORKGROUP\\ mari a" : {read: true, wite: true}

Check if this is an action on your nonitored resource
((file !==null) && (file.indexO(resource) !==-1)) {
if (CIFS. isComandWite) {
writeBytes = ClFS. reqSi ze;
/1l Record bytes witten
Devi ce. met ri cAddCount ("cifs_wite_bytes", witeBytes);
Devi ce. metri cAddDet ai | Count ("cifs_write bytes", user, witeBytes);
/1l Record nunber of wites
Devi ce. netri cAddCount ("cifs_wites", 1);
Devi ce. netri cAddDetai | Count ("cifs_wites", user, 1);
/1 Record nunmber of unauthorized wites
if (!permissions[fuser] || !permi ssions[user].wite) {
Devi ce. met ri cAddCount ("ci fs_unauth_wites", 1);
Devi ce. netri cAddDet ai | Count ("cifs_unauth wites", user, 1);

(C FS. i sConmandRead) {
readBytes = ClI FS. reqSi ze;
/1l Record bytes read
Devi ce. netri cAddCount ("ci fs_read bytes", readBytes);
Devi ce. netri cAddDet ai | Count ("ci fs_read_bytes", user, readBytes);
/'l Record nunber of reads
Devi ce. met ri cAddCount ("ci fs_reads", 1);
Devi ce. met ri cAddDet ai | Count ("ci fs_reads", user, 1);
/'l Record nunber of unauthorized reads
if (!permssions[user] || !perm ssions[user].read) {
Devi ce. netri cAddCount ("ci fs_unaut h_reads", 1);
Devi ce. metri cAddDet ai | Count ("ci fs_unauth_reads", user, 1);
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Related classes

e CIFS
e Device
e Flow

Example: Track 500-level HTTP responses by customer ID and URI

The trigger in this example tracks HTTP server responses that result in an error code of 500. The trigger
also creates custom device metrics that collect the customer ID and URI in the header of each 500
response.

Run the trigger on the following events: HTTP_REQUEST and HTTP_RESPONSE

var custld,
query,
uri,
key;

(event HTTP_REQUEST") {
custld = HTTP. headers["Cust-1D"];
/[l Only keep the URI if there is a custoner id
if (custld !'==null) {
Fl ow. store.custld = custld;

query = HITP. query;

/* Pull the conplete URI (URI plus query string) and save it to

* the Flow store for a subsequent response event.
*

* The query string data is only avail able on the request.

if ((uri !'==null) & (query !'== null)) {
uri = uri + "?" + query;
}

I/ Keep URIs for handling by HTTP_RESPONSE triggers
Fl ow. store.uri = uri;

}

}
else if (event HTTP_RESPONSE") ({
custld = Fl ow. store. cust|d;

// Count total requests by custonmer ID
Devi ce. netri cAddCount ("custid _rsp_count", 1);
Devi ce. netri cAddDet ai | Count ("custid_rsp_count _detail"”, custld, 1);

If the status code is 500 or 503, record the URI and customer |ID
((HTTP. st at usCode === 500) || (HTTP. statusCode === 503)){
/1 Conbine URI and custoner IDto create the detail key
key = custld;
if (Flow store.uri !'= null) {
key += ", " + Flow. store.uri;
}
Devi ce. met ri cAddCount (" custid_error_count", 1);
Devi ce. netri cAddDet ai | Count ("custid_error_count _detail", key, 1);

/Il
if
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Related classes

e HTTP
e Flow
e Device

Example: Collect response metrics on database queries

The trigger in this example creates custom device metrics that collect the number of responses and the
processing times on database queries.

Run the trigger on the following events: DB RESPONSE

|l et stnt = DB. st at enent ;

if (stmt === null) {
return;

}

/1 Renove | eadi ng whitespace and truncate
stmt = stnt.trinmleft().substr(0, 1023);

/1l Record counts by statenent
Devi ce. metri cAddCount ("db_rsp_count", 1);
Devi ce. metri cAddDet ai | Count ("db_rsp_count _detail", stnt, 1);

/! Record processing tines by statenent
Devi ce. netri cAddSanpl eset ("db_proc_ti ne", DB. processi ngTi ne);
Devi ce. net ri cAddDet ai | Sanpl eset ("db_proc_tinme_detail",

stnt, DB. processingTi ne);

Related classes

e DB
e Device

Example: Send discovered device data to a remote syslog server

The trigger in this example discovers when a new device is detected on the ExtraHop system and creates
remote syslog messages that contain device attributes.

You must first configure a remote open data stream from the Administration settings before you create
the trigger. The ODS configuration specifies the location of the remote syslog server. For configuration
information, see Configure a syslog target for an open data stream & in the ExtraHop Admin Ul Guide .

Run the trigger on the following events: NEW DEVI CE

var dev = Di scover. devi ce;
Renot e. Sysl og. i nfo(' Di scovered device ' + dev.id + ' (hwaddr: ' + dev. hwaddr

+ ")

")

Related classes

e Remote.Syslog
e Discover
e Device
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Example: Send data to Elasticsearch with Remote. HTTP
The trigger in this example sends data to an Elasticsearch server through an HTTP open data stream (ODS).

You must first configure an HTTP open data stream from the Administration settings before you create
the trigger. The ODS configuration specifies the Elasticsearch target and any required authentication
credentials. For configuration information, see Configure an HTTP target for an open data stream & in the
ExtraHop Admin Ul Guide .

Run the trigger on the following events: HTTP_REQUEST and HTTP_RESPONSE

date = new Date();
payl oad = {
'"ts' : date.tolSOstring(), // Tinmestanp recogni zed by El asticsearch
"eh_event' : 'http',
"ny_path' : HITP. pat h};
var obj = {
"path' : '/extrahop/http', // Add to ExtraHop index
" headers' : {},
"payl oad'" : JSON. stringify(payl oad)} ;
Renot e. HTTP(' el asti csearch').request (' POST', obj);

Related classes

e Remote.HTTP

Example: Access HTTP header attributes

The trigger in this example accesses HTTP event attributes from the header object, and creates custom
device metrics that count header requests and attributes.

Run the trigger on the following events: HTTP_RESPONSE

var hdr,
sessi on,
accept,
resul ts,
headers = HITP. headers,
I

/1 Header | ookups are case-insensitive properties
sessi on = headers["X-Session-1d"];

/* Session is a string representing the value of the header (or null
* if the header is not present). Header val ues are always strings.
*/

/] This syntax also works if the header is a |egal property nane
accept = headers. accept;

/*

* In the event that there are nultiple instances of a header,
* accessing the header in the above manner (as a property)

* will always return the value for the first appearance of the
* header.

*/

if (session !== null)

/1 Count requests per session |ID
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Devi ce. net ri cAddCount ("reqg_count", 1);
Devi ce. metri cAddDet ai | Count ("req_count", session, 1);

~

* 0% % Sk F X F F

~

Loopi ng over all headers

The "l ength" property is case-sensitive and is not

treated as a header | ookup. Instead, it returns the number of
headers (as if HITP. headers were an array). In the unlikely
event that there is a header called "Length," it would still be
accessi ble with HTTP. headers["Length"] (or HTTP. headers. Length).

for (i = 0; i < headers.length; i++) {
hdr = headers[i];
debug("headers[" + i + "].nanme: " + hdr.nane);
debug("headers[" + i + "].value: " + hdr.val ue);
Devi ce. metri cAddCount (" hdr _count", 1);
/* Count instances of each header */
Devi ce. netri cAddDet ai | Count ("hdr _count", hdr.nane, 1);

}

/| Searching for headers by prefix
results = HITP. fi ndHeaders(" Content-");

[* The "results" property is an array (a real javascript array, as opposed
* to an array-like object) of header objects (with nanme and val ue

* properties) where the nanmes match the prefix of the string passed

* to findHeaders.

=0; i <results.length; i++) {
=results[i];
debug("results[" + i + "].nanme: " + hdr.nane);
debug(“"results[" + i + "].value: " + hdr.val ue);

Related classes

e HTTP
e Device

Example: Collect IBMMQ metrics

The triggers in this example work together to give a view of the flow of queue level messages through the
IBMMQ protocol. The triggers create custom application metrics that count the number of messages in,
out, and exchanged between brokers by different message queues.

Run the following trigger on the | BMMQ REQUEST event.

if (IBMVQ method == "MESSAGE_DATA") {
var app = Application("l BMQ Sanpl e");
app. netri cAddCount (" br oker", 1);
if (1BMMQ queue !== null) {
var ret = | BMMQ queue.split(":");
var queue = ret.length > 1 ? ret[1] : ret[0];
app. netri cAddDet ai | Count (" broker", queue, 1);

el se {
app. netri cAddCount (" queuel ess_broker", 1);

if (1BWR queue !== null && | BMWRQ. queue. i ndexOf ("QUEUE2") > -1) {
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app. netri cAddCount ("queue2_broker", 1);
app. commit () ;

el seif (1BVMQ method == "MQPUT" || |BMVQ method == "MPUT1") {

var app = Application("lBMVQ Sanpl e");

app. metri cAddCount ("nsg_i n", 1);

if (1BMMQ queue !== null) {
var ret = | BMMQ queue.split(":");
var queue =ret.length > 1 ? ret[1] : ret[O0];
app. netri cAddDet ai | Count ("nmsg_i n", queue, 1);

el se {
app. netri cAddCount (" queuel ess_nsg_in", 1);

if (1BMQ queue !== null && | BMMQ queue.indexOf ("QUEUE2") > -1) {
app. netri cAddCount (" queue2_nsg_i n", 1);

app. commit ();

Run the following trigger on the | BMMQ RESPONSE event.

if (1BMMQ met hod == "ASYNC MSG V7" || | BMMQ net hod == "MQYGET_REPLY") {
var app = Application("l BMVQ Sanpl e");
if (I BMVQ payl oad === null) {
app. netri cAddCount (" payl oadl ess_nmsg_out", 1);

el se {
app. netri cAddCount ("nsg_out", 1);

if (IBMMQ queue !'== null) {
var ret = | BMMQ queue.split(":");
var queue =ret.length > 1 ? ret[1] : ret[O0];
app. netri cAddDet ai | Count ("nmsg_out", queue, 1);

el se {
app. netri cAddCount (" queuel ess_nsg _out", 1);

if (1BMMQ queue !== null && | BMMQ. queue.indexOF ("QUEUE2") > -1) {
app. netri cAddCount (" queue2_nsg _out", 1);

app. comm t () ;

Related classes

e IBMMQ
e Application

Example: Record Memcache hits and misses

The trigger in this example creates custom device metrics that record each memcache hit or miss and the
access time of each hit.

Run the trigger on the following events: MEMCACHE RESPONSE
var hits = Mentache. hits;
var m sses = Mentache. m sses;

var accessTi ne = Mentache. accessTi ne;
var i;
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Devi ce. metri cAddCount (' nencache_key hit', hits.|ength);

for (i =0; i < hits.length; i++) {
var hit = hits[i];
if (hit.key !'= null)
Devi ce. metri cAddDet ai | Count (' nencache_key hit _detail', hit.key, 1);
}

}

if (!isNaN(accessTine)) {
Devi ce. metri cAddSanpl eset (' mencache_key hit', accessTi ne);
if ((hits.length > 0) && (hits[O0].key != null)) {
Devi ce. met ri cAddDet ai | Sanpl eset (' mencache_key_hit _detail ',
hi t s[ 0] . key,

}

accessTi ne) ;

}

Devi ce. netri cAddCount (' nencache_key m ss', misses.|ength);

for (i =0; i < msses.length; i++) {
var mss = msses[i];
if (mss.key !'= null)
Devi ce. metri cAddDet ai | Count (' nenctache_key nmiss detail', miss.key, 1);
}

}

Related classes

e Memcache
e Device

Example: Parse memcache keys

Parses the memcache keys to extract detailed breakdowns, such as by ID module and class name, and
creates custom device metrics to collect key details.

Keys are formatted as " com ext r ahop. <nodul e>. <cl ass>_<i d>" —for example:
"com ext rahop. wi dget s. sprocket _12345".

Run the trigger on the following events: MEMCACHE RESPONSE

var net hod = Mentache. net hod;
var statusCode = Mentache. st at usCode;
var regKeys = Mentache. r egKeys;
var hits = Mentache. hits;

var m sses = Mentache. ni sses;
var error = Mentache. error;

var hit;

var m ss;

var key;

var si ze;

var reqKey;

var i;

/1 Record breakdown of hit count and val ue size by nodul e and cl ass
i < hits.Iength; i ++) {
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Devi ce. met ri cAddCount ("hit", 1);
if (key '=null) {
var parts = key.split(".");

if ((parts.length == 4) && (parts[0] == "com') &&
(parts[1] == "extrahop")) {
var nmodul e = parts[2];
var subparts = parts[3].split("_");

Devi ce. netri cAddDet ai | Count ("hit_nodul €', nodule, 1);
Devi ce. metri cAddDet ai | Sanpl eset ("hit_nodul e_si ze", nodul e, size);

if (subparts.length == 2) {
var hitdass = nodule + "." + subparts[O0];

Devi ce. netri cAddDet ai | Count ("hit_class", hitd ass, 1);
Devi ce. metri cAddDet ai | Sanpl eset ("hit_cl ass_si ze", hitd ass,
si ze);

/'l Record misses by IDto help identify caching issues
for (i =0; i < misses.length; i++) {
mss = msses[i];
key = m ss. key;
if (key '= null) {
var parts = key.split(".");

if ((parts.length == 4) && (parts[0] == "conl') &&
(parts[1l] == "extrahop") && (parts[2] == "widgets")) {
var subparts = parts[3].split("_");

if ((subparts.length == 2) && (subparts[0] == "sprocket")) {

Devi ce. met ri cAddDet ai | Count ("sprocket _miss_id", subparts[1], 1);
}

Record the keys that produced any errors
(error !'= null & method !'= null) {
for (i =0; i <reqgKeys.length; i++) {
reqkey = regKeys[i];
if (regKey !'= null) {
var errDetail = nethod + " " + regKey + " / " + statusCode + "
error;
Devi ce. met ri cAddDet ai | Count ("error_key", errDetail, 1);
}
}

Record the status code, matching built-in metrics
(Mentache. i sBi naryProt ocol && statusCode != "NO ERROR') {
Devi ce. netri cAddDet ai | Count (" st at us_code",

met hod + "/" + statusCode, 1);

el se {
Devi ce. met ri cAddDet ai | Count (" st at us_code", statusCode, 1);
}
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Related classes

e Memcache
e Device

Example: Add metrics to the metric cycle store

The trigger in this example illustrates how to temporarily store data from all metric record commits that
occur during a metric cycle.

Run the trigger on the following events: METRI C_CYCLE _BEG N, METRI C_CYCLE_END,
METRI C_RECORD COMWM T

Configure advanced trigger options as shown in the following table:

Option Value
Metric Cycle 30sec
Metric Type extrahop.device.http_server,

extrahop.device.tcp

var store MetricCycl e. store;

function processhMetric() {
var id = MetricRecord.id,
deviceld = Metri cRecord. obj ect.id,
fields = MetricRecord. fi el ds;

if (!store.netrics[deviceld]) {
store. metrics[deviceld] = {};

if (id === "extrahop.device. http server') {
store. netrics[deviceld].httpRspAborted= fields['rsp_abort'];

else if (id === "'extrahop.device.tcp') {
store. netrics[deviceld].tcpAborted = fields['aborted out'];
}

}

function conmt SyntheticMetrics() {
var dev,
netrics,
abort Pct,
devi cel d;
(deviceld in store.nmetrics) {
metrics = store. nmetrics[deviceld];
abortPct = (netrics. httpRspAborted / nmetrics.tcpAborted) * 100;
dev = new Devi ce(devi cel d);
dev. netri cAddSnap(' http-tcp-abort-pct', abortPct);

}

switch (event) ({

case ' METRI C_CYCLE BEG N :
store.netrics = {};
br eak;

case ' METRI C_ RECORD COWM T':
processMetric();
br eak;
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case ' METRI C_CYCLE_END :
commi t Synt heticMetrics();
br eak;

Related classes

e  MetricCycle
e  MetricRecord
e Device

Example: Parse custom PoS messages with universal payload analysis

The trigger in this example parses TCP messages from a point-of-sale (PoS) system and creates custom
device metrics that collect specific values in the 4th to 7th bytes of both response and request messages.

Run the trigger on the following events: TCP_PAYLOAD

/1 Define variables; store client or server payload into a Buffer object

var buf client Fl ow. cl i ent . payl oad,
buf server Fl ow. server . payl oad,
prot ocol = Flow. | 7proto,

/'l PoS Message Type Structure Definition
pos_nessage_type = {
"0100" : "0100_Aut horization_Request",
"0101" : "0101_Aut horization_Request Repeat",
"0110" : "0110_ Authorizati on_Response",
"0200" : "0200_Fi nanci al _Request",
"0201" : "0201_Fi nanci al _Request _Repeat",
"0210" : "0210_Fi nanci al _Response",
"0220" : "0220_Fi nanci al _Transacti on_Advi ce_Request",
"0221" : "0221 _Financial _Transacti on_Advi ce_Request Repeat",
"0230" : "0230_Fi nanci al _Transacti on_Advi ce_Response",
"0420" : "0420_Reversal Advice Request",
"0421" : "0421_Reversal Advi ce_Request Repeat",
"0430" : "0430_Reversal Advi ce_Response",
"0600" : "0600_Adm nistrati on_Request",
"0601" : "0601_Admi nistrati on_Request Repeat",
"0610" : "0610_Adni ni strati on_Response",
"0620" : "0620_Adm ni strati on_Advi ce_Request ",
"0621" : "0621_Adm ni stration_Advi ce_Request _Repeat",
"0630" : "0630_Adnini strati on_Advi ce_Response",
"0800" : "0800_Adm nistrati on_Request",
"0801" : "0801_Admi nistrati on_Request Repeat",
"0810" : "0810_Admi ni strati on_Response"

H

[l Skip parsing if it is a protocol of no interest or there is no payl oad
if (protocol !== "tcp:4015" || (buf_client === null && buf_server === null))
/1 debug(' Protocol of no interest: '
return;
} else {
/* Store the data into variables for future access since there is sone
payl oad
* to parse
*/
var client _ip = Flow client.ipaddr,

+ protocol);
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server _ip = Flow server.i paddr,
client_port = Flow client.port,
server_port = Fl ow. server. port;
/1 client new Devi ce(Fl ow. cl i ent. devi ce.id),
/] server new Devi ce( Fl ow. server. devi ce. i d);

}
if (buf_client !'== null && buf_client.length >= 7) {

[/l This is a client payl oad

var cli_nsg_type = buf _client.slice(3,7).decode('utf-8");

debug('Client: ' + client _ip + ":" + client_port + " Type:
pos_nessage_type[cli_nsg type]);

Devi ce. met ri cAddCount (' UPA_Request', 1);

Devi ce. netri cAddDet ai | Count (' UPA_Request by Message',
pos_nessage _type[cli _nsg type], 1);

Devi ce. metri cAddDet ai | Count (' UPA_Request _by dient',
client _ip.toString(), 1);

} else if (buf_server !== null && buf_server.length >= 7) {

[/l This is a server payl oad

var srv_nsg_type = buf _server.slice(3,7).decode('utf-8");

debug(' Server: ' + server_ip + " Client: " + client_ip +
client_port +"

Type: " + pos_nessage_type[srv_nsg_type]);

Devi ce. netri cAddCount (' UPA Response', 1);

Devi ce. netri cAddDet ai | Count (' UPA_Response_by Message',
pos_nessage_type[srv_mnsg type], 1);

Devi ce. metri cAddDet ai | Count (' UPA_Response_by Cient',
client_ip.toString(), 1);

} else {

// No buffer captured situation
[/ debug(' Nul I or not enough buffer data');
return;

Related classes

e Buffer
e Device
e Flow

Example: Parse syslog over TCP with universal payload analysis

The trigger in this example parses the syslog over TCP and counts the syslog activity over time, both
network-wide and per device.

Note: You might need to edit the trigger example to make sure the network ports for your syslog
server match the ports in your environment.

Run the trigger on the following events: TCP_PAYLOAD, UDP_PAYLQOAD

/!l d obal variables
var buffer
buf fer _si ze
client
data_as_j son

Fl ow. cl i ent . payl oad,

Fl ow. cl i ent. payl oad. |l ength + 1,

new Devi ce(Fl ow. client. device.id),

{ client_ip : Flow client.ipaddr.toString(),
client_port : Flow. client.port.toString(),
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server_ip : Flow server.ipaddr.toString(),
server_port : Flow server.port.toString(),
pr ot ocol . 'sysl og'
protocol fields : {} },

Fl ow. | 7pr ot o,

new Devi ce( Fl ow. server. devi ce.id),

{},

{

pr ot ocol

server

sysl og

syslog facility
"0": "kern",
"1": "user",
"2": "mail",
"3": "daenpbn",
"4": "auth",
"5": "sysl og",
"6": "lpr",
7" "news",
"8": "uucp",
"9": "cl ock_daenon",
"10": "authpriv",
"11": "ftp",
"12": "ntp",
"13": "log audit",
"14": "log_alert",
"15": "cron",
"16": "l ocal 0",
“17": "l ocal 1",
"18": "l ocal 2",
"19": "l ocal 3",
"20": "l ocal 4",

"21": "l ocal 5"
"22": "l ocal 6"
"23": "l ocal 7"
} il
syslog priority = {
0": "energ",
1": "alert",
2" "crit",
3": "err",
"4" . "warn",
n 5ll .
6
7

"noti ce"

"info",

"debug",
s

/[l Exit out early if not classified properly or no payl oad

if ( ( protocol !'= "tcp:5141" ) || ( buffer === null ) ) {
debug(' I nvalid protocol ' + protocol +
" or null buffer (' + buffer.unpack('z').join(" ") + ')");
return,

}
/] Get started parsing Syslog

var data = buffer.unpack('z');

/] Separate the PRIOfield fromthe rest of the nessage
var nmeg _part = data[O].split("'>")[1].split(" ');

var prio_part data[0] .split('>")[0].split('<)[1];

/| Decode the PRIO field into Syslog facility and priority
var raw facility = parselnt(prio_part) >> 3;

var raw priority parselnt(prio_part) & 7;
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/* Tinmestanp and hostnane are technically part of the HEADER field, but
* treat the rest of the nessage as a <space> delimted
* string, which it is (the syslog protocol is very basic)

*/

sysl og. ti nest anp
sysl og. host nane
sysl og. nessage

[* At the network |evel

msg_part.slice(0,3).join('
msg_part[3];
nsg_part.slice(4).join(" ');

* poth facility and priority

. met ri cAddCount (' sysl og: priority '

.met ri cAddDet ai | Count (' sysl og: priority '

syslog.priority +

Fl ow. cl i ent.i paddr,
.metri cAddCount (' syslog:facility_'

.metri cAddDet ai | Count (' syslog:facility_

syslog.facility +

Fl ow. cl i ent.i paddr

")

+

keep counts of who is sendi ng nessages by

+ syslog.priority, 1);

' _detail’,

+

1);
+ syslog.facility, 1);

' detail',

1);

[ * Devices receiving nessages keep a count of who sent those nessages
* by facility and priority

*/

server. metri cAddCount (' sysl og: priority '

server. metri cAddDet ai | Count (' sysl og: priority '

server. nmetri cAddCount (' syslog:facility_

syslog.priority +
Fl ow. cl i ent.i paddr,

server. metri cAddDet ai | Count (' syslog:facility_

syslog.facility +
Fl ow. cl i ent.i paddr

+
1);
+

1);

+ syslog.priority, 1);
' _detail’,
+ syslog.facility, 1);

' detail',

/* Devices sendi ng nessages keep a count of who they sent those nessages
* to by facility and priority

*/

client.metricAddCount (' sysl og: priority '

client.metri cAddDet ai | Count (' sysl og: priority '

client.nmetricAddCount (' syslog:facility_'

syslog.priority +
Fl ow. server. i paddr,

client.metri cAddDet ai | Count (' syslog: facility '

syslog.facility +
Fl ow. server. i paddr

data_as_j son. protocol fields = syslog;

data_as_json.ts

[ltry {

new Dat e() ;

+
1);
+

1);

+ syslog.priority, 1);
' _detail’,
+ syslog.facility, 1);

' detail',

/1 Renot e. MongoDB. i nsert (' payl oad. sysl og', data as_j son);

/1}
[lcatch ( err )

{

I/ Renot e. Sysl og. debug(JSON. stringi fy(data_as_json));

I}

debug(' Sysl og dat a:

Related classes

°

Flow
Network

+ JSON. stringify(data as_json, null, 4));
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Example: Parse NTP with universal payload analysis

EXTRAHOP

The trigger in the following example parses the network time protocol through universal payload analysis

(UPA).
Run the trigger on the following events: UDP_PAYLOAD

var buf = Fl ow. server. payl oad,
fl ags,
val ues,
fnt,
of fset = 0,
ntpData = {},
proto = Fl ow. | 7pr ot o;
if ((proto !=="NTP) ||
return;

(buf === null)) {

/| Parse individual flag values fromflags byte
function parseFl ags(fl ags) {
return {
"LI': flags >> 6,
"WN : (flags & O0x3f) >> 3,
"node' : flags & Ox7
1]
}

/] Convert from NTP short formt
function ntpShort(n) {

return n / 65536. 0;
}

/1 Convert integral
function ntpTi mestanp(n) {
/[* NTP dates start at 1900,
* and convert to mlliseconds */
var ms = (n - 0x83aa7e80) * 1000;
return new Dat e(ns);

}

[l First part of NIP header
fmt = ("B + // Flags (LI,
: Stratum
) Pol ling interval (signed)
Preci si on (signed)
Root del ay
)5 Root di spersion

VN, node)

val ues buf . unpack(fnt);

of fset = val ues. byt es;

flags = parseFl ags(val ues[0]);
(

if (flags. VN !== 4) {
/| Expecting NTPv4

return;

part of NTP tinmestanp format to Date

subtract the difference
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nt pDat a. fl ags = fl ags;

nt pDat a. stratum = val ues[ 1] ;

nt pDat a. pol | = val ues][ 2] ;

nt pDat a. preci si on = val ues[ 3] ;

nt pDat a. r oot Del ay = nt pShort (val ues[ 4]);

nt pDat a. r oot Di sper si on = nt pShort (val ues[5]);

/'l The next field, the reference I D, depends upon the stratumfield
switch (ntpData.stratum
{

case O:

case 1:
I/ ldentifier string (4 bytes), and 4 NTP tinmestanps in two parts
fm = '4s8l";
br eak;

def aul t:
/1 Unsigned int (based on IP), and 4 NIP tinmestanps in two parts
fm ="18l";
br eak;

/1 Passing in offset enables you to continue parsing where you |l eft off
val ues = buf.unpack(fnt, offset);
nt pDat a. r ef erencel d = val ues[ 0] ;

/[l Only the integral parts of the tinmestanp are referenced here
nt pDat a. r ef er enceTi nest anp = nt pTi mest anp(val ues[ 1]);

nt pDat a. ori gi nTi mestanp = nt pTi nest anp(val ues[ 3]);

nt pDat a. r ecei veTi nest anp = nt pTi nest anp(val ues[ 5] ) ;

nt pDat a. t ransm t Ti mest anp = nt pTi nest anp(val ues[7]);

debug(' NTP data:' + JSON.stringify(ntpData, null, 4));

Related classes

e  Buffer
e Flow
e UDP

Example: Record data to a session table

The trigger in this example records specific HTTP transactions to the session table and creates custom
network metrics that collect session expiration data.

Run the trigger on the following events: HTTP_REQUEST, SESSI ON_EXPI RE

/[ HTTP_REQUEST
if (event "HTTP_REQUEST") {
i f (HTTP.userAgent === null) {
return;
}

/1 Look for the OS nane
var re [ (W ndows| Mac| Li nux)/;
var os = HITP. user Agent. match(re);
if (os === null) {

return;

/1 Specify the matched string as the key for session table entry
var os_nanme = os[0];

var opts =
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/| Expire added entries after 30 seconds
expire: 30
// Retain entries with nornmal priority if session table grows too
| ar ge
priority: Session. PRI ORI TY_NORVAL,
/1l Make expired entries avail able on SESSI ON EXPI RE event s
notify: true
I . . - .
/1l Ensure an entry for this key is present; an existing entry will not be
repl aced
Sessi on. add(os_nane, 0, opts);
/'l Increase the count for this entry
var count = Session.increnment(os_nane);
debug(os_nanme + ": " + count);

}

/[* After 30 seconds, the accunul ated per-OS counts appear in the
Sessi on. expi r edKeys
* |list, accessible in the SESSI ON EXPlI RE event :
*/
/| SESSI ON_EXPI RE
if (event == "SESSI ON_EXPI RE") {
var keys = Session. expi r edKeys;
for (var i = 0; i < keys.length; i++) {
debug("count of " + keys[i].nane + ": " + keys[i].value);
if (keys[i].value > 500)
Net wor k. net ri cAddCount (" os- hi gh-request-count", 1);
Net wor k. net ri cAddDet ai | Count (" 0s- hi gh-r equest - count ",
keys[i].nane, 1);

Related classes

e HTTP
e Network
e Session

Example: Track SOAP requests

The trigger in this example tracks SOAP requests through the SOAPAction header, saves them into the flow
store, and creates custom network metrics that collect data about the transactions.

Note: Before you begin, confirm your SOAP implementation passes the necessary information
through the header.

Run the trigger on the following events: HTTP_REQUEST, HTTP_RESPONSE

var soapActi on,
headers = HITP. header s,
met hod,
det ai | Met hod,
parts;

(event === "HITP_REQUEST") {
soapActi on = header s[" SOAPAct i on"]
if (soapAction != null) {
Fl ow. st or e. soapActi on = soapActi on;
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}

}
else if (event === "HITP_RESPONSE") {
soapAction = Fl ow. st ore. soapActi on;
if (soapAction != null) {
parts = soapAction.split("/");
if (parts.length > 0) {
nmet hod = soapAction.split("/")[1];

el se {
met hod = soapActi on;

}
detai |l Method = method + " _detail";
Net wor k. net ri cAddCount (et hod, 1);
Net wor k. net ri cAddDet ai | Count (det ai | Met hod, Fl ow. client.ipaddr, 1);
Net wor k. net ri cAddSanpl eset ("soap_proc", HITP. processi ngTi ne) ;
Net wor k. net ri cAddDet ai | Sanpl eset ("soap_proc_detail ", method,
HTTP. pr ocessi ngTi ne) ;

Related classes

e Flow
e HTTP
e Network

Example: Matching topnset keys
The triggers in this example illustrate topnset key matching by string and IPAddress, and includes advanced
key mapping.
Topnset key matching by string
Run the trigger on the following events: METRI C_RECORD COVM T

Configure advanced trigger options as shown in the following table:

Option Value
Metric Cycle 30sec
Metric Type extrahop.device.app

var stat = MetricRecord.fields['bytes out'],
id = MetricRecord. obj ect.id,
proto = ' HITP2- SSL' ,
entry;

entry = stat.| ookup(proto);
if (entry !'==null) {
debug(' Device ' +id + ' sent ' + entry.value + ' bytes over ' + proto);

Topnset key matching by IPAddress
Run the trigger on the following events: METRI C_ RECORD COVM T

Configure advanced trigger options as shown in the following table:
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Option Value
Metric Cycle 30sec
Metric Type extrahop.device.net_detail

var stat = MetricRecord.fields['bytes out'],
total = 0,
entry,
entries,
I,
ip = new | PAddress(' 192. 168. 112. 1" );

entries = stat.findEntries(ip);

for (i =0; i <entries.length; i++) {
entry = entries[i];
total += entry.val ue;

Renote. Syslog.alert('"IP ' + ip +' sent ' + total + ' bytes.');

Advanced topnset key matching
Run the trigger on the following events: METRI C_ RECORD COVM T

Configure advanced trigger options as shown in the following table:

Option Value
Metric Cycle 30sec
Metric Type extrahop.device.net_detail

var stat = MetricRecord.fields['bytes out'],
entry,
entries,
key,
[

entries = stat.findEntries({addr: /192.168.112.1*/, proto: 17});

debug(' matched ' + entries.length + '/' + stat.entries.length + '
entries')};

for (i =0; i <entries.length; i++) {
entry = entries[i];
key = entry. key;
Renot e. Sysl og. al ert (' unexpect ed out bound UDP traffic from ' +
JSON. stringi fy(key));

Related classes

e  MetricRecord
e |PAddress
e Remote.Syslog
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Example: Create an application container

The trigger in this example creates an application container based on traffic associated with a two-tier
application, and creates custom application metrics collected on HTTP and database events.

Run the trigger on the following events: HTTP_RESPONSE and DB_ RESPONSE

Initialize the application object against which you will
* commit specific HITP and DB transactions. After traffic is
* committed, an application container called "My App" wll appear
* in the Applications tab in the ExtraHop system
*/

var myApp = Application("M/ App");

/* These configurabl e properties describe features that define
* your application traffic.
*/

var myAppHTTPHost = "nyapp.i nternal . exanpl e. cont;
var myAppDat abaseNane = "myappdb";
if (event == "HTTP_RESPONSE") {

/* HITP transactions can be commtted to the application on
* HTTP_RESPONSE events.
*/

[* Commit this HTTP transaction only if the HTTP host header for
* this response is defined and nmat ches your application's HTTP host.
*/

if (HTTP. host && (HTTP.host == myAppHTTPHost)) {
nyApp. commi t () ;

/* Capture custom netrics about user agents that experience
* HTTP 40x or 50x responses.
*/

i f (HTTP. st atusCode && (HTTP. statusCode >= 400))

/1 Increnent the overall count of 40x or 50x responses
myApp. met ri cAddCount (' myapp_40x_50x', 1);
/] Collect additional detail on referer, if any

if (HTTP.referer) {
myApp. et ri cAddDet ai | Count (' nyapp_40x_50x_refer _detail "',
HTTP.referer, 1);

} else if (event == "DB_RESPONSE") ({
[ * Dat abase transactions can be conmritted to the application on
DB _RESPONSE event s.

Commit this database transaction only if the database nane for
this response matches the nane of our application database.

*/

i f (DB.database && (DB. database == nyAppDat abaseNane)) {
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myApp. comi t () ;

Related classes

e Application
e DB
e HTTP
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